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Mpeaucnosue

BeicTphIif pocT rn00anbHOi cetu Internet u CTpeMHUTENBHOE pas-
BUTUME WHGOPMAUMUOHHBIX TEXHOJOTWH TMpUBE/IM K (GOPMUPOBAHHUIO
MHGPOPMAaLIMOHHOM Cpe/ibl, OKa3blBalOLIEH BAMSHUE HA BCe cepbl ye-
JloBe4eckoil aeATebHOCTU. HoBble TeXHOJOrMYECKUE BO3MOXHOCTH
0o0NeryalT pacnpocTpaHeHue WHGOPMALiMKN, NHOBLILIAIT 3POEeKTUR-
HOCTb MPOW3BOACTBEHHbBIX MPOLECCOB, CMOCOOCTBYIOT PACLIMPEHUIO
NeJIoBbIX OTHOHIEHUH. OQHAKO HECMOTPS HAa UHTEHCHBHOE Pa3BUTHE
KOMIIbIOTEPHBIX CPeacTB M MHGOPMAUNOHHBIX TEXHOMOTUI, YA3BU-
MOCTb COBPEMEHHbIX MH(MOPMALMOHHBLIX CHCTEM M KOMITbIOTEPHBIX
CeTei, K COXaNeHH 0, He yMeHbluaeTcst. [ToaTomy npobiiemst obecrie-
YeHMs1 MTHPOpMAUMOHHON Ge30NMaCHOCTH MPUBJIEKAIOT MPUCTATbLHOE
BHMMaHUe KaK CHeluaJluCTOB B 0061aCTHM KOMITBIOTEPHLIX CUCTEM M
ceTell, TaK U MHOTOUHCJICHHBIX MOJIb30BATE/CH, BKIIOYasd KOMIIAHHH,
paboTtawoline B cepe 31€KTPOHHOTO OU3HEca.

be3 3HaHus ¥ KBaTMPUUMPOBAHHOTO NMPHUMEHEHUS] COBPEMEHHBIX
TEXHOJIOTH, CTAHIAPTOB, NPOTOKOJIOB M CPEACTB 3alllUThl HHGOpPMA-
HMH HEBO3MOXKHO INOCTHUIHYTh TpeOyeMoro ypoBHS MH(OpPMalMOH-
HOM 0€30NacHOCTH KOMIIBIOTEPHBIX CUCTEM U CETEt.

[pennaraeMasi BHUMaHHIO YMTATE/Isl KHUTA NOCBSALIEHA CUCTEMA-
THYECKOMY HM3JIOXKEHHWIO M aHATIU3y COBPEMEHHBIX METOAOB, CPEIACTB
Y TEXHOJOTMIA 3allMThl MHDOPMALUM B KOMIILIOTEPHBIX CUCTEMAX U
CeTsIX. ABTOp CTapajICcsl U3NOXUTh MAaTEPUAT MaKCHUMAaJIbHO JOCTYITHO
0e3 MOoTepH B KAYECTBE.

OcCHOBHOE colepXKaHUe KHUTH, COCTOSIIICe U3 CEMHAIlIATH IJ1aB,
Pa3GUTO HA MATH JIOTHYECKH CBSI3aHHBIX YACTEH.

Kaxnas u3 otux vacteil o6beaMHSET HECKOABKO MIaB, CBA3AH-
HbIX o0uUiedl TEMOH.

KHura conepXuT Takxke CMCOK OCHOBHBIX COKPalllgHMMH.

Becbh MaTtepyan KHUIM 6a3upyeTcsi TONbKO Ha OTKPbITbIX NMYyOau-
Kauusix B Internet, oreuecTBeHHOI U 3apy0exHoit neyatu. B ocHoBy
KHUATH TOJIOXKEHBl MaTepUasbl JEKUMI, uuTaemblx apTopoM B Moc-



4 IIpeducaoeue

KOBCKOM MHCTHMTYTE 3JE€KTPOHHON TEXHUKH, Pe3yAbTaTbl HAYYHbIX U
MpPOEKTHBIX paboT, CBA3AHHBIX C CO3NAHMEM KOMILIEKCHBIX CUCTEM
3aLMThl WHMOPMALIMOHHBIX PECYPCOB OPraHU3aUMil W NpeaAnpUATUH
C pacnpeaeJeHHbBIMU TNOAPAa3Ae/IeHUIMU U puiHaNlaMy, a Takxe uc-
110/1b30BaHbl HEKOTOPLIE MaTepuanbl MyOaMKalUMiA nperiogasareseit ¥
cotpyauunkos HMucruryra xpunrorpaduu, cBssm u uHGOpPMATHKU
Axanemuu OCB Poccuu [55, 56, 63].

ABTOp 3apaHee G1arofapeH YUTaTe/sIM, KOTOPbIE MPHULLTIOT eMY
CBOM 3aMeYaHHs U MOXENAHUS.



BeBepgeHme

HHTepHeT CerogHs — 3TO TEXHOJIOTHS, KapIWHAIBHO MEHSIOLLas
BECh YKJIAI Haule XXM3HM: TEMMBI HAy4HO-TEXHNYECKOTO TIporpecca,
xapakrep pabGoTbl, criocobnl obuieHus. DddekTHBHOE NPUMEHEHNE
MH(OPMALIMOHHBIX TEXHOJOTUIi SIBAsieTCs OOLUEeNPU3HAHHBIM CTpaTe-
rudeckuM (HaKTOpOM pOCTa KOHKYPEHTOCHOCOOHOCTH KOMIMAHUH.
MHorue npeanpusTUss B MHpE NMEPEeXoasiT K MCMONb30BAHUIO IIUPO-
KUX BO3MOXHOCTed MHTEpHETa U 3MEKTPOHHOrO OM3HECa, HEOTHEM -
JIeMblil 3IEMEHT KOTOPOro — 3JIEKTPOHHbIE TpaH3aKuuu (no UHrep-
HETY W APYrMM nyOJIMUYHBIM CETAM).

DneKTpoHHasT KOMMepiius, npoaaxa HHbOpMAUUKU B pexume
on-line ¥ MHOrHE IPyrye yCJIyru CTAaHOBSATCS OCHOBHBIMY BUIAMH €S-
TENBHOCTH /1T MHOTHX KOMIAHWI, 2 MX KOPTIOpaTHBHEIE MH(OpMAaLIN-
oHuble cucreMsl (KHUC) — miaBHBIM WHCTPYMEHTOM YNpPaBiCHHS OU3-
HECOM M, (haKTHUECKM, BAXXHEHLIWUM CPEACTBOM TNMPOU3BOACTBA.

BaxHbiM dakTopom, sausiouM Ha paszputue KMC mnpearnpu-
ATUS, SIBJISIETCS MOAEPXAHUE MacCOBbIX M PA3HOODOpa3HbIX CBsidei
npeanpusiTus Jdepe3 MHTepHET C OQHOBPEMEHHBIM oOOecnedeHUeM
Oe30MacHOCTH ITHX KoMMmyHukanwmi. [loaToMy peineHue npodnem
UH(POPMALMOHHOI Ge30MacHOCTH, CBSI3aHHbIX C LIWPOKUM pacrpo-
ctpaHeHueM Internet, Intranet ¥ Extranet — oxHa U3 caMmblX aKTyaThb-
HBIX 34034, CTOSUIUX nepel pa3paboTYMKaMU U NOCTaBUIMKAMU WH-
(OpMaLMOHHDBIX TEXHOJOIHIA.

3amaya obecneyenus uH@opMmauuoHHOK Oe3omnacHocTh KUC
TPAAMLIMOHHO PpELIAETCA TIOCTPOCHUEM CUCHeMbl UHPOPMAUUOHHOU
6esonachocmu (CHUB), onpenensiommm TpeOOBaHUEM K KOTOPOH SIB-
JNsleTCs COXpaHeHue BIOXEHHbIX B nocrpoeHue KNC unBecTumit.
Wnaue rosops, CHUb nonxHa (yHKIMOHUPOBATH a0CONIOTHO MpPO-
3paqHO mast yxe cyiectByonmx B KUC npuioxenunit ¥ ObiTh noi-
HOCTBIO COBMECTMMOM ¢ ucnoabsdyemMbiMu B KMC ceTeBbIMU TEXHO-
JIOTHUSIMU.



6 Beedenue

CoznasaeMass CUB npennpusitisi 10AXHA y4UThIBATh [0 BIEHUE
HOBBIX TEXHOJIOTMI U CEPBHUCOB, a TAKXKE YAOBJIETBOPATH OOILIUM Tpe-
GOBaHMSIM, MPEABABASEMBbIM CEroaHs K jiobbim 3nemenram KHUC,
TAKUM KakK:

» NPUMEHEHUE OMKDPbIMbIX CMAHOAPMOS,

» UCNONB306AHUE UHMEZPUPOBAHHBIX PEUleHU,

s obecneyenue mMacumabupoBanus 6 WUPOKUX npedeiax.

Ilepexod na omkpoimbie cmandapmsi COCTABSIET OAHY M3 TJIaBHBIX
TEHJCHLMI pasBUTHs cpelcTB MHGpOPMAaLMOHHON Ge3onacHocTu. Ta-
kue craHaaptht kak IPSec u PKI obecneyuBaior 3aluulLieHHOCTB
BHEIHUX KOMMYHUKAUii NPEANPUATHH U COBMECTUMOCTb C COOT-
BETCTBYIOIIMMH TPOAYKTaMHU NPEANPUATHIA-NApTHEPOB MIM yHaleH-
HbIX K1ueHToB. Lndpossie ceprudukars X.509 takxke ABIAIOTCH HA
CErolHsl CTaHAAPTHON OCHOBOW ISl ayTeHTU(HKALMUU NOJb30BATE-
Jeid u ycrpoicTs. IlepcriekTMBHBIE CpPEACTBA 3aLUMTbI 6€3yCAOBHO
JAOJDKHBI NOANEPAKMUBATL 3TH CTAHAAPTbI CETONHS.

Ion unmeepuposannoimu pewenusmu NOHUMAETCSl KaK WHTerpa-
[IMSl CPEACTB 3aLUMTHI ¢ OCTajdbHbIMKM 2ieMeHTaMu cetu (OC, map-
HIPYTHU3aTOpaMH, cayx6amu Karainoros, cepsepamu QoS-MojanTHKH
W T. I.), TaK M UHTErpauys pa3iMyHbIX TEXHOJOTHil Ge3omacHOCTH
Mexay cobGoil Ans obecneyeHUss KoMnaeKcHOU 3aujumbs MHGOpMaLu-
OHHbBIX PECYPCOB NMPEANIPUATUS, HAIIPHMEDP MHTErPaLlUs MEXCETEBOI0
3KkpaHa ¢ VPN-uuno3om u tpaHcasitopom [P-anpecos.

IMo mepe pocta u paszputus KHMC cuctema uHdopMaLnoHHOM
6€30NnacHOCTH JO/KHA MMETb BO3MOXHOCTD JIEFKO MacluTabupoBaTh-
¢ 6e3 notepyn LENOCTHOCTH U ynpasagemocTn. Macuimabupyemocms
cpedcma 3auumat O3B0JIsIeT NOAOUPaTh ONITUMANBHOE 110 CTOMMOCTH
¥ HaAEXHOCTH PELeHHE C BO3MOXHOCTHIO NOCTENIEHHOTO HapalliBa-
HUSL cHcTeMbl 3auiuThi. MaciurabupopaHue obGecnieuuBaet 3ddex-
TUBHYIO paboTy MpeanpusTUsi MpU HAAMYMU Y HErO MHOTOYMC/IEH-
HBIX (UIMaNoB, AECATKOB NPEANPUATUH-NIAPTHEPOB, COTEH YIAA/IEH-
HbIX COTPYAHHKOB M MUJJTMOHOB TMOTEHLMAIbHBIX KIMEHTOB.

Hns roro 4To6nl 06ecneuuTh HaaexHYI0 3aiuuTy pecypcos KHUC,
B CUDb nomxHbl OBITH peasu30BaHbl CaMble MPOTPECCUBHBIE U [1EP-
CHEKTUBHBIE TEXHOJIOIHH MH(MOPMAaLMOHHOM 3auTbl. K HUM OTHO-
cATCS:

» Kpunmoepaguyeckas 3auuma OanHKsx 10151 obecriedeHusi KoHdpu-

ACHIIMAIBHOCTH, LIEJIOCTHOCTH Y NMOMTMHHOCTH UH(POpMALUU;

* mexnoaoeuu aymenmu@ukayuu IS TIPOBEPKU NOMJIMHHOCTH

NOJL30BATEEH U OOBEKTOB CETH;



Beedenue 7

MeXHOA0UU MeHCCemeabiX IKPaH08 TSl 3alliNThl KOPNOopaTUBHON
CETH OT BHEIIHUX YIrpoO3 NPy NOAKIIOUYEHHH K OOLIEAOCTYITHBIM
CeTSM CBA3U,

MEXHOAOUU BUPMYAABHBIX 3AUULEHHbIX KaHaaoe u cemel VPN
JUTst 3a11MThl MHGOPMaLMM, NEPEIABAEMON 11O OTKPBITHIM KaHa-
JlaM CBSI3u;

2apARMUPOBAHHAsA UdeHmuuKauus noavzoeamenetl MyTeM TPH-
MEHEHUSI TOKEHOB (CMapT-KapT, touch-memory, Kinodei s
USB-noptoB ¥ T. N.) ¥ ApYruX CPEeACTB ayTeHTU(DHUKALINY;
ynpagaenue JOCMYNoOM HQ YDOBHe nOAb308ameneii W 3auluTa OT
HECaHKLIMOHMPOBAHHOTO AOCTyIA K UHMOpMalluu;

noddepicka UHGPacmMpyKmypsl YNpaeAeHus OMKPsimMbiMU KA0YQ-
mu PKI;

mexHoaoeuu obHapyxcenus emopxcenui (Intrusion Detection) nns
aKTMBHOTO MCCJIEAOBAaHUs 3alUALIEHHOCTH MHGMOPMALIMOHHBIX
PECYPCOB;

MEeXHOAOUU 3QUUMbL OM 8UPYCO8 C UCTIONb30BAHHEM CIIELUATIH-
3UPOBAHHBLIX KOMIUIEKCOB aHTUBHUPYCHOU NpOodHUIaKTHKU H 3a-
UIUTI;

uenmpanusoeartoe ynpaeaenue CHbB Ha 6a3e egIMHON TIOJUTHUKHU
6€30NacHOCTY NPEANPUSITUS;

KomnaeKcHblll no0xo0 K obecneveHuro uHgopmayuorHol besonac-
Hocmuy, O0eCIeUnBaIOIMH PALIMOHAIBHOE COYETaHHE TEXHOJIO-
r'uit U cpeacTB MHPOPMALMOHHOMN 3aLUTHI.



Yacrb 1
MPOBNEMbI HHDOPMALMOHHOM
BE3ONACHOCTH

IIpumenenue undopMaunoHHbix texHonorui (UT) Ttpebyer ro-
BBILIEHHOTO BHMMaHMS K BomnpocaM HHOOPMALIMOHHOM 6e30macHo-
cru. Paspylienuve MHGOPMANMOHHOTO pecypca, €ro BpEMEHHas He-
HOCTYIMHOCTb MJIM HECAHKUMOHHUPOBAHHOE MCIIONB30BAHNE MOTYT
HAHECTH KOMIIaHW# 3HAYHMTEIbHbIM MarepualbHblit yiuep6. bes
DOJKHOW creneHH 3amuTel wHMopmanuu BHeapenue HUT moxer
0Ka3aTbCH 3KOHOMMYECKH HEBBITOOHBIM B PE3YJbTAaTe 3HAYMTEbHbIX
noTeph KOHOUAECHUMANLHBLIX AAHHDIX, XPAHAIMUXCA ¥ oOpabGaTbiBae-
MBbIX B KOMNbBIOTEPHBIX CETSIX.

Peanuzauus peiuenunit, obecrneynsaioinx 6e30macHOCTb HHPOP-
MaLMOHHBIX PECYPCOB, CYLIECTBEHHO MOBbIWAET 3¢GHHeKTUBHOCTS
BCEro npouecca UHGOPMATH3aLIMK B OPraHU3alni, obecneunpas Le-
JIOCTHOCTb, MOMIMHHOCTD U KOH(PHICHUMATLHOCTD JA0POTOCTOHLIEH
AeNoBOH MHOOPMaLMK, LUPKYIMPYIOLIEH B JIOKAIBHBIX U IN06AIb-
HOM MHGOPMALMOHHBIX Cpenax.



fnasa 1
OCHOBHBbBIE MOHATMA 1 AHAINM3 YIPO3
UHPOPMALUMOHHOM BESOMNACHOCTH

Hosbie UT akTMBHO BHEAPAIOTCS BO Bce cepbl HAPOMHOIO XO-
astiticTBa. [losiBjieHUe TOKAIbHBIX M M00AABHBIX CeTeil nepesayu aaH-
HBIX MPEAOCTABMIO TOJb30BATENSAM KOMIIBIOTEPOB HOBbIC BO3MOXHO-
CTH [UISL omepaTuBHOro obmeHa uHpopMauueil. Passutne Internet
TIPUMBENO K UCIIONb30BAHUIO [JIOOATLHBIX CEeTel NMepenayu AAHHBIX B
NMOBCEIHEBHOM XHM3HM NpakTHYECKH Kaxaoro 4enoseka. Ilo mepe
Pa3BUTHSE U YCIOXKHEHHSI CPEIACTB, METOAOB M (POPM aBTOMATH3ALMU
npoueccos o6padboTKU UHGOPMALUU MOBBIILIAETCS 3aBUCUMOCTh 00-
1LIECTBA OT CTeneHu Ge30MacHOCTH ucnoJib3yeMbix um UT.

1.1. OCHOBHbIE NOHSITMA 3aWMTLI MH(pOPMaL MM
M MHPOPMaLMOHHOH Be30nNacHOCTH

CoBpeMeHHbIE METOAbI 00pabOTKU, Nepeaauv U HAKOIUIEHUS] UH-
tbopmanuu crnocoGCTBOBANM TOSIBIEHUIO YIPO3, CBSI3aHHBIX C BO3-
MOXHOCTBIO MOTEPH, UCKAXEHHS U PAaCKPBITHS JaHHbIX, 8APECOBAH-
HbIX WIM NpPUHAIEXAUIMX KOHEUYHbIM HoJb3oBaresiaM. [loaTomy
obecrneueHHe WHPOPMALMOHHON 0€30MaCHOCTH KOMIILIOTEPHbBIX CUC-
TEM M CETEH SBJSICTCA OAHUM M3 BEAYLIMX HANPAaBICHUNA pa3Bu-
™ UT.

PaccMOTpUM OCHOBHLIE TIOHSATHUS 3aUIWTbl UHMOPMALMKM W MH-
dopManoHHOi 0E€30MACHOCTH KOMMBIOTEPHBIX CUCTEM M CeTed C
yuetoMm onpegenenuit TOCT P 50922—96 [14, 62].

3awuma ungopmayuu — >TO AESITEILHOCTb TO MPeJOTBPALIEHUIO
YTeYKM 3aliMIaeMoil MH(MOpMALIMY, HeCaHKLIMOHUPOBAHHBIX M He-
rNpeJHAMEPEHHbIX BO3ACHUCTBUI HA 3alIMiLAeMy0 HH(POPMALIKIO.



10 Yacme 1. IpobGaemst unghopmauuonnot 6esonachocmu

O6sexm 3auumer — UHGOPMALUA, HOCHTEb MHMOPMALIMK WM
MHQOPMaLIMOHHBII ApoliecC, B OTHOIUEHMU KOTOPLIX HeOOGXOIMMO
obecrieyuBaTh 3aLUUTY B COOTBETCTBMM C TOCT4BAEHHOM LENBIO 3a-
UiUTh MHDOPMALIUH.

Lleav 3awumer ungopmayuu — 3T0 XenaeMblii Pe3yNbTaT 3AILUTHI
MHpopMauun. Henpio 3amutel uHGOpMALMK MOXET OBITb NPEROT-
BpalieHue yuiepba COGCTBEHHHMKY, BJAlEbily, TOJb30BATENI0 MH-
dopMaumm B pe3yabrarte BO3MOXHOMN yTeuKM HHQOPMALIMKU H/UIN He-
CaHKUMOHUPOBAHHOTO M HEMNpPEJHAMEPEHHOIr0 BO3NCHCTBMS HA MH-
dopmaruio.

Ippexmuenocms 3auume: unopmayuu — CTENEHb COOTBETCTBUS
PE3YNbTATOB 3alWThl UHGOPMALIMU NOCTABJIEHHOW 1Lieu.

3awuma urngopmayuy om ymeuxuy — JESITENbHOCTL N0 NMPEAOTBPA-
LWEHUIO HEKOHTPOJIMPYEMOIO PACHpPOCTPAHEHUS 3alLMIAeMOil MH-
dbopmanu OT ee pasmiallieHusi, HECAaHKLIMOHMPOBAHHOIO OCTYMNa
(HC) x 3awmiiaemMoit mHGOPMALUMM M NOJYYEHHS 3allMILAeMOi
UHGOPMALUU TOYMBIHIIEHHUKAMH.

3awuma ungopmayuu om paszenauienus — NEATEABHOCTb MO TIpe-
JNIOTBPALUCHNIO HECAHKLMOHUPOBAHHOTO [OBEICHUS 3alllyIHAeMON
MHOPMALMK 10 HEKOHTPOJUPYEMOrO KOJIMYECTBA nosjydyareneit WH-
dopMauuu.

Sawuma ungopmayuy om HCIH — nearenbHOCTb NO MPEIOTBPA-
LIEHMIO TOAYYEHHS 3aliMilaemMoi MHpopMaLuyu 3aMHTEpECOBAHHBIM
CYOLEKTOM C HapylIeHHWEM YCTAHOBJIEHHbBIX TNPABOBLIMH JIOKYMEHTa-
MH Wi CODCTBEHHMKOM JHMOO BjaaeablieM MHGOpMaLMKU 1paB WiH
npaBua J0CTyna K 3aiuuinaemMoil nHgopmauun. 3aHHTEPECOBAHHBIM
cyobekToM, ocywiectaasitomnym HCJ k 3aiguuiaemoit ungopmanuu,
MOXET BbICTYHarh rocyJapcTBO, IOpUIMYECKOE JHLO, rpynna (pusu-
YECKUX JIUL, B T. 4. OGILUECTBEHHAs OpraHU3auus, OTAENbHOE bU3HU-
4eCKOe JINO.

Cucmema 3awumst urngopmayiy — COBOKYITHOCTb OPraHOB U/MIN
MCITOIHUTENEH, MCTIONB3yeMass UMW TEXHUKA 3a0INThl UHQPOPMALIUH,
a Takxe OOBEKTBbI 3aIIMThi, OPraHNW30BaHHbIE U DYHKIIMOHUDPYIOIHE
110 NPaBUIaM, YCTAHOBACHHBIM COOTBETCTBYIOIIMMH NPABOBLIMY, OpP-
raHU3alUOHHO-PACTIOPSAAUTENBHBIMA U HOPDMaTHBHBIMU JOKYMEHTa-
MH no 3auTe HHGOpMaLMH.

[on ungopmayuonnod bezonackocmsro NOHUMAIOT 3AWUILEHHOCTD
MH(pOpPMALIMM OT HE3aKOHHOTO O3HAKOMJIEHHUsI, TpeoOpa3oBaHUs W
YHUUTOXEHHUS, a TAKXKE 3aLUIIEHHOCTh MHDOPMALIMOHHBIX PECYPCOB
OT BO3JAEMCTBUiA, HaNpaBJICHHbIX HA HapylleHUe WX paboToCNoCOOHO-
ctu. [1pupona sTux BozaencTBHil MOXET ObITh CAaMOW pa3HOOOPa3HOM.



Iraea 1. Ocnosuvie nonsmust u anaaus yepos... 11

DTO M IMOMBITKY NPOHUKHOBEHUS 3JIOYMbBILIJIEHHUKOB, U OLIHOKH
lIEPCOHaNa, ¥ BBIXOM U3 CTPOSt ANMMNapaTHbiX K MPOrpaMMHbBIX CPEICTR,
W CTUXHITHbIE OeCTBUA (3eMIeTPSICEHUE, yparaH, noxap) u T. II.

CospemenHast asmomamusupogannas cucmema (AC) obpabomiu
uHghopmauuu TIPEICTABISIET COOOM CIIOXHYIO CUCTEMY, COCTOALIYIO U3
60J1bILIOTO YKMCAA KOMIIOHEHTOB PAa3THYHON CTEIeHH aBTOHOMHOCTH,
KOTOpBIE CBSI3aHbI MexX1ay co00M ¥ OOMEHUBAIOTCA JaHHBIMU. IIpak-
TUYECKU KA KAbIA KOMIMOHEHT MOXET NMOABEPTrHYThCSI BHEIIHEMY BO3-
JeCTBUIO UK BBIMTU U3 CTpos. Komnonenmovr AC MOXHO pa3OMUTh Ha
CAEAYIOLLIME TPYIIThI:

* annapamtsie cpedcmea — KOMITBIOTEPBI M UX COCTABHbBIE YACTH
(npoueccopbl, MOHUTOPbI, TEPMUHAJBI, NepudepUitHbIE YCT-
pOCTBa — MMCKOBO/bI, MPUHTEPDI, KOHTPOJIEPH, Kabeiu, Ju-
HHWM CBSI3H U T. 1.);

* npoepammuoe obecneyernue — NPUOOPETEHHbIE NPOrpaMMBbl, MC-
XOIHbie, 00BEeKTHBIE, 3arpy3ouHbie Moayan;, OC U CUCTeMHbIE
NporpaMMbl (KOMIWISITOPbI, KOMITOHOBILIMKA U JIP.), VTHANTHI,
AUArHOCTHUYECKUE NIPOTpaMMBbl M T. A.;

OaHHble — XPAHUMbIE BPEMEHHO M MOCTOSIHHO, HA MATHUTHBIX
HOCHUTENAX, MeYaTHbIE, apXUBBI, CUCTEMHBIE XYPHAJIb! U T. A.;

® nepcoHaa — OOCIYKMBAIOLMI MEPCOHAN U NOAB30BATENMU.

OnHoit U3 ocoGeHHOCTel oGecneyeHUss WHGHOPMALMOHHONK Oe3-
omnacHocTl B AC sIBISIETCA TO, YTO TAKUM aOCTPAKTHBIM MOHSTHSIM,
KaKk HHGopMaHus, o6BEKTI U CYOBEKTbI CHCTEMBI, COOTBETCTBYIOT
(bu3nUeCKME NPENCTABIEHUS B KOMIIBIOTEPHOM cpene:

e 045 npedcmagaenus UHGOPMAUUY — MAULUHHbIE HOCUMENU UHpOp-
Mayuu B BUAC BHELIHUX YCTPOWCTB KOMIbBIOTEPHBIX CHCTEM
(TEpMHHANOB, MEYATAIOLINX YCTPOMCTB, Pa3iMYHBIX HAKOHMHUTE-
JIeW, TMHUW M KaHAJIOB CBSI3U), ONEpaTUBHOMN NaMsiTH, (aiios,
3anucel U T. 4.

o 00veKmam cucmemsl — TACCUBHbIE KOMIIOHEHThI CUCTEMBI, Xpa-
HAlME, IIPUHUMAIOLLINE WM Niepeaamlume nHgopmanmo. doc-
Tyl K 00BEKTY O3HAyaeT JOCTYN K CoaepKallleiicsl B HeM MH-
dopMarum;

o cybsekmam cucmembl — AKTUBHBIC KOMIIOHEHTHI CHMCTEMbI, KO-
TOpblE MOTYT CTaTh NPUYMUHON MOTOKa UHGpOpPMalUN OT 0OBEK-
Ta K CyObeKTY Wiu U3MEHEeHUsI COCTOsIHUSI CUCTEMBI. B KauecT-
BE CyOBEKTOB MOTYT BbICTYNAaTh MOAb30BATEAN, AKTHBHEIE TTPO-
TPAMMBbI U NIPOLECCHI.

Mudopmaninonast 6e30MacHOCTb KOMIBIOTEPHBIX CUCTEM HOC-

TUraercst obecrneyeHueM KOHOHISHUNATbHOCTH, LIEIOCTHOCTU U A0C-
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TOBEPHOCTH 00pabaThiBAEMbIX HAHHBIX, @ TAKXKE AOCTYIIHOCTH M Lie-
JIOCTHOCTH UH(POPMAIMOHHBIX KOMIIOHEHTOB M PECYPCOB CHCTEMBbI.
MMepeuncnentble Bbillie 6a3zogble céolicmea ungopmayuu HyXIAIOTCs B
foJiee TIOAHOM TOJIKOBAHUH.

Konguoenyuasvnocms O0annbix — 3T0 CTaTyC, NMPEJOCTaBACHHBIA
JaHHBIM U ompeaesioluii TpedyeMyo cTeneHb ux 3aluThi. K koH-
uneHUHAIbHBIM JAHHBIM MOXHO OTHECTH, HAMpUMED, CIIEAYIOIIHNE:
JIMYHYI0 WHQOPMALIMIO MONb30BATesIeH; YYETHBIE 3anUCH (MMEHa U
napony); JaHHble O KPEOUTHBIX KapTax; HaHHblE O pa3paboTkax u
palInyHbie BHyTPEHHHE JOKYMEHTbI; Oyxrajitepckue cenenusi. KoH-
duaeHunanpHas uHGOpMaLMs AOMXKHA ObITb M3BECTHA TOJABKO J0-
MYLIEHHLIM H HPOINEALXAM NTPOBEPKY (aBTOPHU3OBAHHBIM) CyObekTam
cucTeMbl (nONB30BaTENsIM, MpoueccaM, nporpammam). s ocranb-
HbIX CyOBEKTOB CHCTeMbl 3Ta MHboOpMauMs N0MKHA ObITE HEM3-
BECTHOIA.

YceraHosneHne rpagalyii BAXHOCTH 3alUMTHI 3alIUILAEMON MH-
dopMauny (06BEKTA 3aLUThl) Ha3bIBAIOT KAME20PUPOBAHUEM 3auju-
waemMou ungopmayuu.

Tlon yerocmrocmeio ungopmayuy NOHUMAETCSE CBOMCTBO MHGOD-
MaLM¥ COXPAHATh CBOIO CTPYKTYpPY U/WJIM COOEpXAaHUE B MpoLecce
nepesaun u xpavenus. LlenoctHocts MHPOpMaLumn obecneyuBaercs
B TOM CJIy4yae, eC/IM JaHHbIE B CUCTEME HE OT/IMYAIOTCS B CEMaHTHYe-
CKOM OTHOLLEHMY OT JaHHbIX B UCXOAHbIX JOKYMEHTAaX, T. €. eC/IK He
NPOM30LUIO UX CIY4YalHOrO WIH NPEAHAMEPEHHOIO MCKAXECHUA WK
paspymeHus. ObecriedeHue LENOCTHOCTU JAHHbIX SABIAETCS OXHOM
W3 CJOXHBIX 33134 3aLUUTb MHPOPMALLMH. ‘

Hocmoeeprocme ungopmayuu — CBOUCTBO MHEPOPMALUH, BbIpa-
KAIOLUEECH B CTPOroil NMPUHALNEXKHOCTH CYOBEKTY, KOTOPLIN SIBISET-
Csl €6 UCTOYHMKOM, J1TU00 TOMY CYOBEKTY, OT KOTOPOro 3Ta MH(pOpMa-
HUst TIPHUHSATA,

IOpuduveckas 3nauumocms ungopmayuu 03HaAYAET, YTO JOKYMEHT,
SIBASIOIIMICH HOCHTENeM WHOOPMAUuM, 00JaJaeT OPHUAMYECKOn
CUJIOH.

Jocmynnocmpy Oannbix. Pabora mosib3oBatesisi ¢ NaHHbIMH BO3-
MOXHa TOJBKO B TOM CJIy4Yae, €C/Id OH UMEET K HUM IIOCTYIL.

Hocmyn xk ungopmayuu — nonydeHne CyGBEKTOM BO3MOXHOCTH
o3HaKoMIeHus! ¢ HHpOpMaLMeil, B TOM YUCIE [PH NOMOLLM TeXHU-
yeckux cpencts. Cybsexm docmyna K uxgopmayuyu ~ y4acTHHK npa-
BOOTHOLIEHHH B MHPOPMALMOHHBIX MPOLECCAX.

Onepamuenocmb docmyna K uHopmayuu — 310 CrocobHOCTb HH-
dopMaurK¥ WM HEKOTOPOTo MHGMOPMALMOHHOTO pecypca ObiTh JoC-
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TYMTHBIMU IJIS1 KOHEYHOI'O T10JIb30BAaTe/is] B COOTBETCTBUM C €T0 OIe-
PATHBHBIMH MTOTPEOHOCTAMMU.

Cobcmeennux ungopmayui — CyObeKT, B TIOJIHOM 00bEME peaiu-
JYIOIIMIA NOTHOMOYUS BjadeHMsI, MOJb30BAHMSA, PACIOPSIKEHUsS] MH-
(popmanLiMeit B COOTBETCTBUM C 3aKOHOTATEBHBIMH aKTaMH.

Bradeney ungopmayuu — cyobekT, OCYILECTBISIOLINIT BaieHue
¥ MoNb30BaHyE HHpopMalIMeit ¥ pean3yIoLIN TTOTHOMOYKSI PacTio-
pSKEHMSI B TIpefieNiax MpaB, YCTAHOBJEHHBIX 3aKOHOM W/HIU COBCT-
BEHHUKOM UHGOPMALIUH.

[oav308amens (nompebumens) ungopmayuu — CyOBEKT, TOJIB3YIO-
1miica uHpopManuei, MoJydeHHO! or ee COOCTBEHHWKA, Bianesblla
WIH MOCPEAHMKA B COOTBETCTBUM C YCTAHOBJIICHHBIMHM TIpaBaMM H
npaBmwIaMy 10CcTyna K HHGOpMaIlul AM00 ¢ X HaApYLIEeHHEM.

IIpaso docmyna k ungopmauuu — COBOKYMHOCTb MpPaBWJI ZOCTyNA
K WHPOpMALMHU, YCTAHOBJACHHBIX IMPAaBOBBIMU JOKYMEHTAMU WIU
cOOCTBEHHMKOM 1100 BAaae/bLUEM MH(pOPMaLIKH.

[Ipasuao docmyna k ungopmayuu — COBOKYITHOCTH NpPaBWJI, per-
JIAMEHTUPYIOLLUX NOPSIAOK U YCAOBHS JOCTYINA cyObekTa K MHGpOpMa-
LMY U €€ HOCHUTEJISIM.

PaznuyamoT CaHKUMOHWUPOBAHHBLIII W HeCAHKLMOHUPOBAHHBII
JOCTYN K HHDOPMaLUH.

CanrkyuoHuposarnnslli docmyn K AHGOPMalMu ~— 3TO JOCTYN K HUH-
thopmaunu, He HapylIaOLWMA YCTAHOBICHHbBIE [paBUia pa3rpaHuye-
Hus noctyna. [IpaBuia pasrpaHuYeHMst AOCTyNa cayXaT ISl perJia-
MEHTALMU TIPaBa IOCTYMAa K KOMIIOHEHTAM CUCTEMBI.

Hecanxyuonupoeannvii docmyn X MHGOpPMAUUMU — HapyllEHUE
YCTAHOBJIEHHBIX MPaBWl pasrpaHUyEHMsT gocryna. JIMuo wim npo-
uecc, ocywectrpasitomime HCA x nHbopmaumu, SBASIIOTCS Hapyld-
TEeAAMH TipaBuit pasrpaHudenust gocryna. HCJl sBnsierca HaubGonee
PacnpoCTpaHEHHBIM BUAOM KOMITBIOTEPHLIX HAPYIIECHHM.

OTBETCTBEHHbIM 33 3aLUIUTY KOMITbIoTepHOI cuctemsl ot HCJI x
MH()OPMALIVN SBISIETCH AOMUHUCMPAMOD 3aUUMbL,

JOCTYyITHOCTE MHGMOPMALUU NMOAPA3YMEBAET TAKXKE 0OCMYHHOCMb
KOMROHeHMa WU pecypca KOMIbBIOTEPHONW CHCTEMBI, T. €. CBOMCTBO
KOMITOHEHTA WJIU pecypca ObITh JOCTYNHBIM [J1Sl 3aKOHHBIX CyObeK-
TOB cucTteMbl. IlpuMepHBII IepeyeHbs pPecypcoB, KOTOPBEIE MOTYT
OBITb AOCTYTIHbBI, BKJIIOYAET: MPHUHTEPHI, CepBEphI, pabodye CTaHLIUH,
JMAHHBIE MOJb30BATEICH, JIOObIE KPHTHUYECKME NaHHble, HeoOXomu-
Mble st paboThl.

Llenrocmuocms pecypca NIV KOMNOHERMA CUCMEMbl — 3TO CBOWUCT-
BO pecypca WM KOMIIOHEHTa ObITb HEH3MEHHBIM B CEMaHTHUECKOM
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CMbICAe TNpH GYHKIUMOHMPOBAHUM CHUCTEMbI B YCJIOBHUSAX CAYYaHHBIX
WM TIpeAHAMEPEHHbIX MCKAXEHUH WAKM paspyilalouiux BO3ACH-
CTBMIA.

C normyckoM K HHpopMauuu M pecypcaM CHCTEMbl CBfA3ada Ipyli-
N4 TaKHUX BAXHBIX OHATHH, KaK uaeHTHDUKALU, ayTeHTHDUKAUMS,
apropu3anis. C KaxabM cyObeKTOM CUCTeMbI (CETH) CBSI3BIBAIOT He-
KOTOpy1i0 MHGOPMALMIO (YKUCI0, CTPOKY CHMBOJIOB), HASHTHRHLMU-
pYIOHIYIO CYyOBnexkT. Bta pHbpopMauus SIBIASETCH uUdeHmupuxamopom
cyobekTa cucreMbl (ceTu). CyOBEeKT, UMEIOLIUH 3aperUCTPUPOBAH-
HbIf WAEHTHUKATODP, SIBIACTCA 3AKOHHbIM (A€2aNbHbIM) CYOBEKMOM.
Hoenmugpuxayus cybsexma — 310 NpoLelypa paclo3HaBaHus cy6b-
eKTa Mo e€ro uaecHtudukaropy. Mnentuduxauns BINOIHAETCS TIPU
TIONBITKE CYOBhEeKTa BOHMTM B cucTeMy (cerh). Creayioul¥M 1uarom
B3aMMOIENCTBUS CUCTEMBI C CYOBEKTOM ABISIETCS ayTeHTHQUKALWA
cyonexTa. Aymenmugpukayus cybsekma — 3TO NPOBEPKA MOMIUHHO-
CTH cyObeKTa C JaHuHbIM naeHTduUKaropom. Tpouenypa ayreHTudu-
KAllu¥ YCTAHABJIMBAET, ABSETCS JH CYOLEKT MMEHHO TEM, KEM OH
cebsn obbasut. Iocie uaeHTMdUKaUMU U ayTeHTUDUKALMY cyObekTa
BBITMIONHAIOT MPOLEAYPY aBTOpH3aunn. Aemopusayua cybsexma — 310
npouenypa NpeaocTaBleHns 3aKOHHOMY CYOBEKTy, YCREIUHO Mpo-
meaAlieMyY MISHTHOUKALMIO U ayTEHTU(DUKALUIO, COOTBETCTBYIOLLIMX
NOJIHOMOYMIA ¥ JOCTYIHBIX PECYPCOB CHCTEMbL (CETH).

Hon yzposoi 6ezonacnocmu AC NMOHMMAIOTCS BO3MOXHblE Aeii-
CTBUS, CIIOCOOHbBIE NPSIMO MM KOCBEHHO HaHeCTH yiepOl ee 6e30-
nacHoctu. Ywep6 Oe3onacHocmu TOAPA3yMEBAET HapyWIEHHE CO-
CTOSIHMS 3allIMHIEHHOCTH WMHGMOPMALIMH, codepxalueics n obpada-
ThiBalowlelics B cucteme (cet). C noHATHeM yrposbl GesonacHocTu
TECHO CBfI3aHO IIOHSTHE YSA3BUMOCTH KOMITbIOTEPHON CHUCTEMBI
(cetn). Yazeumocmv komnoromepHol cucmemsl — 3TO [IPUCYLIEE CUC-
TEME HeylayHOe CBOICTBO, KOTOPOE MOXeET TPUBECTH K peasivia-
UMM Yrpo3nl. Amaka HAa KOMIIBIOTEPHYIO CHUCTEMY -— 3TO MOWCK
WU/UIN KMCNOJIb30BaAHHE 30YMBIILICHHUKOM TOH MNM MHOU ys3BU-
MOCTH cucTeMbl. HBIMU C/lOBaMH, aTaka — 3TO peajnlalius yrpo-
3bI G€30MAaCHOCTH.

IporuBoaeiicTeHe yrpo3aMm O€30IIACHOCTH  SBJSIETCH  LIEbIO
CPEICTB 3alliMThl KOMIIBIOTEPHBIX CHCTEM M CeTeil.

Sawguwennas cucmema — 10 CUCTEMA CO CPEACTBAMM JALLNTHI,
KOTOpbIE YCHeliHO U (M ¢hEKTUBHO NPOTUBOCTOAT Yrpodam besonac-
HOCTH.

Cnoco6 3awumst ungopmayuu — MOPANOK W NpaBuila lipuMeHe-
HUSl ONpefeeRHbIX MPUHIIKNOB U CPEACTB 3aLIUThl MHPOPMAILUH.
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Cpedcmeo 3awumol unopmayuu — TEXHUYECKOE, NPOrpaMMHOE
CpPEeNCTBO, BELIECTBO M/MJIW MaTepuaj, TpeNHa3HaueHHblE WIU HC-
HoJib3yeMble TS 3alUThl MHpOPMALIUH

Komnaexc cpedcme 3awumer (KC3) — COBOKYITHOCTb MpPOTpamMMm-
HBIX M TEXHWYECKUX CPEICTB, CO3MAaBAEMbIX M MNONAEPKXUBAEMBIX IS
obecneyeHust WHPOPMALMOHHONM 6e30MACHOCTH CHUCTEMBI (CETH).
KC3 co3naercst M NOAIEPXKUBAETCS B COOTBETCTBUU C IPHHATON B
JIAaHHOI OpraHM3alMM MOJIMTHKOW GE30MacHOCTH.

Texnuxa 3awumst uxngopmauuu ~— CpPeIACTBA 3alIMTHI UHGOPMA-
uMun, cpencrsa KOHTposs 3hEKTUBHOCTH 3alUUTH WHEOOPMALIH,
CpencTBa M CHCTEMBI YIIPaBJICHMSI, NpeHa3HaYeHHBIe TS obecrieve-
HUS 381LUTHI UH(POPMALIUH.

KopriopatuBHbIE CETM OTHOCSATCS K pacripeleeHHbIM aBTOMATH-
3upoBaHHBIM cucteMaM (AC), ocyllecTBasIONIMM 00paboTKy MHPOP-
mauuu. O6ecnieueHue GezonacHoctTv AC mpeanoiaraeT opraHU3aLnio
NMPOTUBOAEHCTBUS J110OOMY HECAHKUIMOHHUPOBAHHOMY BTODXEHMIO B
npouecc PpyHKunoHuposaHust AC, a TakxkKe TONBITKAM MOIW(pHKA-~
LIMH, XMILEHHS, BLIBCIEHUS U3 CTPOS WM Pa3pyILIEHMs €€ KOMIIOHEH~
TOB, T. €. 3alIUTY BCEX KOMIIOHEHTOB AC — annapaTHbIX CPEICTB,
nporpaMmHoro obecneueHusi (T10), maHHbIX U nepcoHana. KoHkpeT-
HBIE nonxon K npobneMe obecneyeHuss 06e30MacHOCTH OCHOBAH Ha
pazpabotanHoii iist AC noantuke 6e3onacHoctu {30, 63].

Hoaumuxa 6ezonachocmu — 3TO COBOKYIMHOCTb HOPM, TIPaBUJI W
NPaKTUYECKUX PEKOMEHAAUWid, PerIaMeHTUPYIOLIUX paboTy CpeacTs
3aIUMTHl KOMNBIOTEPHOW CUCTEMbl OT 33JaHHOTO MHOXECTBA Yrpos.
bonee noapobHble CBeAEHMS O BUAAX NOJUTUKM OE30MACHOCTH W
npotiecce ee pa3pabOTKH NPUBOIASATCA B 1. 3.

1.2. AHanu3 yrpo3 uHpopMaLuMOHHOM Be3onacHOCTH

Iloa yeposzou (B 00LLEM CMBICIE) OOBIYHO MOHUMAIOT MMOTEHLIH-
aJIbHO BO3MOXHOE COObITUE (BO3ACHCTBUE, MPOLECC MU SIBJIEHUE),
KOTOPOE MOXET MPUBECTH K HAHECEHMIO yiuepba ybuM-Tu00 HHTE-
pecam. B paneHeliineM noa yeposoi 6bezonachocmu AC 00paboTKM
vndopmaly OyaeM NOHUMATh BO3MOXHOCTb Bo3neicTsus Ha AC,
KOTOpPOE MPSIMO MM KOCBEHHO MOXET HAaHECTH ymiepd ee OGe3onac-
HOCTH.

B HacTosiiee BpeMsi M3BECTEH OOLIMPHBIM MNEPEYEHBb YIpo3 HH-
dopmannonHoit 6e3omacHocTrt AC, coaepXamnii COTHU NO3ULIMA,
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PaccMoTpeHHe BO3MOXHBLIX yrpo3 MHGOPMALMOHHOM $e300acHOCTH
MPOBOAMTCS C LIEJIBIO ONpeJesieHHs] MOoJHOro Habopa TpebGoBaHuil K
pa3pabaTbiBaEMOi CUCTEME 3aLLIUTHI.

IlepeyeHb yrpo3, OLEHKM BEPOSTHOCTEN MX peajiM3alivi, a TAKXe
MOJIeJib HapYLIHTENsE CyXaT OCHOBOM AJiA aHa/lM3a PHUCKA peasin3a-
nyu yrpo3 u (opMmyaupoBaHus tpebosaHui K cucreme 3aluTht AC.
KpoMme  BuisiBfIeHMS BO3MOXHBIX YIPO3, LEIeCOo00pa3sHO NPOBENEHHE
aHajli3a STHX Yrpo3 Ha OCHOBE MX KJIaCCU(PUKALMU MO psilly NpH3HAa-
KoB. Kaxablii u3 npH3HakoB kjaccupUKaALUUH OTPAXaeT OXHO M3
060611eHHbBIX TpeOOBaHMIl K CUCTEME 3allMUThl. YTpO3bl, COOTBETCT-
BYIOLLME KAXKJIOMY HNPH3HAKY KiacCHbUKAUUH, ITO3BONAIOT AETANNU3H-
poBaTh OTpaxaeMoe 3THM NPU3HAKOM TpeGoBaHueE.

Heob6xomumocTth Kiaccubuxauuu yrpo3 HHGOpMALMOHHOMN Be3-
omacHoct AC 00ycioB/leHa TeM, 4TO XpaHUMas B oOpadarbiBaemas
nHdopmalust B coBpeMeHHbIX AC noaBepxXeHa BO3AEHCTBUHIO Ype3-
BbIYaiiHO Gosbluoro ymcaa ¢GakrTopoB, B CUIY YE€ro CTAaHOBUTCS He-
BO3MOXHbIM (YOPMAaIK30BaTh 337a4y OMUCAHMS FOJHOrO0 MHOXECTBA
yrpo3. IToatoMy mist 3alumM1aeMONi CUCTEMbl OOBIYHO ONPEAENsOT HE
TNOJHBIA MEPEUYEHb YTPo3, a TIEPEUCHD KJIaCCOB Yrpo3.

Knaccugukalida Bo3MOXHBIX yrpo3 nHpopMallMOHHO#M Ge3onac-
HocTd AC MoxeT 6bITh NpoBedeHa fO CAeAYIOLIMM 6a30BbEIM NPU3HA-
Kam [63].

1. T1o npupose BOIHUKHOBEHUS:

e ecmecmeeHHble yepossi, BhI3BaHHbIE BO3AeHCTBHSAMU Ha AC 00b-

€KTUBHBIX (PH3UYECKUX NPOLECCOB WIM CTUXHUHBIX NpUpPOIL-
HbIX ABJICHHUI;

o uckyccmeenuvie yeposni 6esonacHocTH AC, BbI3BaHHbIE JIESITENb-
HOCTBIO Y€JIOBEKa.

2. Tlo cTenexu NpeaHAMEPEHHOCTH NPOABJICHUA:

* Y2po3bl, 6bI3GAHHbIE OWUOKAMU UMY XAAAMHOCMbIO TEPCOHANA,
HanpuMep HEKOMIIETEHTHOE WCIIONIb30BAHUE CPEACTB 3aLLUThI,
BBOJ OLIMOOYHBIX JAHHBIX U T. II.;

® Yepo3vl npeOHamepeHHoe20 Oelicmeus, HApUMep HeHCTBUsI 310-
YMBHIILIEHHHUKOB.

3. Ilo HenocpencTBEHHOMY HCTOMHHKY YIpo3:

o npupodHas cpeda, HaNPUMeEp CTHXUIHBIE OEACTBHSA, MArHUTHbIE
Oypu 4 np.;

e Yenoe6ex, HanpuMep BepOOBKA MyTeM IOAKYTA MEpCcOHaNa, pas-
rnauieHue KOHQUACHUHATbHBIX JAHHBIX U T. II.;

* COHKUUOHUPOBAHHBIE NPOSDAMMHO-GHNAPAmMHble cpedcmed, Ha-

npuMep yaajleHHe AaHHbIX, 0TKa3 B pabore QC,;
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» HECAHKUUOHUPOBAHHbBIE NPOSPAMMHO-ANNAPAMHbIE cpedcmeda, Ha-
NPUMED 3apaXxCHUE KOMIBIOTEPA BUPYCAaMHU C AECTPYKTHBHBIMHM
PYyHKUUAMU.

4. 1o M0I0XKeHHI0 HCTOYHMKA YIPO3:

o gHe Koumpoaupyemou 3oHbl AC, HaTIpuMep MepexBaT NaHHBIX,
TepenaBaeMbIX 0 KaHajlaM CBSI3M, HEpexBaT MOOOYHBIX 3J€K-
TPOMArHUTHBIX, AaKYCTHYECKHX U IPYIHX U3JIYYEHHH YCTPONCTB;

o 6 npedeaax xowmpoaupyemoli 30Hst AC, HATIPUMED TIPUMEHEHUE
MOACTYIIMBAIOUINX YCTPOHCTB, XUIIEHHME PACIIEYyaTokK, 3amucei,
HOocuTeNeH WHGOPMALUHY U T. IL.;

o Henocpedcmaento ¢ AC, HarpuMep HEKOPPEKTHOE MCIIOJIL30Ba-
Hue pecypco AC.

5. Ilo crenenu 3aBucumocTH OT akTHBHOCTH AC:

e Hezasucumo om akmusHocmu AC, HanpuMep BCKPLITHE WIH(POB
KPUNTO3aLINTHl HHGPOPMALIUY;

* MOAbKO 8 npoyecce oOpabomru 0aHHbIX, HATIDUMEDP YTPO3bl BbI-
FIOJIHEHUS U PACIPOCTPAHEHUs! TIPOrPaAMMHBIX BUPYCOB.

6. Ilo crenenm Bo3aeiicTens Ha AC:

e naccugHsie yepo3si, KOTOPbIC NPU pean3aluy HUYETO HE MEHSI-
10T B CTPYKTYpe u comepxanun AC, HarpuMep yrpo3a KOnupo-
BaHUs CEKPETHbIX JAaHHBIX;

s AKMu@Hble Yepo3bl, KOTOPbIE NMPU BO3AEHCTBUM BHOCAT U3MEHE-
HUSL B CTPYKTYPY W conmepxanue AC, Hanpumep BHEIpPEeHUE
TPOSIHCKHMX KOHEH U BUPYCOB.

7. Tlo 3TanaM moCTYNA HOAL30BATENE WIM HPOrpaMM K pecypcam

AC:

* Yepo3sl, npoaeaawujuecs Ha amane docmyna K pecypcam AC, Ha-
MpUMED Yrpo3bl HECAHKUMOHUPOBAaHHOrO J1ocTyna B AC;

» Y2po3bl, NPOAGAAIOWUECA NOCAe Pa3peuieHus GoCmyna K pecypcam
AC, HanpuMep Yrpo3bl HECAHKLHOHWPOBAHHOTO WU HEKOD-
PEKTHOTO: UCTOJIb30BaHUst pecypcoB AC.

8. Ilo cmocoBy mocryna K pecypcam AC:

e Y2po3bl, OCyuiecmensiemoie ¢ UCNOAbI0EAHUEM CMAHOAPMHO20 RYMU
docmyna k pecypcam AC, HanpyuMep HE3aKOHHOE MHOTydeHHE
naposief ¥ IPYTUX PeKBH3UTOB pa3rpaHUUYEHMs] JOCTYIA C MO-
crenyoleit MAaCKUPOBKO# IO 3apEeTHCTPHPOBAHHOIO MOJIb30-
BaTest;

® yepo3vl, OCYwlecmensiemple ¢ UCNOAb30BAHUEM CKPbIMO20 HeCmaH-
dapmnoeo nymu docmyna k pecypcam AC, Hanpumep HecaHK-

o

LIMOHH cTynn K pecypcam AC myTeM UCMOAb30BA-
Hust HEARYMCHEYRPRIVILN ALANOXHOCTYH OC.
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9. ITo TeKymieMy MeCTy pacmojioXeHus HHMDOPMAUHH, XPAHUMOI
1 obpadaTnBaemoii B AC:

e y2posvl docmyna K UHGOpMayul, HAX00SWelcs Ha 6HEWHUX 3an0-
MUHGROWUX ycmpolicmeax, HAIPUMED HECaHKUMOHUPOBAHHOE
KONMPOBAHME CEKPETHOW MH(DOPMALMHU C XKECTKOTO AUCKA;

* Y2po3bi OOCMYyRaQ K UHGpOpMayuU, Haxo0awelics 8 onepamuenol na-
Mamu, HATIpYMEpP YTeHHe OCTaTOYHOW MHGOpMALIVH H3 onepa-
TUBHOM NaMATH, AOCTYNN K CHUCTEMHOH 00AacCTH ONepaTUBHOM
faMATH CO CTOPOHB! IIPUKIIAZHLIX TPOTPAMM;

* y2po3sl 00CMyna K UHGopmayuu, YupKyrupyowei 6 MUHUAX cA3u,
HanpuMep He3aKOHHOE TOAKIIOUEHHE K JUHHMAM CBA3H C MO-
C/IEYIOLIUM BBOJIOM JIOXHBIX COOOLIEHHH unn Moaubukauuen
TepeAaBaeMelX COOOLICHUI, HE3aKOHHOE MOAKIIOYEHHE K JIH-
HHSIM CBSI3K C LIENbIO NPSAMON NOAMEHb! 3aKOHHOTO NOJb30Ba-
TeAd ¢ MOCJAESYIOIMM BBOAOM Ae3uHbOPMAaLMM U HaBs3blBa-
HHEM JIOXKHBIX COODLIEHMUIA;

e y2po3sl docmyna K uHgopmauuu, omobpaxcaemou Ha mepmuHase
uAu newamaemoli Ha npuxmepe, HaNpUMep 3aIUCh OTOOpaxae-
MO MHOOPMALIHM Ha CKPBITYIO BUACOKaMeEpY.

Kak yxe oTMeuasnoch, onacHbie BosaeicTsusi Ha AC noapasnesi-

IOT Ha cjiyyaiiHble H NpeaHaMepeHHble, AHAJIN3 OMNbITa NMPOEKTUPOBA-
HHS$l, U3TOTOBJIEHUS ¥ IKCIyaTauuu AC nokasbiBaer, 4to WHGpopMa-
UMsI MONBEPraeTcsl pasNUuYHbIM ClyYyalHbIM BO3ACUCTBMSIM Ha BCEX
JTanax uuKiIa XM3Hn ¥ GyHkuuonnposanus AC.,

IMpuunHaMi caydaikHbix Bo3nedcTBH npy 3Kcryarauun AC Mo-

TYT ObITb:

+ aBapWiiHbie CUTYallMH W3-33 CTUXUIHBIX O6eaCTBUHI M OTKII0YE-
HUWA 3JIEKTPONNTAHUS;

e OTKa3bl U cOOM annaparypbl;

e OLIMOKM B NPOrpaMMHOM OGECTIeUECHUM;

o OIIMOKM B paboTre OOCAYXUBAIOLIETO NEPCOHANA M NOJb30Ba-
TENEH;

e MOMEXM B JIMHUSIX CBA3M M3-33 BO3ACHCTBUI BHEUIHEHR Cpeabl.

Ouwnbku B [10 9BAAIOTCS PacnpOCTPAHEHHBIM BUIOM KOMIIbIO-

tepHbix HapyiueHuit. [10 cepeepos, pabounx CTaHUMH, MapLIpyTH3a-
TOPOB M T. J. HAIKHCAHO JIIOAbMH, TIO3TOMY OHO MPAKTUYECKH BCEraa
comepXxut olmOku. YeM BbiLe CnOXHOCTL fopobHoro 10, Tem
60JIbllI€ BEPOSATHOCTL OOHAPYXEHHUS B HEM OWIMOOK U YSI3BUMOCTEH.
BONBbIIKHCTBO U3 HUX HE NPEACTABIAIOT HUKAKOH OLIACHOCTH, HEKO-
TOphIE XK€ MOTYT NPUBECTH K CEPLE3HBIM TOCAENCTBUAM, TAKMM KaK
10Jly4eHHEe 3NOYMbIIUICHHUKOM KOHTPOJIS Hal CEpBapoMm, HepaboTto-
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CNOCOOHOCTL CepBEpa, HECAHKLMOHMPOBAHHOE WCIIOJAb30BaHUE pe-
CYpcoB (MCTIOIb30BaHHE KOMITHIOTEpPa B KauyecTBe Iuiatgapma uist
atTaku U T. 1.). OObIYHO MOJOOHBIE OUIUOKHM YCTPAHSIIOTCS € NMOMO-
IO NAKeTOB OOHOBJIEHUM, PETYISIPHO BbIMYCKAEMbIX MPOM3BOIMTE-
neMm [10. CBoespeMeHHasl yCTAHOBKA TaKHUX TIAKETOB SIBJSIETCH HEOO-
XOAMMBIM yCJO0BUEM 0€30MacCHOCTH MH(OPMALIHH.

IIpeanamepennbie Yrpo3bl CBS3aHbI C LI€JeHANIPABICHHBIMY ACHCT-
BASIMA HapylIuTesis. B KauecTBe HapyIUMTENs MOXET ObITh CITyxKa-
Hit, NOCeTUTENb, KOHKYPEHT, HAEMHHK U T.. 1. JIeiCTBUS HApyLIATE-
Jisi MOTYT OMITb OOYCAOBJI€HBI PAa3HBIMW MOTHMBAaMH: HEJOBOJbCTBOM
clyxaulero cBoei Kapeepoil, cyrybo MaTepHajbHBIM WHTEPECOM
(B3sTKA), TIOOOILITCTBOM, KOHKYPEHTHOI 60pb00il, CTpEMIIEHHEM Ca-
MOYTBEPIAUTBHCSA 1000 LIEHOM U T. 1.

HMcxoass M3 BO3MOXHOCTH BO3HWUKHOBEHHsI Haubojiee oracHoM
CUTYyallMU, OOYCAOBAECHHON IeIUCTBUSIMH HAPYIUUTE/S, MOXHO COCTa-
BUTb M’MMOTETUYECKYIO MOMEJb MOTEHUMANBHOrO Hapyiuurens [40]:

¢ KBATUUKALIMA HAPYILUTENST MOXKET ObITh HA YpOBHE pa3paboT-
4YUKa AaHHON CUCTEMBI;

e HAPYLIKUTEIEM MOXET OBITh KAaK IOCTOPOHHEE JMLO, TAK U 3a-
KOHHbI TMO/1b30BaTe/Ib CUCTEMBI,

e HApYLINTENIO M3BECTHA WHQOpMauust O NpUHUKMAX paboThl
CHCTEMDbI;

s HapyliuTe/ib BbiOEpeT Hanbosee cinaboe 3BeHO B 3aLMTE.

B yacrHocTu, a5 6aHKOBCKMX AC MOXHO BBIACIUTD CIEAYIOIINE

npeiHaMEPEHHBIE YTPO3bI;

o HCJl nuu, He npuHamiexallux K 4MCly OaHKOBCKUX CJyXKa-
1IUX, U O3HAKOMJIGHUE C XPAHUMOW KOH(MpUAESHUUATBHOU WH-
dopmarueit;

e O3HAKOMJIEHHE OAHKOBCKHUX CIyXalllMX ¢ wHpopMmaluei, K KO-
TOPOIl OHU HE MOJIKHBI UMETh JOCTYH;

¢ HECAHKIMOHMPOBAHHOE KOMMUMPOBAHUE MTPOTPaMM M JAaHHBIX;

e KpaXa MAarHMTHbIX HOCHUTENEH, conepXaliux KOH(PWIeHHUAIb-
HYI0 HH(OPMALIMIO;

e KpaXxa pacrnedyaTaHHBIX 0aHKOBCKMX JOKYMEHTOB;

e YMBILIUIEHHOE YHUUYTOXEHUE MHGOPMaInK;

* HECAHKIMOHUPOBAHHAS MoIM(HKalUsl OAHKOBCKUMH CITyXa-
UMK GUHAHCOBBIX JOKYMEHTOB, OTYETHOCTH M 6a3 NaHHBIX;

o danbcupukauus cooblueHU, NepemaBaeMbiX TIO KaHajam
CBA3Y;

e OTKa3 OT aBTOPCTBA COOOLUEHMs, NMEPEJaHHOrO MO KaHanam
CBA3H;



20 Yacmu 1. Hpobaembt ungbopmayuonnoii bezonacnocmu

» 0TKA3 OT (pakra noayueHus: nHpopmauuu;

s HaBA3bIBAHKE pPaHee NEPEJAHHOr0 COODLLICHUS;

e paspylleHHe MHdopMauuu, BbI3BAHHOE BUPYCHBLIMM BO3AEHCT-
BUSIMH;

» paspylieHHe apXuBHON GaHKOBCKO# MH(MOPMaLUK, XpaHswen-
CSl HA MarHUTHBIX HOCUTEJISIX;

* Kpaxa oGOpyJOBaHMS.

HecankumonupoBaHubiii 10CTYn — Haubojiee pacrpOCTPaHEHHbIH

W MHOTOOOpasHbIi BUJ KoMIbIOTepHhiXx Hapywenuit. Cyts HCJ co-
CTOMT B IOJYYEHHMM TONB30BATENEM (HAPYLINTE/IEM) AOCTYNa K 00b-
€KTY B HapYLICHHE MPABUJT Pa3rPaHUYCHUA HOCTYMA, YCTAHOBIEHHbIX
B COOTBETCTBHM ¢ TIPUHATOM B OpraHM3alMu NOAUTHKON 6e30macHo-
ctu. HCI ucnonsayeT moby1o oUubKy B CUCTEME 3alIUThl U BO3MO-
JKEH APy HEPALMOHAJILHOM BEIOOpE CPEACTB 3alllMThi, UX HEKOPPEKT-
HOl ycraHoBke M Hactpoiike. HCJ] MoxXer ObiTb OCYLUECTBAEH KaK
LrraTHLIMU cpesctBaMi AC, Tak W crieunajbHO CO3JaHHbIMM anna-
paTHLIMM M POTPAMMHbBIMK CPEACTBAMHU.

OchoBHble kaHaibl HCJI, depe3 koropbie HapylMTENb MOXET
NIONYYUTh JOCTYIT K KOMITOHEHTaM AC Y OCYLIIECTBUTb XMILEHUE, MO-
IMGUKALKIO U/ paspylieHUe WHOPMaLMHU:

e LITATHBIC KaHAAB! ROCTYNA K WHGOpPManMy (TEPMUHAJBI 10130~
BaTesieil, oneparopa, aiMUHHCTPATOPa CUCTEMbI; CPEACTBA OTO-
OpaxeHds ¥ JOKYMEHTUPOBaHus MHGOPMaLMK; KaHaJbl CBA3N)
[PH MX UCIOAB30BAHUM HAPYUIMTEISIMM, 4 TAKXKE 3aKOHHbIMU
T0/1L30BATENSIMUA BHE TIPEAEIOB UX MOJHOMOYMIA;

e TEXHOJIOTMYECKME NYJIbTHI YIIPaBJICHUS;

e JMHUM CBA3KH MEXIy annapaTrHbiMu cpeactBamu AC;

» OBOYHDIE 2JIEKTPOMArHUTHLIE M3YYEHHS OT annaparypbi, JH-
HUH CBSI3U, CETCH 3JIEKTPONMTAHMSA U 3a3EMACHUS U Ip.

W3 Bcero pasHoobpasus cnocotos u npuemoB HCJ octaHoBUM-

Cfl Ha CIEAYIOIIMX PACNPOCTPAHEHHBIX U CBA3AHHLIX MeXay coboH
HAPYLUECHUSX:

e TIepeXBaT mnapoJsen;

* «MacKapasy;

e HEe3aKOHHOE MCII0Ab30BAHHE TIPUBUIIETHIA.

Ilepexgsam naponeil OCylIECTBASETCS CrieLMAIbHO pa3paboTaHHbl-
MU rporpaMMamy. [1py nonbITKEe 3aKOHHOrO NONb30BATENS BOMTU B
CHCTEMY TIPpOrpaMMa-TiepexBaTiMK WMHTUDYET Ha IKpaHe Jucies
BBOJA MMEHM M TTapoJisi NMojib30BaTesl, KOTOpbIE Cpaldy Mepechlialorcs
BJIAJIC/bIy MPOrpaMMBI-TIEPEXBATYMKA, 110CAE YEro Ha 3KPaH BhIBO-
auTest coobuienne o6 owmnbke M ynpasneHde Bosspatuaercs OC.



TIiaea 1. Ocnosnbie NOHAMUA U GHAAN3 Y2PO3... 21

lNonb3oBaresnb MpeAHoaaraet, 4To A0NYCTU OIUMOKY ITpY BBO/E Mapo-
Jiss. OH NOBTOPSIET BBOA U NOTyYaeT JOCTYN B CHCTeMYy. Bianeseu npo-
rpaMMBI-TIEPEXBATYMKA, TOMYYUBLIMIA UMS M Mapojib 3aKOHHOTO
10J1b30BATEST, MOXKET TENEPb UCMOJIBL30BATh UX B CBOMX LensX. Cyle-
CTBYIOT M JIpyrue crocoObl nepexpaTa napojeit.

«Mackapad» — 3TO BBINOJHEHUE KAKHUX-IMO0 HEUCTBUN OXHHM
I10JIb30BATEIEM OT UMEHH APYFOTO NMONB30BaTesA, 00131a01ero co-
OTBETCTBYIOLIMMHU nonHOMounsaMu. [lenbio «mackapana» siBisieTcs
TIPUMKUCBHIBAHUE KaKUX-NU60 NeiCcTBUIT ApyromMy monb3oBaTenio anbdo
MMPUCBOCHHE IOJITHOMOYMI M TIPUBWIETUH IpYyroro Iojb30BaTeis.
[puMepamu peanu3anny «Mackapana» sBISIOTCS:

e BXOJ B CHCTEMY MOJ UMEHEM W NapoJieM APYIoro MoJb30BaTels

(3TOMy «MacKapaly» TpeRIIeCcTBYET MMePEXBaT napoJis);

e nepenaya cCOOOLICHHUI B CETH OT UMEHHU IPYroro NoJb30BaTeNsl.

«Mackapag» ocoGeHHO onaceH B GaHKOBCKHMX CUCTEMax 3JieK-
TPOHHBIX NAATEXEH, INe HeNpaBHbHAsT MACHTUPMKAUMS KJIMEHTA
M3-32 «MacKapana» 3/J0YMbILLIEHHUKA MOXET NMPUBECTH K OGOJIbLINM
yObITKAM 3aKOHHOI'O KJiueHTa OaHKa,

HezakonHoe ucnoawv3oganue npusuieauil. boabLIMHCTBO CUCTEM 3a-
IWMTbl YCTAHABAMBAIOT OIpeAe/eHHbIE HA0OPhI MPUBUIETHI A1sl Bbl-
MOJIHEHUsT 3adaHHbIX (GyHKUMi. Kaxaelit moab3oBarenb nosyvaer
CBOI1 Habop npuBKUAETUIA: OOBIYHLIE FI0Jb30BATEAU — MHHUMANbHBIH,
aAMMHMCTPATOPbl — MAaKCHMManbHbiil. HecaHKuMOHMpPOBAHHBIN 3a-
XBaT NPUBWIErHil, HANPUMED NOCPEACTBOM «MacKapaia», IPUBOIUT K
BO3MOXHOCTH BBINOJHEHHUS] HAPYILUHUTENEM ONpeAceHHbIX NeHCTBUN
B 00X0[ cucTeMbl 3allUThl. ClieayeT OTMETHTD, YTO HE3aKOHHbIi 3a-
XBaT NPUBWJIETHiII BO3MOXEH JIMOO NMPU HANMYMM OLUMOOK B CUCTEME
3alMThl, JMOO M3-33 XaJaTHOCTH aAMUHMCTpATOpa NpU YIOPaBJICHUH
CUCTEMOMR U Ha3HAYECHWH OPUBUIIETHIA.

I'lpunsiTo cunMTaTh, YTO BHE 3aBUCMMOCTH OT KOHKPETHBIX BUAOB
yrpo3 MiaM UX NpobJeMHO-OPUEHTHUPOBAHHOM Kinaccupukauuu AC
YAOBJIETBOPSIET TIOTPEOHOCTH IKCILIYaTUPYIOLUMX €€ JIMLL, eclu obec-
NeYnBaIOTCH CHACAYIOIIME BaXKHbie CBOMCTBA WHMOPMALMK U CUCTEM
e€ 00pabOTKHU: KOHDUOCHUUAABHOCMb, UeAOCMHOCHb U OOCIMYNHOCM®.

VIHbIMU cTOBaMU, B COOTBETCTBUM C CYLIECTBYIOIMMH TMOIXOIA-
MU CUUTAIOT, 4TO UH(opMalinoHHast 6e3onacHocTh AC obecnieueHa B
cJiydae, ecnu s HHGPOPMALMOHHBIX PECYPCOB B cucTeMe IOAAEp-
KUBAIOTCS OMpeAeACHHbIC YPOBHHU!

o KOHOUACHLMANBHOCTH (HEBO3MOXHOCTH HECAHKLMOHUPOBAH-

HOTO TIOAYUYEHHUsI KaKoit-mubo uHdopMauum);
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* LEJOCTHOCTH (HEBO3MOXHOCTH HECAHKIIHOHUPOBAHHOH HJIU

cay4vaitHoit ee MoauuKaluy);

e JOCTYMHOCTH (BO3MOXHOCTH 32 pasyMHOE BPEMS IOJIYUUTH

TpebyeMylo MHGPOPMAaLIMIO).

CooteercTBeHHO U1 AC paccMaTpyBalOT TPH OCHOBHBIX BHIa
yIpos3.

Yeposvi Hapywenus Konguderyuaibhocmu, HanpapieHHble Ha pas-
malieHue KOH(UACHUMANLHOW WiH ceKpeTHOM undopmaimu. [pu
peaU3aliy 9TUX YFPOo3 MH(POPManus CTAHOBUTCS U3BECTHOW JIMLIAM,
KOTOpble HE JOKHBI UMETh K Heil goctyn. B tepMuHax kommnsiorep-
HOI 6e30MacHOCTH YIpo3a HapyleHUs KOHPHIeHINaNIbHOCTH UMeeT
MeCTO BCsiKuit pa3, korpa nonydyeH HCJL Kk HeKOTOpoif 3aKkphiToli UH-
cdopManuun, XpaHsiuecss B KOMIIBIOTEPHOH CHCTEMe WIN fnepenasac-
MO} OT OLHOM CUCTEMBI K APYroi.

Yeposw napymenus yenocmuocmu ungopmayuu, xpansieiics B
KOMIILIOTEPHOM CHCTEME WJIH TepelaBaeMOl MO KaHay CBSi3M, KOTO-
pble HANpaBjieHbl Ha €€ U3MEHEHHE WIH MCKaXkeHHe, NpuBoasiiee K
HapYILEHHUIO ee KAaYeCTBa WM NOTHOMY yHuUTOXeHU10. LlenocTHocTh
HH(pOpMaAUUM MOXET ObITh HapyLI€HA YMBIIUIEHHO, a TaKXe B pe-
3yapTaTe OOBEKTUBHBIX BO3ACHCTBUN CO CTOPOHBI Cpellbl, OKpYXalo-
el cucreMy. DTa yrposa oco0eHHO akTyaslbHa AJis CUCTEM nepesa-
yu UHGOPMALIMA — KOMIThIOTEPHBIX CETE U CHCTEM TENEKOMMYHH-
Kauuil. YMbILUIEHHBIE HAapyLIeHMs LENOCTHOCTH WHQOpMauuu He
chenyeT NyTarh ¢ €€ CAHKIMOHMPOBAHHBIM W3IMEHEHWEM, KOTOPOE
BBITIOJTHAETCS TIOTHOMOYHBIMK JMLaMH ¢ 0OOCHOBaHHOMN Lesibio (Ta-
KUM M3MEHEHHMEM, HANPHUMeEp, SABJISETCS NEePUOANYECKasi KOPPeKLus
Hekoropoit BJI).

Yeposv: napywenus pabomocnocoGrocmu (omkas e 06cayxcueaHuu),
HarpaBJIeHHbIe HA CO3JaHHE TaKMX CHTYalMil, KOrAa onpeicneHHbIe
npeaHaMepeHHbie feiicTeus 6o cHuxaoT paborocnocobrocts AC,
1160 ONOKMPYIOT DOCTYN K HEKOTOpbiM ee pecypcaM. Hanpuwmep,
€C/M OIMH IIOJIL30BATENb CUCTEMbI 3aMpalliuBaeT AOCTYI K HEKOTO-
poi cryx0e, a ApyTroi NpeanpuHHEMAacT IeHCTBHA 110 OJOKMPOBAHUIO
3TOTO AOCTYTA, TO TEPBBIA MOAB30BATENb IOAY4YaeT OTKa3 B obciay-
XuBaHuHK. BiokupoBaHue N0CTyNa K pecypcey Moxet ObiThb 10CTOSH-
HbIM WJIX BPEMEHHBIM.

BT BUIBI YTPO3 MOXHO CYMTATh EPBHYHBIMM MJIH HENOCPEACT-
BEHHBIMH, TIOCKOJIbLKY Pealn3auusi 3THX YIPO3 BeAeT K HEeNocpencr-
BEHHOMY BO3/IECTBMIO Ha 3ailMiLaemylo nHdopMauuio,

Jna copemennbix UT noacucrembl 3aliUTbl SBASKOICH HEOTDb-
emiemoit yacteio AC 06paboTku HHGopMaLy. ATaKyIOlLas CTOPOHA
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ACIKHA PEOIONETh ITY MOACHCTEMY 3aLIHUThI, YTOOBI HAPYLIUTh, HA-
npuMep, KoHpuaeHuuarsHocTs AC. OIHAKO HYXHO CO3HABaTh, 4TO
HE CYLIECTBYET a0CONMIOTHO CTOMKOM CHCTEMBI 3alWThl, BOIPOC JIHLlb
BO BPEMEHH U CpelCTBax, TpeOyIOLIMXCa Ha ee npeogoneHue. Mcxons
W3 JAHHBIX YCIOBUI, PACCMOTPUM CAEAYIOLLYO MOJE/b: 3allliTa WH-
GOpMALMOHHON CUCTEMbI CUHUTACTCS TPEOJOJEHHOM, €CAu B XO[e
UCCAed0BaHUS 3TOH CUCTEMbI OIPENesIeHbl BCE €€ YA3BUMOCTH.

TlpeogoneHue 3aUIUTEl TAKXKE MPEACTaBAsieT cOOOH yrposy, Mo-
3TOMY sl 3alUHIIEHHBIX CHCTEM MOXHO pacCMaTpUBaTh 4eTBEPTHIA
BHIL YIPO3bl — Yyepo3y packpeimus napamempos AC, BKIOYAOILEH B
cebs1 noncucTeMy 3aliMThl. Ha npaxktuke jai060e NpoBoaAMMOe Mepo-
NpUsTAE TPEABAPSIETCS 2TANOM Pa3BedKH, B XOIe KOTOPOIo omnpeje-
JISIIOTCST OCHOBHBIE TTApaMETPhl CUCTEMbI, €€ XapaKTepUCTHKH H T. II.
Pe3yabTaroM 3TOro 3Tama fB/SETCSl YTOUHEHHE FOCTaB/ICHHON 3aia-
4u, a TAKKE BbIOOp HauboJee ONMTUMAIBHOIO TEXHUYECKOTO CPEACTRA.

¥Yrposy packpbiTus napaMeTpoB AC MOXHO CHMTAaTh ONMOCPENo-
BaHHOW yrpo3oit. TlocsiencTeus €e peann3auuMv HE IPUYMHAIOT Ka-
Koii-mibo yiuep6d obpadarbiBaeMoii HHPOPMAUHKM, HO JAIOT BO3MOX-
HOCTh Peanu30BaTh EPBUYHbIC WK HENIOCPEACTBEHHBIE YIPO3bI, MNe-
peUYNCACHHbBIE BHIlIIE.

[Ipn paccMmorpeHnun BonpocoB 3auiuthl AC uesnecoodpa3Ho nc-
MoJIb30BaTh YETHIPEXYPOBHEBYIO IPalalivIo AOCTYNA K XPaHMMOI1, 00~
pabarbiBacmoil u 3auuuiaemori AC mngopmauuun. Taxkasi rpaganust
JIOCTYIA NOMOXET CUCTEMAaTU3UPOBATh KaK BO3MOXHbIE Yrpo3bl, Tak
M MepHbl 110 MX HEUTPANU3aLMK Y TTAPUPOBAHMIO, T. €. ITOMOXET CUCTE-
MaTH3MpOBATb BEChb CIIEKTP METOAOB o0ecrieyeHMs 3alIUThi, OTHOCS -
1UXCsl K HH(POPMALIMOHHONM 6€30MacHOCTH. DTo cleaylolliue YPOBHU
aocryna:

* YpPOBEHb HOCUTeNEN MHDOPMalKH;

¢ YPOBEHDb CPEACTB B3aUMOAEHCTBUSN C HOCHTEIEM,

* YPOBEHb NpeAcTaBIeHHUS MHopManuy;

s YPOBEHb COAEpXaHUS MH(OOPMALIHHU.

BBeneHue 3TMX ypoBHeili OOYCIOBIEHO CledyIOLIUMU coolOpaxe-
HUSAMHA.

Bo-nepssix, nHpOopMaLys 1Uisi yA00CTBA MAHUIYTHPOBAHHS Yalle
BCero (PUKCUPYETCST HA HEKOTOPOM MaTepUalibHOM HOCHTEJE, KOTO-
pPbIM MOXET OBITh JUCKETa WIN YTO-HUOYIb MMogoOHoe.

Bo-BrOpbIX, €ciau croco® npeacrasieHuss WHboOpMaUUU TaKOB,
YTO OHAa HE MOXET ObITb HENOCPEACTBEHHO BOCIIPHUHSTA YEJIOBEKOM,
BO3HMKAET HEOOXOAMMOCTD B Mpeobpa3opaTesisix MHGOpMaLuu B 10C-
TYNHBIA 115 YenoBeka crnocod npeacrasieHusi. HanpuMmep, ais ure-
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Tabauya I.1. OcroBHbie METOAR! PeATHIALMA YIPa3 HHGOPMAUHOHHOH 6e30nacHOCTH

Yrpo3a pacKphl-

Yrpo3sa Hapyle-

VYrposa otkasa

YyPOBHE

YposeHb ax VYrposa Hapyuie- | cayxb (oTkasa
m‘:oq)opMaﬁm"AC Tmc]:g_ a::{:poa Hist Kombw.neu- Hur;(:xenocszocm nog-(yn; K UH-
IIHANBHOCTH (bopMaunn)
Vposens Hocu- |Onpenenexue | XuieHue (Ko- | YHUuTOXEHME | Brisenenue us
Tejelt urgop- | THNA M napa- | THPOBaHUE) MANIMHHBX HO- | CTPOSA MallWH~-
MaLuK METpOB HOCH- | HOocHTeNel HH- |cUTeNel MH- HBIX HOCHTENIEH
teneil uadop- | dopmannm dopManu nHopMauyu
Malmy Iepexsar
[I5MUH
YpoBeub Tlonyyenue Hecankuuosu-~ | BHeceHue MposBrenHue
CpencTs B3au- | MHGOPMALMK O | POBaHHBIA 10C- | TONB30BATEAEM | OWNBOK Npo-
MonelcTBUA TPOrpamMm- TYN K PeCyptaM | HECAHKUMOHU- | eKTUPOBAHUs
¢ HOCHTENEM Ho-annapaTtHoi [ AC POBaHHBIX U3~ | M pa3paboTku
cpene Copepienye MCHCH'HF! B nporpalfm—
TMonyueHme ne- | NONB30BATEIEM NPOrpaMMEL W HO-anfiapar-
[aHHbIe HBIX KOMIIO-
TATBHON UH- HECaHKIIUOHU- eHT AC
¢opmauyu o poBaHHBIX AeH- | YeTaHoBKa U
(YHKUUSIX, Bbi- { CTBHA ucnonb3osaHue | O6xoa mexa-
nonHseMbix AC H HELITATHOTO HU3MOB 3aLUK -
Monyuenue poe::::;uzgf‘ " [mporpaMuHoro | et AC
obecrieyeHus
I@HHBIX O [IpU- | NUPOBaHKE
MEHSEMBIX NIPOrpaMMHOTO | 3apaxeHue
cucTeMax 3a- |ofecrnieyeHusl | IpOrpaMMHbl-
LIMTB Tepexsar nan- MU BUpyCaMu
HBIX, nepena-
BaeMbIX 110 Ka-
HaJlaM CBSI3H
VYposens npen- |Onpesenenue | BusyansHoe Buecenue uc~ | Mckaxenue
CTaRiIeHMs UH- |criocoba nped- |HabgiofeHHE | KAXKEHUS B COOTBETCTBUS
dopmanmnu CTapIeHUS UH- PacKpbiTie npencTa.Bnenue CHHTAKCUYE-
hopManumn O —— IaHHBIX; YHUY- |CKHUX U ce-
TOXEHHE AaH~- |MAHTUYECKHX
HHQOPMAUHH HBIX KONCTPYKUMH
(neurmcposa-
A3bIKa
HUE)
Yporens copep- | Onpenenenue | Packpritue co- | Bueapenue ae- {3anpet na uc-
XaHusg MHGOpP- | colepKanus JEPXKAHUS UH- | 3UHGMOPMALUU | NOJIBIOBAHME
Mauuu JOaHHBIX Ha Ka- |GdopMalu uihopMaLiy
4eCTBEHHOM
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HUst MHGOPMALIMK C AMCKETH HEOOXOAUM KOMITBIOTEP, 060pYIOBAH-
Hblil JMCKOBOJOM COOTBETCTBYIOLIETO THUTIA.

B-TpeTtbux, Kak yxe ObU10 OTMEuYeHO, WHGPOPMALIMS MOXET ObiTh
OXapakTepu30BaHa CHOCOOOM CBOEIO NPEACTARIEHHUS: SI3bIKOM CHMBO-
JIOB, A3BIKOM XECTOB M T. IL

B-yeTBepThIX, 4€IOBEKY HOMXKEH ObIThb JAOCTYHEH CMLIC/I IIpei-
CTABJEHHON MH(MOPMALVH, €€ CEMaHTHKA.

K OCHOBHEIM HarpaBJeHUSIM PEAUTH3ALMU 3/I0YMBILLUIEHHHKOM
nHGOPMALIHOHHBIX YIPO3 OTHOCHTCH:

» HENOCpeACTBEHHOE obpailieH1e K O0beKTaM AOCTYIIA;

e CO3JaHME MPOrPAMMHbLIX W TEXHHUYECKHX CPEACTB, BBIMOJHSIIO-

mx oOpanieHue K odbexTaM JOCTyna B 00X0 CPeNCTB 3allIUTHI;

o MoaubuKaLMs CPEACTB 3allUThl, MO3BOJSIOIAS PeaTH30BaTh
yrpo3sl HHGOPMALIMOHHOI Ge30TIaCHOCTH;

» BHEIpPEHUE B TexHUUYeCKUe cpeacrBa AC MporpaMMHBLIX WU
TEXHUUECKHMX MEXaHU3MOB, HapylIaloIKX TPeanoaaraeMyio
CTPYKTYpY M (pyHKUuU AC.

B tabn. 1.1 mepeqyucneHbl OCHOBHBIE METOABI Peaiu3anuu yrpo3

MHGOPMalLlHOHHOM 6€30MacHOCTH.

Hns poctuxerust TpebyeMoro ypoBHSI WHGhOpPMAIIMOHHON 6e30-
nacHocTy AC HeoOxonuMMo obecneduTbh NMPOTUBOAECHCTBUE pa3nuy-
HbIM TEXHUYECKMM YIpO3aM M MUHUMMU3UPOBATL BO3MOXHOE BJIMSI-
HUE «4e0Be4ecKoro ¢akropas.

YTIpo3sl ¥ YSA3BUMOCTH KOMIILIOTEPHBIX CeTeii NoApoOHO pac-
CMaTpUBAIOTCS B 1. 2.
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NPOBNEMbI UHHOOPMALIMOHHOM
BE3ONACHOCTH CETEM

OCHOBHBIM CBOWCTBOM, OTJIMYAIOIIUM KOMIIBIOTEPHBIE CETH OT
ABTOHOMHBIX KOMIILIOTEPOB, SIBASETCS Hajxuue oO6MeHa mHdopma-
LIMEH MEXINY CETeBbIMM Y3NaMM, CBASAHHBIMM JUHUAMMU Tnepefadyd
JIAHHBIX.

O06beauHEHE KOMIBIOTEPOB B KOMABIOTEPHBIE CETU I103BOJISIET
3HAYUTENBHO IOBBICUTh 3((PEKTHBHOCTh HCIIONB3OBAHUI KOMITbIO-
TepHOU cucTeMnl B LeaoM. [losbleHune 3¢pHEeKTUBHOCTH NpH 3TOM
NOCTUraeTcs 3a CYET BO3MOXHOCTM oOMeHa wHdoOpMauMein Mexay
KOMIMbIOTEPAMU CETH, a TAKXKE 3a CUeT BO3MOXHOCTH MWCIOJb30Ba-
HHS Ha KaXAOM KOMMbIOTepe O6LIMX CeTeBbIX pecypcoB (uHdopMma-
UMM, BHELIHEH NMaMsATH, MNPOrpaMMHBIX HPUIOKEHMHA, BHEUIHHUX YCT-
POHCTB).

OnHuM U3 OCHOBHBIX MPU3HAKOB KOPIIOPATMBHOM CeTH SABJSIETCA
npuMeHeHue raobanbHbIX CBA3EH i 00beAUHEHUs] OTE/NbHbIX N0~
KabHBIX ceTeil ¢GHUIMAJIOB MNPEATIPUATUS M KOMIbIOTEPOB €ro yaa-
JIEHHBIX COTPYAHMKOB C LIEHTPaJbHOM JIOKANIbHOM ceTblo. B nocnen-
HHe rojbl HHTEHCHBHO Pa3BUBAIOTCA GECMPOBOAHbIE KOMITLIOTEPHLIE
CeTH, M B YaCTHOCTH OecTpoBOHBIE JoKajubHbie ceth WLAN
(Wireless Local Area Network).

2.1. BeepieHue B ceTeBoi MH(OPMAUMOHHBIN OOMEH

CrpemurensHoe passutie UT rnpuBesio K nosiBaeHuio u 6bICTPo-
My pocty robanpHOM ceTH Internet. PasBuTHe KOMNBIOTEPHbBIX ceTei
HEMBICMMO €3 CTPOroro COOMIOACHHUS TTPHHIIMNOB CTAHAaPTU3aLNH
annapatHoro u [10. [Inem poxnmenus MHrepHeTa B COBpEeMEHHOM
MOHUMAHUW 3TOro CJI0Ba CTaja Aarta craHaapTusaunm B 1983 r. creka
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KOMMYHUKaLMOHHBIX nporokonoB TCP/IP, nexamero B ocHose
BcemupHoii cetm UHtepHeT. MHTEpHET TIpeAcTaB/seT coboil COBO-
KYMHOCTh COEAMHEHHbBIX MEXAY CcO00ii KOMIMbIOTEPHBIX ceTeii, B KO-
TOPbIX UCIONABL3YIOTCH €AMHBbIE COIIACOBAHHbIE TIpaBMjia 0OMeHa aaH-
HbIMM MEXIY KOMIBIOTEPaMH.

2.1.1. Ucnonb3osanne ceru MHreprer

Pazsutue rnodGanbHOl cetu Internet cnocoGeTBoBaIO MCNONB30-
BAHMIO ISl MOCTPOEHMS IJIODANBHBIX KOPIOPATUBHLIX CBA3el Gonee
Ae1eBoro u 6onee MOCTYIHOro (Mo CPaBHEHHIO C BbIACJEHHBIMM Ka-
Hamamu) TpaHcrnopra Internet. Cern Internet nmpemnaraer pastioo6-
pas’sHble METOAB KOMMYHMKALMM W CIIOCOOBI HocTyna K WHgopma-
MU, MO3TOMY TSI MHOTUX KOMNAHMIA OHA CTala HEOTheMEMOI Ya-
cthio nx UC.

Bnusuue Internet Ha KOpPNopaTHUBHbIE CETH CNOCOGCTBOBANO MO-
SIBJICHUIO HOBOTO MOHSATHUSI — intranet (MHTPaHET, WHTPAceTH), NMpH
KOTOPOM CINOCOOb! AOCTaBKM ¥ 00paboTKu WHMOpMaLuy, TIpUCYILIHE
Internet, NepeHOCATCS B KOPIIOPATUBHYIO CETb.

OTMETHM OCHOBHbLIE BO3MOXHOCTH, NPEeJOCTABASEMbBIE CETHIO
Internet anst nocTpoeHUs KOPNOPaTUBHLIX cetei [5, 9].

Jeweebie u Odocmynnsie KoMMYHUKQUUOHHble Kanaast Internet.
K Havany XXI B. B cBi3W ¢ OypHbiM pasBuTHeM Internet u cereit
KO/UIEKTMBHOIO JIOCTYNA B MMpe TIPOM30iIeN KAYeCTBEeHHbi CKavyoK
B PAacnpoCcTpaHEHUU M AOCTYMHOCTM uH@opmauuu. Ilose3osarenn
NMONY4YWIM [€LIeBbie M AOCTYNHbIE KOMMYHHMKALHOHHBIE KaHAJIbI
Internet. CTpeMsCh K 3KOHOMHMM CPEACTB, INPEANPUATUS CTAAU aK-
TUBHO MCMOJIB30BATh 3TW KAHANBl ISl TIepefaud KPUTMYHOM KOM-
MEPUYECKOU U yTIpaBIeHYECKOH HH(POPMAIIHH.

Vuusepcasvnocms. I'nobanbHasi cerb Internet 6puta cozgana st
obecrieyeHUs 0OMeHa MHpOpMauuei MeXAy YIAIEHHBIMU NOIbL30BA-
tensMu. Pazsutue Internet-TeXHONOTHI NPUBEAO K BOZHWKHOBEHMIO
nonyasipHoit rmobaneHou cnyx6s1 World Wide Web (WWW), yto 110-
3BOJIMJIO TOJIb30BaTesIM paboTath ¢ UH(popMalueil B pexume nps-
MOTO TIOAKTIOUEHMS. DTa TEXHOJIOTHS I10Apa3syMeBaeT MOIKII0YEHHE
ONb30BaTeNs K NOGANTbHON ceTH M ucnons3oBaHust WWW-Gpayse-
poB ajsi npocMoTpa MHMopMauuu. CraHaapTH3auus HHTEpEHcoB
0OMEHa JaHHBIMU MEXIY YTHIMTAMHU IMPOCMOTPA UH(POPMALIMU U HH-
hopMauMoHHBIMU CEpBEPAMU MTO3BOJIHJIA OPTaHU30BaTh OAMHAKOBbIN
uHTepdeiic ¢ nosb3oBaTeneM LI PAa3TAYHbLIX TATdopM.
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Hocmyn k pasnoobpasnoti ungopmayuu u ycayeam 8 Internet. Kpo-
M€ TPaHCHOPTHBIX YCIIYT 110 TPAH3UTHO mepejaye JaHHBIX LU1s abo-
HEHTOB J100OBIX THIIOB, ceThb WMHTepHer obecreumBaeT Takxke A0CTa-
TOYHO LIMPOKMIT HAGOp BLICOKOYPOBHEBbIX WHTEPHET-CEPBHCOB!
pceMMpHas nayturaa World Wide Web; cepsuc umen nomeHos DNS;
nocTyn K ¢aitnosbimM apxuBaM FTP; anekrpoHHas nouta (e-mail); Te-
nekondepenumuu (Usenet); cepsuckl obwenns 1CQ, IRC; cepsuc
Telnet; nouck unpopmauun B Unrepuere. KoMnpiorepsl, Inpenoc-
TaBJSIOLIME 3TH YCIAYTH, HA3BIBAIOTCS cepsepamu, COOTBETCTBEHHO
KOMIBIOTEPbl, MOJIL3YIOHIMECS YCJIYTaMM, HAa3blBAIOTCA KaueHmamu.
D1H Xe TepMHHbl otHocaTcs U K T10, ucnonb3yeMOMy Ha KOMIbIO-
Tepax-cepBepax M KomibioTepax-kaueHtax. Cers Internet obecneyun-
BaeT HOCTYN K OOLIMPHON M pa3HooOpa3HOH# MHGOPMALUK C HOMO-
HILIO OFPOMHOTO 4MCJA NMOJAKTOYEHHLIX K HEll xocT-y3nos. Xocm —
3TO KOMIILIOTEP WIH IPYIINa KOMIIbIOTEPOB, UMEIOLIUX NPSIMOE CceTe-
BOE COoelMHeHWe ¢ Internet ¥ NPEAOCTABASIOUIMX ITOJ630BATESAM
JOCTYT K CBOMM CPEACTBaM M Ciyxk0aMm. MHOrue y3 3TUX KOMIIbIOTe-
POB BBITIOJTHAIOT POJib CEPBEPOB, MPEAnaraloux ao6oMy noap3osa-
TeMO, UMetoleMy Buixoa B Internet, IOCTyN K 31€KTPOHHEIM pecyp-
caM — JaHHBIM, TIpUAOXeHMsM M ycayram. Cpsi3aB CBOM CETH C
BHELWIHUMH PECYPCAMM, KOMIIAHMM MOTYT PEaM30BaTh NMOCTOSHHbIE
KOMMYHHKALIMKM U opranu3oBath 3GGeKTMBHBIN MOTOK HHGPOPMALIUK
Mexay AtoabMu. CoeuHeHUe BHYTPEHHUX CETei ¢ BHEIUHUMH Opra-
HHU3AIMAMH M pecypcamy IMO3BOJAET KOMIAHUSM BOCIONB30BAThLCA
NPEeUMYLLECTBAMH ITHX CETeil — CHMXEHMEM 3aTPAT ¥ MOBbILIEHUEM
3¢ PEeKTHBHOCTH.

Ipocmoma ucnoavsosanus. Tlpy vcnonb3osaHun MHTepHeT-TEX-
HOJIOTHHA He TpelyeTcsl CreuualbHoro o0ydyeHust nepcoHana.

st o6beIUuHEeHUs JIOKANbHBIX CeTel B 1I00aibHbIE HCHO/B3YIOT-
CA CreLHAIH3APOBAHHbBIE KOMIIBIOTEPH (MaplipyTHU3aTopsl M LIMO-
3bl), ¢ TIOMOILBIO KOTOPBIX JOKAJBHLIE CETH NOJKIIOUYAIOTCS K MEX-
ceTeBbIM KaHajJaM cBsi3u. MapuipyTv3aropbl M LLTIO3bI (PU3IMHECKH
COEIUHSIIOT AOKA/bHBIE CETH IPYT C ADYIOM H, UCIIO/Ib3YS Crieuab-
Hoe T10, mepenatoT JaHHbIE M3 OAHON ceTH B Apyrywo. [nobanbHbie
CETH HMMEIOT C/IOXHYIO Pa3BETBICHHYIO CTPYKTYPY M H30bITOUYHbIE
cBsi3d. MapiupyTH3atopbel M UUII03b 00ECEeYUBAIOT MOUCK ONTH-
MaJILHOTO Mapuipyra Npu Iiepefade AaHHBIX B r100aNbHbIX CETIX,
Giaromaps ueMy AOCTMIaeTCsl MaKCUManbHasi CKOPOCTb MOTOKA CO00-
LieHNiA. BBICOKOCKOPOCTHbIE KaHAJIBl CBA3U MEXIY JIOKAJIbHBIMHU CE-
TAMH MOryT ObiTb peanu30BaHbkl HA OCHOBE BOJIOKOHHO-ONTUYECKHUX
Kabenell uiu ¢ MOMOILKID COYTHUKOBOII CBSI3M. B KauecTBe MelieH-
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HbIX MEXCETeBbIX KAaHAJIOB CBSI3M MCIMOJL3YIOTCSA pa3iM4Hbie BHJbI
TenedOHHBIX JIHHMIA.

HocTpoeHne KOpNoOpaTUBHBIX KOMIIBIOTEPHBIX CeTeil C TIpUMeHe-
HHUEM TEXHOJOTMU MHTpaceTed O3Ha4aeT MpexXne BCcero MCNoJib30Ba-
Hue creka TCP/IP nnst TpaHCNMOPTUPOBKM AAHHBIX M TEXHOJOIMM
Web 11 ux npencrasieHMs.

2.1.2. Mogens ISO/OSI u crex nporokonos TCP/IP

OcHoBHag 3anava, peliaeMasi TIpH CO31aHUM KOMIIBIOTEPHBIX ce-
Ter, — oBecrneyeHNe COBMECTUMOCTH OOOPYHOBAHMS MO B3JIEKTpUYE-
CKMM M MEXaHWYECKUM XapaKTePUCTUKAM U COBMECTMMOCTH HUHGOp-
MallMOHHOro obecreyeHus (MporpaMM M JaHHBIX) MO CUCTEMaM KO-
IUpoBaHus U ¢GopMary AaHHBbIX. PelleHue 3T0i 33024 OTHOCUTCS K
oGaacTh craHaapTu3auuu. Meromosornieckoil OCHOBOW CTaHIAPTH-
321IMM B KOMHABIOTEPHBIX CETAX SBJISETCH MHOIOYPOBHEBBIH 1MOAX0OX K
pa3paboTKe CPelIcTB CeTeBOro B3aumMopeicreusi. Ha ocHose 3Toro
NOJIX0Aa M TEXHUYECKUX MpedioXeHWit MexayHapogHOH opraHusa-
uunu craHgapto 1SO (International Standards Organization) B Havase
1980-x rr. Obina pa3paboTaHa cmaHoapmHas MoOens 83auMooelicmaus
omxpoimoix cucmem OSI (Open Systems Interconnection). Mouaenb
1SO/OSI ceirpana BaxHYIO poJib B pa3BUTHH KOMIbIOTEPHBIX CETEN.

Moaenps OS] onpeaensier pa3jiuyHble YPOBHH B3aUMOIEHCTBUS
CHCTEM M YKa3bIBAET, KaKNe (PYHKUMM JOJKEH BbITIONHATb KaXIbli
ypoBenb. B mogenu OSI cpencrsa BzauModeiicTBUA ASTATCS HA CEMb
ypoBHei: npukinaaHoil (Application), npeacraButenbHblil (Presenta-
tion), ceaHcoBbiit (Session), TpaHcnopTHulii (Transport), ceTeBoii
(Network), kaHanpHbiii (Data Link) u ¢dbusudeckuii (Physical). Ca-
Mblli BEpXHUH YPOBEHb — TpHKIagHOH. Ha 3TOM ypoBHE 1nosib3oBa-
TeJAb B3aUMOACHCTBYET C NpunoxeHusMU. CaMblii HUXHUH ypo-
BeHb — (PU3UIECKHI. DTOT ypoBeHb obecreyrBaeT 0OMEH CUTHATAMMU
MEXIY YCTPOUCTBAMU.

OOMeH TaHHBIMH Yepe3 KaHalbl CBSI3U MPOUCXOLHUT MyTEM Mepe-
MEelEHHs JaHHBbIX C BEPXHETO YPOBHS Ha HILKHMM, 3aT€M TPaHCIIOp-
TUPOBKHK MO JTUHHUSM CBS3W M, HAKOHEIl, OOpPaTHBIM BOCIPOM3BEIE-
HHMEM JIAHHBIX B KOMHOBIOTEPE KIMEHTA B pe3y/ibTaTe MX Nepemelie-
HUS C HAKHETO YPOBHSA HA BEPXHUM.

st obecrieyeHnst HEOOXOAMMOM COBMECTHMOCTH HAa KaXIOM M3
YypPOBHEN apXHUTEKTYPHl KOMIIBIOTEPHOU CETH NeHCTBYIOT Cheyuanibibie
cmandapmusie npomokoss.. OHHU TIPEACTaBIAIOT coboi (opmannso-
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BaHHbIC TIpaBWJa, OMPEACSIOUIME MOCIEI0BATENBHOCT U hopMar
COODILIEHUI, KOTOPHIMU OOMEHUBAIOTCS CeTeBble KOMITOHEHTHI, it~
KAIME Ha OJHOM YPOBHE, HO B pasHbIX Y3/Iax CETH.

Hepapxuueckn opraHU30BaHHbLIK HAabOp NMPOTOKQNOB, AOCTATOY~
HEIAl IUIS OpraHy3aiiuy B3auMOAEICTBMS Y3/I0B B CETU, Ha3blBacTCs
CMEeKoM KOMMYHUKAUUOHHBIX npomokoaog, ClielyeT 4eTKO pa3nuyarb
moaenb ISO/OSI u crex nporokonos ISO/OSI. Modeas 1SO/ OSI siB~
JISIETCH KOHIENTYalbHOH CXEMOW B3aUMOAEUCTBUSA OTKPBITBIX CHC-
TeM, a cmex npomokonoe 1SO/OSI nipencraBnser coboit Habop BNOJ-
HE KOHKpETHBIX crneuudMKanuii NMPOTOKOMOB Jis CEeMH YPOBHEH
B3aMMOJEHCTBUS, KOTOpbIe onpeaesieHbl B moaean 1SO/OSI.

KOMMYHMKALMOHHBIE TTPOTOKOJABLL MOTYT ObITh peaiM30BaHbl KaK
NPOrpaMMHO, Tak M annapaTHo. [IpOTOKONb HUXHUX YPOBHEN 4acTO
peanmayiorcs KOMOUHALMEH TPOTPAMMHBIX M anfiapaTHBIX CPEJCTB, a
NPOTOKO/Ib BEPXHHUX YPOBHEN — KaK NPaBWJIO, YNCTO NPOrPaMMHbI-
MU CPEACTBaMU.

Mogayan, peaiusyloiine MpOTOKOALI COCENHMX YPOBHEH M Haxo-
NSIIMECSE B ONHOM Y3Jie CETH, JO/DKHBI B3aMMOAEUCTBOBATH APYr C
JIPYTOM TaKXe B COOTBETCTBUM C UETKO OTPEAEACHHBIMHU MpaBUIAMM
M C NOMOWUIBIO CTAHJAPTU30BAHHKIX HOPMATOB COOGILIEHUIA. DTH Tipa-
BWJIa TIPUHSTO HAa3biBaTb MeXCYPOGHeabiM unmepgeticom. MexypoBHe-
Bhlif MHTepdeiic omnpeaensier HaAGOp CepBUCOB, NPEAOCTABIsEMbIX
IaHHBIM YPOBHEM COCEHEMY YPOBHIO. B cylliHOCTH, NPOTOKON M UH-
Tepdeiic apafATCS GAM3KUMH TTOHATUSAMHU, HO TPAAULIMOHHO B CETHX
33 HUMH 3aKPEIUIEHbl pa3Hble 001acTu JCHCTBUS: NPOMOKOAbl ONpeE-
JENSIOT TIPaBKJIa B3aUMOAENCTBUSL MOAY./Iell OHOTO YPOBHSA B pasHbIX
y3Nnax CeTH, a uHmepghelicor ONPENENSIIOT NPABUNA B3aMMOIECHCTBHSA
MOAYJIEH COCeIHVX YPOBHEN B OHOM Yy3jie.

Cmex npomoxosoe TCP/IP (Transmission Control Protocol/
Internet Protocol) gBnsieTcs npOMBINUIEHHBIM CTAHIAPTOM CTEKa
KOMMYHHKAUHNOHHBIX [IPOTOKOJIOB, PA3pabOTaHHLIM Ui TJIODAJIbHBIX
cereit. Cranaaptel TCP/IP ony6inKoBansl B Cepuy JOKYMEHTOB, Ha-
3san#bIx Request for Comment (RFC). Joxymentst RFC onuchisa-
10T BHYTpeHHIO paGoty ceT Internet. Hekotopsie RFC onuckiBatot
CETEBbIE CePBUCHI HiK MPOTOKOABI M UX peajiu3alifio, B TO BpeMs KaK
JApyrue 00061IaI0T YCIOBUS ITPUMEHEHMS.

Crex TCP/IP obbeaunHsier HaObOp B3aMMOAEHCTBYIOLUMX MEXIY
co6oit npoToko/0B., CaMBIMH BaXXHBIMHM M3 HUX SIBASIOTCS NIPOTOKOJI
[P, orBeyalowmii 3a nomck Mapiupyta (uiu MapLpytos) B MHtepHere
OT OJHOrO KOMIbIOTEPA K APYroMY 4epe3 MHOXECTBO IMPOMEXKYTOM-
HbIX CeTel, ULIIO30B U MapLIPYTH3aTOPOB U Nnepeaady 6710K0B AaHHbIX
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no 3tMM MapiupyraM, u nportokos TCP, obecneunBaiowinii Hagex-
HYIO JOCTaBKy, 0e30IuO0YHOCTh W NpPaBUIbHbIN MOPSAIOK IpHeMa
nepeaaBaeMblX JAHHBIX,
bonbluoi Bkaan B pa3sutue creka TCP/IP BHec Kanudophuii-
ckuii ynuBepcuteT B bepkaun (CLIA), xoropsiit peannsoBai Nporo-
kosibl creka B cBoedl Bepcuu OC UNIX, caenaB Kak caMu Iporpam-
MbI, TaK ¥ UX UCXOJHBIE TEKCTHI GeCIIAaTHBIMU U OOIIEAOCTYIMHBIMU.
[MonyasipHocts 310t OC mpuBena K LUMPOKOMY PaclpoOCTPaAHEHHUIO
nporokonos IP, TCP u mpyrux nmporokonoB crexa. CeromHs 3TOT
CTeK UCHOb3YETCS JIsi CBSI3H KOMIBIOTEPOB BCEMHPHOUM mMH(bopMa-
LLMOHHO# ceTu Internet, a TaKXKe B OIPOMHOM 4HUCJ/I€ KOPIIOPATHBHbBIX
cereil. Crek TCP/IP sBnsieTcss caMpIM pacnipOCTPAaHEHHBIM CPEICT-
BOM OpPraHM3allMy COCTAaBHBIX KOMIBIOTEPHBIX CeTei.
LlIupokoe pacnpocrpaHeHue creka TCP/IP obwacusgercs cie-
JYIOLLAM:
¢ 3T0 HauboJiee 3aBEPLUEHHbIH CTAHAAPTHBIA U B TO Xe BpeMs
MOMYASIPHBIA CTEK CETEBLIX MPOTOKOJOB, UMEIOLLNIA MHOTOAET-
HIOI0 MCTOPHIO;
e MOYTHU BCE OOJIbIIINE CETH MEPEAAIOT OCHOBHYIO YacCTh CBOETO
Tpaduka c nomoureio fiporokoaa TCP/IP;
 Bce cospeMennnie OC nonaepxusaior crek TCP/IP.
Kpowme Toro, 3to:
¢ METOA MOJYyUEHHUs AOCTYyNa K ceTH Internet;
o TMOKast TEXHONOTUS AJISI COEAMHEHUS PA3HOPOJHBIX CUCTEM KaK
Ha ypOBHE TPAaHCIOPTHBIX MOACHCTEM, TaK W HA YPOBHE MNpU-
KJIaJIHbIX CEPBUCOB;
e OCHOBa /Il CO3laHUA intranet — KOPITOpPaTHBHON CeTH, HUC-
no/ab3ylolieil TpaHCNOPTHLIE yCIyry Internet M runeprekcro-
ByIo TexHosioruio WWW, paspaboranuyio B Internet;
¢ YCTOMUHMBasL MaciITabupyeMmast MEXIUIATQOpMEHHasi cpeaa Lis
TIPUIOXEHUI KIneHT-—cepaep [46].

CrpyKrypa M DyHKUHOHaNLHOCTL cTeKa npotoxonos TCP/IP

Crexk TCP/IP Guin pa3paboraH 10 TOIBIEHUS MOAEIN B3aUMO-
neiicTBus OTKpbIThIX cucteM OSI u Takke MMeeT MHOIOYPOBHEBYIO
crpykrypy. Crpykrypa nporokosios TCP/IP npusenena na puc. 2.1.
Crek npotokonoB TCP/IP uMeer 4eTbipe ypOBHSI -— MPUKIATHOI
(Application), TpaHcriopTHblit (Transport), ypoBEHb MeEXCETEBOIrO
B3auMorneiicTBus  (Internet) M ypoBeHb ceTeBbIX MHTEphEHCOB



32 Yacmo 1. Mpobaemut unpopmayuonnoii Gesonacnocmu
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Puc. 2.1. Yposuu creka nporokoio TCP/IP

(Network). s cpaBHeHust Ha puc. 2.1 MOKa3aHbI TAKXKe CEMb YPOB-
Heit mogenun OSI. Cienyer OTMETUTb, YTO COOTBETCTBUE YPOBHEN CTe~
ka TCP/IP yposHsam mogenu OS] 10cTaTO4HO YCAOBHO.

ITpuxknamuoii yposenn (Application) Bkiloyaer Gonbluoe 4uUCHO
NPUKAAIHBIX TIPOTOKOJOB K cepBUcoB. K HUM OTHOCSTCS Takue No-
MyJsSipHbie MPOTOKOJBI, KAaK MPOTOKON kKonuposaHust ¢daitnos FTP,
APOTOKOA IMyJsLuu TepMuHaia Telnet, noutrossiit nporokon SMPT,
MCNOJb3yeEMbIil B 2IeKTPOHHOI noute cetu Internet, runepreKCTOBbLIC
CepBUCHI JOCTyNa K yaajeHHoOW wuHbopMauuu, Takue kax WWW,
1 MHorue apyrue. PaccMoTpuM noapoOHee HEKOTOPhIE U3 3THX [PO-
TOKO/OB [46].

Hpomoxoa nepecviaku gpaiinoe FTP (File Transfer Protocol) pea-
JIM3yeT yHaleHHBIH pocryn K aiiny. dnst toro urobel obecrneunThb
HaneXxHyo nepeaadyy, FTP ucrionb3yer B KayecTBe TPAHCMOpTa Mpo-
TOKOJI C ycTaHOBjieHueM coeaudHeHuit — TCP. Kpome nepechUIKH
daiiios, nporokon FTP npennaraer m gpyrue ycayru. Hanpumep,
MOJIE30BATENI0 TIPEAOCTABJSETCS BO3MOXHOCTh MHTEPAKTHBHON pa-
00ThI C yAAJICHHONH MAuIMHOM, B YaCTHOCTU, OH MOXET pacneyararhb
cogepxumoe ee karanoros. Hakoueu, FTP Boinoausier ayrentudu-
Kauuio nojibsoparejeil. [lpexnae yeM noaydyurs nocryn K daitay, B
COOTBETCTBHHM C MPOTOKOJIOM [10Jb30BaTEIU KOJKHBI COOOLIUTD CBOE
UM ¥ napoiib. Aas pocrtyna K nyoandHeiM Karanoram FTP-apxusos
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Internet He Tpebyercs MApONbHAsE AayTeHTHPUKAUMA, U €€ MOXHO
00OMTU NyTEM MCIIONB30BAHMS UL TAKOrO AOCTYHA IIPEIONpeNe/eH -
HOTO MMEHU NOJIb30BaTeNs ANONymous.

IIpomoxoa Telnet oGecnieyuBaeT nepenavyy noroka 6afiToB Mexuy
npoleccamu, a Takxke MEXAY IpoleccoM U TepMuHanoM. Haubonee
4acCTO 3TOT ITPOTOKOJ UCMONB3YETCs I SMYJIILHUM TePMHHAJA yaa-
NeHHoro KoMmrbioTepa. [lpu ucnosnszosanuy ceppuca Telnet mosan3o-
BaTeMb (PAKTUUECKH YMPABJSET YIATCHHBIM KOMIIBIOTEPOM TaK Xe,
KaK ¥ JIOKaJAbHbIH MOJL30BATENb, MO3TOMY TaKOW BHI AOCTYNA Tpe-
oyet xopoueit 3amuThl. Cepsepnl Telnet Bcerma MCHONb3ylOT, Kak
MUHHUMYM, ayTEHTU(PUKALMIO IO Napoaio, a UHOTIA M Oojiee MO~
HbIE CpeICTBa 3allMThl, Hanpumep cucreMmy Kerberos.

IIpomorxoa SNMP (Simple Network Management Protocol) uc-
NoJb3yeTCsl [T OpraHM3aLUMu ceTeBoro yrpansienus. CHavana nporo-
ko1 SNMP GbLn pa3paboTaH 181 yIaJI€HHOTO KOHTPOJISI M YIIPABJIEHUS
mapiuupyrusatopamu Internet. C pocToM NONyjAspHOCTU MPOTOKOJ
SNMP cranu npuMeHSITb AJ1s1 YIIpaBi€HUs Pa3HbIM KOMMYHMKALMOH-
HbIM OOOpYIOBaHMEM — KOHLIEHTpAaTOpaMu, MOCTaMU, CETEBbBIMH
agantepamy M ap. B crangapre SNMP onpeneneHa crieuudukanus
MHbOpMaLMOHHOM Ga3bl JAHHBIX YIIpaBAEHUs CETbIO. DTa cneuudu-
Kaluus, n3BecTHas Kak 6a3a gaHHbeix MIB (Management Information
Base), onpenenser Te 3JEMEHTbI JAHHBIX, KOTOPbIE YIPAB/IAEMOE YCT-
POWCTBO AOMXKHO COXPAHSATb, U JOMYCTUMBIE OTIepalluK Hall HUMH.

Ha Tpancnopraom yposue (Transport) creka TCP/IP, Ha3piBae-
MOM TaKXe€ OCHOBHbIM YPOBHEM, QYHKLMOHUPYIOT npotokos TCP u
npotrokon UDP.

Hpomokoa ynpaeaenusa nepedaued TCP (Transport Control
Protocol) pewsaer 3anauy obecneueHus: HaaexHoH MHGPOPMALMOHHOM
CBSI3M MEXIY JABYMSI KOHEYHBIMM Y3/1aMM. DTOT NPOTOKOJ Ha3biBAIOT
ITPOTOKOJOM «C YCTaHOBJIEHHMEM COCIUHEHHS», DTO O03HA4aeT, 4TO
[[Ba Y3714, CBA3BIBAIOLIMECS TPH ITOMOIIH ITOTO IPOTOKOJA, «HOroBa-
PHUBAIOTCSI» O TOM, YTO OHH OYyIyT OOMEHMBATHCS MOTOKOM JAHHBIX U
APUHUMAIOT HEKOTOpbIE COrMallieHnst 00 yrpaBieHUH 3THM HOTOKOM.
Cornacno mporokony TCP, oTnpasnsieMble JaHHBIE «HAPe3al0TCs» Ha
HeOOJIBLINEe CTAHAAPTHBIE MAKETHI, NOCJE YEro KaXAbld IMakeT map-
KWPYETCS TAKUM 0Bpa3oM, YTOOb B HEM ObITH JaHHEIE /TS [TPaBHITb-
HOWM COOPKH NOKYMEHTA Ha KOMIbIOTEPE TOJIy4YaTes.

Ipomoxon delimaepamm noasvsoeamens UDP (User Datagram
Protocol) o6ecneuupaer mnepemauyy IPHUKIANAHBIX TNaKeTOB Jeiira-
rDaMMHBIM criocoOoM, T. €. Kaxnbili 010K nepenasaeMont mHdpopma-
UMy (makeT) ob6pabaThiBAETCS U PAcHpPOCTpaHAETCS OT y3na K yany
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KaKk He3aBMCMMas eJuHMLAa WHpopMauuud — Jneiirarpamma. Ilpu
31oM npotokod UDP sbInoHsger TOAbKO (PYHKLHH CBS3YIOLIEro 3Be-
Ha MEXAY CETEBbIM NPOTOKOJIOM U MHOTNOYMCICHHBIMU NPUKIAIHbI-
mu npoueccamMu. HeoGxonumocts B nporokone UDP obycnoeneHa
TeM, yro UDP «yMeer» pasnvyaTb NPUIOXEHUSI YU NOCTABASIET MH-
¢opMaLMIO OT NIPUJIOKEHUST K TPUIOXKEHHIO.

Yposenn Mexcereporo nzaumoneiicTsusa (Internet) peanusyer KoH-
HETNUMIO KOMMYTaLMy NaxkeToB 6e3 ycraHoBieHuUs1 coeauHenuit. Oc-
HOBHbIM IIPOTOKOJIOM 3TOTO YPOBHSI ABISETCS adpechuiti npomoioa IP.
DTOT NMPOTOKOJ U3HAYATBHO NMPOSKTUPOBAJICH KAK TIPOTOKO TIepeia-
Y MAKETOB B COCTABHBIX CETAX, COCTOSALIMX U3 OOMBIOTO YncAa JIO-
KaJIbHbIX ceTeH, OObEAMHEHHBIX KaK JIOKANbHBIMU, TaK U I100aabHbI-
MU CBSI3SIMA.

Cytb nportokona [P coctout B TOM, 4TO y KaX/IOT0 MOJbL30BATENS!
Bcemuphoit cern Internet nosmkeH ©ObITb CBOW YHMKaJbHBIN aapec
(IP-aagpec). be3 sToro Henb3si TOBOPUTH O TOUHO# noctaBke TCP-ma-
KETOB B HY)XHOe pabGouee MecTo. DTOT afpec BbIPAaXaeTcsi OYEHb MPO-
cT0 — 4eTeipbMs Oaitrammu, Hanpumep: 185.47.39.14. Crpykrypa
TP-ampeca opraHM3oBaHa TaKUM OOpa3OM, YTO KaXAbI KOMITbIOTED,
yepe3 KOTOPbIA npoxoauT Kakoit-nnbo TCP-naker, MoXer no 3TUM
YeThipeM YMCJaM ONpeAeinTb, KOMY U3 Oamkaiilumx «coceneit» Hano
nepecyaaTh naxer, 4yrobbl OH OKa3aics «O0auxe» K nosayqarenio. B pe-
3yJbTaTe KOHEYHOro yncna nepebpocok TCP-naker pocturaer aape-
cara. B naHHOM ciyyae oLieHMBAETCs He Teorpacpudeckas «0amM3ocTb».
B pacueT NpHHUMAIOTCA YCJOBHUS CBSI3M U MPOMYCKHAsi COCOOHOCTD
JvHUU. J[Ba KOMITBIOTEPA, HAXOASIILMECS HA PA3HBIX KOHTHHEHTAX, HO
CBSI3aHHbIE BBICOKONPOU3BOAUTENbHON NMHUEH KOCMHUYECKOM CBA3H,
CcUuTaoTCH 60Jice GIM3KMMU APYT JPYTY, YeM IBa KOMIIbIOTEPA U3 CO-
CeJHUX TOPOIOB, CBSI3aHHBIX OOBIYHON TenaechoHHON cBaA3blo. Peuie-
HHEM BOIPOCOB, YTO CUMTATH «OJIMXKE», a YTO «A/Iblile» 3aHUMAIOTCS
crneumanibHble CpeacTBa — MapuipyTusatopsl. Ponb Mapuipytusaropa
B CETH MOXET BBINOJHATh KAK CHEUMAIM3UPOBAHHbIA KOMILIOTED,
TaK ¥ ClelMaIM3MpOBaHHAs Nporpamma, paboTalouiasi Ha y3/10BOM
cepBepe CETH.

K ypoBHIO MEXCETeBOIO B3aUMOACHCTBUSL OTHOCHTCSA M [POTOKO-
JIbl, CBSA3aHHBIE ¢ cOCTaBAeHMeM WM MoavduKauMeid Tabavi mapuipy-
TU3ALMH, TAKHE KAK Hpomokoasl cbopa mapuipymnoy ungopmayuu RIP
(Routing Internet Protocol) u OSPF (Open Shortest Path First), a
TAKXKE NPOMOK0A Mexccemeabix ynpasasoujux coobuenuu 1CMP (Inter-
net Control Message Protocol). [MociaeaHuii MpoToKon npeaHasHavyeH
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st obMeHa nHdopMmaumeil 00 omMbKax MeXIy MapiupyTH3aTopaMu
CeTU U Y3/IOM — HCTOYHHKOM TaKeTa.

Yposenn ceteporo unrepdeiica (Network) cootseTcTByeT dhusnue-
CKOMY M KaHaibHOMY YpoBHSM Moaeaun OSI. DToT ypoBeHb B IPOTO-
konax TCP/IP He periameHTHpPyeTCsi, HO MMOAAEPKHBAET BCE MOMYy-
JISIPHBIE CTAHAAPTHI (PU3HYECKOTO W KAHAILHOTO YPOBHS: [Uisl JIO-
KanbHbiX ceteit aTo Ethernet, Token Ring, FDDI, Fast Ethernet, aus
rJ100a/IbHBIX CeTel — MPOTOKOJIBI COeAUMHEHUHN «ToYKa—To4YKa» SLIP
v PPP, npoTokonbl TeppUTOPUANIbHBIX CeTeil C KOMMYyTallMei make-
ToR X.25, frame relay. PaspaboraHa cneuundukanus, onpeneisionas
UCTIONB30BaHME TeXHOMOTMU ATM B KauecTBe TpaHCIIOpTa KaHajib-
HOI'O YPOBHS.

PazneneHHbie Ha ypoBHM TpoTokoabl cteka TCP/IP cnipoekTu-
pOBaHbI TAKUM OOPA3OM, UYTO KOHKDETHbI YPOBEHb XOCTa HasHaye-
HUSI TIONYYAeT UMEHHO TOT OOBEKT, KOTOPhid ObUT OTIPABIEH IKBHU-
BaN€HTHBIM YPOBHEM XOCTa MCTOUHMKA. Kaxiabiit ypoBeHb cTeka o-
HOTO XOCTa oOpa3yeT JIOPMYECKOE COeIMHEHME C OJHOMMEHHBIM
ypOBHEM cTexa apyroro xocra. [lpu peanusauuu ¢pH3NYECKOro co-
€AMHEHUS] YPOBEHbL MEPEAAET CBOM JaHHble MHTEPENCY YpPOBHS,
pPacnosioXeHHOTO BbillEe MUJIM HUXE B TOM Xe xocTe (puc. 2.2). Bep-
THUKaJAbHbIE CTPEJIKK TIOKA3bIBAIOT (PH3NUECKOE COESMHEHUE B paMKaX
OJIHOI'O XOCTa, a TOPU3OHTAIbHBIE CTPEJKH TMOKA3bIBAIOT JIOTMUECKOE
COCIMHEHUE MEXY OMNHOUMEHHBIMU YPOBHSIMU B Pa3IMUHbBIX XOCTaXx.

Cnenyer oOpaTHTh BHHMaHWE HAa TEPMHMHOJIOTMIO, TPAIMLIMOHHO
UCII0/1b3YEMYIO 1Sl 0003HaYeHHs1 HH(POPMALIMOHHBIX OOBEKTOB, pac-
NPOCTPaHAIONIMXCS HA WHTEpdeHcax MexXay PasIHUHbIMU YPOBHSIMU
yrpasjeHus1 cteka nporokono TCP/IP.

IlpunoxeHue nepeaaeT TPAHCIIOPTHOMY YPOBHIO COODLIEHUE
(message), KOTOpOe MMEET COOTBETCTBYIOLIEE JAHHOMY IIPHIOXKEHUIO
pasMep U CeMaHTHKY. TpPaHCTIOPTHBI# YPOBEHb «pa3pe3aeT» 3TO CO-
obueHue (ecqiM OHO AOCTAaTOMHO BEIMKO) Ha TMAaKeTHl (packets), Ko-
TOpBIE MNEepeJaloTCsl YPOBHIO MEXCETEBOro B3auMmomeicTBus (T. e.
nporokoiay IP). TTpotokon IP dopmupyer cBou 1P-nakets! (eiie ro-
BopsiT — IP-gelirarpaMmbl) ¥ 3aTeM YIaKOBBIBAET HX B (DOpMAT,
npueMIeMblt UIsi JaHHON (DU3NUECKOM cpeibl nepegauyn MHGpopMa-
AW, DTH, yXKe anmnapaTHO-3aBHUCHMbIE, MAKEThl OOBIMHO HA3bIBAIOT
Kaxpamu (frame).

Korga naHHble mepeaaloTcss OT NPUKIAZHOIO YPOBHS K TpPaHC-
NOPTHOMY YPOBHIO, 3aT€M YPOBHIO MEXCETEBOro B3aUMOIEHCTBUS
U Jlajiee Yepe3 YPOBEHb CETeBOro UHTepdeiica B ceTb, KaXAblil Mpo-
TOKOJ1 BBINIOJHSIET COOTBETCTBYIOLLYI0O 0OpaboOTKY M WHKATICYJIUPYET
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Puc. 2.2. Jlornyeckie u GU3HYECKHE COeIMHEHUA MeXay ypoBHaMYU creka TCP/IP

pe3yabTar 310l 00pabOTKH, NPHUCOSAMHSISA CITepeiM CBOM 3arojioBOK
(puc. 2.3).

B cucreme, npuHMMalolieid AaHHbIH MOTOK WHQOpMauuM, 3TH
3aroJiOBKH TOCNEIOBATEILHO YAANAIOTCS M0 Mepe 00paboTKU AaHHbIX
W TiepefaYM MX BBEPX MO creKy. Takoil noaxon obecneyuBaer HEoO-
XOIHUMYI0 THOKOCTb B 00paboTKe nepenaBacMbix JaHHBIX, TIOCKOJIBKY
BEPXHUM YPOBHSIM BOBCE He HYXHO KacaTbCfi TEXHOJOTUHM, HUCHO/b-
3yeMoii B HMXKHMX YpOBHAX. Hanpumep, ecnu WHMGpPYIOTCS NaHHLE
Ha ypoBHe 1P, yposens TCP n npuxiagHoi ypoBeHb OCTalOTCsl He-
M3MEHHBIMH,

Yro Kacaercs OesonacHoctu nporokonos TCP/IP, 1. €. 6e3onac-
HOCTH mepeiayu JaHHbIX B UHTepHeTEe B LEAOM, NMOJB30BATENIM He-
00X0IMMO MMETH B BUIY, YTO €CJIM HE NMPUHSATH CHELMANBHbBIE MEPBI,
TO BCE JaHHble mepenatorcss nporokonamu TCP/IP B otkpwitom
BHAE. DTO 3HAYMT, YTO y100O0M y3en (M COOTBETCTBEHHO €ro omepa-
TOP), HAXOASAUIUIACST HA NYTH CASIOBAHMS AAHHLIX OT OTIIPABUTENS K
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MpuknagHoi yposeHs
(HTTP, Telnet, FTP, SMTP, ...)

TpaHCropTHLIA YPOBBHL TCP-
(TCP, UDP) 3aronoBoK

P- TCP-
Internet yposes (IP) 3arofloBOK | 3arofoBOK

YpoBeHb ceTeBoro goctyna Ethernet- IP- TCP-
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Puc. 2.3. Cxema MHKaICYIsILMM JaHHBIX B creke npotokojaos TCP/IP

NoAy4aTe 10, MOXET CKOMUpoBaTh cefe Bce nepeaaBacMble JaHHbIE U
MCMOJb30BaTh MX B AdIbHEilIEM B CBOMX LeasX. B paBHOR Mepe
JI@aHHbIE MOTYT ObITh HCKAXEHbI WIM YHUUTOXEHD!.

2.2. AHanu3 yrpos ceteson 6e30nacHOCTH

Jns opraHu3zauv¥ KOMMYHHUKALIMI B HEONHOPOAHON CETEBOM
cpeae npuMeHsiercst Habop npotokonos TCP/IP, obecrnieunBasi co-
BMECTUMOCTb MEXAY KOMIBIOTepaMU pasHbIX Tunos. COBMeCTH-
MOCTb — OJHO M3 OCHOBHBIX npeumyiects TCP/IP, nosromy 60Jb-
LLIMHCTBO KOMIBIOTEPHBIX CETEH TONAEPXKHWBAET 3TH TPOTOKOJIBI.
Kpome Ttoro, mpotokoasl TCP/IP npeaocTaBasiior DocTynm K pecyp-
cam miobanbHoi cety MHTepHeT.

Bnaronapsi cBoeit nonyaspuocty TCP/IP cran crangaptoMm
Je-dakTo A1 MeXCeTeRoro B3auMoaeicTams. OQHAKO TOBCEMECTHOE
pacnpoctpaHeHue cteka npotokosnos TCP/IP o6Haxuino u ero cia-
Oble cropoHbl. Co3xaBasi cBoe HeTHIlE, apxuTeKTopsl creka TCP/IP
HE BUAENU MPUUUH 151 OECrnoKoicTBa O 3allMUTe ceTeil, CTPOSILMXCS
Ha ero ocHose. [loaToMy B cneundukaLmsax paHHUX Bepcuil NPOTo-
kona IP orcyrctBoBanu TpeGoBaHKs Ge30MACHOCTH, YTO ITPUBENO K
U3HAYATLHOM YI3BUMOCTHM peau3allii 3TOTO TIPOTOKOJIA.
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2.2.1. Mpo6nems 6ezonacHocTn IP-certeri

PocT mnonyaspHocT® HMHTEPHET-TEXHONOTHI COMPOBONAACTCS
pPOCTOM CePBE3HBIX YIpPO3 pasrialleHusl MePCOHANbHBIX HAHHbIX,
KPMTHYECKHM BAXHBIX KOPMOPAaTHBHEIX PECypCOB, IOCYAApCTBEHHDBIX
TalfH U T. 0. XaKepsl U APYIUe 3NOYMBILUIEHHMKY MOABEPraloT yrpo-
3aM ceTeBbie HHGOOPMAUMOHHbIE PECYPChl, NBITASCH NOMNYYHUTh K HUM
JOCTYTI C NOMOIBIO CNIEUUANbHBIX aTaK. DTH aTaKky CTAHOBATCH BCE
6onee M3OLPEHHBIMH TIO BO3AEHCTBHIO U HECIOXHBIMU B UCIONHE-
HHU. DTOMY CcrOCOBCTBYIOT ABA OCHOBHBIX (hakTopa.

Bo-nepsbix, 3TO TMOBCEMECTHOE TNpPOHMKHOBeHMe WHTepHeTa.
K 3TO# ceTH MOAKTIOYEHBl MUTHOHBI KOMIIOTEPOB. B Gmikaiitnem
OynyiieM MX YHCJO BO MHOFO pa3 BO3PACTET, MO3ITOMY BEPOATHOCTH
JOCTYIIA XaKEPOB K YSI3BMMBIM KOMITbIOTEPAM M KOMITbIOTEPHBIM Ce-
TAM TaKXe TNOCTOSHHO Bo3pacraeT. KpoMe TOro, WMpOKoe pacnpo-
cTpaHeHHe MHTepHeTa 103BONAsIET XaKepaM oOMeHUBATLCS MHPOpMa-
uyei 8 mobanbHOM Macilrade.

Bo-BTOpHIX, 3TO BCeoOlee pacnpoCTpaHeHUE MPOCThIX B HCIO/b-
soBanuu OC u cpen pazpaboTku. 10T PaKkTOp PE3KO CHUXKAET Tpe-
GOBaHMA K YPOBHIO 3HAHMI 3/10YMBILIEHHKWKA. PaHblle OT xakepa
TpeGOBAIMCHL XOPOILUUE 3HAHMS U HABLIKM NpOrpaMMUPOBAHHUA, YTO-
6bl CO31aBaTh ¥ PacNpPOCTPaHATh BPEJOHOCHbBIE NIPOTpaMMbl. Tereps,
IUISL TOTO YTOOBI TIOMYYMTh JOCTYI K XaKepCKOMY CPEACTBY, HYXHO
npocTo 3Harh IP-aapec HyXHOro caiita, a aas MPOBEIAEHMUSI ATaKH
JIOCTAaTOYHO HIENKHYTH MbILLIKOM.

[pobnembr obecrieueHuss WHGOOPMALMOHHON GE30NACHOCTH B
KOPITOPaTHBHBIX KOMIIbIOTEPHBIX CETSIX OOYCIOBJIEHBI Yrpo3amu
0e30MacHOCTH A1 JIOKAJbHBIX pabouux CTaHLMHU, JOKANbHBIX ceTeH
¥ aTakaMU Ha KOPIIOPATUBHBIE CETH, WMEIOILIMMY BBIXOX B 001ile0C-
TYMHBIE CETH TiEpeaayH JaHHBIX.

CereBble aTaky CTOJNbL Xe pa3HooOGpa3Hbi, KAK U CUCTEMbl, MPO-
TUB KOTOpPLIX OHM HanpaeneHbl. OaHW ataku OTIM4aloTCs 60J1bIOH
CIOXKHOCTBIO, IPYTMe MOXET OCYILECTBUTh OObIYHBINH ONEPaTop, Jaxe
He npeAnonaralolui, Kakue HoCAeACTBUA OyaeT UMETD €ro JesiTellb-
HOCTb.

Llenu HapyimuTtensa, OCyleCTBAAIOWETO aTaKy:

e HapylleHHe XKOH(QUAEHUHAIBHOCTU mnepelaBaeMoit uHdop-

MallUH;
e HapylieHUe LEJOCTHOCTH M JOCTOBEPHOCTH IlepenaBaeMoii
UHGbOpMaALIHH;
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¢ HapylieHue paboTocnocoOHOCTH BCEl CHUCTEMbl WM OTHENb-
HLIX €€ yacTeu.

PacripefesieHHBIE CUCTEMbI TMOABEPXKEHbI TPEXAE BCEro yoaieH-
HbIM amakam, TOCKOIbKY KOMITOHEHTbI pacHpele/ieHHbIX CUCTEM
O0BIYHO MCMOJIB3YIOT OTKPLITbIE KaHaAbl Nepeiayd JaHHbIX, U Hapy-
LLIUTENb MOXET He TOJbKO MPOBOIUTh NACCHBHOE NIPOCIYIINBAHUE ITe-
penaBacMoil mHdpopMaruu, HO M MOIADUIIMPOBATH TIEpeXaBaeMbiit
Tpaduk (axTuBHOE Bo3nercTBre). M ecin akTMBHOE BO3NEICTBHE HA
Tpachuk MOXeT ObiTh 3ahUKCHPOBAHO, TO IACCUBHOE BO3IECHCTBHE
MpakTUYECKU He Toanaercs obOHapyxeHuio. Ho mockoiabky B xoide
(byHKLIMOHHUPOBAHUS pacrpenesieHHBIX CUCTEM OOMEH CTyXebHOM UH-
dopMmanmeit MeXTy KOMIIOHEHTAMH CHUCTEMbI OCYIIECTB/ISIETCSI TOXE
110 OTKPBITBIM KaHaJlaM NepeNavd JaHHBIX, TO CayxeGHass MH(pOpMa-
1115 CTAHOBUTCS TAKUM Xe 00bEKTOM aTakKy, KAaK ¥ JAHHbIE 10Jb30Ba-
Tensl.

TpynHoCTb BbisiBJIEHUs (paKTa NpoOBEACHUS YIAJICHHOM aTakd Bbl-
BOAMT 3TOT BUIl HEMPAaBOMEPHBIX JeHCTBHIT HA MEPBOE MECTO 110 CTe-
MEHY OMACHOCTU W IMPENSTCTBYET CBOEBPEMEHHOMY pPEarupoBAHHIO
Ha OCYILECTBJEHHYIO YIpO3y, B pe3yJibTaTe 4ero y HapyllMuTes yBe-
JIMYMBAIOTCS LIAHCHI YCMEUTHON peanu3auuu aTaki.

be3onacHOCTb JOKAJbLHOW CETHM OTaM4YaeTcss oT 0e30macHOCTH
MEXCETEBOTO B3aMMOIEHCTBUSI TEM, YTO HAa MEPBOE MO 3HAYMMOCTH
MECTO BBIXOIAT HAPYUIEHUA 3aPecucmpUPOSARHbIX ROAb306ameneli, No-
CKOJIBKY B 3TOM C/y4a€ KaHajbl Mepeiadu HdHHbIX JOKaAbHON CETH
HaxolsITCsd Ha KOHTPOJMPYEMO TEPPUTOPUMM M 3aLUUTa OT HECaHK-
LLUOHUPOBAHHOIO MOAKIIOYEHUS K KOTOPbIM PeaIN3yeTcsl aiMUHHUCT-
PaTUBHbIMM METOIAMU.

Ha npaktuke 1P-ceTH ya3BUMEBI 1Jis1 MHOTMX COCODOOB HECAHK-
LIMOHMPOBAHHOIO BTOPXEHUS B Npolecc obmeHa qaHHBIMM. [To Mepe
pa3BUTUS KOMITbIOTEPHBIX M CETEBbIX TEXHOMAOTHI (Harpumep ¢ MosIB-
NeHueM MOOUbHBIX Java-nipunoxeHunii U 3ieMeHToB ActiveX) cicok
BO3MOZKHBIX TUIOB CETEBbIX arak Ha IP-ceru moCTOsIHHO pacuiupsieT-
cs [9].

Haubonee pacnpoCTpaHEHH! CleayIOlIMe aTakuy.

Moncayumanue (sniffing). B ocHOBHOM naHHbBIE O KOMITBIOTED-
HBIM CETSIM MepeaatoTCsl B HE3AIUUIIEHHOM opMaTte (OTKPBIThIM TEK-
CTOM), UTO TIO3BOMASIET 3JIOYMBILUICHHUKY, MONYYHBIUEMY MOCTYN K
AVHMAAM fepesavyy AaHHbIX B CETH TONC/AYIIMBATL WM CYMUTHIBATh
Tpaduk. [ast noACAylIMBaHUS B KOMIBIOTEPHBLIX CETSIX MCIOAB3YIOT
cHubdep. Crugpgep naxemoe nipencrasiser codoi NPUKIATHYIO TIPO-
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rpaMMy, KOTOpasi IiepexBaThiBaeT BCE CETEBbIE NAKEThI, EpeaaBaeMble
Yyepes onpeaeeHHbII TOMEH.

B Hacrosuee BpeMs cHuddepsb! paboTaloT B CETAX Ha BIIOJIHE 3a-
KOHHOM OCHOBaHUH, OHM MCIONB3YIOTCS Sl AMATHOCTHMKU HeMC-
NpaBHOCTEH ¥ aHaiu3a Tpaduka. OIHAKO BBUIAY TOIO, 4TO HEKOTO-
pble CETeBbIE NPUIOKEHUS NEPENAIOT JaHHbIE B TEKCTOBOM dopmare
(Telnet, FTP, SMTP, POP3 u 1. 1.), ¢ nomoiupio cHuddepa MoxKHO
y3HaTh NOME3HYIO, 3 MHOTAa U KOHOMACHUUAILHYIO uHpOpMauuio
(HanpuMep, KMeHa [0JIL30BaTeell U Napoiu).

[Tepexsar mapouist, nepeiaBaeMoro no CeTH B He3allu(ppOBaHHOM
dhopMe, NnyTeM «NOACTYNIMBAHUST» KAHANIA SIBJIIETCA PA3HOBUIHOCTBIO
aTak¥ MOACHYIIMBAaHMSI, KOTOPYIO Ha3biBalOT password sniffing. Tlepe-
XBaT MMEH M napoJieil co3naer GO/bllyl0 ONACHOCTb, TaK KaK NOJib-
30BATEAM YACTO MNPUMEHSIOT OOMH M TOT Xe JIOTMH W Mapojb Uist
MHOXECTBA MPHAOXKEHUIH ¥ cucteM. MHoOrue noin3oBarenu BooOLIe
MMEIOT OJMH TApOoJb s JOCTYNa KO BCEM PECYpCaM M NPHIIOXEHHU-
aM. Ecan npuioxenue pabotaer B pexuMe KIMEHT/CepBep, a ayTeH-
TU(HUKALUMOHHBIE JAHHbIE MEPEAaloTCsl MO0 CETU B YUTAEMOM TEKCTO-
BOoM ¢opmMare, 31y nHbopMauuio ¢ GONLLIOH BEPOSITHOCTBHIO MOXHO
HMCNOAB30BATL LI JOCTYyNa K APYr¥M KOPHOPAaTUBHLIM WK BHELI-
HHUM pecypcam.

IMpenoTepatuTh yrpo3y cHUPHHra nakeToB MOXHO C TTIOMOIMIBIO
HNpUMEHEHMS IVl ayTeHTH(UKAUMY ONHOKPATHBIX Naposel, yCTaHOB-
KM aIfnapaTHBIX WY NMPOTPaMMHBIX CPEACTB, PACTO3HAIOIIUX CHUb-
depbi, MpUMeHEHHUS KpunTorpadrUueckoil 3alllTh KAHANOB CBA3HU.

H3menenne JAHHBLIX, 3JIOYMBIIUIEHHUK, MONYYMBIIHI BO3MOX-
HOCTb TIPOMHMTATh BalliM JAAHHBIE, CMOXET CIOeNaTb W Clelyloiui
nrar — M3MEeHUTDb MX. JlaHHble B makeTe MOTYT GbITh H3MEHEHEI, AaXe
€CTH JTOYMBILLUIEHHHK HHYEr0 He 3HaeT HWU 00 OTMPABWTENE, HU O
nonyyarese. Jlaxe ecqii Bbl HE HyXIaerech B CTPOroil KOHGUIEHLIU-
AIBHOCTH BCEX TepeAaBaeMbIX JaHHBIX, TO HABEPHSKA HE 3aXOTHUTE,
YTOOB! OHU ObIJIM U3MEHEHBI 110 MYTH.

Anamm3 ceresoro Tpaduka. Ilenbio arak Hogo6GHOrO TUNA ABAET-
Cst FIPOCHYILMBAHVE KAHAJIOB CBA3M M aHAIN3 MepeaBaeMbiX JAHHBIX
H cnyxebHoil mudopMaurK AT M3YYEHUs TONOJOTAM U APXUTEKTY-
Pbl TIOCTPOEHHUSA CHCTEMBI, MOJYYEHHs] KPHTHYECKOIl Monb3oBaTesb-
ckoil uHpopMauuu (Hanpumep, Naposeil noap3oBaTeieil WiK HOMeE-
POB KPEIMTHBIX KapT, NMepefaBacMbiX B OTKPHITOM BHAE). ATakaM
3TOr0 THNA NMOJBEPXEHbI Takue nportokonbi, Kak FTP wiu Telnet,
0COGEHHOCThIO KOTOPBHIX SBJISIETCSA TO, UTO UMSI M NApoib MNoib30Ba-
TeJisl TIEPesaloTca B paMKax 3THX NMPOTOKOJIOB B OTKPBITOM BUAE.
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ITonmena nosepennoro cyonekra. boabuas vactes ceteit 1 OC nce-
noaw3ytor IP-aapec koMmnbioTepa, s TOro 4tobbl ONMPEREATh, TOT
JIN BTO aApecar, KOTOPbI HYXXEH. B HEKOTOPBIX CAydastXx BO3MOXHO
HeKoppekTHOE TipucBoeHue IP-appeca (nommena IP-ampeca ormpa-
BUTENS. ApYrvUM ampecoM). Takoif criocol artaky HasblBaKOT QaabCu-
guxayueti adpeca (I1P-spoofing).

1P-cniyGuWHT WMeeT MeCTO, KOrja 3OYMBIIUICHHNUK, HaXOMSIIVii-
€4 BHYTPH KOPIOPALIMU WM BHE €€, BblIaeT cebsl 3a 3aKOHHOTO MOJThb-
3oBarensi. OH MoXeT BOCTIONIb30BaThcsl IP-agpecoM, HaxoxsmMcs B
npenesiax AuanasoHa CaHKIMOHWpOBaHHBIX IP-anpecos, Win aBTOpH-
30BaHHbLIM BHEILIHUM aipecoM, KOTOPOMY paspeniaeTcs AOCTYH K Of-
peneACHHBIM CETEBLIM pecypcaM. 3II0YMBIIIIEHHUK MOXET TaKXe HC-
MO/Ib30BaTh CIEHMAAbHBIE MNporpaMMel, opmupyionide IP-nakeTs
TaKUM 00pa30M, YTOOBI OHH BBITASAENN KaK UCXOASILIKE C pa3pelleH-
HbIX BHYTPEHHHX 3IPeCOB KOPNOpaTUBHOI CETH.

Artakn IP-cniy¢pyHra yacto CTAHOBSITCSI OTIPABHOM TOYKO# s
Jnpyrux atak. Knaccu4ecKMM NpuUMEpPOM SIBNISIETCS aTakKa TMIIAa «OTKa3
B obcnyxuBanun» (DoS), KOTOpass HauWHAETCs C 4YyXOro aapeca,
CKPBIBAIOLIETO UCTHHHYIO JIMYHOCTb XaKepa.

Yrpo3y cnyduHra MOXHO OCJabMTb (HO HE YCTPaHUTL) ¢ IOMO-
i1bl0 TIPABMWILHOM HACTPOWKHM ynpaBi€HUsl AOCTYNIOM W3 BHEHIHEH
CETH, NIPEeCeUEHHsl MONMbITOK CNYDUHIA YYXKUX CETEH NOAL30OBATENAMM
CBOEM CeTu.

Cnenyer umetb B BUaYy, 4yTo IP-cniyduHr MoxeT ObITh OCYLIECTB-
JIEH MPU YCIOBUH, YTO ayTeHTU(MKAUMUS M0/b30BaTeleil NMpoU3BO-
autes Ha 6ase IP-ampecoB, nostoMmy araku I[P-cnyduHra MoxHo
NPEAOTBPATUTb NYTEM BBEIACHUS JIOMOJHMTEIbHBIX METONOB ayTEHTH-
(¢uxkaunu nonb3oBatesneil (Ha OCHOBE OJHOPA30BbLIX Mapojed WM
JAPYTUX METOAOB KpUTITOTpadui).

IlocpenuugecTBo. JTa aTaka NOAPA3yMeBaeT aKTUBHOE NOACHY-
1IMBAHUE, NEPEXBAT U YOPABACHUE NePeAaBaeMbIMH JAHHbBIMW HEBH-
JUMBIM [IPOMEXYTOUHbIM y3J10M. KOIla KOMIbIOTEPHI B3aUMOJEHCT-
BYIOT Ha HM3KMX CETEBbIX YPOBHSX, OHM He BCErIa MOryT onpeje-
JIATh, C KEM UMEHHO OHU OOMEHUBAIOTCS JAHHBIMH.

IocpennndecTBo B 00MeHe He3amM(POBAHHLIMH KJH0Yamu (aTaka
man-in-the-middle). Jlns npoBeaeHus: arakn man-in-the-middle (ye-
JIOBEK-B-CepEAUHE) 3/TOYMbIIIUIEHHUKY HYKeH JOCTYM K MakeraM, Ie-
penaBaeMbiM Mo cerd. Takoit AoCTyn KO BceM NakeTaM, TepeaaBae-
MbIM OT npoBaitaepa ISP B n1100y10 Apyryio ceTb, MOXET, HaripuMmep,
MOAYYXTL COTPYAHUK 3TOrO TipoBakaepa. st arak 3T0ro THma 4acro
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HCMOJIB3YIOTCH CHM((DEPL IIAKETOB, TPAHCHOPTHLIE NPOTOKOJH H
TPOTOKOJIbl MAPIIPYTU3ALINH,
Artaku man-in-the-middle npoBomsiTcst ¢ 1eAbIO Kpaxyu UHPOP-
MalMy, NEpexBaTa TeKyLlei ceCCUH Y NOMYYSHHs OCTYIa K YaCTHBIM
CeTEBLIM pecypcaM, AJs aHanusa Tpaduka U noaydyeHust MHdopMa-
WA O CETH M €e IMONb30Bareasx, WISl npopeneHuss arak tmna DoS,
MCKAXEHUS TIepeaBaeMBIX JAHHBIX M BBOAA HECAHKIIMOHUPOBAHHOM
HHbOpMalY B CETEBBIE CECCHM.
BddexkTHBHO 6GOPOTECH € arakaMd Tyna man-in-the-middle
MOXHO TOJBKO ¢ IOMOLIbl0 KpunTorpaduu. s nmpoTuBoACHCTBUA
aTakaMm 3TOrO TUIA UCIIONL3YETCH UHGPACMpPYyKmypa ynpaeaeHus om-
xpoimeimu karovamu — PKI (Public Key Infrastructure).
ITepexsar ceanca (session hijacking). Ilo okoHyaHM¥ HaYaneHOH
npouesypbl ayTeHTH(PHKAUMKM COeIMHEHHE, YCTAHOBJIEHHOE 3aKOH-
HBIM N0J1b30BaTENEM, HAIPUMED C MOYTOBbIM CEPBEPOM, NEPEKIIOUA-
€TCS 3/I0YMbIULIEHHHKOM H4 HOBBIH XOCT, 4 HCXOOHOMY CEPBEPY Bbl-
JaeTcsl KoMaHIa pa3opBaTh coeauHeHue. B pesynbrare «cobecenHMK»
3aKOHHOTO MOJIb30BATESI OKA3bIBAETCSA HE3AMETHO NMOAMEHEHHBIM.
Mocne nonyyeHus DOCTYNA K CETH aTaKyIOLMid 370YMbILUIEHHUK
MOXeT:
¢ NIOChLNATh HEKOPPEKTHbIE JAaHHBIE NPUIOKEHHSIM M CETEBbIM
cnyx6aM, YyTO MPHUBOAMT K HUX aBApUHHOMY 3aBEPLIEHUIO WIH
HETIPaBUIILHOMY (DYHKUMOHHUPOBAHUIO;

* HABOAHUTHL KOMIILIOTEP WM BCIO ceThb TpadukoMm, noka He
MPOU30MIET OCTAHOB CUCTEMBI B PE3Y/bTATE MEPETPY3KH;

» GIIOKMpOBATH TpadHUK, YTO NMPUBEAET K TIOTEPE NOCTYNA aABTOPH-

30BaHHBIX [0/b30BaTE/NCH K CETEBBIM pecypcam.

Orka3 B oGcayxusauun (Denial of Service, DoS). Dra araka or-
JUYaeTcs OT aTak APYTMX THIIOB: OHa He HalleJeHa Ha MOJNy4YeHHe
JIIOCTYTIAa K CeTH WM Ha MOJyYeHHE W3 5TOil CeTH KaKoi-Tnbo UH-
dopmauun. Araka DoS nenaer ceThb OpraHM3alMM HEIOCTYNHOM IS
OGBIYHOTO MCMOAB30BAHUS 33 CYeT NPEeBbIUIEHUS AOIMYCTHUMbIX TIpe-
aenos pyuxkumonuposanus cet, OC win npunoxenust. 1o cyuecr-
BY, OHA NulIaeT OGLIMHBLIX MOJb30BaTENeil AOCTYNa K pecypcaMm WiH
KOMIIBIOTEPAM CETH OpTaHH3aLMiu.

BonpiuuuceTso arak DoS omupaercs Ha obiire c1abocTy cucteM-
HOM apxuTekTypel. B cilyyae UCMONb30BAHUA HEKOTOPLIX CEPBEPHBIX
npuiaoXeHuit (takux kak web-cepsep uan FTP-cepsep) ataku DoS
MOTYT 3aKJI04aThCA B TOM, YTOOBI 3aHSATb BCE COCAMHEHUS, AOCTYIl-
HbI€ IS 3THX MPWIOKEHMI, U AEPXATh MX B 3aHITOM COCTOSIHUHM, HE
gonyckast obcayxuBaHua OObIMHBIX Nojb30Bateneli. B xome arax
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DoS moryt ucnonb3zoBarbest oObuHble HTEPHET-NPOTOKOARI, TaKHe
kak TCP u ICMP (Internet Control Message Protocol).

Artakyn DoS TpynHo npeaoTBpaTHTh, TaK Kak VISt 3TOTO TpebyeTcs
KOOpAWHALIMS AeHCTBUI € npoBaiinepoMm. Ecan rpaduk, npeaHasHa-
YEHHbIH 15 NEPErONIHEHUsI CETH, HE OCTAHOBWTDH y IIpoBaiigepa, TO
Ha BXOI€ B CETh OTO CIENATb YX€ HeJb3s, TOTOMY YTO BCS IOJOCA
nponyckaHus OyaeT 3aHsiTa.

Ecim aTaka 3TOTO TUNA TIPOBOJUTCS OJHOBPEMEHHO Yepe3 MHO-
JKECTBO YCTPOMCTB, TO FOBOPSIT O PACNpENE/IEHHOW arake OTKa3a B
o6eayxupanuu DDoS (distributed DoS). IIpocTora peanu3aumy atak
DoS v orpoMHbIii Bpea, NPUYHHAEMBbIM HMH OpraHH3aLlUsM U MOJb-
30BaTeiAM, MPUBJIEKAIOT K HUM MPUCTAJIbHOE BHUMAHME aIMUHMCT-
paropoB ceTeBOil 6e30MacHOCTH.

ITapoabnbie ataku. VIX uenb — 3apfafeHue napojieM U JOTHHOM
3aKOHHOTO MOJb30BaTe/s. 3/I0YMbILLIICHHUKH MOTYT MPOBOAMTh Ma-
POJIbHbIE aTaKH, MUCTIOJIb3YS TAKHE METOIbl, KaK:

+ noameHa [P-aapeca (IP-cnydunr);

» noaciaywiuBaHue (CHUQpGUHT);

» MpPOCTOM nepedop.

IP-cnypuHr u cHudpPUHr naxkeToB ObUIM PACCMOTPEHBI BBILIE.
OTU MeTOABI NO3BOJSAIOT 3ABJNAACTL NAPOJIEM U JJOTMHOM IOJIb30BaTe -
JIl, €CIM OHM TIePeJAlOTCA OTKPbITHIM TEKCTOM M0 He3aulMlieHHOMY
KaHamy.

YacTo xakepbl NbITAIOTCS N0A00paTh Napojb U JOTUH, HCIOJb3Ys
JUTS1 3TOT0 MHOTOUMCIEHHBIE TIONBITKU AocTyna. Takoit MeTos HOCUT
HaszBaHUE amaxa noaHo20 nepebopa (brute force attack). [Ina stoit
aTaky MCNOJb3YeTCs CNeLuasbHas MnporpaMma, KOTopasi nbITaeTcs
HOJydHUTh JOCTYIl K pecypcy oOlero Moib3oBaHusl (Hanpumep, K
cepsepy). Ecau B pesyabTate 3/0yMBIIUIEHHUKY YAaeTcs Mozo0paTh
napoJjib, OH MOJy4aeT AOCTYI K pecypcaM Ha Ipasax OOBIMHOIO TOJb-
30Bareis.

TMaponbHBIX aTaK MOXHO M30eXaTb, €CJIM He [101b30BaThCsl apo-
JsiMU B TekCTOBOi popMe. Mcnonb3oBaHue OJHOPA3OBLIX MapoJieil U
KpHITOrpagMuecKoil ayTeHTH(DUKAIMN MOXET NPAKTHYeCKU CBECTH
Ha HET yrpo3y Takmx atak. K coxaneHuio, He BCe NPUJIOXKEHMS, XOCTHI
M YCTPOWUCTBA HOIIEPKUBAIOT YKA3AHHBIE METONBI ayTeHTH(HHKALINY,

[Mpw ncrnons30BaHUY OOBLIYHBIX NAPOJieli HEOGXOAMMO MPUAYMaTh
TaKOM Maposib, KOTOPLIN ObLIO GbI TPYAHO NOAOGPATh. MUHMMANbHAS
JJTVHA TMaposist JoJkHa ObITh He MeHee 8 cumBonoB. Ilaponb goaxeH
BKJIIOUATh CUMBOJIbI BEPXHEro perucrpa, uudpsl U crenualbHble
cumponnl (#, $, &, % u T. 1.).
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YraasiBanue Kmoua. Kpunrorpadpuueckuil KiIou NpeACTaBAsieT
co00i1 KoL UM YKCIO, HEOOXOAUMOE 151 paciiMPOBKY 3aMIIEH-
HOM uHdopMauru. XoTs y3HaTh KJIIOY 0CTyna He mpocTo U TpebyeT
GonblUMX 3aTpaT PeCypcoB, TEM He MeHee BTO BO3MOXHO. B uacrHo-
CTH, [UISl ONpeleNeHrs 3HAYeHHs K048 MOXET ObITb UCHOJIb30BaHa
criellMa/ibHas [POrpaMMa, peajM3yiouias MeTOH IOJIHOro nepebopa.
Koo4, K KOTOpOMY Toiy4yaet JOCTYI aTaKyloIMid, Ha3hiBaeTCs cKOM-
npoMemupoBanHsiM. ATaKyOLIMI HWCHONL3YeT CKOMIIPOMETHPOBAH-
HbIM KIIOY AJIS1 MOJyYEHUS LOCTYNA K 3alUMIIEHHBIM TNepeJaBaeMbiM
JaHHbiM Oe3 BenoMa OTHpaBHTEIst M noaydareis, Knwou jpaer Bos-
MOXHOCTb paciiu(ppOBBIBATD ¥ M3MEHSTD JAHHBIE.
AT2aKH HA YPOBHE BPHJIOKEHHH MOTYT NPOBOIUTHCH HECKOJILKMMH
crocobamMm.
Camblit pacnpocTpaHeHHbBI M3 HHX COCTOMT B HMCIIOAb30BaHUH
n3BeCTHbIX cnabocreit cepsephoro 10 (FTP, HTTP, web-cepsepa).
I'napHasi npoGaeMa ¢ aTAKaMy Ha YPOBHE MPUWIOXEHUH COCTOUT B
TOM, YTO OHHU YaCTO MOJIL3YIOTCA MOPTAMH, KOTOPbIM Pa3peileH Mpo-
XON 4epe3 MexXceTeBoit 3kpaH. CBeneHus 00 aTakax Ha ypOBHE IipH-
JIOXKEHUNA 1KPOKO NyOIUKYIOTCS, YTOOb! AaThb BO3MOXHOCTb aAMHHH-
CTpaTopaM MCMpaBUTh NPOGIEMY C MOMOLLBIO KOPPEKUMOHHBIX MOJY-
ned (natyeit). K coxaneHuio, MHOTHE XaKepbl TAKXE UMEIOT JOCTYI K
3TUM CBEACHUAM, YTO NO3BOJISIET UM YUMThCA.
HeBOo3MOXHO MONHOCTLIO MCKIIOYMTL aTakU Ha YPOBHE MpuWiio-
XEeHWH, XaKkepbl IOCTOSSHHO OTKPBIBAIOT U MyOIHKYIOT Ha CBOMX cail-
TaX B VIHTepHeTe BCe HOBbIE YA3BMMBIE MECTa MPUKNASHBIX MPO-
rpamu.
3mech BaXHO OCYIIECTBAATh XOPOLUIEE CUCTEMHOE aaMHHUCTPH-
poBaHue. YToOb CHM3HTbL YA3BUMOCTb OT aTak 3TOr0 THUMA, MOXHO
NIPEATIPUHSTD CNEAYIOUME MEDHI:
» aHanuauposars log-dainet OC u ceresbie log-daiibl ¢ noMo-
IIbIO CNELMATbHBIX AHATUTHYECKHX NPUITOXEHUH,

¢ otciaexuBars gaHHele CERT o ciabbix MecTaX NpUKIafHbIX
TIPOTPaMM;

o MOJIB30BATHCH CAMbIMH CBexXUMH Bepcusamu OC U NpuaoXxeHnil u
CaMBLIMH TIOCAEIHYUMM KOPPEKLIMOHHBLIMUA MOIYIsiMu (Tiatyamu);

» KCIOJIBL30BATh CUCTEMBI pacriosHaBanus arak IDS (Intrusion
Detection Systems).

CereBas passeaka — 510 c60p MHGOPMALUKU O CETH C MOMOLLBIO
0o0LIeOCTYMHBIX OaHHBIX M npuiaoxeHuit. Ilpn noaroroske artakm
MIPOTUB KAKO#-1M0B0 CeTH XaKep, Kak MPaBuio, MbITACTCsl MONAYYHUTD O
Hell KaK MOXHO 6oJbliie HHQOPMALIMH.
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CeteBas pa3senka nposoautes B ¢Gopme 3anpocoB DNS, axo-Tec-
THpOBaHHUs (ping sweep) W cKaHHMpoBaHUs noproB. 3anpocki DNS
MOMOTaIOT NIOHATb, KTO BNANEET TEM MM HHbBIM JOMEHOM M KaKue aj-
peca 3TOMy JOMEHY TIPUCBOEHBI. JXO-TECTHPOBAHME alpecoB, pac-
KPbIThIX ¢ moMowbio DNS, no3poasieT yBuAeTb, KAKHE XOCTHl peasib-
HO paboraior B JaHHOM cpene. IToayuuB CITUCOK XOCTOB, Xakep UC-
T10JIB3YET CPEACTBA CKAHMPOBAHUS 110PTOB, YTOOH COCTABUTH MTONHEBIN
CIMUCOK YCIyr, NONIEPXKUBAEMbIX 3THMH xocTamu. B pesyabrare 10-
ObiBaeTcs MHQOpMaLMsA, KOTOPYIO MOXHO MCIO/b30BAaTh ISl B3JIOMA.

Cucrembl IDS Ha ypoBHE ceTH M XOCTOB OOBIYHO XOpOLIO CIIPaB-
NSIOTCS ¢ 3ajayeil YBEIOMJIEHMS aIMHWHMCTpaTopa O Beayllueics ce-
TEBOM pa3BeKe, UTO TO3BOMSIET JIy4IlEe TIOArOTOBUTBCS K NPEACTOS -
e arake U onosecTurh Npoainepa (ISP), B cetw Kotoporo ycra-
HOBJIEHA CHUCTEMA, TIPOSIBISAIOLIAS Upe3MEPHOE N10OOTIRITCTBO.

3noynorpebaenne nosepueM. JlaHHbINA TUN ACHCTBUI He SABASETCH
aTakoi B NMOJAHOM CMBbICNE 3TOrO cjioBa. OH npelcTasisieT coboii
3/JOHAMEPEHHOE HCIONb30BAHWE OTHOLUEHUH JTOBEPHSI, CYILECTBYIO-
IMX B ceTH. TUNNYHEBIH TTPUMEDP TAKOro 310ynorpebiaeHus — cUTya-
uMs B nepudepuitHON YaCTH KOPNopaTuBHO# ceTH. B 3TOM cermeHTe
0o0byHO pacnionaratorcs cepsepbl DNS, SMTP u HTTP. INockosbky
BCE OHW HPUHALIEXKAT OAZHOMY M TOMY X€ CEIMEHTY, B3J0M OIHOTO
M3 HHUX TIPUBOIHUT K B3JIOMY U BCEX OCTAJIbHBIX, TAK KaK 3TH CEPBEPbI
JNOBEPSIIOT APYFUM CHCTEMAM CBOEi CETH.

Puck amoynorpediaeHus foBepreM MOXHO CHU3HTDL 3a cuet Gosee
XECTKOTO KOHTPOJS YpOBHEl nOoBepUs B npeaenax csoeit cetu. Chc-
TEMBbI, PACMNOJAOXEHHbIE C BHEILHEH CTOPOHBI MEXCETEBOro 3KpaHa,
HUKOTA He AOMXKHBI NMOAB30BATHECS a0COJIOTHBIM JOBEpUEM CO CTO-
POHBI CHCTEM, 3ALIULIEHHBIX MEXCETEBbIM 3KPAHOM.

OTHOILIEHUST 1OBEPHSl AOJDKHBI OrpaHUYMBATLCS ONPEACICHHBIMK
NPOTOKONAMM ¥ ayTeHTUhULMPOBATLCS HE TOALKO no IP-ampecam,
HO U IO IPYrMM HapaMmerpam.

KomnbioTepHnie BHpYChl, CeTEBbIE «4EPBH», MPOrPaMMa «TPOSHCKMiA
KOHb». BUpYCHI NpeAcTaBIsIioT co60i BPEJOHOCHBIE IIPOrPaMMbl, KO-
TOPbIE BHEAPSIIOTCH B JPYTHE MPOTpaMMBbl /ISt BHIMOJAHEHHUS onpeje-
NeHHOM HexenarenbHOM (GYHKINY Ha pabouyeil cTaHIIMKM KOHEYHOTO
none30Batesiss. Bupyc o0bIYHO pa3pabaTbiBaeTCsi 37I0YMBILUICHHHKA-
MU TAKHM 00pPa3oM, 4TOObI KaK MOXHO JOJbLIE OCTABATHCS HEOOHA-
PYXeHHbIM B KOMIIBIOTEpHON cucTeme. HavyanbHblii nepuon «I1pemo-
Thi» BUPYCOB SIBJISETCS MEXaHM3MOM MX BbIXMBaHus. Bupyc nposs-
JISIETCSL B IIOJIHOI Mepe B KOHKPETHbIi MOMEHT BpeMEHW, KOria
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NMPOUCXONHT HEKOTOPOE COOBITME BbI30Ba, HAMpuMep nsrTHuua 13-e,
U3BECTHAs Jara u T. If.

Pa3sHOBHAHOCTBIO NPOTPaAMMbI-BUPYCA ABSIETCS] CETEBOM «H4EPBb»,
KOTOPBLIA PAaCIpOCTpaHseTcs Mo [00anbHOM CeTH W He OCTaBiser
CBOEJ KOIMUM HAa MarHMTHOM HOCHMTENE. JTOT TEPMHUH VCHOJIB3YETCS
IS KIMEHOBAaHMS MPOrpaMM, KOTOpbie TTOA0OHO JIEHTOUHBIM YePBIM
MepPeMeIaloTcs 110 KOMILIOTEPHOH CETH OT OAHOM CHCTEMBI K APY-
roit. «YepBb» MCHOJB3YET MEXaHU3MBI NTONAEPXKKU CETH IS onpene-
JIEHMS y3712, KOTOPBIF MOXeET GBhITh MOPAXeH. 3aTeM C MOMOLIBIO 3THX
K€ MEXaHW3MOB TepeaaeT CBOE TEJIO B 3TOT y3e] U JIbO aKTUBU3UPY-
etcs, b0 XKIET MOAXOMALUUX YCJAOBUU A aktuBu3auuu. CereBbie
«IePBW» ABIAIOTCS OHACHBIM BUIOM BPEIOHOCHBIX MPOrpaMM, TakK
KaK OOBEKTOM MX aTaKyd MOXET CTaTh 1060 U3 MULUTMOHOB KOMITBIO-
TepOB, NMOAKMIOYEHHBIX K rnobaibHoil cetu Internet. Jnst 3awmre! or
«4epBsi» HEOOXOMUMO NMPUHSITH MEPBL NMPEIOCTOPOXKHOCTU NMPOTUB He-
CaHKLMOHMPOBAHHOIO JOCTYTA K BHYTPEHHEH CETH.

K koMmbloTepHbIM BHpPYCaM IPUMLIKZIOT TaK Ha3bIBAEMBIE «TPO-
AHCKME KOHM» (TPOSIHCKHE MporpaMmbl). « TPOSIHCKUH KOHB» — 3TO
NporpamMMa, KOTopasi UMEET BHJ IOJIE3HOTO NPUWIOKEHMS, a Ha Jee
BbIMOJIHAET BpeaHble ¢yHKUMK (paspyuwieHue [10, xonupobanue M
fiepeChLIKa 3/10yMbIILIEHHUKY (DaiioB ¢ KOHPUAECHIMANBHBIMU JaH-
HBIMH U T. I1.). TEPMHH «TPOSIHCKUH KOHBb» Oblil BNEPBBIE UCIIONB3O-
paH xakepoM JlaHoM OnpapcoM, MO3AHEE CTaBIUIMUM COTPYIHMKOM
AreHtcTBa HaumoHanbHoli 6esonacHocTn CLIA, OnacHOCTb «TPosH-
CKOTO KOHSI» 3aKJI0YaeTCs B AOMOJHUTENbHOM O/10KE KOMaH/, BCTAB-
JIEHHOM B MCXOOHYIO O€3BpelHYylO MporpamMy, KOTopast 3atem Ipe-
nocTapisiercs noab3osarensm AC. 3T10oT 610K KOMaHA Moxer cpaba-
THIBATh MPHU HACTYTUIEHMHM KAKOTo-MHOO YCJIOBMSL (HaThl, COCTOSAHUS
CUCTEeMBI) NGO Mo KoMaHae u3BHe. [osip30Barenp, 3anycTUBILKIA Ta-
KYI10 MpOrpaMMy, MOJBEPraeT ONacHOCTH KaK CBoU (aitnbl, TaKk ¥ BCIO
AC B uenoM. Paboune CTaHUMM KOHEUHBIX 110JIb30BATENCH OYeHb ysi3-
BUMBI 1151 BUDYCOB, CETEBbIX «UEPBE» U «TPOSTHCKUX KOHEM»,

g 3al0MTbl OT yKa3aHHbIX BpPEAOHOCHBIX MApPOrpaMM HeoOXo-
JUMO:

e MCKJTIOYEHHE HECAHKIIMOHUPOBAHHOIO IOCTYNA K HCIOJIHSse-

MbIM (aiiaMm;

* TECTUPOBAHME NPHOGPETaEMbIX POrPaMMHBIX CPEACTB;

s KOHTPOAb UEJOCTHOCTU MCIIONHAEMbIX (DAlAOB U CUCTEMHbBIX

- obnacreit;

¢ CO3JaHUE 3aMKHYTO Cpelbl HCTIOIHEHUS MPOTrPaMM.
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bopsba ¢ BHpycamMH, <«UepBIMU» U <«TPOSTHCKMMH KOHfIMU» Be-
NETCI C TOMOLIBIO 3(P(MEKTUBHOTO AHTUBUPYCHOIO MPOrPaMMHOIO
obecrneyeHusi, paboTaloOLIEro HA M0Jb30BATENBCKOM YPOBHE M, BO3-
MOXHO, Ha YpPOBHE C€TH. AHTHMBUPYCHBIE Cpe/ICTBA OOHAPYXHUBAIOT
DOJIBIIMHCTBO BUPYCOB, <«4YEPBE» M «TPOSTHCKHUX KOHEH» W NpeceKa-
10T MX pacnpocTpaHeHue. Ilony4deHne caMoii cBexeil uHdopMaLuu o
BUpycax nomoraeT 3¢ dexktuBHee 0oporbest ¢ HUMU. [lo Mepe mosiB-
JIEHMS HOBBIX BUPYCOB, «U€PBEN» U «TPOSTHCKHUX KOHEH» HYXHO 00-
HOBJIATH 0a3bl JAHHBIX AHTUBMPYCHBIX CPEACTB 1 NPHIOXKEHUI.

[MepeuncaeHHble aTaku Ha 1P-ceTn BO3MOXHBI B pe3yabrare:

¢ MCIOJIb30BAHHUS OOLIEIOCTYIIHbIX KAaHAJIOB Mepenavyd JaHHbIX.
BaxHeiune maHHbie, nepefalnTcs 1Mo ceTH B He3ammdpopan-
HOM BUIE;

¢ yI3BUMOCTH B NpOLIENypax UAEHTU(DHMKALMM, PEATM30OBAHHBIX B
creke TCP/IP, Upentuduuurpyowas nHdOpManys Ha ypoBHe
P nepenaercst B OTKpbITOM BHE;

e OTCYTCTBHMSI B 6a30BOil BepcHU cTeka npoTokosos TCP/IP me-
XaHU3MOB, 00ecTieYrBAOIIMX KOH(PUAEHMANBHOCTD U LIEAOCT-
HOCTb NEPEAABAEMbIX COOOLICHMIA;

e ayTeHTH(HKauuu oTnpaButeass no ero IP-aapecy. Tlpouenypa
ayTeHTU(HUKALMKY BBIOJHIETCS TOJbKO HA CTaAUM YCTAHOBJE-
HUSI COECAMHEHMS, a B Ja/bHEHIEM IMOIJMHHOCTb NPUHUMaE-
MBbIX [MAKETOB HE TPOBEPSETCS;

e OTCYTCTBHSI KOHTPOJSI 32 MaplIpyTOM NPOXOXAECHUS CcoodlLe-
HUIA B ceTH Tnte_met, YTO JIenAaeT yAajJeHHble CETEeBble aTaKu
MpakTH4eckH 0e3HaKa3aHHBIMH,

IlepBble cpencTBa 3allMThl NE€PEJAaBAEMbIX AAHHBIX TMOSIBUJIHCDH
NpakTUYecKu cpasy Iocae Toro, Kak ysi3BMMoOCTb IP-cereii gana o
cebe 3HaTh Ha MpaKTUKE. XapakTepHbIMM MpHMMEpaMHu pa3paboTok B
2T0# 006:1acTH MOTYT CayxkuTh: PGP/Web-of-Trust njas mudpposaHust
COODLIeHUI 3N1eKTPOHHOM Toutbl, Secure Sockets Layer (SSL) wrst
3aumTel Web-tpadpuka, Secure SHell (SSH) mrst salunThl ceaHCOB
Telnet ¥ npouexyp nepegadu dainos.

OO0uMM HeoCTaTKOM NOXOOHBIX HIMPOKO PACIPOCTPAHEHHBIX pe-
LIEHU SBISIETCS UX «[IPUBSI3aHHOCTH> K ONpPENEACHHOMY TUIlY MpPH-
JIOXEeHWH, a 3HAYUT, HECTIOCOOHOCTH VIOBIETBOPATH TEM PasHOOOpa3-
HbIM TpeOOBaHMSIM K CHCTEMAM CETEBOM 3aLiMThi, KOTOPHIE NPEAbsB-
JISTI0T KPYNHble KOpriopauyu wiau Internet-nposaiiaepsl.

Camblit paagnkanbHbIA cNOcod NpeoaoeHUs] YKa3aHHOTO OrpaHH-
YEeHUST CBOAMTCH K MIOCTPOCHUIO CUCTEMbL 3all{UThl HE A/ OTACABHbIX
KJ1acCOB NMPUJIOXKEHUH (ITYCTh U BEChbMa MONY/SIPHBIX), a [JIsI CETH B
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uenoM. [pumenurensHo K 1P-ceTsaM 3T0 03HAYAET, YTO CHCTEMbI 3a-
LIUTBL JOJDKHBI AeHCTBOBATL Ha cemesom ypoere moaenn OSI.

B 1993 r. B cocraBe xoucopuuyma IETF 6bu1a coznana paGouast
rpynna IP Security Working Group, 3aHsaBiuasicst pa3paboTkol apxu-
TEKTYPhl W TMPOTOKOJNOB ISl WKH(PPOBAHUA JaHHBIX, MEpeNaBaeMbiX
no cetsam IP. B pesyiawrate nossuiacs xabop npomoxoaoe [PSec, oc-
HOBAHHEIX Ha COBPEMEHHBIX TEXHONOTHUSAX WMGpOBaHHA M 3jeK-
TPOHHOM 1KM(pPoBO noanucH HaHHbIX. [TOCKOJIBKY apXmTEKTypa
nporokoioB IPSec copMecTma ¢ npoTokonoM IPv4, ee nopnepxky
JOCTaTOYHO ofecreyuBaTh Ha OOOMX KOHLAX COEAMHEHUs; NMpPOMe-
JKYTOYHbIE CETEBbie Y3Jbl MOIYT BOOOIIE HUYEro «HE 3HaTh» O NpH-
meHeHum 1PSec.

ApxutekTypa cteka npotokonos IPSec u ero npumenenue s
NOCTPOCHMS 3AUULLEHHBIX SUPMYatbHbiX KaHas08 u cemeli VPN (Virtual
Private Networks) noxpo6Ho paccMaTtpuBaloTes B 171. 12.

2.2.2. Yrpo3ssi M yI3BMMOCTH NPOBOAHBIX
KOpPnoparMBHbIX ceTeH

Ha HauyanbHOM 3Tane pa3sBUTHS CETEBBIX TEXHOJOTHI ywepl oT
BHUPYCHBIX U JPYIHX THNOB KOMIIBIOTEPHBIX aTak ObUl HeBENUK, TaK
KaK 3aBUCHMOCTb MHPOBOW 3KOHOMHWKH OT MHGOPMAIMOHHBIX TEX-
HoJIOTHiT Oblma Masa. B HacTosiuiee BpeMs! B YCJIOBHSIX 3HAYUTENTbHOM
3aBUCMMOCTH GM3HECA OT BIEKTPOHHBIX CPEACTB ROCTYyla U 0OMeHa
MHPOpMaLMeld ¥ NOCTOSHHO PACTYILIETO YNCIA aTaK YIEPO OT caMbIxX
HE3HAYUTENIbHBIX aTakK, MPUBOASLUIUX K TIOTEPSIM MalLIMHHOTO BpeMe-
HM, MCYMC/ISIETCS MWIIHOHAMHM JI0/UIAPOB, a COBOKYNMHbIN TOAOBOH
yiep6 MUpoBOi PKOHOMHUKE COCTaB/IfIET AECATKH MUANTUWAPAOB 101~
napos [9].

NHdopmanus, o6pabaTeiBacMan B KOPHOPATHBHBIX CETAX, 1B~
€TCsl 0COOEHHO YA3BUMOM, YeMy CIOCOOCTBYIOT:

e yBEJIMUEHUE 00bEMOB 00pabarbiBaEMOW, TiEpeaBacMoi U xpa-

HHUMO#H B KOMIIbIOTEPaX HH(OPMALINY,

s cocpenoToyeHMe B 0azax AaHHbIX MHGMOPMALUK PazTUYHOIO
YPOBHST BaXHOCTH U KOHOUIACHUMUATbHOCTY;

e paclIMpeHue HOCTYyNa Kpyra nojb3opaTefeét K HHoOpMauuu,
XpaHsiuieics B 6a3ax JaHHbIX, ¥ K PeCypcaM BbIMMCJIMTEIIBHOM
ceTH;

e YBEJMYECHHUE YUCAA YAAICHHBIX pabouux MecCT,
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* IUMPOKOE UCIOAb30BAHUE FT06aNnbHOM cety Internet v pasiuy-
HBbIX KAHAJIOB CBSI3H;

« aBTOMaTU3a1Ms oO6MeHa MHGMOPMALINEN MeXIy KOMIbIOTEPaMH
NoJ1b30BaTeNCH.

AHanu3 Haubonee pacnpoCTPaHEHHBIX Yrpo3, KOTOPBIM IOABEP-
KEHbl COBPEMEHHbBIC IIPOBOAHBIE KOPIOPATUBHBIE CETH, MTOKA3bIBALT,
YTO HCTOYHHMKHM YIPO3 MOTYT M3MEHATBHCS OT HeaBTOPU30BaHHEIX
BTOPXEHMH 3710YMBILIUIEHHUKOB A0 KOMHBIOTEPHBIX BHPYCOB, IPH
3TOM BECbMA CYWIECTBEHHOMN yrpo30i 6e30MacHOCTH SBASIOTCS Ueio-
Beyeckue ownbku. Heo6XoquMoO yUMTBIBATH, YTO MCTOYHHUKH yIpo3
0e30MacHOCTH MOryT HaxomuTbhesa Kak BHYyTpu KHMC — BHyTpeHHuUe
WUCTOYHUKHU, TaK U BHE €€ — BHEIIHHE WUCTOUHUKU. Takoe AeneHue
BIMOJIHE OMPABIAHO TOTOMY, 4TO JUISI OOHOM M TOH Xe yrpo3nl (Ha-
NPUMEpP Kpaxu) METOOb! MPOTUBOACUCTBUS [M/isl BHELIHUX W BHYT-
PEHHUX MCTOYHMKOB pa3ivuHbl. JHAHUE BO3MOXHBIX YIPO3, 4 TAKXKE
ya3BuMbix MecT KM C neobGxoaumo st BhiGopa HaubGonee s¢dex-
TUBHbIX CPEACTB ObecreyeHUs 6e30MacHOCTH.

CaMbIMH YaCTBIMH U ONACHLIMM (C TOYKY 3PEHUS pa3Mepa yiep-
6a) ABJISIOTCS HeNpegHaMepeHHblE OWMOKY I10/1b30BaTe/Iel, onepa-
TOPOB W CHCTEMHBIX aAMUHHUCTPATOpoB, obcayxupawoimux KHC.
HUHoraa takue oluMOKY NPUBOAAT K TIPSIMOMY yilepOy (HempaBUIBHO
BBEIEHHbIE JAaHHBIE, OIIMOKA B MpPOrpaMMme, Bhi3BaBlliass OCTAHOBKY
WIH pa3pylleHHe CUCTeMbl), a MHOrIa CO3JaloT cyabble MeCTa, KOTO-
PbIMU MOTYT BOCHOJIb30BaThCSi 37I0YMBIILJIEHHUKH (TaKOBBI OOBIYHO
olIMGKY anMUHHUCTpUpoBaHus) [43].

CornacHo paHHbiM HauMOHAaIBHOrO HMHCTUTYTa CTAHAAPTOB M
texHonornit CLIA (NIST), 55 % cny4aeB HapylueHuUss 5e30MaCHOCTH
NUC — crneacteue HenpelHaMepeHHbIX owinbGoK. PaGoTta B miobanb-
HoW MC nemaer 310T hakTop HOCTATOMHO aKTyanAbHbIM, TIPUYEM HC-
TOYHUKOM YylIepOa MoryT ObITh KakK IEUCTBUsl TOJb30BaTeNIeH opra-
HU3ALIMKM, TaK U I0JIb30Baresieil TobajbHON CETH, 4TO OCOGEHHO
ormacHo. Ha puc. 2.4 npuBeaeHa KpyroBas auarpamMma, HUTIOCTPH-
pyloias CTaTUCTUYECKHE JAHHbIE O UCTOYHHUKAM HapylileHui 6e30-
nacHocty 8 KMC.

Ha Bropom mecte 1o pasMepam yiiepda pacronaraiorcsi Kpaxu U
noiorn. B GonblUMHCTBE pacciefOBaHHBIX CayYyaeB BUHOBHUKAMH
OKa3bIBATUCH ITATHBIE COTPYAHWKW OPTaHMU3allMii, OTIIMYHO 3HAKO-
MbIE C PEXXUMOM PalOThi U 3alUMTHBIMU MepaMu. Haauuue MolHoOro
MHQOPMALIMOHHOTO KaHal1a CBSI3U C TOBATbHBIMU CETAMU MpPU OT-
CYTCTBUM IOJIKHOTO KOHTPOJIS 33 €ro paboToi MOXET HOTOHUTE  b-
HO crocoOCTBOBATh TAKOW NEATENBHOCTH.
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Ataxu #3sHe O6uxetHbie
COTPYOHNKA

HevecTHble
COTPYAHWUKKA

4 % Bupychl

Ouwmbin Mpo6nems!
nonk3oBaTenen chusnyeckon
¥ nepcoxana 6esonacHocTy

Puc. 2.4. Uctounuky HapylueHnit 6e30MacHOCTH

OOnXeHHble COTPYOIHMKM, Aaxe ObIBlUME, 3HAKOMBI C MOpsIKa-
MH B OpraHM3aliuu M cnocoGHbl BpeanTh, BecbMa 3dektupHo. To-
3TOMY [pH YBOJBHEHHH COTPYJAHMKA €ro npapa JocTyna K uHdopma-
LIHOHHBIM PECYPCaM JOJDKHBI aHHYIMPOBATbCS.

IpenHamepeHnbie nonbiTkyd noaydeHus HCJ yepes BHeuiHue
KOMMYHHKalUK 3aHMMaOT 0k0J0 10 % Bcex BO3MOXHBIX Hapylle-
Huii. XOTs 3Ta BeJIMYHHA KAXETCA HE CTOTb 3HAYMTENLHOM, ONBIT pa-
6oThi B Internet nmokasbiBaeT, 4TO MOYTH KaXmblii Internet-cepsep no
HECKOJIbKY pa3 B JieHb IOJBEPraeTcsi MOMbITKAM TPOHUKHOBEHHMS.
Tectbi AreHTCTBA 3alIUThl MHGOpMaLMoHHbIX cucreM (CIIA) noka-
3aiiu, 4YTo 88 % KOMIBIOTEPOB MMEIOT Clafble MECTa C TOYKH 3pEHHUS
uHbopMaLHOHHOH Ge30NaCHOCTH, KOTOPLIE MOTYT aKTHBHO WCHOJb-
soBatbed s nonyyenuss HCI. OtaenabHo ciegyer paccmarpusath
C/Iyyan YAQIeHHOro J0CTyna K MHGOPMalMOHHbBIM CTPYKTypam opra-
HU3ALUMA.

o mocTpoeHusi MOAMTUKH GE30MaCHOCTH HEOOXOAMMO OLEHHTh
PUCKH, KOTODHIM NOIBEPraeTcs KOMIBIOTEPHAs! Cpeja OpraHU3aluM
U NPeANpUHATb COOTBETCTBYIOLIHE AeiicTBUs. OueBUAHO, YTO 3aTpa-
Tbl OPraHU3alMM Ha KOHTPOJb M TIpeNOTBpalieHne yrpo3 6e3onacHo-
CTH HE JOJLKHBI NMPEeBHIIIATh OXWIAEMBIX N0TEPb.

[IpupeseHHble CTATUCTHHECKUE JAHHbBIE MOTYT MTOACKA3aTh aIMH~
HUCTPaMKd M IMEPCOHANY OpraHM3aluM, Kyda ClegyeT HanpasUTb
yeunust 1A 3¢ dekTMBHOrO CHMXEHHUS yrpo3 0€30MacHOCTH KOpIo-
PaTUBHOM CEeTH U CHUCTeMbl. KOHEUHO, HYXHO 3aHMMAaTbCst npobie-
MaMi GuU3HYECKOH 0e30MacHOCTH U MEPAaMH MO CHUXKEHHUIO HEraTuB-
HOIO BO3Je#CTBUSI Ha Ge3011aCHOCTb OUINOOK YeNoBEKa, HO B TO XK€



Taasa 2. Ilpobaemot unghopmauuonnoii 6ezonacnocmu cemeii 51

BpeMA Heo0XoaMMOo yacjaiaTbh caMo€ CEPbE3HOC BHUMAHHUE PELICHUIO
330134 ceTeBOM 0e30macHOCTH 1Mo NpeROTBpAalllCHUIO aTak Ha KOopno-
PaTUBHYIO CETb U CUCTEMY KaK U3BHC, TAK U U3HYTPHU CUCTEMDI.

2.2.3. ¥rpo3si m ya3BMMOCTH 6€CrpOBOAHBIX CETEH

Ilpu nocTpoeHuu GECHPOBOAHBIX CETEW TakXKe CTOMT Npobiema
obecneueHuss ux 6e30macHOCTU. Ecny B OOBIYHBIX ceTsiXx mH$opma-
UMsl TIepeaaeTcsl Mo NpoBOAaM, TO PAAUOBOJIHBI, MCIMOJIb3yeMbie IJIs
0ecrnpoBOIHBIX PEHICHU I, N1OCTATOYHO JIETKO MepeXBaTUTh NMPU HAMIH-
YU COOTBETCTBYIOLIEero obopynoBanus. HpuHuun aeicTsus decrpo-
BOIHON CeTH NPHBOAUT K BO3HWKHOBEHWIO OOJBIIOro 4mcia BO3-
MOXHBIX Y3BUMOCTEN [T aTaK U TIPOHMKHOBEHUI.

OGopynoBaHue OecrpOBOAHBIX JIOKATBbHbIX ceTeit WLAN (Wire-
less Local Area Network) BkawouaeT ToUkM OeCnpoBOJHOrO AOCTYNA U
paboumre CTaHUMH IS KAKA0ro aboHEeHTa.

Touxu docmyna AP (Access Point) BbINOJHSIOT POJb KOHLIEHTpA-
TOPOB, 00eCHIEUMBAIOLIUX CBA3b MEXAY aOOHEHTaMM U MexXay coGoil,
a Takxe (YHKLUMIO MOCTOB, OCYILIECTBIASIOUIUX CBSI3b C KabGeNbHOM
JNoKanbHOU ceThlo U ¢ MHTepHeT. KaXuaas Touka AoCTyna MOXeT 00-
CAYXHBATh HECKOJbKO aDOHEHTOB. HEeCKONbKO OJM3KOPACNOAO0XEH-
HBIX TOYEK A0CTyNa obpa3yioT 30Hy goctyna Wi-Fi, B npeaenax KOTo-
poii Bce abOHEHTB!, CHaOXEHHbIE OeCNPOBOAHBIMU ananTepaMu, Mo-
JyyaroT A0CTyn K ceTH. Takwe 30HBI IOCTYNa CO3AAlOTCS B MecTax
MacCOBOTO CKOIUIEHUs JMIOJEN: B a3poroprax, CTyIeHUECKHUX TOPOJI-
Kax, 6ubamorekax, mara3vuHax, OU3HeC-1eHTpax u T. 1.

Y Touku AocTyna ecTh MAeHTHdMKATOp Habopa cepsucos SSID
(Service Set Identifier). SSID — a3ro 32-6GuTHas CTpoOKa, UCIOJb3ye-
Masi B KayeCcTBe MMEHM OeCrpOBOJHOMH CeTH, ¢ KOTOPOH acCOLUUpY-
10Tcst Bee y3nbl. Maentudukarop SSID HeoOxomuM ans moaxkmwye-
HUS paboueil cTaHUUM K ceTH. YToObl CcBsI3aTh pabovyl0 CTAHIMIO C
TOYKOM AOCTYIA, 00e CUCTEMBI JOKHBI UMETL OAUH H TOT Xe SSID.
Ecau pabouasi ctaHiiMsi He uMeeT HyxXHoro SSID, To oHa He cMOXeT
CBSI3aThCS ¢ TOYKOM JOCTYNA U COEAMHUTHCS C CEThIO.

['J1aBHOE OTUIMUYME MEXIY TPOBONHLIMU U OECIPOBOAHLIMI CETH-
MW — HajJU4YMe HEKOHTPOJUPYEeMON 001aCTH MEXIY KOHEYHBIMH
TOYKAMU 0eCMPOBOAHON CETH. DTO MO3BOJISET aTAKYIOLUIMM, HAXOMS-
UIUMCSI B HEMOCPEACTBEHHOM GNM30CTU OT GeCnpOBOIHBIX CTPYKTYD,
NPOU3BOIUTL PAA HamnaneHUil, KOTOpble HEBO3MOXHBI B MPOBOTHOM
MHUpE.
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IIpy ucnonb3oBaHuU GECTIPOBOAHOrO JOCTYNA K JOKANbHOMN CETH
yrpo3bl 6€30MacHOCTH CYLIECTBEHHO BO3pacTaloT (puc. 2.5).

3noYMbILNEHRUK
(. ‘;‘"

WntepHer

MoBunsHbiA

nonsaoearens 5
MoGunbHbINA
nonb3osarens  1OHK& AocTyna nec

Puc. 2.5. Yrposst npu GecripOBONHOM HOCTYIE K JIOKANIbHON CeTu

[TepeynciuM OCHOBHBIE YSI3BUMOCTH W YIpo3bi OGECNpPOBOAHBIX
ceTei.

Benranme panmomaska. Todyka JOCTYNa BKJIIOYAET C ONpeaeseH-
HOM 4acTOTOH HMIMPOKOBELLATEbHBIH pagnoMask, 4Tobbl OMOBeLIaTh
OKpECTHbIE BECIPOBOAHLIEC Y3/Ibi O CBOEM NPUCYTCTBMU. DTH 1HUPO-
KOBELLATENbHbIE CUIHAJbI COAEPKAT OCHOBHYIO MH(OPMALIUIO O TOY-
ke 6ecnpoBOAHOIO AOCTYINa, BKIIOUYas, Kak Ipasuio, SSID, u npu-
rJaiamT 6eCHpPOBOAHbBIE Y3bl 3aperUCTPUPOBATLCS B JaHHOM obac-
4. JI1o6asg paboyasi CTaHUMsI, HAXOUSUIASACA B PEXMUME OXWIAHUS,
moxeT nonyuyuth SSID u n1o6aBuTh Cebs1 B COOTBETCTBYIOLLYIO CETb.
BeluaHue pagMoMasika sIBJISIETCA «BPOXAEHHOMN nmaroyioruei» 6ecnpo-
BOOHBIX ceTeil. MHorue Moaesan NO3BOJISIOT OTKIIOYaTb ColepXa-
pryto SSID wacth 3TOrO BewlaHWsl, 4TOOBI HECKONBKO 3aTPyIHUTH
GecripoBoaHOe noacaymuBaune, Ho SSID, TeM He MeHee, mockUIAET-
Cs TIPU TIOAKTIOUEHMH, ITOITOMY BCE PaBHO CYILECTBYET HeGOJIbIIOE
OKHO Y3BUMOCTH.

Oonapyxenne WLAN. [Ins oOHapyxeHuUst OecnipOBOAHBIX ceTeld
WLAN ucnonb3yercsi, Hanpumep, yruauta NetStumber coBMecTHO
CO CIYTHHKOBBIM HABUTATOPOM IN00aNbHON CHCTEMBI NO3UUMOHUPO-
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saHusg GPS. launas yrunura ugentudnuupyer SSID cetn WLAN,
a4 TAKXKe OMpEieNsieT, MCTIONB3YeTCs JiM B Hell cucTeMa 1ungpoBaHus
WEP. IlpuMeHeHMe BHEHIHEH aHTEHHbI HA [IOPTATUBHOM KOMITbIOTE-
pe nenaet BO3MOXHbBIM OOHapyxeHue cereit WLAN Bo Bpems o6xona
HY>KHOrO paiOHa WM Noe3AKH 1o ropoay. HaaexHsM MeToAOM 06-
HapyxeHnsi WLAN siBiisieTcst o6cegoBaHe oHUCHOTO 30aHUs C TIe-
PEHOCHBIM KOMITBIOTEDOM B PyKaXx.

Tloncnyummsanue. [loncnymmBanue Beayr i cGopa mHgpopMa-
LMY O CeTH, KOTOPYIO TIPEATIONATAeTCs aTaKoBaTh BrocxeacTeuu. [le-
peXBaTYMK MOXKET MCHONb30BaTh JOOBITHIE HaHHbIE IJISl TOTO, YTOGH
MOJYYUTb HOCTYN K CeTeBbIM pecypcaM. OOopyaoBaHHe, UCIHONb3ye-
MO€ NI TIOACTYWIMBAHUS B CETH, MOXET ObITh HE CJIOXKHEE TOTO, KO-
TOPO€ UCMOAB3YETCH ISl OOBIMHOrO ROCTyNa K 3Toi cetH. becmpo-
BOIHBIE CETH MO CBOEH MPUPOJE MO3BOJSIIOT COEAUHATH C (PU3NYE-
CKOI1 CETbIO KOMMBIOTEPDI, HAXOAALINECS HA HEKOTOPOM PACCTOSIHUH
OT Hee, KaK eClM Obl 3TH KOMIbIOTEPHl HAXOAWIUCH HEMOCPEICTBEH-
HO B ceTd. Hanpumep, NoAKMOYUTLCS K 6eCIPOBOAHO# CETH, pacno-
naralowencs B 31aHWM, MOXET 4YeJIOBEK, CUASLIMA B MalllMHE Ha
CTOSTHKe PSIAOM. ATaKy MOCPEICTBOM IMMAaCCUBHOTO IIPOCIYLIHBAHMS
NpakTUYECKH HEBO3MOXHO OOHAPYXHTb.

JloxkHubie TOYKH J0CTYNA B ceTbh. ONBITHLIA aTaKYIOLHUI MOXET Op-
raHM30BaTh JIOXHYIO TOUKY AOCTYNa C MMUTALlUEH CETEBBIX PECYPCOB.
AOOHEHTBHI, HMYEro He Moao3pesasi, oOpallaloTCd K 3TOH JIOXHON
TOYKE JOCTYNA U COOOILAIOT €if CBOM BaXXHbIC PEKBU3UTHI, HATIpUMeEp
ayTeHTH(UKALMOHHYI0 MHOOPMAaLMIO. DTOT THIT aTaK MHOIAA MIpUMe-
HSI0T B COUETAHMHU C MPAMBIM «[JIylIEHUEM» UCTUHHOM TOYKM 1OCTY-
na B CETb.

Otxka3 B oGcaykuBanuu. [1onHyi0 mapaau3atiuio CETU MOXET Bbl-
3paTh araka tvra DoS (Denial of Service) — oTka3 B 06C1yXKMBaHHH.
Ee 1iejib COCTOMT B CO3JaHUM IMOMEXH IPH JOCTYIIE ITONMB30BATENS K
ceTeBbIM pecypcaM. becnpoBOmHbIE CHUCTEMBI OCOOEHHO BOCIIPHUM-
4YuBbl K TakuM arakaM. Du3nuyecKHii ypoBeHb B OGeCnpoBOAHOMN
ceT — abCTpakTHOE NPOCTPAHCTBO BOKPYr TOYKHM HocTyma. 370-
YMBILLIEHHUK MOXET BKJIIOUMTb YCTPOHCTBO, 3allOJIHSIOLIEE BECH
CIEKTP Ha paboyeil yacToTe noMexaMHu M HeJlerajJbHbIM TpapHuKOM —
Takas 3aj]a4a He BBI3bIBAET OCOOBIX TpyaHocteid. CaM daxTt nposese-
Hua DoS-aTtaku Ha pu3N4IECKOM ypoBHE B 6eCITpOBOIHOI CeTH TPYXA-
HO A0KAa3arh.

ATaKd THAA «4ejI0BEK-B-cepeaune». ATakKM 3TOTO TUIA BbIMOJIHS -
I0TCS Ha OECMPOBOMHBIX CETSIX ropa3go Mpoliie, YeM HA MPOBOAHBIX,
TaK KakK B Cl1y4ae IMPOBOAHOM ceTu Tpelyercsi peaM3oBaTh ONpeie-
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JIEHHBbIH BUA gocTyna K Hed. OObIYHO aTakM <«4e€JIOBEK-B-CepeiiHe»
HUCTONB3YIOTCA AJIA pa3pyHICHUS] KOHQUACHIMAIbHOCTH U LEJOCTHO-
CTH ceaHca cBa3u. Ataku MITM Gonee cioxHbie, 4eM OO/BLIMHCTBO
JAPYruX aTak: Ul WX nposeneHus TpelGyercs noapoGHasi MHGpOpMa-
LMl O CETH. 3JIOYMBILLICHHHK OObIYHO HOIMEHSET UAEHTHM(HNKALUIO
OIIHOTO M3 CEeTeBbIX pecypcoB. OH HCMOIB3YET BOZMOXHOCTE NPOCITY-
LIIHBAHUSI M HEJIeTAILHOIO 3aXBaTa MOTOKA JAHHBIX C LIEMbI0 H3MEHE-
HMS er0 COAEPXKUMOro, HeoOXOAUMOTO ISl YAOBAETBOPEHUS HEKOTO-
phIX CBOMX Liejied, HanpuMep ans cnydusra [P-anpecos, usMeHeHUs
MAC-aapeca 118 UMUTHPOBAHUS APYFOrO XOCTa U T. A.

Anonumublii noctyn B Murepuer. HezaumueHHbie 6ecipOBOgHBIE
JIBC obecrreuMBaloT xakepaM HauayyiHil aHOHUMHBIH ZOCTYN HJs
arak yepe3 MHTepHer. Xakepbl MOTYT UCNOIL30BAaTh HE3ANINEHHYIO
6ecrrposoaHyio JIBC opranusaiiuy s BbIxona yepes Hee B MHTep-
HeT, e OHW OyayT OCYLIECTBASTb NPOTHUBOIPABHbLIE NEHCTBUS, HE
OCTaB/IsIsl IPY 3TOM CBOMX ciefoB. OpraHu3auusi ¢ He3alMLIEHHOH
JIBC ¢opManbHO CTAHOBUTCH WCTOYHMKOM aTakywooulero Tpaduka,
HALIEJIEHHOrO HAa JAPYryI0 KOMITBIOTEPHYIO CHUCTEMY, YTO CBS3aHO €
MIOTEHHHUANABHBM PUCKOM ITPAaBOBOI OTBETCTBEHHOCTH 33 MPHUYMHEH-
Hbllt yiiepb XepTBe aTakv XaKepos.

OnucaHHbie BbllIe aTaKW HE SABASIOTCS €AMHCTBEHHBIMM aTaka-
MH, MCITO/Ib3YEMbIMM XaKepaMu s B310Ma GeCpOBOAHBIX CETEH.

2.3. Ob6ecneyenme MHPOPMaUMOHHOH 6e30NAaCHOCTH
ceten

2.3.1. Cnocobsr obecneueHus mMHPOPMaLUMOHHOMH
6esonacHocTu

CyluecTByeT ABa Noaxonxa K npoGneme obecneueHust 6e30nacHo-
¢t KoMmnbioTepHelx cucteM U cereil (KC): «bpparmeHTaphbiii» U
KOMIINeKCHBIN {4, 62].

«Dpazmenmapuuiil» nooxod HanpasiieH Ha MPOTUBOAEUCTBAE YeT-
KO onpelesieHHBIM Yrpo3aM B 3aJaHHbIX yclaoBusix. B xauectse npu-
MEPOB PpeaNM3alii¥ TAKOTNo IOAXOJa MOXHO YKa3aTb OTIAENIbHBIC
CPe/iCTBa YNPaBAEHUs] JOCTYNOM, aBTOHOMHbBIE CpelcTBa LWH(ppoBa-
HMS, CHEUHATM3UPOBaHHbIE AHTHBUPYCHBIE POTPaMMbl U T. I1.

JIOCTOMHCTBOM Takoro MoOIXOAa SIBJSIETCSl BbICOKasi M30uMpateib-
HOCTh K KOHKPETHO# yrpose. CyniecTBEHHbI HEAOCTATOK — OTCYTCT-
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BHE €IVMHOM 3alIMIIEHHOM cpelbl obpabotku uHbpopmauuu. Ppar-
MEHTapHbIE MEPbI 3aLIUTHl MHPOPMAIIUN 00ECTIEUNBAIOT 3aIIUTY KOH-
KpeTHbIX 00bekToB KC TONBKO OT KOHKPETHOH yrposnmi. Jaxke
HeGobLIOE BUAOU3MEHEHHE YTPO3bl BeAET K rorepe 3(pheKTUBHOCTH
3ALLMTHI,

Komnaexcrhuiii nodxod opMeHTUPOBAH HA CO3JaHUeE 3alyileHHOM
cpensl oOpaborku mHpopManuu B KC, oObemuHstioniei B eXMHbLH
KOMILIEKC Pa3HOPOIHbIE MEPHI MPOTUBOACHCTBUS yrpo3aMm. OpraHu-
3aUMs 3allMILEHHON cpenbl 0O6padoTku MHGOpPMALUY NO3BOJIAET ra-
PaHTUpPOBAaTb ONpeneaeHHbIH ypoBeHb Oe3onacHoctd KC, yTo 9Bns-
€TCSt HECOMHEHHBIM JOCTOMHCTBOM KOMILUIEKCHOro noxaxona. K He-
JOCTATKaM 3TOr0 INONXOHa OTHOCATCH: OrpaHMYeHMs Ha cBobomy
aevicteuii monb3osareneit KC, 4yBCTBUTEIBHOCTE K OLIMOKAM YCTa-
HOBKM M HACTPOHMKMU CPEICTB 3AILUMTEI, CJOXHOCTb YIIPABJIEHMUS.

KoMmiuiekcHblit nonxod npumeHsiior aas 3aiiutel KC KpymHBIX
opranuzauuii win HeGosbux KC, BLINOMHSIOWIMX OTBETCTBEHHbIE
3afayM Wi obpabarsiBalollMx 0cobo BaxHylo MHpopmauuio. Hapy-
11eHHe bezonacHocTi uHpopmatuu B KC KpynHbIX OpTaHU3aLUi MO-
KET HAHECTY OTPOMHbBIH MaTepuaibHbIA yiLiepO Kak caMuM opraHusa-
UMM, TaK U UX KaxeHTaM. [1o3ToMy Takue OpraHu3auuy BhIHYKICHbDI
YAENSATb 0COD0€ BHUMAHUE rapaHTUsAM 0e30MacHOCTH H Peajn30Bbi-
BaTb KOMIUIEKCHYIO 3aluuTy. KOMIekcHOro nomxona npuaepxuBa-
I0TCSl OOJIbLIMHCTBO TOCYJAPCTBEHHbLIX W KPYIMHBIX KOMMEPYECKHX
NPEATIPUSITUI M yUpeXAeHUH. BTOT oAX0 Halles CBOE OTPpaXeHHUE B
pas3iMYHbIX CTaHAApTAaX.

KoMriekcHbiii noaxon K npobieme obecrnieueHusi 6e3011acCHOCTH
OCHOBaH Ha pa3paboraHHoil aast KoHkpetHoit KC nonutuke 6e30-
nacHoctu. lonutuka 6e3onacHocTU pernaMeHTUpyeT 3PdeKTUBHYIO
paGoty cpencts 3auiuThl KC. OHa 0xBaTblBaeT BCE OCOOEHHOCTH
npotiecca 06paboTky uHMOpMaLiU, onpeaesis MoBeAeHNE CUCTEMBI
B pa3iuyHbIX curyauusix. HagexHas cucreMa 6€300acHOCTH CETH He
MOXeT ObITh co3gaHa 6e3 3(¢EeKTHBHON MOJUTHKH ceTeBoi 0e30-
nacHoctd. Ilonutuku Ge3omacHOCTM MNOAPOOHO pPacCMATPHBAIOTCS
B 1. 3.

L1 3a1UUThl UHTEPECOB CYOBEKTOB MHAOPMALIMOHHBIX OTHOILIE-
HHUN HEODXOAMMO COUETATh MEPHI CJELYIOUINX YPOBHEH:

s 3aKOHOJATENbHOIO (CTAHAAPTHI, 3aKOHbI, HOPMATUBHbIE AKTH!

UT. 1),
» AIMUHUCTPATHBHO-OPraHM3alMOHHOTO (AedCcTBUsA  0o6lIero
XapakTepa, npeanpuHUMaeMble pPYKOBOACTBOM OpraHu3a-
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IIMM, B KOHKPETHbIE Mephl 0e30MacCHOCTH, UMEIoKE eNo ¢
JIOALMU);

* [POrpaMMHO-TEXHHUYECKOTO (KOHKPETHBIE TEXHUYECKUE MEPHI).

Mepwi 3axoH0damenbro20 ypoeHa OYeHb BaXKHbI Wi obecneyeHUst
undopMauMoHHoi Ge3onacHocTr. K 3TOMy ypOBHIO OTHOCHTCS KOM-
IAEKC Mep, HATIpaBJIeHHBIX Ha CO3JaHMe M noalepxaHue B 0OLIECTBE
HerarMBHOIO (B TOM YMCJIE KAPaTeIbHOro) OTHOILEHWS K HAPYIUEHK~
AM U HApyWIMTeaaM nHpopMauoOHHOH Ge301acHOCTH.

HUudopmanmoHHasi 6€30MacHOCTs — 3T0 HOBas 0013CTh ACATENb~
HOCTHM, 3[€Ch BaXHO HE TOJbKO 3alnpeiiaTb ¥ HaKa3blBaTb, HO H
Y4YMTH, PazbACHATH, NomoraTh. OOIIECTBO JOMKHO OCO3HATbh BaAX-~
HOCTh AaHHOH NpobaeMaTHKY, ITOHITh OCHOBHBIEC TIyTH PEIUEHUS CO-
OTBETCTBYIOLIMX npobieM. FocyaapcTBO MOXET cjienaTh 3TO ONTHU-
MaibHbIM 00pa3zoM. 34ech HE HYXKHO OOJIbUIMX MaTepHanbHBIX. 3a-
TPaT, TPeOYIOTCS WHTEUIEKTYaNbHbIE BJIOXEHUS.

Mepor admunucmpamueHo-0peanu3ayuonHo20 YpoeHa. AIMUHHCT-
palnsl OpraHM3auuy JOJIXHA CO3HABAThH HEOOXOAMMOCTh MOAACPXKA-
Husl pexuma 6€30NacHOCTH M BBIACIITh HAa 3TH LIEJIN COOTBETCTBYIO-
wye pecypebl. OCHOBOM Mep 3allyThi aAMHHHCTPaTHUBHO-OPraHn3a-
LIMOHHOIO YPOBHSA SIBJISIETCH MOAWTUKA Ge3omacHocTH (cM. ra. 3) U
KOMILIEKC OpraHu3allMOHHBIX Mep.

K KOMILIEKCY OpraHy3allHOHHBIX MEp OTHOCHTCS Mepbl bezonac-
HOCTH, peain3yeMble JoAbMHU. BbiaessioT caeaywluue rpynisl opra-
HU3AIUOHHBIX Mep:

o YOpPAaBJICHUE [EPCOHATIOM;

o QuU3KYecKas 3alUTa;

» NIOJIEPXKAHKE pabOTOCITIOCOBHOCTH;

e pearupoBaHUE Ha HapylleHUs pexyuMa 6e30nacHOCTH;

o TUIAHUPOBAaHME BOCCTAHOBUTEIbHBIX paboT.

g Kaxaoi rpyrnmsl B KAKIOH OpraHu3aluy JOMXEH CYLIECTBO-
BaTh Ha0oOp periaMeHTOB, OMPENS/TIOMMNX ACHCTBHS NIEPCOHANA.

Mepwt u cpedcmea npozpammuo-mexnuveckozo yposusi. Last noa-
AePXaHUA pexuMa HHOOPMAMOHHOH Ge30MacHOCTH OCOOEHHO BaxX-
Hbl MEPBI TIPOrPaMMHO-TEXHHIECKOro YPOBHS, OCKONbKY OCHOBHAs
Yrpo3a KOMITBIOTEPHBIM CHCTEMAaM MCXOAMUT OT HUX camux: cbou obo-
pynoBaHus, omuOKK nporpaMMHoro obecriedeHusi, MPOMaxu Mojb-
30Bare]eil u aIMMHHCTPATOPOB U T. T. B paMkax cOBpeMEHHBIX MH-
GOpMAUMOHHBIX CHCTEM JO/XKHB! ObITH JOCTYNIHBI CAEAYIONINE Mexa-
HHM3MBI 06€30MACHOCTH:

o MICHTH(PUKALUA ¥ NPOBEPKA MOJIUHHOCTU IOAB30BATEICH;

» YIIPABIEHHE JOCTYIIOM;
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NPOTOKOAMPOBAHWE W ayIuT,
Kpunrorpadus;

3KpaHUPOBAHUE;

obecrnieyeHHe BbICOKOM JOCTYITHOCTH.

Heobxodumocmv npumenenus cmanoapmos. WnHbopMalMOHHbIE
cuctemsl (MC) koMnaHuii o4ty Bceraa MOCTPOEHbl HA OCHOBE IIPO-
rpaMMHBIX W allapaTHbIX NMPOAYKTOB Pa3NWYHBIX ITPOM3BOAMUTENCH.
IMoxa HeT HM OoXHOW KOMINaHMM-pa3paboTYMKa, KOTOpas Mpeaocra-
BWIa Obl MOTPEOMTENIO MOJHBIA MepeyeHb CPEACTB (OT arnapaTHBIX
[0 NporpaMMHBbIX) s nocrpoenus: coppemerHoin UC. Yrobur obec-
neunts B pasHopoaHoit UC HamexHyio 3aiuuTy uHbopMauuu Tpeby-
I0TCST CHIEHUATUCTBI BRICOKOM KBaAN(HKALKN, KOTOPHIE AOXKHbBI OT-
Be4YaTh 3a 6e30MacHOCTh Kaxaoro KomnoHeHta MC. npaBuibHO HX
HacTpauBaTb, MOCTOSIHHO OTC/AEXHBATh TPOUCXOAALLINE HW3MEHEHHUS,
KOHTPOJIMPOBATh paboTy nonb3oBateneit. QUeBUAHO, YTO YEM Pa3HO-
poaHee MC, Tem ciioxHee oGecneunTs ee GezonacHocTh. U3obunue B
KOPNOPATUBHbIX CETAX M CUCTEMAaX YCTPOMCTB 3allUThl, MEXCETEBbIX
akpaHoB (MD), uutozoB 1 VPN, a Takxe pacTylimii cnpoc Ha J1oc-
TYN K KOPIOPaTUBHLIM JaHHBIM CO CTOPOHbI COTPYAHMKOB, NapTHE-
POB M 3aKa34MKOB NMPUBOJAT K CO3AAHUIO CAOXKHOM Cpedbl 3aLNThI,
TPYIHOW A1l YIIPABAEHUS, @ MHOTJA ¥ HECOBMECTUMOIA.

HUnreponepabeabHOCTh MPOAYKTOB 3allMThl ABASIETC HEOTHEM-
neMbiM TpeboBaHuem ans KUC. na GobUIMHCTBA reTepOre HHbIX
cpen BaXHO 00ECTIeUMTh COTIaCOBAHHOE B3aMMOACHCTBME C NPOAYK-
TaMK JApyrux npousBoaurencii. INpuHsTOE OpraHu3auueit peilueHue
0€30MacHOCTH JOJKHO rapaHTUpOBAaTh 3alIMTY HAa BCeX Iiargopmax
B paMKax 3Toit opraHu3auuu. IloatoMy BriosiHe OuYeBHAHA NMOTPED-
HOCTb B IPUMEHCHUHU €JMHOTO Habopa CTAaHAAPTOB KakK MOCTABL{AKA-
MM CPENCTB 3aIIUATHl, TAK U KOMIIAHUSIMU — CHCTEMHBIMH HHTErpa-
TOpPaMM W OPraHU3AlMsMU, BBHICTYHAIOLIMMHY B Ka4eCTBe 3aKA3YMKOB
cuctem 0e30MacHOCTH [Vl CBOMX KOPNOPaTHUBHLIX CETEM M CUCTEM.

Cranaaptbl 06pa3yioT MOHATUHHLIA 6a31C, HA KOTOPOM CTPOATCS
BCce paboThl Mo obecrneyeHUo UHGOPMAUWOHHON 6e30MacHOCTH, U
ONPEeAEesAIOT KPUTEPHUM, KOTOPBIM IOMKHO CNEIOBATh YIIPABACHME
OesonacHocThio. CTaHIapThl SIBASIOTCA HeOOXONMMOM OCHOBOIA,
obecreunBaoIeil COBMECTUMOCTb NPOYKTOB Pa3HbIX IIPOU3BOIHTE-
JIeH, YTO YPE3BBIYAHO BAKHO TIPHU CO3MaHUU CUCTEM ceTeBOil He3o-
MaCHOCTHU B TFETEPOreHHBIX cpelax. MexayHapOoaHble W OTEYECTBEH-
Hbl€ CTaHIapThl MH(OPMALMOHHOH GE30MAaCHOCTH PACCMATPUBAIOT-
cs BT 4.
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KoMruiekcHbill moaxod K pelieHHio npobiembl ofecriedeHus
6€30NacHOCTH, PALIMOHAJIbHOE COYETAHMM 3aKOHOAATENbHbIX, aiMHU-
HUCTPATUBHO-OPraHU3aLMOHHBIX ¥ NIPOrPAMMHO-TEXHUYECKMX MEDP U
obs13aTeNIbHOE CIeA0BAHUE NPOMBILUIICHHBIM, HAlIMOHANBHLIM U Me-
XAYHAPONHbIM CTAaHZApPTaM — 3T0 TOT (YHIAMEHT, Ha KOTOpOM
CTPOMTCS BCSI CHCTEMa 3alHMThi KOPIIOPATUBHBIX CETEM.

2.3.2. MNyru pewenns npobnem 3awmuTbl MHPOPMaLHH
B cersax

Hdna noucka peumieHuit npobyseM uHGOPMAaUMOHHONH Ge30macHoO-
cTv nipy pabote B ceTt UHTEpHET ObLI CO3aH HE3ABUCUMLIIN KOHCOP-
uuyM ISTF (Internet Security Task Force) — obGuiecTBerHasn opraHu-
3a1usA, COCTOSIILASA M3 NMPELCTABUTENICH W IKCIEPTOB KOMNAHUR-NO-
CTaBHIMKOB CpeCTB UHDOPMALUMOHHOMH 6E30MaCHOCTH, JEKTPOHHbBIX
6u3HecoB ¥ nposaitnepos Internet-uHdpacrpykrypnl. Llenbs Koncop-
nuymMa — pa3paboTKa TEXHUYECKUX, OPraHU3aLUOHHBIX M Olepalm-
OHHBIX PYKOBOACTB Tio 6e30macHocTH paboTel B Internet.

Koucopuuym ISTF Bbizennn 12 o6nacreit uHdbopMaLUOHHOMN
6e3011aCHOCTH, Ha KOTOPLIX B NEPBYIO OYEPEAb JOMKHbI CKOHLEH-
TPUPOBATb CBOE BHUMAHUE CO31ATENH 31€KTPOHHOrO 613Heca, 4ToObl
obecneyuTs e€ro paGoTOCIOCOOHOCTb, JTOT CMNMUCOK, B YaCTHOCTH,
BKJTIOUAET;

e ayreHTUOMKALMIO (MEXaHN3M OOBLEKTMBHOTO MOATBEPKICHHS

unenTuduuMpytowed nadopmaunn);

e MPaBO HA YACTHYIO, NepCOHATbHYI0 UH(pOopMauuio (obecnede-

HHME KOHOUACHUMANLHOCTH UHGDOPMALIMH);

» onpeaeneHue cobriTuit 6e3omacHoctu (Security Events);

e 3AIIMTY KOPIIOPATUBHOIO NMEPUMETPa;

* ONpefeieHUe aTak;

e XOHTPO/Ib 33 MOTEHIIUAIBHO OMACHBIM COACPKUMBbIM;

¢ KOHTpOJb XOCTYyHNa;
aAMHHUCTPHPOBAHUE;

o peakumio Ha cobniTust (Incident Response).

Pexomennauuu ISTF npeaHa3HaueHbl LISl CYLIECTBYIOLWIUX WIH
BHOBb O0OpasyeMblX KOMNaHMH 3JEKTPOHHOW KOMMEDLMHM U SJIEK-
TPOHHOTO GHU3HeEca.

Hx peanuszaums o3Hayaer, 4to 3aiura uHGOpMalMK B CHUCTEME
3JIEKTPOHHOro OM3Heca H0KHA GbiTh KOMILIEKCHOM.
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s KOMITIEKCHOM 3aLIMTBL OT YTPO3 ¥ rapaHTUH 3KOHOMHYECKH
BHII'GAHOIO U §e30MacCHOI0 UCNOb30BAHUS KOMMYHUKAIIMOHHBIX pe-
CYPCOB 1151 2JIEKTPOHHOTO 6U3HeCa HEOBX0AUMO:

o MPOAHAIM3UPOBATH YIpO3bl GE30NACHOCTH WISt CHCTEMBI 3JIEK-

TPOHHOTO Ou3HecCa;

o pazpaboTaTbh NOJUTHKY MHMPOPMAILIMOHHON OE€30MTaCHOCTH;

e 3AlHUTHUTHL BHELIHME KaHAJIbl nepepayv UH¢popmaimny, obecre-
YUB KOH(QPUIECHIIMANBHOCTD, LEAOCTHOCTh M MOMTMHHOCTb fie-
penapaeMoit 10 HUM MHMOpPMALIMK;

e FAPaHTHUPOBATh BO3MOXHOCTb 0€30MacHOro AOCTYNAa K OTKPhI-
ThIM pecypcaM BHeUIHMX ceTed M Internet, a Takxke obuieHus c
MOJb30BATEASIMM ITHX CETEM;

* 3AUIUTUTL OTAE/NbHBIE Haubonee KoOMMEpUecKu 3Haummbie UC
HE3aBUCHMO OT HCIOIb3YEMbIX UMH KaHAIOB [epenayr JaHHbIX;

e MPEAOCTABUTL MEPCOHANY 3alUMILEHHBIN YIalTeHHBIH J0CTYn K
MH(OPMALIMOHHBIM pECYPCaM KOPNOPATUBHOMN CETH;

o 00ecrneynTb HAACKHOE LIEHTPANU30BAHHOE YIPABIEHUE CPEACT-
BaMM CETEBOM 3allUThI.

CoracHo pexomenmauysiM ISTF, nmepBbIM M BaXXHEHLIUM 3Ta-
nom pa3paboTKu cHUcTeMbl MHOOPMALMOHHONA Ge30MacCHOCTH 3JeK-
TPOHHOTO OM3HECA SIBASIOTCS MEXaHM3MBbI YNpaBieHUs] AOCTYNOM K
ceTsM O01UEero noab30BaHUs U IOCTYINIOM M3 HUX, a TAKXE MEXaHM3-
Mbl 6e30nacHbIX KOMMYHHKaLMWA, peatnsyeMble MO H npoaykramu
3aUIALIEHHBIX BUPTYaibHbIX ceTeil VPN,

ConpoBoxnasi UX CpeacTBaMU MHTErpaliM¥ M YIpaBieHUst BCeit
KmoueBoi uHpopmanueii cucreMbl 3auuthl (PKI — wndpactpykry-
pa OTKPLITbIX KAOYENH), MOXHO MOJYYUThL LIEJOCTHYIO, LIEHTPAIH30-
BAHHO YNPaBJsiEeMYI0 CUCTEMY MH(OPMaLMOHHOIM 6€30NacHOCTH,

CrenyolMii 3Tan BKJIIOYACT UHTETPUPYEMBIE B OOLIYIO CTPYKTY-
pY CpeaCTBAa KOHTPOJSI AOCTYMA IOJIb30BaTeNe B CUCTEMY BMECTE C
CHCTEMO# OAHOKpAaTHOTO BXxona v apTopu3anuu (Single Sign On).

AHTHBMpYCHas 3allIMTa, CPEACTBA ayauTa U OOHAapyXeHHs aTak,
NnO CYLIECTBY, 3aBEpLIAIOT CO3JaHUE WHTEIPUPOBAHHONM UEIOCTHOM
cUCTEMBbl D€30MACHOCTH, €C/IM Peub He uiaeT O paboTe ¢ KOHbUIAEH-
HAUTBHBIMU JaHHBIMH. B 3TOM ¢iyuae TpeGyIOTCs CpencTsa KPUIITOo-
rpad®u4ecKOoil 3aUIMTHl JAHHBIX M 3JIEKTPOHHO-UM(PPOBOI NOAMIUCH.

[Ans peanuszalMM OCHOBHBIX (YHKIIMOHAILHBIX KOMITOHEHTOB
CUCTEMbl 0€30NacHOCTH ISl JIEKTPOHHOro OM3Heca MPUMEHSIOTCS
pa3IMyHbIE METO/bI U CPECTBA 3AILUMUTH UHPOPMALIMH:

» 3aLIMLIEHHbIE KOMMYHUKALIMOHHBIE MPOTOKObI;

» CpeACTBa KpunTorpaduu,
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» MEXaHM3Mbl AYTEHTH(PUKAUMU M aBTOPU3ALUM;

* CPElICTBA KOHTPONY JOCTYNA K pabouMM MECTaM CETH W U3 ce-
Teit obniero moJjb30BaHUA;

e AHTUBUPYCHDBIE KOMILICKCHI;

o fporpaMMbl OOHApyXEHHUsl aTaK U ayJWTa;

s CPEACTBA UEHTPAJIM3OBAHHOIO YHPABJIEHUS KOHTPOJIEM JOCTY-~
na fojib3oBaTeneit, a Takxe OezomacHoro oOMeHa mnakeTaMu
JaHHBIX U COODIIEHUSAMM JIOOBIX MPHJIOXEHUNA MO OTKPLITHIM
1P-cetsam.

IlpnMeHeHKe KOMITIEKCa CPEACTB 3alIMThl HAa BCEX YPOBHSIX KOp-
[OPaTUBHOM CHCTEMBI I103BOJISIET MOCTPOHTH 3(PGMEKTUBHYIO U Ha-
JEXHYI0 cucreMy obecneyenust mHMOPMaLIMOHHON GE30MaCHOCTH.

MepeuncaeHHBle BBILLE METOAbI ¥ CPEACTBA 3allUThi MHQOpPMa-
LMY [OApoOHO paccMaTpUBAIOTC B MOC/ICAYIOLUUX I1aBax KHUY,



nmaBa 3
NOJIMTUKA BE3OIMNMACHOCTMH

Mon noaumuxoii 6ezonachocmu OpraHU3alU{ TIOHUMAIOT COBO-
KYITHOCTb JOKYMEHTUPOBAHHBIX YIIPABJICHYECKHUX PELICHUW, HalpaB-
JICHHBIX Ha 3allUTYy UH(POPMALMH U ACCOLIMUPOBAHHBIX C HEll pecyp-
coB. [losnTuka 6e30MACHOCTY SBASETCH TEM CPEIACTBOM, C NMOMOLIBIO
KOTOPOTO peaju3yercs JesTeIbHOCTh B KOMIIbIOTEPHOI MH(OPMALIH-
OHHOIt cucTeMe opraHu3auuu. Boobiue nosutuka 6€30macHOCTH Of-
pelessieTcss UCNOJb3yeMOH KOMIMBbIOTEPHON Cpeloil U oTpaXxaeT cre-
uudUIecKkue NOTPeGHOCTH OPraHN3alui.

0O6byHo KHUC npeacrasnisier coboii C10XKHbIH KOMIUIEKC Pa3HO-
POAHOTO, MHOIAA IUIOXO COMIACYIOUIErocsl Mexay coboii annapaTHOTO
Y MPOrpaMMHOro obecrnieueHus: KoMmnbloTepoB, OC, ceTeBbIX CPENCTB,
CYB/, pasHoobpa3HbIX NPUIoXeHuit. Bce 3T KOMIIOHEHTBI OOBIYHO
00nanaloT cOOCTBEHHBIMM CPEACTBAMM 3allUUTBI, KOTOpPbIE HYXHO CO-
riacoBatb Mexay coboii. [ToaToMy B KayecTse COMIacOBAHHOM IIAT-
dopMbl no obecneueHUI0 OE30MACHOCTH KOPITOPATUBHOW CHCTEMbI
oueHb BaxHa addexkTnuBHan noautnka oesonacHoct. 1o mepe pocra
KOMMBIOTEPHON CUCTEMbl M MHTETPAMK €€ B INTOOAILHYIO CeTh, HE00-
XOAUMO ODECHEYUTb OTCYTCTBUE B CUCTEME CIA0BIX MECT, MOCKOJIbKY
BCE€ YCHMS TIO 3aiiure HHOOPMALMU MOTYT GbiTh 00ECLIEHEHBI JIMILIb
OOHOM OTUIOLIHOCTHIO.

[ToruTnky ©0€30mMacHOCTH MOXHO MNOCTPOUTb TaKMM 00Gpa3oM,
4yToObl OHAa YCTaHABINBAAA, KTO MMEET NOCTYN K KOHKPETHBIM aKTH-
BaM U NPUIOXEHUSIM, KAKME POJIU 1 OBA3aHHOCTH OYIYT UMETh KOH-
KpETHBIE JIMLA, a Takxke MPelycMOTPETb Nnpouenypsl 6e30nacHOCTH,
KOTOpbIE YETKO IPEANUCHIBAIOT, KaK MOJKHBI BbITIONHATHCS KOH-
KpeTHbie 3afauy Ge3onacHocTH. OcobeHHOCTH pabOThl KOHKPETHOIO
COTpPYJIHUKA MOTYT norpeboBaTh nocTyna K HHGOpManuu, KoTopas
He JO0JKHA ObiTh NOCTYNHA ApyruM pabotHukaM. Hanpumep, meHen-
XKep To NepcoHaly MOXET UMETh AOCTYII K 4YacTHOW UHGOpMaLUM
Moforo coTpylHuKa, B TO BpeMf KAK CHEUMANUCT 1O OTHETHOCTU
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MOXET MMETh IOCTYI TOJbKO K (PUHAHCOBBIM JAaHHbLIM 3THX COTPYA-
HMKOB, 4 PAAOBOI COTPYAHMK OYAET MMETb NOCTYN TOJBLKO K cBoeit
COOCTBEHHOM MepPCOHATbHON uHMOpMaLHU.

MonuTtuka 6€30NMacHOCTU ONPEAESET NO3ULIHIO OpraHn3auvu 1o

PaLMOHATbHOMY MCHOAL30BAHMIO KOMITLIOTEPOB M CETH, & TAKXeE Ipo-
HEAYPHI [0 NPEeJOTBPALIEHHUIO U PEATUPOBAHHMIO HA WHLMAEGHTHI 6€30-
nacHocTy. B GOMBIION KOPIIOPaTUBHOM CUCTEME MOXET NMPUMEHITHCS
LIMPOKMI AMAITAa30H PAa3HbIX MOJIUTUK — OT OU3HEC-TIOMTHK [0 CIie-
HMUUHBIX TIPABUI JOCTYIIA K HA00paM [aHHbIX. DTH MOJUTHKH TIOJ-
HOCTBIO OMNpPENeNsIOTCs KOHKPETHBIMH NMOTPEOHOCTAMH OpPraHU3alni.,

3.1. OcHOBHbIE NOHATUS NONMTHKK Ge3onacHoCTH

IMosaurnka 6€30MaCHOCTH OMNpeaeasieT CTpaTernuio ynpasieHUs! B
obnact UHGOPMALIMOHHOI BE30MACHOCTH, A TAKXE MEpPYy BHUMaHUs
U KOJIMYECTBO PECYPCOB, KOTOPhIE CYMTAET LIEAeCOOOPa3HbIM Bblae-
JIWTH PYKOBOACTBO.

[ToanTnka 6Ge30MacHOCTH CTPOMTCS HAa OCHOBE aHAAM3a PUCKOB,
KOTOpLle npu3HaloTcs peanbHbiMU s WUC opranumzanmu. Koraa
NpoBeAEH aHAINW3 PUCKOB M OMNpeJe/ieHa CTpaTerns 3allluThi, COCTAB-
JsieTCsl mporpamMma, peanusaiusi KOTOpOi Jo/iXHa obecrneuyuTs MH-
dopmaumonnyio 6e3onacHocTs, [loa 3Ty nporpamMmy BbIAEISIOTCS pe-
CYPChl, HA3HAYAIOTCS OTBETCTBEHHBIE, ONMPEAENAETCs MOPAAOK KOH-
TPOJIsi BhITIOJIHEHUSA NPOrpaMMhbl 4 T. II.

TMoautnka 6€30NMaCHOCTH OPraHU3alMy A0/KHA UMETh CTPYKTYPY
KPAaTKOrO, JIEFKO OHUMAEMOrO JOKYMEHTA BbICOKOYPOBHEBOH MOJIM-
THKH, MOAIEPXKHUBAEMOTO KOHKPETHBIMU JOKYMEHTAMU CHELMATU3N-
POBaHHBIX IOJUTHK ¥ Nipouenyp O6€30MacHOCTH.

BpicokoypoBHEBasl MOJIMTHKA 6€30MaCHOCTH AOJIKHA repHoanYe-
CKH IlepecMaTpHBaThes, TapaHTHUPYs TEM CaMbIM Y4€T TEKYLIUX HO-
TpeOHOCTel opraHu3aiu. JJOKYMEHT NOJIMTHKH COCTaBNsSIOT TAKHM
00pa3oM, yTOOGH TIONUTHKA ObUIa OTHOCHTEIBLHO HE33BMCMMOH OT
KOHKPETHBIX TEXHOJIOTHIA, B 3TOM CJlyyae JNOKYMEHT He noTpedyercs
W3MEHSATH CAMILIKOM 4acTo.

Jng Toro 4ToObl MO3HAKOMHUTLCS C OCHOBHBIMM MOHSITMAMU MO-
JAUTUKY Ge30MaCHOCTH PACCMOTPUM B KAyeCcTBe KOHKPETHOIo INpH-
Mepa IMIOTETHYECKYIO JOKIbHYIO CETb, MPUHAMLIEXKAILYIOD HEKOTO-
poii OpraHM3alMM, M acCCOLUMPOBAHHYIO C Heil NOJAUTUKY Be3onac-
HoctH [5, 63].
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[Tonutuka 6Ge3onacHOCTH OOBIMHO OMOPMISIETCS B BHAE AOKY-
MEHTA, BKJIIOYAIOLIEr0 TaKMe pa3fesbl, KaK OINMHCAHHE MpPOOJIeMBI,
001aCTb TIPUMEHEHUS, TO3ULMS OPraHW3alvH, pacnpeleieHue po-
Jield ¥ Oo0s13aHHOCTENR, CAHKLUMT U 1p.

Onucanue npodaempr. MHdopmauus, uupkyaupyponas B paMkax
JIOKAJIBHOM CeTH, SBASIETC KPUTUYECKHM BaxHoi. JlokanpHas cerb
N03BOJISIET TIOJIB3OBATEIAIM COBMECTHO MCIIOJb30BATh MPOTrpaMMbl U
JAHHbIE, UTO yBeJW4YMBaeT yrpo3y 6ezomacHoctd. IloaToMy Kaxnbi
Y3 KOMIILIOTEPOB, BXOAALUIMX B CE€Th, HYXHAACTCS B 60oNee CUIbHOM 3a-
IATE. DTH MOBLILUEHHbIE MepPbl OE€30MACHOCTH W SBJSIIOTCH TEMOM
JIAHHOTO JIOKYMEHTa, KOTOpHIA NpU3BaH MNPOAEMOHCTPUPOBATHL CO-
TPYAHUKAM OPraHM3alyKi BaXHOCTL 3aLLMTLI CETeBOW Cpeabl, OmNMu-
caTb UX POJib B obecriedeHMM O€30MaCHOCTH, a TakKe paclperneanuThb
KOHKPETHbIE 063aHHOCTM MO 3awuTe UHDOPMaUUK, UUPKYAUPYIO-
IIEH B CETHU.

Oo6nacts npumenenns. B cdepy neitcTBusi JaHHOM TTONUTUKK [10-
nagaloT BCE annapaTHbie, MPOrpaMMHble U MHGOPMAHWUOHHbIE pe-
CYpChl, BXOASILIME B JIOKAABHYIO ceThb npeanpusatus. [Moautuka opu-
eHTUPOBaHA TaKxXKe Ha Mojiel, paboTaloiluxX C CeTbio, B TOM YUCIE Ha
noab3oBaTeei, cybrnoapsiAYMKOB ¥ NMOCTABILIMKOB.

ITo3unusa oprann3auun. OCHOBHbBIE LU — ObecrieyeHue LeNoCT-
HOCTH, JOCTYINMHOCTH W KOH(UACHLUMANTbHOCTH JAHHBIX, 4 TAKXE MX
MOJTHOTHI ¥ aKTyalbHOCTH. K 4acTHBIM LIeISIM OTHOCSITCS:

» obecrnieucHUE YPOBHS 0€30MaCHOCTU, COOTBETCTBYIOLIETO HOP-

MATUBHBIM JTOKYMEHTAM;

e CleAOBaHHEe BKOHOMHYECKOH Lenecoo0pa3sHOCTH B BhiGoOpe 3a-
LWIMTHBIX Mep (pacxombl Ha 3allUTY HE AOJKHBI HPEBOCXOAUTD
npeanosiaraeMelii  yuiep6 OT HapyieHUss WH(POPMALHOHHOIM
0e30MmacHOCTH);

e ofecrieueHye 06e30MacCHOCTU B Kaxnod (PyHKUMOHANBHON 06-
JIaCTH JTOKAJILHOM CETH;

o obecrieyeHue MOJOTUYETHOCTH BCeX NEWCTBUI MOJb30BaTEsIER C
vHpopMaLueil U pecypcamu;

e obecrnieueHHe aHAIM3a PETUCTPAUNOHHONU UHdOpMALUM;

o [PEAOCTABJACHUE MOJb30BATENAM AOCTATOMHON MHOpManuu
ILJIst CO3HATEJIBHOTO MOAJIepXaHus pexxuMa 6e30HaCHOCTH;

e BBIpA0OTKA ITUIAHOB BOCCTAHOBJIEHUSI TIOCJe aBapui M MHbIX
KPUTHYECKUX CHUTYaLIMii sl Bcex (PYHKLUMOHANbHBIX obJacreii
C UEJbI0 0GECIICYEHUSI HETIPEPBIBHOCTH paboThl CeTH;

» O0ecreyeHue COOTBETCTBUSL C UMEIOLIMMMCA 3aKOHAMM U 00-
LEOPraHU3allMOHHON MOJUTUKON 0e30NacHOCTH.
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Pacnpenencnue ponieil u obs3anHocTeil. 33 peanusaluio copmy-
JIMPOBAHHBIX BbIllle LiEAed OTBEYAIOT COOTBETCTBYIOIME JONKHOCT-
Hbl€ NMIa ¥ [Ob30BATEU CETH.

Pyxoeodumenu nodpasdenenuii OTBEHAIOT 33 NOBEAEHUE HOJOXE-
HRH NOJMMTHKM GEe30MacHOCTH A0 NOJIb30BATENEH M 324 KOHTAKThHI C
HHMU,

Aomunucmpamopst aokasenoll cemu 00eCIIeYMBAIOT HENPEPHIBHOE
¢YHKIIMOHMPOBAHUE CETH Y OTBEYAIOT 33 PEalu3alyl0 TEXHUUECKUX
Mep, HeOOXOMUMBIX /ISl POBedeHUS B XU3Hb MOAUTUKH Oe30MmacHo-
ctu. OHH 06s3aHbL:

e o0ecneunBaTh 3aUIUTY OOOPYNOBAHUSI JOKATLHOH CETH, B TOM

ypucae UHTephelicoB ¢ IPYTUMHU CETIMH;

s ONEPATHBHO M 3(HEeKTHBHO PeardpopaTb Ha COOBITHSA, TasdLINE
yrpo3y, MHGQOPMHUPOBAThH AAMWUHUCTPATOPOB CEPBHCOB O NO-
IbITKAX HAPYLUEHHs 3aUIUThI;

¢ UCTOABL30BATE NPOBEPEHHBIE CPEACTBA ayauTa ¥ OOHApPYXKECHMS
NOAO3PUTENbHBIX CUTYAUMH, €XEIHEBHO aHAIU3UPOBATh PErv-
CTPAaLIMOHHYIO MH(POPMALIMIO, OTHOCALILYIOCS K CETH B LEJOM H
K (aiinoBBIM cepBepaM B 0COOEHHOCTH;

o HE 3/I0YNOTPEOAATh CBOMMHU TOJIHOMOYMSAMHU, TaK KakK I0Jib30-
BaTE/IM MMEIOT MpPaBO Ha TalHy;

e paspabarbiBaTh NPOLEAYPHl ¥ NOArOTAB/IMBATL UHCTPYKUUHU LIS
3aIUMTEl JIOKAAbHOM CETH OT BPEAOHOCHOIO MPOTrpaMMHOIO
obecrneyeHusl, OKa3bLIBaTh MOMOLLb B OOHAPYXEHMM U JIMKBUIA-
UMM BPEAOHOCHOTO KOI4,;

* PETYAAPHO BBIMOJHATL Pe3epBHOE KOMUPOBaHUE WHGpOPMALIMH,

Xpansiwencs Ha ¢aiinoBeIX CepBepax;

BbIMOJAHATL BCE M3MEHEHHS CETEBOIt anmnapaTHO-NPOTPaMMHON
KOHMUrypaumu;

e rapaHTHPOBAThL 0OS3aTENLHOCTH TPOLEAYPH! HACHTUDUKALIMH K
ayTeHTU(UKALMM I JOCTYTIA K CETEBhIM PECYPCaM, BbIICASTH
T110J1b30BaTe/ISIM BXOJHbIE HMEHA M HavyaJbHbIE NAPOJIM TOJBKO
NoC/ie 3aMOJIHEHWS PETUCTPALIMOHHBIX (POPM;

MEePUMOANYECKH NPOU3BOAUTL NPOBEPKY HAAEXKHOCTH 3a1LMTHL
JIOKJIbHOM CEeTH, He JOITyCKaTh MOJYYEHUS NMPUBWICTHIA Heas-
TOPU3OBAHHBEIMM IOJTB30BATEIISIMHA.

AdMunucmpamopbl cepgucoé OTBEHAIOT 33 KOHKPETHbIE CEPBUCHI,
M B YACTHOCTH 3a NOCTPOESHHUE 3aLUMTHl B COOTBETCTBUM C 0OOLIEH MOo-
JIMTUKO#N Ge3onacHocTi. OHU 0Ds3aHbL:

e YOPaB/ISITh fpaBamMu JOCTYIA MOJb30Bateaeit K obcayxupae-

MbIM OOBLEKTaM;
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ornepaTuBHO U 2M(HEKTUBHO pearpoBaTh Ha COOLITHSA, TasIiUe
yIrpo3y, OKa3blBaTh MOMOLIb B OTPaXCHUM Yrpo3bl, BbISBICHUU
HapyuiuTene v npeaocrapieHuy MHGOpMauum ais MX Hakasa-
HUS;

PEryJsipHO BBINOJIHATH PE3EPBHOE KOMIUPOBaHHUE MHPOpMalUH,
0oOpabaTbiBaeMoil CEpBUCOM;

BBLISISTH MOJb30BATE/ISIM BXOJHbIE UMEHA M HadajbHble Napo-
JIW TOJBKO HOC/€ 3aNOJIHEHUST PEFMCTPALIMOHHBIX (POpM;
€XEIHEBHO aHAJIU3UPOBATh PEFUCTPALIMOHHYIO HMHPOpMaIHIO,
OTHOCSILLYIOCS. K CEPBUCY, PETYJISPHO KOHTPOJMPOBATh CEPBUC
Ha NpeaMeT BPeAOHOCHOrO MporpaMMHoOro obecrieyeHus;
[EPUOAUYECKHU TPOU3BOAMUTb IMPOBEPKY HAAEKHOCTH 3alLHThI
CepBHMCa, HE JOMYCKATh MOJYYCHUS NPUBWIETHI HEaBTOpH30-
BaHHbLIMM TI0/1B30BATE/ISAMMU.

Ioav3zoeameau paboOTaOT C NOKAIBHOW CETHIO B COOTBETCTBUM C
NOJUTUKON 0e30NacCHOCTH, NOJUUHAIOTCS] PACIIOPSKEHUAM JIMLL, OT-
BEYAIOLLMX 33 OTAE/NbHbIE ACMEKThl O€30MACHOCTH, CTaBAT B U3BECT-
HOCTb PYKOBOACTBO 000 BCEX MOAO3PHUTENbHBIX cuTyalusix. OHu 06s-
3aHBI:

¢ 3HATb U COONIONATH 3aKOHBI, NPABUNA, NPUHSTHIE B AAHHOI opra-
HHU3alKUK, NOJMTUKY 6€30NacHOCTH, NMpoLeayphl 6€30MaCHOCTH,
UCMOAB30BATh AOCTYIHbIE 3ALINTHBIE MEXaHU3MBI 11 obecrieye-
HUS KOHODUASHUMANLHOCTU M LEAOCTHOCTH CBoelt HhboOp-
Maluu;

e MCTIONL30BaTh MEXaHW3M 3alIuThl (haiiioB ¥ AOJKHBIM 0Opa-
30M 3a1aBaTb NnpaBa AOCTYyNa,

» BbIOMpPATb KAYECTBEHHBIE MTAPOJIM, PETYISIPHO MEHSTh UX, He 3a-
NUCLIBATH Napo/id Ha GyMare, He COODILATb UX IPYTHM JIMLAM;

¢ NHGHOPMUPOBATH AAMUHHUCTPATOPOB WKW PYKOBOJACTBO O HAapy-
1eHusIX 0€30MacHOCTH M WHBIX MOI03PUTENbHBIX CHTYALIMIX;

e HE MCTIONB30BaTh C/IA0OCTU B 3AllMTE CEPBHMCOB M JIOKAJTBLHOM
CETH B LIEJOM, HE COBepllaTh HEAaBTOPH30BAHHOM paboThl C
JAaHHBIMU, HE CO3[JaBaTh MMOMEX APDYTMM I10JIb30BATEISAM;

* BCETIa COOOLIATh KOPPEKTHYIO MAEHTHDHUKALMOHHYIO U ayTeH-~
TUQUKAIMOHHYIO MHGDOPMALIMIO, He TIbITaThCst paborarth OT
MMEHH JIPYTHX TI0JIb30BaTe el

+ ofecreyrBaTh Pe3epBHOE KOMUPOBaHNE WHMOPMALIUU C XKECT-
KOr0 IMCKa CBOETO KOMITbIOTEpa;

» 3HaTh NMPUHIUIBI paboThl BPELOHOCHOTO MPOTPaMMHOro obec-

TIGUEHUSI, MYTW €ro MPOHUKHOBEHUS W PACHIPOCTPAHEHMS,
3HaTh M COOJIOAATbL NPOUEOYpbI Ui TNpeayrnpexaeHust Tpo-
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HUKHOBEHHMS] BPEJOHOCHOIO KOJa, ero OOHapyXeHMs W yHMU-
TOXEHUS, ‘

» 3HaTh W COOMIOAATH NPaBWia MOBEIEHUSA B SKCTPEHHBIX CUTya-
LMsAX, NOCIEA0BATENLHOCTD AEUCTBUI TIPDU TUKBUJALIUY TTOC/IEN-
cTBUH aBapuil.

Cauxupn. HapyuieHne nonutuku 6€30MacHOCTH MOXET [1OBEpr-
HYTh JOKAILHYIO CETh W LMPKYJHPYIOUIYIO B Hell nHPOpMaLUio He-
JonyctuMoMy pucky. Ciayuyan HapyHieHUst 6€3011aCHOCTH CO CTOPOHBI
epcoHana JOMXKHBI ONEPAaTUBHO PACCMaTPMBATLCSI PYKOBOICTBOM
VIS TIPWHATASL TUCUUTUIMHAPHBIX MEP BIJIOTH 1O YBOJbHEHMS,

Jlonosmureabnas ungopmanua, KOHKPETHBIM IPyNaM HUCHOIHHK-
Tesell MOTryT MOTPeGOBATHECS I O3HAKOMJEHMS IONONHHUTENLHBIE
JOKYMEHTBI, B YACTHOCTH, HOKYMEHTbI CHEIMATM3UPOBAHHLIX NOJIH-
THK M npoueldyp 6e30MacHOCTH, a TaKxke APYTve PYKOBOAsILUE yKa-
saHusA. HeoBxoaMMocTb B JOMOMHHTEAbHBIX JOKYMEHTAX ITOJIMTUK
$e30MacCHOCTH B 3HAYMUTEJNBHOM CTEMECHW 3aBUCHUT OT pa3MepoB H
CNOXHOCTH opraHmnsaiuu. Jns aoctatodyHo GONBIION OpraHU3auuHU
MOTYT ToTpefoBaThCs B JOMONHEHHE K 6a30BOM MOJMTHUKE CHEUMa-
JIN3UPOBAHHbBIE TOIUTHKU GesonacHoctd. OpraHu3auMM MeHbLIEro
pasMepa HyXIaloTCs TOIbKO B HEKOTOPOM NMOAMHOXECTBE Creuuaim-
3UPOBAHHBIX TIONUTMK. MHOrMe M3 3THX JOKYMEHTOB TOLINEPXKH
MOTYT ObITb KPATKUMH — OOBEMOM B OfiHY-ABE CTPaHULLbI.

Ynpaenenuecke mepbi obecnevyelnsi MHPOPMALMOHHOM
6e3onacHocTH

I'nasHoil nenblo Mep, NpeNNPUHHMAEMbIX Ha YNpPaBIEHYECKOM
ypOBHE, sBasieTcs GopMHUPOBAHUE NPOrpaMMsel paGoT B o61acTH UH-
bopMatHoHHOH Ge30MacHOCTH U obecrieyeHne €€ BbIMOJHEHUS ITy-
TEM BbLAEJECHNS HEOOXOAMMBIX PECYPCOB M OCYILECTB/IEHUS PETyasip-
HOT'O KOHTpOJsI cocTosiHUs! Aea. OCHOBOI 3TO#H NporpaMMbl sIBJISIETCS
MHOTOYPOBHEBast TIOJIMTHKA 6€30MaCHOCTH, OTPaXaollasi KOMILIEKC-
HBIA FIOAXOA OPTaHM3aLMMU K 32LINTE CBOMX PECYPCoB M nHbopMauu-
OHHBIX aKTUBOB.

C npaxTUYECKON TOYKHU 3PEHUS MOMUTHKY Ge30NacHOCTH MOXHO
pa3fesIuTh Ha TPU YPOBHSI: BEPXHMI, CpeiHHIA M HUXHUI [5, 6].

Bepxumit ypoBenb MOMMTHKH O€30MacHOCTH onpenessier peie-
HUS, 3aTparMBalolIMe OPraHU3auMIO B LEJOM. DTH pELUEHUs HOCST
BeCbMa OQUIMit XapaKTep W MCXOMNAT, KakK MpPaBUJIO, OT PYKOBOJCTBA
OpraHu3aluu.
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Takue peleHUs MOTYT BKJIIOYaTh B Ce0sI CIEAYIONINE 3/IEMEHTHI:

o GOPMYIUPOBKY 1IeJicH, KOTOpbie MpeCiieyeT OpraHu3alus B
obnacty vMHGpOPMALIMOHHOM OE30MacHOCTH, OrpeneiaeHne 06-
LLIUX HAMpaBJIEHU B JOCTUXEHUU 3TUX LEJIEH;

« hopMuUpOBaHUE WM TIEPECMOTP KOMIUIEKCHOU MpPOrpaMmbl
obecrnieycHUs UHMOPMALMOHHONW OC30MACHOCTH, onpenereHue
OTBETCTBCHHLIX JIUII 3@ MPOUBHXEHUE TIPOTPAMMBI;

» ObecneYeHUe MaTepUaJbHOM 6a3bl mist cOOMOACHUS 3aKOHOB U
MpaBui;

» (OpMYyAMPOBKY ynpaBAeHUYECKUX PELICHWi MO BOMpocaM pea-
NM3aUUNA TIPOTpaMMBbl 0€30MacHOCTH, KOTOPble NOJIXKHBI pac-
CMaTpUBaTLCSl Ha YPOBHE OPraHU3ailiy B LIEJIOM.

loaumuxa 6e3onacrnocmu éepxnezo ypoers HOPMYJIMPYET LeJIH Op-
raHu3aluuu B 06aacTyi HHGOPMALIMOHHOI 0Ge30NacCHOCTH B TEPMHUHAX
1IeIOCTHOCTH, AOCTYNHOCTY U KOH(MAeHUMalbHOCTUH. Ecan oprann-
3alMsl OTBEYAET 3a NMOMAECPXKaHWE KPUTHUECKU BaXHbix 6a3 JaHHBIX,
Ha NEPBOM IJIaHE JOJIKHA CTOSITh UeA0CmHOCMb JAHHBIX. [Lns opraHu-
3aLMy, 3aHUMAIONIEICS TPOAaXaMH, BaXHa aKTyaJbHOCTh HH(pOpMA-
UMY O NMPEROCTABISIEMBIX YCJIYrax U LEHaX, a TaKXe ee doCMynHOCmb
MAakCUMAaJIbHOMY YMCJIy NOTCHLUHAIbHbLIX MoKynateseil. PexumHas
opraHu3alus B EpPBYIo odepeab Oyaer 3a00TUTHCA O KOHDUOECHUUAAb-
nocmu iHdoOpMaLuK, T. €. o ee 3aiguTte ot HCJI.

Ha BepxHuit ypoBeHb BHIHOCHTCSI YNpaBjieHHE pecypcaMu 0e3o0-
NacHOCTH W KOOpAMHAINS UCTOJNIB30BAHUS 3TUX PECYPCOB, BBLACHE-
HUE CMEUMATBHOrO TIEPCOHANA UTS 3alMThl KPUTHYECKH BaXKHbIX
CHUCTEM, NOAAECPKAHHE KOHTAKTOB C APYTMMM OpraHU3alUsIMH, obec-
NeYHBAIOIIMMHY WX KOHTPOJIUPYIOLIUMHU pexXuM G€30MMacHOCTH.

ITonuTKa BEpXHEro YPOBHS JOJDKHA YETKO OTpene/isaTh cdepy
CBOEro BausiHug. B Hee MOTYT ObITh BKAIOUEHLI HE TOJBKO BCE KOM-
NBIOTEPHBIE CUCTEMEI OPraHM3aLlMM, HO W JAOMAIIHME KOMITbIOTEPHI
COTPYAHUKOB, €CJIM HOJMTMKA PErTAMEHTHPYET HEKOTOphIE ACTIEKTh
MX UCNO/b30BaHUs. Bo3MoOxHa W Takas cuTyauus, Korma B cdepy
BAMSHUS BKJIIOYAIOTCS JIMIIb HanboJee BaXXHble CHCTEMbI.

B nonutvke HOMKHBL ObITh ONpeAe/seHbl 00S3aHHOCTH IOJIKHO-
CTHBIX JIMI{ TT0 BBIpAGOTKE MpOrpaMMbl 6€30TTACHOCTH H IO NpOBEe-
HUIO €€ B XH3Hb, T. €. MOJUTUKA MOXET CJIYKUTb OCHOBOI1 ITOIOTYET-
HOCTH MepCcoHaIa.

[TonuTrka BEpXHEro YPOBHsI MMEET JIEN0 C TPEMsl acrieKTaMu 3a-
KOHOIMOCAYIIHOCTH W WCTIONHUTENbCKOU IMCLUTLTHHBIL. Bo-nepBbix,
OpraHM3auus IOJXHA cObOM0AaTh CyLIECTBYlOLME 3aKOHEL. Bo-BTO-
pbIX, CNEAyeT KOHTPOJUPOBATh AEHCTBUS JIUL, OTBETCTBEHHBIX 32 Bbl-
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paboTKy mporpamMmhbi Oe3ornacHocTd. B-Tperbux, Heobxonumo obec-
NMEeYUTh UCTIONHUTENBCKYIO JUCHHILIMHY IEPCOHANA C IOMOLIbIO CUC-
TeMbl MOOIUPEHHUI U HaKa3aHHUIA.

Cpeannii ypoBeHb NOJUTHKU OE30MaCHOCTH ONpENeAsieT pellieHUe
BONPOCOB, KACAIOUIMXCA OTAEIbHBIX dCMEKTOB HHGOPMALMOHHOM
6e30nacHOCTH, HO BAXHBIX JUIS Pa3AWYHBIX CUCTEM, IKCIUTyaTHpye-
MbIX oOpraHusaunme#t. IIpuMeps! Takux BONMPOCOB — OTHOLUEHHME K
poctyny B Internet (npobnema codetranusi cBOOO/bI MOJYYEHUS HMH-
dopMauuM ¢ 3aLMTON OT BHEWHUX Yrpo3), UCTIO/NB30BAHHE A0Malil-
HMX KOMIIbIOTEPOB H T. A.

Toaumuka 6GesonacHocmu cpeoneeo ypoeHs RONXHA ONPENEATh
JUISE KaXIOoro acrekTa mHPopMauMOHHOM 6e30MacHOCTH ClEAyIolMe
MOMEHTbI:

s ORUCAHUe acneKkma — ITO3WLMS OPraHU3alMK MOXET ObITh
cpopMynupoBaHa B AOCTATOUHO OOuIEM BuUIE, 4 MMEHHO Kak
Habop ueneit, KOTopble NpecneayeT opraHu3alys B JAaHHOM ac-
NeKTe;

e ofnacme npumenenus — ciaeayer crneuuduuuposarts, Tae, Koraa,
KakK, 10 OTHOLIEHHKIO K KOMY U YeMy NPHMEHSETCs JaHHas Mo~
JIUTUKA O€30MaCHOCTH;

e poau u oba3aHHoCcMu — JOKYMEHT JIOJUKEH coaepxarb UHdop-
MauUMIO O JO/UKHOCTHBIX JIMLAX, OTBEYAIOWMX 3a MPOBEACHUE
MOJIMTUKK G€30MaCHOCTH B XU3Hb;

o CaHKyuu — MOJUTHKA AOJDKHA COIEpXATh 00lLee OfnucaHue 3a-
NpeLIeHHbIX JSACTBMI U HAKa3aHMUH 32 HUX;

o MOUKU KOHMAaKma — JOJKHO ObiTh U3BECTHO, Kyla caeayeT 00-
pawaThcsl 3a pasbICHEHMSIMM, NOMOLLBIO M JOTNOJHUTEIbHOM
vHdopMaumeii. OObIYHO «TOUKOH KOHTAKTa» CIYXHUT JOJIKHO-
CTHOE JHLIO.

Huxuuit ypoBeHb MOAMTUKHM O€30MACHOCTH OTHOCUTCH K KOH-
KpeTHRIM cepucaM. OHA BKJII0YAeT [Ba acleKTa — LEJM M Npasuia
UX JOCTHXEHMS, [TO3TOMY €€ MOPOoH TPYAHO OTAENUTH OT BOIIPOCOB
peann3auuu. B oTiMuMe OT ABYX BEepXHUX YPOBHEH, paccMaTpuBac-
Masi NOJNTHKA J0KHA OblTh 00Jiee IeTaIbHOM, T. €. 1PU CIEIOBAHUM
MOJATHKE OE30MIaCHOCTH HMXHEro YpoBHS HeoO0X0ouWMO [aTh OTBET,
HanpuMep, Ha TaKWe BOIMPOCHI:

s KTO UMeeT MpaBo AOCTYIA K 0GbeKTaM, NOMIEPKUBAEMbIM CEp-

BUCOM;

¢ TIPX KAKUX YCIOBUSIX MOXHO YMTaThb MU MOAU(DULKMPOBATH JaH-
Hbl€;

e KaK OPraHM30BaH yAANCHHbIH KOCTYIl K CEPBUCY.
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Iloaumuka 6GezonacHocmu HuXCHe20 YPOBHs MOXET HCXOIWUTh U3
COOOpAKEHUI LIeJOCTHOCTH, JOCTYITHOCTH M KOH(DHACHIIMAILHOCTH,
HO OHA HE JOJIKHA HA HUX OCTaHABJUBAThLCs. B obuieM ciayvae uenu
JIOJIKHbBI CBSI3bIBATh MEXIY COOOH 0OBEKTBI CEPBHCA U OCMbBICTAEHHbIE
JEUCTBUS C HUMH.

M3 neneit BeiBOAsITCA mpaBuia 0e30IMaCHOCTH, OTIMCHIBAIOILME,
KTO, YTO U TIPY KaKUX YCIAOBUSIX MOXET AenaTh. YeM JeTanbHEe TPaBU-
na, yeM bonee 4eTKO U (hoOpManbHO OHU U3JIOXKEHBI, TEM IIPOLIE MOJ-
JePXNUBaTh HMX BbLIMOAHCHHUE MPOTPAMMHO-TEXHUYECKMMHU MEpaMH.
O06p1yHO Hanbojee HopManbHO 331aI0TCS TIPaBa JOCTYNa K 06beKTaM.

3.2. CtrpyKTypa nonutki 6e30nNacHOCTM OpraHM3aLMM

H1st 60AbLIMHCTBA OpraHU3auMi NnojuTvKa 6e30nacHocTH abco-
JNMOTHO HeobxoauMma., OHa ompeaessieT OTHOLIEHWE OpraHM3alMM K
obecrnieyeHM0 0€30MACHOCTH U HeoOXOoauMble OeHCTBMSA OpraHusa-
LMK 110 3al(MTe CBOMX PECYPCOB M akTHBOB. Ha OCHOBe MOJMTHKH
6e30nacHOCTH YCTaHABAMBAIOTCS HEOOXOAMMbIE CPEACTBA U NMPOLIEAY-
pbi 6€30NacHOCTH, & TAKXE ONPEAeNsIOTCS POJAU U OTBETCTBEHHOCTD
COTPYAHUKOB OpraHu3alluy B obecneyeHuun 6€30MacHOCTH.

OO0bI4HO MOIUTUKA 0€30NaCHOCTH OpraHU3allMi BKJIIOYAET:

o 6a30BYI0 MOAUTHUKY 0€30MaCHOCTH;

e CHELMANU3UPOBAHHBIE NONUTUKM Ge30NacHOCTH;

s TIpoLEeAypHl Ge30MaCcHOCTH.

OCHOBHBIE MOJIOXEHUS MOJUTHUKK 0e30MacHOCTH OpraHM3aliy
OMMCBHIBAIOTCS B CJAEAYIOLIHX JOKYMEHTAX:

o 0030p nosumuxu 6e3onacHocmy — PacKPLIBAET LE/b MOJUTHKH

6e30MnacHOCTH, OMUCLIBAET CTPYKTYpPY NOJHUTUKU Oe30macHO-
CTH, NOAPOOHO U3NaraeT, KTO M 3a YTO OTBEYAeT, YCTAHABJIMUBA-
€T MPOLEAYPHI ¥ MPEANOaracMble BpeMEHHbBIe PAMKH AJST BHE-
CeHUs1 U3MeHeHMH. B 3aBucumocTu ot Macirraba opraHu3auuy
NMOANTHKA 6€30NaCHOCTH MOXET CONepXKaTh OoJblIe WM MEHb-
uie pas3jenos.;

e onucanue 6a3060U noaumuKu b6ezonacHocmu — OTIpeNeSsaeT pas-
pelleHHBIE M 3alpellieHHble ASHCTBUS, a4 TAKXKE HEOOXOIUMbIE
CpeACTBa YNpPaBJICHUS] B PaMKax peajlu3yeMoil apXUTeKTypbl
0e30MacHOCTH;

» PYK0BOOCME0 HO apxumexmype 0e30nacHOCmiU — ONUCHIBAET pea-
JIM3ALIMIO MEXaHU3MOB 0E€30HaCHOCTH B KOMITOHEHTaX apXHTeK-
TYpBI, UCIONb3YEMBIX B CETH opraHu3auuu (puc. 3.1).
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Puc. 3.1. CrpyKrypa noauTuky 6e30nacHOCTH OpraHu3aLii

T'naBHBIM KOMIIOHEHTOM MOJHTHKU $e30MacHOCTH OpraHu3alMu
saBasieTca GazoBas nojauTHka 6ezonacHoctH [9].

3.2.1. Basosas nonnrnxka 6eszonacHocTH

BazoBas nosmTrka 6e30MacHOCTY YCTaHABAUBAET, KaK OpraHM3a-
s obpabareiBaeT HHGOPMAIIHIO, KTO MOXET NOAY4YUTbL K Hel JOC-
TYN U KaK 3TO MOXHO CAENATb.

Hucxonsimit moaxon, peanusyembiii 6a30B0ii nonuTukoi 6e30-
NacHOCTH, AaeT BO3MOXHOCTb NOCTEMEHHO W NMOCAEA0BATEAbHO Bbl-
NONHSATL paboTy M0 CO3AAHMI0 CUCTEMbI GE30MACHOCTH, HE MbITAACH
Cpa3y BHITIOJIHMTD €€ LieMKOM. ba3osad nonuTrKa rnossosser B 1oboe
BPEMS O3HAKOMMTBCA C MOJMUTUKOI 6e30NacHOCTH B NMOJHOM 0Obeme
Y BbISAICHUTb TEKYHIEe COCTOsSIHME 6€3011aCHOCTA B OpraHM3aLum.

CTpyKTypa M cOCTaB NMOJHUTUKH G€30acHOCTU 3aBUCUT OT pa3Mme-
pa ¥ ueneil Kommnanuu. OObIMHO Ga3oBas NOAUTHKA OE30MACHOCTH
OpTaHu3aliy NOMIEePXKUBACTC HAOOPOM CHELMAIU3UPOBAHHBIX MO-
JIMTHK M npoueayp 0e301acHOCTY.

3.2.2. CneynannsuposaHHbie nonnrnku 6esonacHocTun

IMoTeHUUAIBHO CYLUECTBYIOT JECATKM CrELUANU3UPOBaHHbIX NO-
JIMTHK, KOTOPbi€ MOTYT NMPUMEHSITHCS OONBILIMHCTBOM OpraHu3auui
cpenHero ¥ Gosblioro pasmepa. HekoTopsie MOJMTUKY TpeaHa3Ha-
YaloTCA WIS KaXIO# OPraHU3auuu, Opyrue — crneurduuHbl 418 On-
peAeeHHBIX KOMITbIOTEPHBIX OKPYXEHHIA.
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C yyYyeToM OCODEHHOCTEN MNPUMEHEHUS CHEHNATU3NPOBAHHbDIE
NOJIUTUKU OE€30MaCHOCTH MOXHO pa3/e/INTh HA JBE TPYIIIbI:

e NOJIMTUKHM, 3aTparvBallline 3HAYUTEIbHOE YUCAO NONAL3OBA~

TeJIei;
o MMOJIMTUKM, CBA3AHHBIE C KOHKPETHbIMU TEXHUUYECKUMU 0BIaCc-
TIMMU.

K crieunanu3vpoBaHHbIM TNOJIMTHKAM, 3aTPardBaloOlllMM 3HAYM-
TeABHOE YUCIIO TOJIB30BaTeNeH, OTHOCATCS:

¢ MOJUTUKA AOTIYCTUMOTO MCHOJb30BAHNY;

e MOJUTUKA YIANEHHOr0 JOCTyNna K pecypcam CETH;

e [OJINTHKA 3aIUUThI UHPOPMALIUY;

o MOJIUTUKA 3ALIMTHI TTApOAECH n ap.

K cneunanu3vpoBaHHBIM MOMUTHKAM, CBI3AHHBIM C KOHKPETHbI-
MW TEXHHYECKUMH 00JIACTAMHU, OTHOCATCS:

e MOJUTUKA KOHPUTYPALUN MEXCETEBLIX 3KPAHOB;

e TIOJINTUKA NO WHGPOBAHUIO U YIIPABIEHUIO KPUNITOKJIOUAMU,

e NIOJINTUKA OE30MACHOCTH BUPTYAJbHBIX 3aLIMILIEHHBIX ceTeil

VPN;

o TTOJIMTUKA TTO 000PYROBAHUIO GECTIPOBOIHOM CETH M Ip.

PaccMOTpUM 110ApOGHEE HEKOTOPbIE U3 KIAIOYEBBIX CIELHATN3N-
POBAHHbIX MOJHUTHUK.

IToanTHKA AONYCTUMOro MCNOAb3oBaHus. Fe 1ienb — yCTaHOBJIEHME
CTAHJAPTHbIX HOPM 0€30MACHOr0 HMCMOJb30BaHHsI KOMITBIOTEPHOTO
000pyIOBaHUS U CEPBUCOB B KOMIAHUHM, a TAKXE COOTBETCTBYIOLIMX
Mep 6e30MaCHOCTH COTPYAHHUKOB JUISL 3aLMTHl KOPIOPATHBHBIX pe-
CypcoB M COOCTBEHHO#M MHpopMalimd. HenpaBHIbHOE HMCIOAb30Ba-
HUE KOMIbIOTEPHOrO 00OPYAOBAHUA U CEPBMCOB MOABEPraeT KoMmna-
HUIO pPHCKaM, BKJOYasi BUPYCHbIE aTaKM, KOMIMPOMETALIMIO CETEBbIX
CUCTEM W CEpBUMCOB. KOHKpETHBIH THI M KOJWYECTBO IOJUTUK IO-
ITYCTHMOI'0 UCMOJIB30BAHUSA 3aBUCAT OT pPe3yabTaTOB aHaiM3a Tpebo-
BaHHiI OM3HEca, OLIGHKU PUCKOB U KOPIIOPATUBHOM KYJIBTYPhHI B Opra-
HU3AIIHH.

ITosMTHKa AONYCTUMOTO UCTIONL30BAHUS TIIPUMEHSIETCS K COTPYA-
HUKAM, KOHCY/JbTAHTaM, BPEMEHHBIM CIYXauM W APYIUM paGoTHU-
KaM KOMIaHWM, BKJIOYAsl COTPYAHHWKOB CTOPOHHHMX OpIraHH3ailWii.
[TomuTrKa MOMyCTUMOTO MCTIONb30BAaHMSI MpeAHA3HAYeHa B OCHOB-
HOM JJ1s1 KOHEYHBIX N0Jb30BaTeNIed U YKA3BIBAET UM, KaKUe JeHCTBUS
pa3peiaoTesl, a Kakue 3anpelieHnl. bes 3adpukcupoBaHHoOM B cooT-
BETCTBYIOLLEM JOKYMEHTE MOJUTHKM AONYCTUMOIO HCIOlb30BAHMS,
WTAaTHBIE COTPYAHUKH YIPABIEHUS] U TMOMAEPXKKM CETH HE HMEIOT
(hopManpHbIX OCHOBaHMI ISl IPUMEHEHUS CAHKUMH K CBOEMY W/W
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CTOPOHHEMY COTPYIHHMKY, KOTOpbIf JOIyCcTua rpyboe HapylueHMe
npasui 6e30macHOi paboThl HA KOMITBIOTEPE WIH B CETH.
ITonuTtHKa NONYCTUMOTO UCIIOJBL30BAHUS YCTaHABIUBACT:
e OTBETCTBEHHOCTb MOJIB30BATECH 3a 3alUTy 000 MHGpopMma-
LMH, MCMOAB3YEMON M/HIM XPAHUMOM X KOMMBIOTEPAMH;

e MPaBOMOYHOCTb MOJIB30BATENEH YATATh U KONWPOBaTh (haiisbl,
KOTOpbIE He SBISIOTCS MX COOCTBEHHBIMM, HO JOCTYIHBI UM;

e YPOBEeHb JONYCTUMOIO MCNOJb30BaHUA 3JIEKTPOHHOH MOYTHI U
Web-noctyna.

s 0Opa30BaTe/bHbIX U FOCYAaPCTBEHHAIX YYPEXACHUN NOAUTH-
Ka JOMyCTUMOI'O HCHOJIb30BaHUs, 110 CYILIECTBY, NPOCTO 06s3aTenbHa.

CneuuanbHoro dopmara sl OJIWTUKU JOTYCTHMOTO MCIONb30-
BaHHS HE CYLIECTBYET. IOJDKHO ObITh YKa3aHO MM CEpBHCa, CHCTEMBI
WM nojacucTeMbl (HanmpuMep HOJMTHKA KCIOJAb30BaHUSI KOMIbIOTE-
pa, MEKTPOHHOM IMOYTHI, KOMMAKTHbIX KOMILIOTEPOB U naposnei)
¥ ONMCAHO B CaMbIX YETKHX TEPMHHAX Pa3pelIeHHOE U 3aMpeLeHHOe
MOBeJAeHHE, a TaKXe TOCIEICTBHA HAPYUICHUSt €€ NpPaBul U CaHK-
LIMM, HAKJIaAbIBAEMbIC HA HapYLIUTEN.

PaspaboTka NMONUTUKU HOTYCTUMOIO UCMOJIb3OBAHUS BbIMOAHSI -
€TCH KBaJIMPUUUPOBAHHBIMU CITELMAINCTAMH 10 COOTBETCTBYIOLIEMY
CEPBUCY, CHCTEME WM MOJCUCTEME TOA KOHTPOJEM KOMHCCHUHU (KO-
MaH/ibl), KOTOPOH mnopyyeHa pa3paboTKa NOJMTHKH 0e30HacHOCTH
OpraHmu3auuu.

ITosmTuka ynanennoro nocryna. Ee uenp — ycTaHOBIEGHME CTaH-
JAPTHHIX HOPM 0e30MacHOro yAaleHHOTO COeAVHEHHsT JI060ro Xocra
¢ cetblo Komrnanuu. CTaHIAPTHBIE HOPMbI TIPU3BAHBI MUHHUMU3UPO-
BaTh yilepd KOMIMaHUW U3-3a BO3MOXHOINO HEAaBTOPHM30BAHHOIO HC-
MoJIb30BaHnsA pecypcos KoMmnanud. K takoMy yiuepOy oOTHocsiTCS:
yTpaTa WHTEJUIEKTYAIbHON COOCTBEHHOCTH KOMMAHUM, NOTEPS KOH-
duaeHIHANbHBIX JAHHBIX, UCKAXEHHWE HUMUIKA KOMNAHWU, MOBPEX-
JeHUS] KPUTHUECKUX BHYTPEHHMX CUCTEM KOMMAHMH U T. A.

DTa NOAWTHKA KACaeTCs BCEX COTPYIHHUKOB, MOCTABIIMKOB U
areHTOB KOMIAHMH IIPHM MCIOJb30BAHUM MMU ISt YAAIEHHOIO CO-
elIMHEHHS ¢ CEThIO KOMITAHUU KOMIBIOTEPOB WK pabouux CTaHIWH,
ABNTIOMUXCS COOCTBEHHOCTBhIO KOMNAHMK WIM HaXOAAILUUXCH B JIMY-
HOM COOCTBEHHOCTH.

IMonuTyka yaaseHHOro gocryna:

e HAMEYAECT W ONpEeIe/isieT JONYCTUMbIE METOIbl YAAJIEHHOro CO-

€MHEHUS ¢ BHYTPEHHEN CETBIO;

e CYLIIECTBEHHA B OO/IbLION OpraHM3allMM, TI€ CETH TEPPUTOPH-

abHO pacnpeacieHbl;
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e TOJI)KHA OXBAThIBATh MO BO3MOXHOCTU BCE PACMpPOCTPaHEHHBIE
METO/bI YIAIEHHOTO JOCTYNa K BHYTPEHHHM pecypcam.

TMonuTuka ynaneHHOro 10CTyTna Onpeneisier:

e KAKM€ METOIbl pa3pelialoTcs A1 yaadeHHOTO JOCTYIa;

e OrpaHUYEHUS HA JaHHbIE, K KOTOPbIM MOXHO MOJYYUTh yAa-

JIEHHBIN JOCTYH,

¢ KTO MOXET UMETb YAAJEHHBIA TOCTYH.

3alMILEHHBH VIAIEHHBIA HOCTYIT AOKEH OLITh CTPOro KOHTPO-
aupyembIM. [TpuMmeHsiemMast npoueaypa KOHTPOS AOKHA FapaHTUPO-
B3Th, YTO JOCTYN K Hagjexaiiei MHGOpMaUUU UIN CepBHCaM TIONy-
4aT TOJBKO Mpouieaine MmpoBepky aioan. COTpYIHUK KOMIAaHUM HE
JIOJIXEH MEepeaaBaTh CBOU JJOTMH M Mapoab HUKOTAA U HUKOMY, BKJTIO-
yasi YIEHOB CeMbM. YTIpaBjieHUE YIAJEHHbIM HOCTYIIOM HE€ JOKHO
ObITb CJIOXHBIM M IPUBOAUTH K BOSHUKHOBEHUIO OIIMGOK.

KoHTtponbs poctyna uesnecoobpa3Ho BBIMOJIHATh C MOMOUIBIO OfI-
HOPa30BOH NapoJibHON ayTeHTU(DUKALMK WK C MOMOLIbIO OTKpbI-
ThIX/CEKPETHbIX KJIoueH (cM. 1. 7 u 13).

CoTpyIHMKM KOMTIAHWM C MpaBaMK YIANEHHOTO JOCTYNa JOJX-
Hbl TAPAHTUPOBATb, YTO TIPUHAAIEXALINE UM WJIH KOMMAHHHU IEpCco-
HaJbHbIH KOMMNBIOTEp MJIM pabouast CTaHLMS, KOTOPLIE YAAICHHO
NOACOEAUHEHBl K KOPMOPAaTHBHOM CETH KOMMNAHWU, He OyAyT CBsi3a-
Hbl B 3TO X€ BpeMsi C Kakoil-A1ubo ApYroii CeThio, 3a UCKITIOYEHHUEM
NEPCOHANIbHBIX CETEN, HAXOMSLIMXCS MO TIOJHBIM KOHTPOJIEM TOJb-
3oBaTessi. KpoMe Toro, UX COEAMHEHUE YIATCHHOTO HOCTYNA AOJIKHO
UMETb TaKME XK€ XapaKTEPUCTHKHM 0e30TacHOCTH, KaK 0ObIYHOE J10-
KaJlbHOE COEMMHEHUE C KOMTIAHUEIA,

Bce xoCThl, KOTOpbIE NMOAKIIOYEHR K BHYTPEHHUM CETAM KOMHMa-
HHUU C TIOMOILbIO TEXHOJIOTM YIAIEHHOTO AOCTYIIa, BOJIKHbBI UCITOJb-
30BaTh CAMOE COBPEMEHHOE aHTUBUPYCHOE obecrieueHue. OTo Tpebo-
BAHHE OTHOCHTCS U K NEPCOHATLHBIM KOMIBIOTEPAM KOMTTAHHH.

JIro60oit cCOTPYAHUK KOMITAHUK, YINYEHHBIH B HapyllleHUH HaH-
HO¥W MOJIUTUKH, MOXET ObITb MOABEPrHYT zmcunmmxiapﬂomy B3bl-
CKAHWIO BILIOTH /10 YBOJILHEHHS! C PabOThI.

3.2.3. MNpoueaypst 6ezonacHocTH

ITpoueaypbl 6e30MacHOCTH SABASIIOTCS HEOOXOINMMBIM M BaXKHbLIM
JOMNoJIHEHUeM K noauTtukaMm OesonacHoctd. [Monutuku GezonacHo-
CTH TOJIBKO OMUCHIBAIOT, YTO JOJIXKHO ObITh 3aLIULIEHO U KAKOBbBI OC-
HOBHbI€ TipaBmjia 3atuthl. IIpotieaypsl Ge30MacHOCTH OMpPeesioT,



74 Yacmy 1. Ipobaemvt ungpopmayuonnoii besonacnocmu

KaK 3alUTHUTh PECYpChl U KAKOBbI MEXAHM3MbI UCTIOJHEHHMS TOIUTH-
KH, T. €. KaK peajli30BbIBATh ITOJUTHKHM O€30MaCHOCTH.

IMo cywectBy npoueAypbl 0€30MacHOCTY MNPEACTaBASIOT coboi
Nnoiarosbie MHCTPYKUMM [/l BLITIOJHECHHS OMNEPATHBHbIX 3a4auy.
Yacro npoieaypa sIBASETCA TEM HHCTPYMEHTOM, C MOMOLIBIO KOTO-
poro TOJMTHKA Tmipeobpasyercs B peaibHoe AeticTBue. Hanpumep,
MOJINTHKA Taponeil popMyaupyer Npasiia KOHCTPYMPOBaHHUS 11apo-
Jieii, MpaBWia O TOM, KaK 3aUIMTHUTh Hapojib U KaK YacTo €ro 3aMe-
HaTh. [Tpouenypa ynpasneHus napoisiMi ONMUCHIBAET NPOLECC CO3/4a-
HHSI HOBBLIX MapoJieif, UX paciipeieleHust, a TAKXKEe NPOLSCC rapaHT-
pOBaHHOH CMEHBI NMapojiell Ha KPUTHYHBIX YCTPOMCTBAX.

Ipoueaypsl Ge301acHOCTH JETANBHO ONMPEACSIOT ASHCTBUS, KO-
TOpPbIE HYXHO NPEANPHHATb NPH PEarupOBaHWM Ha KOHKPETHBIE CO-
ObiTnA; obecneunBaloT ObICTPOE pearupoBaHME B KPHUTUYECKON CU-
TyalWH; TIOMOTAIOT YCTPaHHUTL NpobieMy eqnHONH TOYKH OTKa3a B pa-
6ote, eciy, HampuMep, BO BpeMs Kpu3uca pabOTHUK HEOXHUAAHHO
OKKAAET pabouee MECTO WIH OKa3biBACTCS HEAOCTYIICH.

MHorue npoueaypbl, CBSI3aHHbIE € GE€30MACHOCTbIO, HOJIXHBI
ObiTh CTAHIAPTHLIMHM CPeACTBaMH B J11000M noapasaeneHuud. B kade-
CTBE NPUMEPOB MOXHO YKAa3aTh MPOLEAYPhI A1 PE3EPBHON0 KOMUPO-
BaHUsI U BHECHUCTEMHOIO XpPaHEHHWs 3alllMIUEHHbIX KOTIHH, a TaKXe
TIpOLENYPbl IJIS BHIBOIA TOJb30OBaTEAsl M3 AKTUBHOIO COCTOSIHUS
U/WIM apXMBMPOBAHUA JIOMMHA M NapoJsl M0Jb30BATE, NIPHUMEHSE-
Mble Cpa3y, KaK TOj/IbKO JAHHBIH IMO/Ib30BATE/Ib YBOJABHSIETCS U3 opra-
HU3ALIHH.

PaccMOTpHUM HeCKOJIBKO BaXHBIX npoueayp 06e300acHOCTH, KOTO-
pbie HEOOXOOMMBI MOYTH KAXA0i OpraHM3auuu.

Ilpouexypa pearspoBanus HA CoObiTMA sB/SETCH HEOOXOOUMBIM
cpeacTBoM Ge30MacHOCTH At GONbLUMHCTBA OpraHu3anuif. OpraHu-
3a1us OCOGEHHO ySI3BMMA, KOraa OOHApyXHBAeTCsi BTODXEHHE B €
CeTh WM KOTIa OHA CTAJIKMABAETCA CO CTHXHHHBIM DEACTBUEM.

[Mpouenypy pearupoBaHusi Ha COOBITUSI HHOIA HA3bIBAIOT Hpoye-
dypoil obpabomku coboimuii WU HPOUedypol peazuposanusi Ha UHYU-
Oenmbi. TIpakTHUECKH HEBO3MOXHO yKa3aThb OTKIMKH Ha Bce COOBI-
THS HapylieHUit 6e30MacHOCTH, HO HYXHO CTPEMHUTLCS! OXBATUTH OC-
HOBHBIC THIIBI HapylleHWH, KOoTOpbie MoryT nmpousoitu. Hanpumep:
CKaHMPOBAHUE MOPTOB CETH, aTaka TUMNA «OTKAa3 B OOCIYXMBAHUW»,
KkomnpoMetanus xocra, HCI u ap.

HaHHas npoueaypa onpenesier:

o 0BA3aHHOCTH YJIEHOB KOMaH/bl pearMpoBaHus;

e Kakyl0 HH(OpMAUHIO PErUCTPUPOBATbL U HPOC/ICXKHUBATY;
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» KaK 0OpabaTbiBaThb MCCJAEIOBAHHME OTKJIOHCHUII OT HOPMBI U

aTaku BTOPXKEHHS,

» KOT'O M KOIa YBEIOMJISITD;

» KTO MOXET BbiYyCKaTb B CBET MHMOpPMALMIO M KAKOBA Npoie-

Jypa Bblnycka uH(popMaLuy;
e KAK JOJIXEH BBIMOJHATLCA NMOCACAYIOUIMNA aHANH3 M KTO OyaeT
B 9TOM y4aCTBOBATb.

B xoMaHIy pearpoBaHUsI MOTYT ObITh BKJIIOYEHBI JIOJIKHOCTHEIE
M2 KOMIIAaHMM, MEHEIKeD MapKeTHHra (i CBA3H C Mpeccoif),
CUCTEMHBII M CEeTEeBOM aIMHUHMCTPATOPLI U NPEACTABUTENb COOTBET-
CTBYIOLIUX NPABOOXPAaHUTEABHBIX opraHoB. [1poueaypa JomKHa yKa-
3aTh, KOTJa U B KAKOM MOPSAAKE OHH BbI3bIBAIOTCA.

IIpouenypa ynpasienns KOrpurypammeii 065IYHO OTIpENEIsSeTCs Ha
KOpHOPAaTHBHOM YPOBHE WMJIM YPOBHE NOApa3aeieHus. DTa mpoleaypa
JIOJKHA ONpeeuTh NPolecC JOKYyMEHTUPOBAHUS U 3apoca U3MEHe-
HUil KOHDUTYpaUMH HA BCEX YPOBHSIX MPUHATHS peleHuid. B npuH-
LIUTe JOJDKHA CYLIECTBOBATh LIEHTPalbHasl TPYINa, KOTOpas paccMar-
PHUBAET BCE 3aTNPOCH HA U3MEHEHUsST KOHMUrypauun 1 NPpUHUMAeT He-
obxoarMBbie pelleHUS.

Ipouenypa ynpasieHus KOHdArypamueil onpeneser:

e KTO UMEET NMOJHOMOYHMS BBLIMOJHUTb WU3MECHEHMSI KOH(pHUTypa-

UMM annapaTHoro M NporpaMMHoOro obecneyeHus;

e KaK TECTUPYETCS M MHCTAUIMPYETCSl HOBOE alrapaTHoe U Mpo-~

rpaMMHoOe ofecrieyeHHue;

* KAK JOKYMEHTUPYIOTCA U3MEHEHUS B anrapaTHOM W Nporpam-

MHOM 00eCTIeYeHU Y,
e KTO JOMXEH ObITh MpoMHGDOPMUPOBAH, KOTAA CIYYAIOTCS U3Me-
HEHUS B annapaTHOM U NPOrPAMMHOM OOECMEUEeHHH.

Tlpouecc ynpapieHuss KOH}Urypauueid BaXeH, TaK KaK [IOKY-
MEHTHpPYeT COETaHHble W3MEHEHMSI M OoOecreuyuBaeT BO3MOXHOCTH
ayaouTa; IOKYMEHTHPYET BO3MOXHbIN MPOCTOH CHUCTEMBI; HaeT Criocod
KOOPIUHUPOBATh U3MEHEHUS TaK, YTOObl ONHO U3MEHEHUE He TIOME-
HIajno JpyromMy.



Fnaea 4
CTAHAAPTbl MHOOPMALIMOHHOM
BE3ONACHOCTM

TIpobnemoit MHGPOPMALMOHHOI KOMIIBIOTEPHOM O€30NacHOCTH
HayajM 3aHHMMATbCSl C TOTO MOMEHTA, KOraa KOMIIbIOTED cTal obpa-
OaTbiBaTh JAHHbIE, LEHHOCTh KOTOPBIX BBLICOKA /sl TO/NbL30BaTENsl.
C pa3sBuTHEM KOMIBIOTEPHBIX CETEH U POCTOM CIIPOCa HA 2AEKTPOH-
Hble YCayrn cutyauusi B ctepe uHbDOpMaLUOHHOM 6€30MacHOCTH
cepbe3Ho 0BOCTpHIach, a BOMPOC CTAaHAAPTH3AUMH TIOAXOAOB K €€
PELIEHHUIO CTal 0COOEHHO aKTya/lbHbIM KaK Ansi pa3pabOTYMKOB, Tak
W st nonb3oBareneit UT-cpencts.

4.1. Pons cTaHaapToB uHcpopmauuonHon GesonacHocTu

I'naBnas 3ana4a craHaapTos HHPOPMALIMOHHONW 6€30M1aCHOCTH —
CO3JaTh OCHOBY [U1si B3aMMOAENCTBUS MEXIY NPOU3BOAUTE/ISIMH, NO-
TpeOUTENSIMHU U BKCiepTaMK no Keaiudukaiuu npoaykros UT. Ka-
XKAdst M3 3TUX IPYIiN MMEET CBOM MHTEPECH U CBOW B3IVISLABI HA fpO-
6semMy rHGOPMALUMOHHOK 0€30TIACHOCTH.

HompebGumenu 3aMHTEPECOBAHBI B METOAMKE, MO3BOAIONWIEH 060C-
HOBAaHHO BBIOPATh MPOAYKT, OTBEYAIOLIMH UX HYXAaM M DPelIaloliMii
nx npoGieMbl, AMs Yero UM HeoOXOAMMa 1LKala oLeHKy Oe3onacHo-
ct. IloTpebuTenn Takxe HyXHIAOTCS B HHCTPYMEHTE, C MOMOILBIO
KOTOPOT0o OHU MOTI/IM 66l HOPMYIMPOBATE CBOM TPeOOBAHUS NIPOU3BO-~
qutensaM. [Tpn atoM norpedureneit MHTEPECYIOT HCKMIOYUTENbHO Xa~
PaKTEPUCTUKN N CBOHCTBA KOHEYHOTO NMPOAYKTA, 3 HE METOIBI H Cpel-
CTBa UX NOCTHXeHMS. K coXaneHHIo, MHOTUE ITOTPeOUTEN HEe MOHU-
MaloT, 4To TpeboBaHMst G€301MacCHOCTH 006A3aTE/IbHO MPOTHBOpEYAT
(dyHKLUHOHANAbHBLIM TpeboBaHusIM (yroOcTBY paboTbi, OblcTpomeiicT-
BMIO U T. JI.), HAKNablBAIOT OrPAaHMYEHHNS HA COBMECTUMOCTH M, Kak
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NPABUJIO, BEIHYXKIAIOT OTKA3aThCsl OT LIMPOKO PacIripoOCTPaHEHHBIX M
NO3TOMY HE3AIUHUILEHHbBIX TIPUKAAIHBIX TPOTPAMMHBIX CPEACTB.

lIpoussodumenu HyXIAIOTCS B CTaHAAPTAX KakK CPEACTBE CpaBHe-
HUSI BO3MOXHOCTEW CBOMX MPOAYKTOB, B NPUMEHEHHMMW HPOULEAYPHI
cepTudUKALMK KaK MexaHW3Ma OOLEKTHBHON OLIEHKM UX CBOJCTB, a
TAKXE B CTAHAAPTU3ALMM OMpeaeseHHOro Habopa TpeboBaHmit 6e30-
MMACHOCTH, KOTOPEIA MOT OBl OTPaHMUYNTH HAaHTA3UIO 3aKa34UKA KOH-
KPETHOIO MPONYKTA ¥ 3aCTAaBUTh €TO BHIOMPATh TPEOGOBAHHUS U3 ITOTO
HabOopa. C TOYKM 3pEHHUst MPOU3BOAMTENS TPeOOBaHUS 6€30IMaCHOCTH
JONXHBI ObITh MAaKCUMaJIbHO KOHKPETHBIMH M pPETJIAMEHTHPOBATH
HEODXONMMOCTh NMPUMEHEHHUS TE€X WM HHBIX CPEICTB, MEXAaHU3MOB,
anroput™MoB U T. A. KpoMe Toro, TpeGoBaHus He JOKHBI MPOTHBO-
PEYNTh CYLICCTBYIOLIMM rapaanurMaM o0GpaboTku uHbopMauny, ap-
XUTEKTYPE BBIMUC/IUTEIbHBIX CUCTEM W TEXHOJIOIMSIM CO3JAHUS HH-
QopmMauvOHHBIX 11POAYKTOB. OAHAKO TaKO) MOAXOHN TAKXKE HENb3S
NpU3HaTh B KauyeCcTBe JOMHHMPYIOLIEro, TaKk KaK OH HE YYMUThIBAaeT
HYX MOJb30BaTeseld M TbITACTCS TMOJAOTHATH TPeGOBAHMSA 3AlIUTH
NoJl CYLECTBYIOIINE CUCTEMBI ¥ TEXHONOTUH.

Drcnepmvt no KEAAUDUKAUUU I CREUUAAUCINBE HO CEPMUPUKAUUU
paccMaTrpuBalOT CTAHAAPTH KaK WHCTPYMEHT, TIO3BOJISIOIIMIA UM
OLEHUTDb YPOBEHDb OE30MACHOCTH, obecnieunBaeMbliii npoaykramu UT,
M IPEJOCTaBUTh MOTPEOUTENSIM BO3MOXHOCTh Ce/iaTh OOOCHOBAH-
HbI# BbIOOP. DKCnepTbl N0 KBUTHGOUKALWKA HAXOASITCH B IBOICTBEH-
HOM T0JIOXKEHUH: ¢ OJHOM CTOPOHbLI, OHH, KaK U TIPOM3BOIMTENH, 3a-
MHTEPECOBAHBI B YETKUX M NPOCTBIX KPUTEPUSX, HAN KOTOPLIMU He
Hal0 JIOMaTh roJOBY, KaK MX MPUMEHUTL K KOHKPETHOMY MPOAYKTY,
a ¢ Apyroi CTOpOHbl, OHM AOLKHBI 1aTb OOOCHOBAHHbIH OTBET IM0JIb-
30BATENAM — YIOBIIETBOPSIET MPOAYKT MX HYXJIbI MJIU HET.

Takum o6pa3zoM, nepen craHaapTamMyu HWHOOPMALIMOHHON 6e30-
NacHOCTM CTOUT HellpocTas 3a7aya — MPUMHPUTE TP Pa3Hbie TOUKU
3peHust U c03aath 3PGEeKTUBHBI MEXaHM3M B3aUMOIEHCTBHUS BCeEX
cropoH. [Ipuyem yuemnenve norpeGHOCTER XOTa Obl OLHON U3 HMX
NpUBENET K HEBO3MOXHOCTH B3aMMONMOHUMAHUS W B3aMMOAEHCTBUS
U, CIeIOBATENbHO, HE TIO3BOJIUT PEILIMThL ODLUYIO 3a7a4y — CO3IaHHUE
3aLIMLUCHHOMN cucTeMbl 00paboTKN MHpOpMALIHUY.

HeoOxonnMocTh B TakuX CTaHzaprax ObLia OCO3HAHA NOCTATOY-
HO JaBHO, U B 3TOM HAIPAaBJCHWU JOCTUTHYT CYIIECTBEHHBIH Mpo-
rpecc, 3aKpelyieHHbIH B MOKyMeHTax paspaborku 1990-x rr. [TepBbim
M Haubosnee W3BECTHBIM JOKYMEHTOM Obina Opaudicesas kHuza
(no uBery 0610xkn) «Kpurepruu 6e30nacHOCTH KOMIBIOTEPHBIX CHC-
Tem» MuHucrepctsa odoponsl CIIA. B sTom mokymeHTe orpeaee-
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Hbl 4 ypoens Gesonacnocmu — D, C, B u A. TTo Mepe nepexona oT
ypoBHS D 10 A K Haf€XXHOCTH CHCTEMbl HpEeIbABASIOTCA Bee boiee
xectkue TpeGoBaHusi. YposHu C u B noapasaensuorcs Ha Kiaccel
(C1, C2, Bl, B2, B3). UroOuI cucTeMa B pe3y/ibTaTe IPONEAyphbl Cep~
TH(PHKALHK MOTIA BLITL OTHECEHA K HEKOTOPOMY K.aaccy, €€ 3alliMTa
OOJ/IXHA YIOBJIETBOPSATh OrOBOPEHHBIM TpeGoBanusiM. K ApyruM Bax-
HBIM CTaHJaapTaM HMHMOPMAILIMOHHOW Ge30MacHOCTH 3TOTO ITOKOJIC-
Hust oTHocsaTes: «Pykosonsiuime nokymeHtsl ['octexkomuccuu Poc-
cuu», «Epporeiickue Kpurepuu 6€30nacHOCTH WHEHOPMAUMOHHBIX
TEXHOJIOTHI», «Deaepanbubie KpUTepuu 0€30MacHOCTH MHpOpMaLu-
oHnbix TexHonoruit CIHA», «KaHanckue xpurepum 6e30MaCHOCTH
KOMIIBIOTEpHBIX cuctem» [30, 63].

B nocnenHee BpeMst B pa3HbIX CTpaHax MOSIBWIOCH HOBOE TIOKO-
JIEHWE CTAHAAPTOB, MOCBAILUEHHBIX NMPAKTHYECKHUM BOMPOCAM YIpaB-
JleHust HHPOpPMaLMOHHOH 05e30NacHOCTbIO KOMIAHHM. DTO TIpexne
BCETO MEXIYHAapOAHbIe CTAHZAPTHL YNpaBieHUsT HH(POPMALUHUOHHON
6e3onacHoctbio 1SO 15408, ISO 17799 u Hekorophie apyrue. Ilpen-
CTaBfIeTCA UENeCO00Pa3HbLIM NPOAHANN3KPOBATh HaMBo/Iee BaXHLIE
M3 5THX JOKYMEHTOB, CONOCTABUTH COAEpXAllMecs B HUX TpebGoBa-
HUS W KPUTEPHH, A TAKXE OLEHUTb 3¢DEKTUBHOCTL UX [IPAKTHUE-
CKOro IPUMEHEHMS.

4.2. MexiyHapoaHble CTaHRapTbl MHbOPMaLMOHHON
6e3onacHocTM

B cooTBeTcTBMM C MEXIYHAPOAHLIMW M HALMUOHAJIbHBIMU CTaH-
gapramu obecriedeHMe MHGOPMALMOHHOM 0€30MacHOCTHU B J11000H
KOMITAHUM NPEAIIOAATracT CAeayIoulee:

» onpenesieHUe Uedeil obecnieyeHus: nHGopMaluMoHHON Ge3zonac-
HOCTH KOMIIbIOTEPHBIX CUCTEM;
co3nanue 3¢pQexKTUBHON CUCTEMBI YOPaBIeHHUS MHOPMALIMOH -
HO#i 6e30MacHOCTbIO;

PacyeT COBOKYITHOCTU AeTATH3UPOBAHHBIX KAY€CTBEHHbIX M KO-

JIMYECTBEHHBIX IIOKa3arejed s OUEHKU COOTBETCTBUS WH-

¢dopmMauMOHHO 6e30aCHOCTH MOCTABIEHHbBIM LIE/ISM;

» TIPMMEHEHNE WHCTpyMeHTapus oOecrnieueHus WMHGPOPMALLMOH-
HOM 0e30MacHOCTH U OLEHKM €€ TEKYILETO COCTOSIHMS;

e KCMOJIb30BAHME METOAMK YIpaBieHus Ge3011aCHOCThIO, [103BO~
JISTIOLUX OOBEKTUBHO OLEHHTH 3aLIMIHEHHOCTh MH(POPMALIHOH-
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HBIX aKTUBOB W YIPABAAT UH(POPMAIMOHHONH 6e30MaCHOCTHIO
KOMITaHUH.
Paccmorpum Haubonee U3BeCTHbIE MEXAYHAPOAHRIE CTAHAADTH B
0071acTH 3alUTH UHDOPMALIMK, KOTOPbIE MOTYT ObITh MCITONb30BAHEI
B OTEYECTBEHHbIX yCAOBHUSIX [52].

4.2.1. Crangaptei ISO/IEC 17799:2002 (BS 7799:2000)

MexayHaponnbrid cranaapr ISO/IEC 17799:2000 (BS 7799--1:2000)
«Ymipap/ienne HHPOpMaLMOHHOH Oe30macHocThi0 — MHbOpManoH-
Hble TexHonoruu» («Information technology — Information security
management») sIBASICTCS OXHUM U3 HauboJiee U3BECTHBIX CTAHAAPTOB B
00J1acTH 331K Tl HHQOopMauuK. JanHriii crangapt ObL1 pa3paboTaH Ha
OCHOBE TiepBOW uacTW bpuraHckoro crangapra BS 7799—1:1995
«[TpakTHYeckue peKOMEHIAUNH MO YNpaBleHUI0O WHGPOPMALMOHHOM
6esonacHoctbio» («Information security management — Part 1: Code of
practice for information security management») ¥ OTHOCUTCS K HOBOMY
MOKOJIEHHUIO CTaHIAPTOB MHMOPMAaUMOHHOI 6e30MacHOCTH KOMIIbIO-
tepHbix UC.
Texywasa Bepcus cranmapra ISO/IEC 17799:2000 (BS
7799—1:2000) paccMaTpuBaeT CAEAYIOLIME aKTyaJlbHbi€ BOMPOCHI 06ec-
neyeHus: UHGOPMALMOHHOK 6E30MaCHOCTU OPraHM3atMi U MPeApy-
ATUA:
» HEOOXOOMMOCTH O0ecnieueHs HHPOPMALIMOHHOI GE30TIaCHOCTH;
* OCHOBHBbIE MOHATUS U onpeneaeHusi MHOOPMAILIMOHHOI Ge30-
[ACHOCTH,;

s MOJIUTUKA UHGOPMALMOHHOM 6e30MaCHOCTH KOMIAaHWUM;

» OpraHu3auusi MHQOPMALMOHHOM O€301macHOCTH Ha TIpeanpu-
SITHM;

» KIaccuuKaumsi U yMpapjaeHUe KOPNMOPAaTUBHBIMH HHbopMa-
LIMOHHBIMHM PECYpPCaMH;

* KAApOBbiit MEHEKMEHT ¥ MHPOpMaLMOHHAasE 6€30MaCHOCTD;

» (husnueckas 6e30nacHOCTS;

» aaMuHucTpuposanue oesonacioctu KMUC;

 YIIPABJIEHUE IOCTYIIOM;

» TpeboBaHUst 1o Oe3omacHocTd Kk KMC B xome wx pa3paboTku,

3KCIUIyaTallul ¥ CONPOBOXIEHUSI;

o YIpaBiAeHUE OM3HEC-TPOLICCCaMU KOMIIAHMHU C TOYKH 3peHMS

MHPOPMaIIMOHHO# Ge30MacHOCTH;
» BHYTpEHHUH ayauT MHOOPMALMOHHOH 0e30MaCHOCTH KOMITAHUH.
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Bropas 4acte craHaapra BS 7799—2:2000 «Cneundukauuy cuc-
TeM yrnpasieHns: MHGOPMaLHOHHOR Oe3omacHocThio» («Information
security management — Part 2: Specification for information security
management Systems»), OrpenensieT BO3MOXHbIE (DYHKIIMOHANbHbIE
crnielMUKAUMM KOPIIOPATUBHBIX CUCTEM YNpaBi¢HUS nHPOpMaLHU-
OHHOM 6€30ITaCHOCTBIO ¢ TOYKU 3PEHHSI MX MMPOBEPKH HAa COOTBETCT-
BHe TpeGOBaHUSM MEpBOI YacTH JAHHOrO ctaHmapra. B coorsercr-
BHH C TIOJIOXEHUSIMH BTOr0 CTAHIApTa Takke PerIaMeHTHPYETCs
ripouenypa aynura KUC.
JIOnOJMHVTENbHEIE PEKOMEHIALUH VISt yOpaBieHus: MHQopMauu-
OHHOM 6e30AaCHOCTBIO CONEPXKAT PYKOBOACTBA BpHUTaHCKOrO MHCTH-
TyTa cTangaproB — British Standards Institution (BSI), uazanHbie B
1995—2003 rr. B BuiE CASOYIOLIEN CEpUU:
e «BpeneHye B mpobieMy yrpapieHUst HHOOPMaLIMOHHOI Oe3orac-
Hocrbio» («Information security managment: an introduction»);

« «BosmoxHocTH cepruduKaiium Ha TpeOOBaHUS CTaHIapTa
BS 7799» («Preparing for BS 7799 sertification»);

« «PykoBoncrteo BS 7799 no oueHke U YNpAaBICHUIO pUCKaAMU»
(«Guide to BS 7799 risk assessment and risk management»);

+ «PyKOBOACTBO IS MPOBEACHHUS ayauTa Ha TpeOOBaHWs CTaH-

napta» («BS 7799 Guide to BS 7799 auditing»);

o «[IpaxTHueckye peKOMEHZALUMK MO yhOpapieHUIo Ge30macHo-

CThI0 MH(OPMAaUMOHHBIX TexHonmoruil» («Code of practice for
IT managements).

B 2002 r. mexayHaponubiii crangapr 1SO 17799 (BS 7799) 6wl
MTEPECMOTPEH M CYLWIECTBEHHO [OITOJHEH. B HOBOM BapHaHTe 3TOT0
cTaHaapTa 00JIblIOe BHUMAHME YAEICHO BOTIPOCAM IOBBILIEHUS KYb-
TYPhI 3aIHUTH THGOPMAHUUHK B PA3IHYHBIX MEXIYHAPOIHBIX KOMITAHK -
ax. TIo MHeHMIO CTIeIIHaiuCTOB, OOHOBACHME MEXIYHAPOIHOTO CTaH-
napra 1SO 17799 (BS 7799) 1m03BOIUT HE TOJBKO NOBBICUTD KyIbTYPY
3a1MTH UHGPOPMAIIMOHHEBIX aKTHBOB KOMITAHMY, HO B CKOOPIUHUDO-
BaTh ACHCTBUSI PANIMYHBIX BEAYLIUX TOCYAaPCTBEHHBIX M KOMMEpPUE-
CKHX CTPYKTYp B 06,1aCTH 3aL1MAThl HHGPOPMALIKY,

4.2.2. l'epmaHckmii crangapr BSI

B ommuue ot 1SO 17799 repmanckoe «PyKOBOACTBO IO 3aLOUTE
MH(}OPMALIMOHHBIX TEXHONOIUWM Wit 6a30BOr0 ypOBHS 3aUIMUIEHHO-
CTH» IIOCBAILLEHO ACTAIHLHOMY PACCMOTPEHMIO 4Y4CTHBIX BONPOCOB
yrpasieHust HHGOPMalMOHHOK 6830NaCHOCTBI0O KOMITAHHH.
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B repmanckom cravaapte BSI npencrasieHsr:

» 00llIas METONUKA yIpaBleHUS WHEOOPMALMOHHON 6e30MacHoO-
CTbIO (OpraHM3alMsl MeHEIKMEHTa B 00J1aCTH UH(POPMALIMOH-
HOM 0€30MacHOCTH, METOAOJOTUSI HMCITONB30BAaHHUS DPYKOBO-
JICTBA);

o ONUCAHUS KOMITIOHEHTOB coBpeMeHHbBIX UT;

s ONYICaHUsl OCHOBHBIX KOMHOHEHTOB OPTaHW3allu{ PeXuMa HH-

hopMallMOHHOM 6e30MaCHOCTH (OPTaHM3ALMOHHBI M TEXHHYE-

CKMWA YPOBHM 3alllMTbl HAHHBIX, TJIAHHPOBAHHE ACHCTBUH B

YPE3BHIYAWHBIX CUTYALIMSIX, TOMAEPXKKA HEMpPEePbIBHOCTH OM3-

HEca);

XapaKTepUCTUKU OOBEKTOB MHGOpMaTH3aumy (3TaHMsI, TTOMe-

LEHHUs1, KabenbHbiE CETH, KOHTPOJIMPYEMBIE 30HBI);

* XapaKTepUCTHKU OCHOBHBIX WHQOPMALMOHHBIX AKTHBOB KOM-
naHuM (B TOM 4YHCJe anmapaTHOe W IIPorpaMMHOE obecreye-
HHe, HarpuMep pabouue CTaHUMM U CepBephl ITOX YNpaBIeHH -
eM OC cemeiictea DOS, Windows u UNIX);

* XapaKTEPUCTHKH KOMIBIOTEPHBIX CETEHl Ha OCHOBE Pa3IMUHBIX

CETEBBIX TeXHONOIrWM, Hampumep cetd Novell NetWare, cetu

UNIX u Windows).

XapaKTepUCTUKA AKTUBHOTO M NACCHBHOIO TEJCKOMMYHHMKALU-

OHHOI'o O0OpYIOBaHMA BEAYLIMX ITOCTABIIMKOB, Hanpumep Cisco

Systems;

nonpoOHble Katajiord yrpo3 Oe30MacHOCTH H Mep KOHTPOJ

(6onee 600 HauMeHOBaHHMIT B KAXIOM KaTajuore).

Bonpochl 3aiMThl TIPUBEICHHBIX MHQPOPMALIMOHHBIX AKTHBOB
KOMITAHMH DPACCMAaTpUBAIOTCS TI0 OMpPEeneJIeHHOMY ClieHapHio. obliee
onucaHue HHGOPMALUMOHHOTO AKTUBA KOMIIAHUM — BO3MOXHBbIE Y-
pO3bl M YA3BUMOCTHU 0€30MaCHOCTU — BO3MOXKHLIE MEDPhI M CPEICTBA
KOHTPOJIS ¥ 3allNThI.

4.2.3. MexxayrnapogHsisi crangapr ISO 15408 « O6wme
KpuTepun 6e30nacHOCTH MHPOPMALMOHHBIX TE€XHONIOM M »

OnHuM U3 TIaBHBIX PE3yJIbTATOB CTaHAApTH3aUuu B cdepe cHc-
TeMaTU3alUK TpeOOBaHUI M XapaKTEPUCTHMK 3aLIMIIEHHBIX UH(Op-
MALMOHHBIX KOMIUIEKCOB CTa/la CHCTEMA MEXIYHAPONHBIX ¥ HALIMO-
HaJIbHBIX CTaHAAPTOB Ge30NMacHOCTH WH(POPMALMK, KOTOpAasi HACUM-
TbIBAaE€T O0JIee COTHU PA3TUYHBIX JOKYMEHTOB. BaxHoe MecTo B 3TOH
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cucTeMe cTaHAapToB 3anuMaer craHgapT 1SO 15408, u3BecTHEIN Kak
«Common Criteria».

B 1990 r. MexayHaponHass opraHMsalysgd IO CTaHIApTU3aUUH
(ISO) npuctynuna K pa3paboTke MEXAYHapOIHOIo CTraHmapra fio
KpuTepusiM oleHku GezonacHocTd UT miis 06iiero nenosib3oBaHus.
B paspaborke yuacrsoBaay: HannoHaNbHBIA UHCTUTYT CTaHIAPTOB U
TEXHOIOTMU M ATeHTCTBO HaumoHanbHoi 6e3onacHocTu (CIHA), Yu-
pexneHue HesonmacHocTH kKommyHukaumi (Kanaga), AreHTCTBO MH-
dopmanmonHoit 6esomacHocty (I'epmaHusi), ATEHTCTBO HALMOHAIb-
HOM Ge3onacHocTH KOMMYHHKaiui (T'onnanamsi), opraHbl UCTIONHE-
uus [Iporpammst GesonacHocty u ceprudbuxauuun UT (Aurnus),
Ientp obecreverust GeszomacHoctu cucrteM (PpaHuust), KoTopbie
ONHMPAINCh Ha CBOM COMMIHbINA 3a4€.

3a pecsaruneTve pa3paboTKy TyYIIMMU CIIEHUATTUCTAMH MHApPA JI0-
KYMEHT HEOXHOKpaTHO peaakTuposaics. Ilepebie mBe Bepcun Ghiau
OnyOIUKOBaHBEL COOTBETCTBEHHO B siHBape u Mae 1998 r. Bepcua 2.1
3TOro CTaHpapra yreepxueHa 8 uioHs 1999 r. MexayHapoaHoii opra-
Hu3auyel no cranpaprusauu (ISO) B xauyecTBe MEXAYHAPOIHOTO
crangapra wHdopmannonHo#t GeszonacHoctn [SO/IEC 15408 non
Ha3BaHueM «OG6iIMe KPUTEPHH OLEHKH 0e30MacHOCTH MHOOpMauM-
OHHBIX TexHojoTHi», Wik «Common Criteriar.

«Oowmue xpurepun» (OK) 060o01mmiaM coaepXaHue M OIBIT KC-
nonb3oBanua OpaHxeBoit KHWIH, Pa3BWIM €BpONeiicKUe M KaHaj-
CKHe KPUTEPUU U BOIUVIOTWIM B PealbHble CTPYKTYPBI KOHUEIIMIO
THTIOBBIX 1Ipocunieli 3amThl dHenepaibHbix kputepuer CIIA.

B OK mnpoBeaena xiaccudukaims LWIMPOKOro HaGopa Tpebosa-
Hu#t 6e3onacHocT WUT, ompenesieHsl CTPYKTYPhL MX TPYRITAPOBAHUS
M TIPUHIWNGL UCTIONb30BaHus. TnaBHbie goctrouucTBa OK — mosiaHo-
Ta TpeboBaHHWil 0E30MACHOCTH WM HX CUCTeMaTu3alus, rubkoctr B
NpYMEHEHHH H OTKPBITOCTH LTSl TOCHENYIOLLET0 Pa3BUTHS.

Benywipe MupoBbie mpoussozurenu obopymosanus UT cpasy
CTalM MOCTABJIATL 3aKa3uMKaM CPEACTBA, TIOJHOCTBLIO OTBEYAIOLIUE
TpeboBaHusm OK.

OK paspabarbiBanuch 7151 yAOBAECTBOPEHUS 3aIIPOCOB TPEX rpyril
CIIEIIMAJINCTOB, B PABHOM CTENEHW SIBIISTIOUIMXCA T1OJIb30BaTESIMH
3TOrO IOKYMEHTA: npou3BoauTenedt v notpedureneit npomykros UT,
4 TaKXKe DKCIEPTOB 110 olleHKe ypoBHS ux GesonacHocTH. OK obec-
NMEeYMBAIOT HOPMATUBHYIO MOMAEPXKKY npoiecca BoiGopa U T-npomayk-
Ta, K KOTOpOMY MpenbsBAsiOTcsa TpeGoBanust QYHKIHMOHUPOBAHMS B
YCAOBMSIX JEUCTBHS ONpPEIEICHHBIX YIPO3, CHYXKAT pyKOBOASLLAM Ma-
TEPHAIOM AJis1 Pa3pabOTIHKOB TAKMX CHCTEM, a TaKXe perjaMeHTH-
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PYIOT TEXHOJIOTHIO MX CO3MaHUsI U NpoLeaypy OLeHKH obecrieurBae-
MOT'O ypOBHSI G€30MaCHOCTH.

OK paccmarpuBaior HHODOPMALMOHHYIO 0€30MacHOCTh, BO-IIEP-
BBIX, KaK COBOKYITHOCTb KOH(MHMIEHIHATbHOCTH U HEAOCTHOCTH HH-
¢dopmanuu, obpadareiBaeMoit UT-miponykToM, a TakKe HOCTYITHOCTH
pecypcoB BC w1, BO-BTOPBIX, CTaBSIT Iepe] CpeJCTBAMM 3allATH 3aj1a-
4y TIPOTUBOICHCTBHS Yrpo3aM, aKTyalbHBIM IS CpeAbl SKCIIyaTa-
WU 5TOTO TPOLYKTA U Pealn3aluu NOJIUTUKU Oe30HacHOCTH, mpu-
HATOH B 3TOM cpeae akcrmyatanuu. Ilosromy B konuenmuio OK
BXOJAT BCE ACUEKTH IPOoHECcCca NPOSKTUPOBAHUS, MPOM3BOACTBA M
akcruryatau UT-npoaykToB, NipenHazHa4YeHHbIX Lisi paGoThl B yC-
JTOBUSIX TeCTBUS OIpenenaeHHbIX Yyrpo3 0€30MacHOCTH.

[Motpeburenu UT-nponykroB 03ab04eHB HATHINEM YIPo3 6e30-
NacHOCTH, IPUBOISILIMX K ONpeneNieHHbIM pHCKaM U1t oGpabaTeiBae-
Mo#t madopmanuu. as npotuBoaeiicTBUs 3TUM yrpozam HUT-npo-
AYKThI JOJDKHBI BKJTIOYATh B CBOM COCTAB CPEACTBA 3aLLMTHI, IPOTHBO-
OEUCTBYIOLIME 3TUM Yrpo3aM W HANpaBIeHHBIE HAa YCTpaHEHUE
ySI3BUMOCTE}, ONHAKO OLMUOKM B CPeACTBAX 3alUMTHI B CBOIO Ouepenn
MOTYT NPUBOJAUTL K MOSIBACHHUIO HOBbIX ysi3BUMocTell. Ceprucuka-
UUST CPEICTB 3aLIUTHI TTO3BOJISIET MOATBEPIAUTH UX aAeKBAaTHOCTh yIPO-
3aM ¥ PHCKaM.

OK pernaMeHTUpPYIOT BCE CTATHU Pa3padOTKM, KBaNA(UKALIMOH -
Horo adanm3a M 9kcrutyaraumu MT-npoaykroB. OK mpeanaraior
KOHIEILHMIO Tporecca pa3paboTKM U KBATH(OHUKALMOHHOTO aHain3a
U T-npoayxros, Tpebyiouiyilo oT morpebuTencili U NpouU3BOAUTENEH
OoblIOH pabOTBl MO COCTaBACHMIO U OPOPMICHHIO OOBEMHBIX H
MOJIPOOHBIX HOPMATUBHEIX JOKYMEHTOB.

Tpebosanusa OK sBnsIOTCS MpakTHMYECKM BCEOOBEMIIOINEN IH-
nukaonenneii HHGoOpMaHOHHOM Ge30IIACHOCTH, TTIO3TOMY HX MOXHO
UCTIONIb30BATh B KAYECTBE CIIpaBOYyHUKA 110 GezonacHoctd UT.

Crannapt 150 15408 noxnsin cranaaprusanuio U T Ha Mexrocy-
JapcTBeHHBIM YPOBEHb. BO3HMKIA pealibHASL MEPCNEKTUBA CO3MAHUSA
eqrHoro 6e30nacHOr0 MHGMOPMAIIMOHHOTO NIPOCTPAHCTBA, B KOTOPOM
ceprudukanus 6e€30nacHOCTU cucreM o6paboTku MHpopManuu 6y-
JIET OCYIIECTBAATBLCS Ha IMO00ATBHOM YPOBHE, YTO MPENOCTABUT BO3-
MOXHOCTU JJIsi MHTErpaimy HamuoHaabhblx MUC, 9T0 B CBOIO OYe-
penb OTKpoeT HOBhIE cdepnl npumereHus MT.

IIpuHATbIt 6a30BEIA CTAHZAPT MHPOPMALIHOHHON 6€30MacHOCTH
ISO 15408, Ge3ycIOBHO, OUYEHH BaxeH W IS POCCUHCKUX paspabot-
THKOB. '
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B pasn. 4.3 paccmarpuBaercs orteuectseHHbiii T'OCT P HCO/
MBK 154082002, sapasowmiicsacs aHajoroMm cramgapra [SO
15408.

4.2.4. Crangaptsl gns 6ecnposogHbiX ceres

Cranpapr IEEE 802.11. B 1990 r. Komurer IEEE 802 cdhopmu-
poBan pabouyio rpyrmy 802.11 nnst paspaborku cranmapra s Gec-
[POBOAHBIX JIOKaAbHBIX ceTell. PaboTel IO CO31aHUIO CTaHIApTa
Obutn 3aBepilueHbl yepes 7 ser. B 1997 r. Geuia patuduuupoBaHa
nepeasi cneuudukauus OecnipoponHoro craHaapra IEEE 802.11,
obecreynBalOLIeEro nepegayy OaHHBIX C apaHTHPOBAHHOU CKOpO-
creio 1 M6/c (B HeKoTOpsIX ciydasix ao 2 M6/c) B mojioce 4acToT
2,4 TTu. Ora nojsoca YacToT AOCTYIIHA Ui HEIWIIEH3HMOHHOTO MC-
TOL30BaHYS B OOJNBIIMHCTBE CTPAaH MUpa.

Craugapt IEEE 802.11 aBngercs 6a30BEIM CTaHIAPTOM M Ofpe-
JEJISIET MPOTOKOJRI, HEOOXOAUMbBIe IJIT OPraHu3auuu GeCnpoBOIHBIX
noxkanbHBIX ceTeit WLAN (Wireless Local Area Network), OcHOBHBIE
H3 HUX — IIPOTOKON yMnpasjieHus Aoctynom k cpeae MAC (Medium
Accsess Control — HHXHHMIA MOAYPOBEHbL KAHAJNLHOTO YPOBHS) ¥ ITPO-
tokon PHY mepenaum curHanos B ¢usuyeckoi cpeae. B kauecTse
dU3NYECKOH Cpeabl IONYCKAETCs MCIO/B30BAHUE PAlAOBONIH M HH-
(bpakpacHOro U3NYyUeHUs.

B ocHopy cranaapra IEEE 802.11 nonoxeHa coToBas apXuTeKTy-
pa, mpuuYeM CeTb MOXET COCTOATH KaK W3 ONHOM, TaK U HECKONbKUX
syeex. Kaxnast u3 HuX ynpasisiercsl 6a30B0M cTaHmMel, Ha3bpIBAEMONH
moukoii docmyna AP (Access Point), kotopast BMECTe ¢ HAXOASIMMHU-
cs B mipelesax panuyca ee ACUCTBUSL paboumMM CTaHLUMSIMU TOAB30-
pateneil oGpasyer 6asoeyio 3ony obcaywusanus BSS (Basic Service
Set). Touxu AocTyia MHOTOCOTOBOH CeTH B3aMMONEHCTBYIOT MeXIy
coboii uepes pacnpedesumenshyto cucmemy DS (Distribution System),
NPEACTABASIONIYI0 COBOM SKBUBAJCHT MArMCTPaibHOTO CETMEHTa Ka-
6ennubix JIC. Bes uHdpacTpykTypa, BKIIOUAIOAsa TOYKUA NOCTYIIA U
pacnpeAeTUTebHYIO CUCTEMY O0pA3YeT pacuupeHnylo 301y 06cayxcu-
eanua ESS (Extended Service Set). CraHaapToM NpeinycMOTpeH Tak-
X€ OMHOCOTOBBHIi BapHWaHT OecHpOBOAHOM CETH, KOTOPbIA MOXeET
OBITH PeaH30BaH u 6e3 TOYKY JIOCTYNA, NIPH 3TOM YacTb e€ QyHKLUH
BBIHOTHAIOTCS. HETIOCPEACTBEHHO PAbOYMMH CTAHLUSIMHA.

Hdnsa oBecneuenuss repexoga MOOWIBHBIX paboOuMX CTAHUMMA U3
30HBI HEHCTBUSI OJHON TOYKM AOCTYa K APYroid B MHOTOCOTOBBIX
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crcTeMax IIPEeIyCMOTPEHB! CIELMAIbHBIE MPOLEAYPHI CKAHNPOBAHUA
(AKTHBHOTO W TaCCHBHOTIO IPOCAYILIUBaHUA 3upa) U TPUCOETHHE-
Hus (Association), OHHAKO CTPOrMX CIeLUPUKALMIA 110 peaTu3aluy
poymuHra cradnapT [EEE 802.11 He npemycmarpuBaer.

JUia 3aumurer WLAN cranmaprom IEEE 802.11 mpeaycMorpeH
anroputM WEP (Wired Equivalent Privacy). On Bxiiouaer cpenctsa
npotuBoneiicteusg HCJl k cetn, a Takke wudpoBaHue LI MpeaoT-
BpalICHUS repexpaTa HHOOPMALMH.

OnHako 3aj0XeHHas B nepBy0 crneudukamuio crangapra IEEE
802.11 ckopocTh 1nepenaym HAHHBIX B OECIIPOBOXHON CeTH nepecTana
YROBAECTBOPSITH NOTPeOHOCTAM Mofb3oBaTesicii: asroput™ WEP nmen
psifl CYIIECTBEHHBIX HENOCTaTKOB — OTCYTCTBHE YIPABICHUS KO-
4OM, MCIIONB30BAHUE OOLHEr0 CTAaTMYECKOIo KJIK04a, Majble pas3psii-
HOCTH KJII04a M BEKTOpa WHMIIHMAIM3AINH, CIOXHOCTH MCIIO/Ib30Ba-
nus anroputMa RC4.

Yrobbl caenath TexHonoruio Wireless LAN Hemoporoii, nmomyasip-
HOW 1 yIOBACTBOPAWONICH XeCTKUM TpeOOBaHMsAM OM3HEC-TIPHIOXE-
HUH, pa3paloOTYUMKU CO3JaJM CEMENCTBO HOBHIX crenMdHKaImii
crangapra IEEE 802.11 — a, b, ..., i. CraHaaprhl 3TOro cemeiicTsna,
MO CYTH, SIBASIOTCS OECHpPOBONHBIMU PACHIHPEHHUSIMH IIPOTOKOJA
Ethernet, yTo obecrieunBaeT Xopollee B3aNMOACHCTBUE C TIPOBOIHBI-
mu cerssmu Ethernet.

Craugapr IEEE 802.11b 6611 patudmtuiupoBan IEEE B centsiope
1999 r. kak passutie 6a30Boro crannapra 802.11; B HeM BCITONB3YETCS
rosioca 4actoT 2,4 I'Tn, ckopocts nepepaum nocturaer 11 M6/c (no-
nooHo Ethernet). bsaronapsi opueHTauMm Ha OCBOEHHBIN AHANa3’cH
2,4 I'Tu cranzapt 802.11b 3aBoeBai GOABIUYIO TOMYISPHOCTD Y TIPO-
u3BoamUTeael 00opynoBaHus. B kayecTBe 6a30BOI paMOTEXHONIOIMHY B
HEM HCTIONB3YETCS METOH PacHpeeNeHHOro CIIEKTpa ¢ NPSIMOii Mo-
craepoBarenpHOCTEIO DSSS (Direct Sequence Spread Spectrum), koTo-
pBI1 OT/IMYAETCS BBICOKOH YCTOHUYHMBOCTBIO K UCKAXEHHIO JAHHBIX TT0-
MEXaMH, B TOM YHCHAE IIPeIHAMEPEHHBIMU. DTOT CTAHIAPT HONYYIHJI
LIAPOKOE paciipocTpaneHue, U 6eciipopogHsie LAN ctanu npusieka-
TEJIBHBIM PEIICHHEM C TEXHUYECKOH U (PUHAHCOBOH TOYKH 3PEHUS.

Craunnapr IEEE 802.11a npeanasnadyed mist paGoTsl B 4aCTOTHOM
muanasone 5 I'Tu. Cxopocts nepenauu naHHbIX 10 54 M6urt/c, T. €.
HpUMEPHO B 5 pa3 Ouictpee ceteit 802.11b. Accounauus WECA Ha-
3pIBAET 9TOT craHgapr Wi-Fi5. Dro Haubosee 1LMPOKONOIOCHbIMH
cTaHaapt M3 ceMeitcTBa cranaaptos 802.11. Onpegenednr Tpa 0643a-
TeJIBHBIE CKOPOCTH — 6, 12 1 24 MOuUT/C ¥ naTh HeOOSI3aTEAbHBIX —
9, 18, 36, 48 u 54 Mour/c. B KayecTBe MeTOIA MOIYJISLIMN CHTHAIA
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TIPVHATO OPTOTOHAIBLHOE YACTOTHOE My/IbTUILIeKCHposarine OFDM
(Orthogonal Frequency Division Multiplexing). Ero ommuue ot me-
toga DSSS saxmouaercs B ToM, yro OFDM mnpeanonaraer napai-
JIEILHYIO Tepefaqy MoJe3HOr0 CUTHAAa OXHOBPEMEHHO IO HECKOIb-
KUM 4acTOTaM JHAria3oHa, B TO BPEMs KaK TEXHOJIOIMH PACHIMPEHUS
criektpa DSSS nepenaioT CUrHansl MOCAEAOBATENbBHO. B pesynbTate
TIOBBIIHAETCA NPOINYCKHAS CHOCOOHOCTh KaHala M KaYecTBO CHTHANA.
K Hemoctatkam cranzapra 802.11a orHocuTesa Gonbliasi morpednse-
Masl MOIIHOCTb paaMoNepenaTiukoB i dacror 5 I'Tu, a Takke
MEHBIIHIA paguyc geicTBHs (oxoa0 100 Mm).

Jl1s TIPOCTOTHI 3arOMUHAHKSA B KAYECTBE OOLEr0 UMEHM LTS CTaH-
Japros 802.11b u 802.11a, a TaKke BCEX MOCAEAYIOLUIUX, OTHOCHLMXCS
K GecripoBoaHBIM JiokankHBIM ceTsM (WLAN), Accoumauueil Gecnpo-
BonHoOl cosmectumocti ¢ Ethernet WECA (Wireless Ethernet Compa-
tibility Aliance) Gbin BBemen TepmuH Wi-Fi (Wireless Fidelity). Ecau
YCTPOMCTBO TIOMEYEHO 3THM 3HAKOM, OHO TMPOTECTUPOBAHO Ha COBMEC-
TUMOCTb C APYrMMU ycrpolicteamu 802.11.

Cranpnapr 1EEE 802.11g npeactanisier coboit passurue 802.11b u
obpatao coBmectuM ¢ 802.11b; npenHazHayen aast obecneyeHus: CKO-
pocTeii nepenayy AaHHBIX A0 54 M6ur/c. B uncie nocrouncrs 802.11g
Hajl0 OTMETUTh HU3KYIO MOTPeOAsSieMYI0 MOILIHOCTD, OOJIBIINE PAacCTOs-
Hus (1o 300 M) ¥ BBICOKYIO TIPOHHKAIOLIYIO CTOCOOHOCTL CUrHAJA.

Crannapr IEEE 802.11i — cranaapr obecrnieueHMs 6€30MaCHOCTM B
GecnposoaHbx cersax; paruduunposan IEEE B 2004 r. Dot crannmapr
peuIwI CyllecTBOBaBIIME MNpobGieMbl B obnactd ayTeHTHDHKALUN U
NpoTOKONA HiM(poBaHus, 00eCreYuB 3HAYNTENILHO OO0Jee BHICOKMH
yposeHb GezonacHocty. CtaHaapt 802.111 MOXeT NMPUMEHSITBECS B CETSIX
Wi-Fi, He3aBHCHMMO OT MCTOAB3yeMoro cTaHxapra — 802.11a, b wam g.

Cy1ieCTBYIOT IBa OYeHb IOXOXUX cTaHAapra — WPA u 802.11i.
WPA 6611 paspaboran B Wi-Fi Alliance kax pelieHue, KOTOPOe MOX-
HO TIDUMEHMUTh HEMEVIEHHO, HE NOXMAAsACh 3aBepLUCHUS UINTEIb-
Hoit npouenypsl patuduxanny 802.11i B IEEE. O6a cranpapra uc-
1onb3yiorT MexaHu3M 802.1x (cM. manee) anst obecrneyeHus HAIeKHON
ayTeHTH(HMKaLKK, 002 UCIOIB3YIOT CUIbHBIE aJrOpUTMbI LindpoBa-
HUSL ¥ pe/lHa3HA4YeHbl It 3aMeHbl ipoTokona WEP.

HMx OCHOBHOE OTIMYME 3aKIIOY3ETCsl B MCHOJB30BAHMHU Daziny-
HBIX MexaHu3MmoB luudposBaHus. B WPA npumensiercs npoTOKOA
TKIP (Temporal Key Integrity Protocol), koTopblil, Takke Kak u
WEP, ucnoassyer mugp RC4, Ho 3HaunTeasHO 60nece Ge30NacHBIM
crocofoMm. ObecnevueHne KOHGUASHIIMATPHOCTY JaHHBIX B CTaHIap-
te IEEE 802.11i ocHOBaHO HA MCTIONB30BAHUI AJITOPUTMA LUMDPOBA-
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Hust AES (Advanced Encryption Standard). Mcnosb3syolmii ero 3a-
LIMTHBIA TipoToKoyT nonmyyust HazBanne CCMP (Counter-Mode CBC
MAC Protocol). Anroputm AES o6nanaer BbICOKOH KPUNTOCTORKO-
c110. Jdmmna kmovda AES pasna 128, 192 win 256 6urt, 4yro obecrie-
yyBaeT HanboJjlee HaleXHOoe MMPpoBaHUEe U3 AOCTYMHEBIX ceiuac.

Crangapr 802.11i npeanosiaraer HaIWYHe TPEX YYACTHUKOB IPO-
uecca ayreHTudukanuu. D10 cepBep ayreHTH¢uUKanuu AS (Authen-
tication Server), Touka nocryna AP (Access Point) u paGouast craH-
unsg STA (Station). B mpoitecce mmdpoBaHus JaHHBIX Y4aCTBYIOT
Tonbko AP 1 STA (AS He ucnonb3yercs). CTaHAapT npexycMaTpuBa-
€T JIByCTOPOHHIOK ayreHTudHKauuio (B ormnude or WEP, rme ay-
TeHTUDHULIMPYETCS TONBKO pabodasi CTaHIMsI, HO HE TOYKA JOCTYIA).
ITpy 3TOM MecTam# NPUHATUS PELeHUs O PA3peIeHMM AOCTyNa SB-
as10TCs cepBep ayreHTMdwmKanuu AS M pabouas cranumst STA, a
MeCTaMU HCIIOJHEHHS 3TOro pelleHus — todka nocryna AP u STA.

Ons pa6otel o crangapty 802.11i cozmaeTcss mepapxusi Kiaoueii,
conmepxauas Mactep-kmod MK (Master Key), napabiii MacTep-Kiiod
PMK (Pairwise Master Key), mapHblii BpeMeHHbli kmou PTK
(Pairwise Transient Key), a Takxke TpynmnoBble BpeMeHHBIE KJIOUH
GTK (Group Transient Key), cayxaiiue mid 3aliUTsl IIMPOKOBEILA-
TEJABHOTO ceTeBoro Tpadmka.

MK — 3T0 cuMMeTpMUYHBIN KIIOY, peain3yiomnii pemeHue STA
U AS o BlauMHOM ayreHTHdUKatmm. A Kaxnoi ceccuu cosnaercs
HoBEIH MK.

PMK — o6HOBJISIEMBIIT CHMMETPUUYHBIA KAI0Y, BJIANEHHE KOTO-
PBIM 03HayaeT paspellleHue (aBTOPU3ALIMIO) Ha JOCTYI K CPeAe Iepe-
Jlaun TAaHHBIX B TeueHne naHHoil ceccud. PMK co3maeTcst Ha ocHoBe
MK. Onsa kaxmoit mapel STA u AP B KaxIoil cecCHMM CO31aeTcs HO-
BeIit PMK.

PTK — 3TO KOJUIEKIMS ONEPallMOHHBIX KIIOUYEH, KOTOPHIE HMC-
niosib3ytorest s npus3kd PMK x mannsiv STA u AP, pacrnipocrpa-
Henust GTK u wmgppoBaHus AaHHBIX.

Ipouecc ayreHTMhUKALUMM B JOCTABKW KIMOYel onpeae/sieTcs
crangaptoM 802.1x. OH npenocTasnseT BO3MOXHOCTh HCIIO/1b30BATh
B OeCIIPOBOMHBIX CETSIX TAaKME TPanMIUOHHBIE CepBEpBI ayreHTHhH-
Kaumd, Kak RADIUS (Remote Authentication Dial-In User Server).
Cragnapr 802.11i He ompenensieT TUII cepBepa ayTeHTU(DHUKALIMU, HO
ucrnoab3osaHre RADIUS mis 5710i1 11€11 SIBISE€TCS CTaHIAPTHEIM pe-
HIEHAEM.

Tpancrioprom st coobiuennii 802.1x cayxur mnporokonmr EAP
(Extensible Authentication Protocol). EAP nossonster Jierko n06aBisTs
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HOBbIE MeToib! ayreHTMdUKaumu. Touke goctyna He TpeGyeTcsl 3HATH
06 MCHOMB3yeMOM MeTONe ayTeHTUhHKALMK, O3TOMY M3MEHEHME Me-
TOAA HHUKAK HE 3aTparuBaer TOUYKY moctyma. Haubornee monynsipHele
metonnl EAP — aro LEAP, PEAP, TTLS u FAST. Kaxapii u3 Mero-
OB ¥IMeeT CBOM CHJIbHbIE M C/Ia0bi€ CTOPOHBI, YC/IOBMS NPHMEHEHU,
T10-pa3sHOMY HOMIEPXUBAETCS Npou3BoauTensiMu obopynosanus u I10.

Boinensior nath ¢a3 paborst 802.111.

Ileppas aza — obGuapyxeHue. B 31011 ¢pase pabouasi craHuus
STA HaxomuT Touky gocryma AP, ¢ KOTOpPOW MOXET YCTaHOBHUTH
CBSA3b M I10JIYYa€T OT Hee MCTIONb3yeMble B JaHHOH CeTH mapameTpbl
6esonacHocTd. Takum obpasom STA y3Haer maeHrudHKarop ceTH
SSID u MeToasl ayTeHTU(OUKAIIMU, JOCTYIIHEIC B JAHHOM CETH. 3aTeM
STA BriGupaeT MeTon ayreHTH(pukanmu, u Mexay STA u AP ycra-
HapiuBaercs coenunenne. focne sroro STA u AP rorosbl K Hauany
Bropoii ¢asnl 802.1x.

Bropast dasa — ayreHtudukauusi. B srtoit dase BemonHsiercs
p3anMHas ayredTMoukauuss STA u cepsepa AS, coznmatorcs MK u
PMK. B nmannoit ¢aze STA u AP 010kupyloT BeCh Tpauk, KpoMme
Tpacduxa 802.1x.

Tpetbst pasa — AS nepemerzaer xiodu PMK Ha AP. Tenepb STA
u AP mianeior peiicTBUTENBEHBIMU Kinlodamu PMK.

Yerseprasg daza — ynpapienue knouamu 802.1x. B aroii daze
NPOMCXOINT I'eHepalus, IpUBSI3Ka v Bepudukauus kmoya PTK.

Narag dasa — wndpoBaHue u nepeiava JaHusX. Jas wmgpo-
BaHUs MCNOAL3YETCS COOTBeTCTBYIOIIAA YacTh PTK.

Cranpaprom 802.11i mpeaycmorpen pexum PSK (Pre-Shared
Key), xotophiit mo3Bojser 000MTHCh Oe3 cepBepa ayTeHTUdDHUKALUU
AS. Tlpu ucnonbs3osadum 3toro pexnma Ha STA u Ha AP BpyuHyio
peoautca Pre-Shared Key, kotopeiii ncnonbsyercst B Kauectse PMK.
Janbine resepauus PTK npoucxoaut onucaHHbIM BBIIIE TTOPSIIKOM.
Pexxum PSK MoXeT MCNOJIb30BaThCS B HEOONBLIMX CETSX, Tl Hele-
J1eCO0Bpa3HO YCTaHABIMBATh AS.

4.2.5. Crangaprsl mHpopMaymoHHOH 6esonacHocTH
B8 Mureprere

ITo onenke Komurera OOH no npeaynpexaeHHIo NMpecTyITHOCTH
u Gopbbe ¢ Hel, KOMObIOTEPHAs MPEeCTYHHOCTb BHILLUIA HA YPOBEHb
OIHO# U3 MEXAYHAPONHbIX npobieM. [1osToMy upe3BpryaiiHO BaXHO
no6uBarses 3pdekTUBHOrO pelieHUs npobiaeM obecnedyeHus Oe30-
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MACHOCTU KOMMepUYECKOH MHPOpMalluK B rnobdansHoi cetn UHTEp-
HET M CMeXHBIX UHTpaHeT-ceTsx, KOTOpbIe 110 CBOEH TeXHHYEeCKOM
CYLLIHOCTH HE UMEIOT MPUHUUIMHATHHBIX OTIAYMH M PA3NU4aoTCs B
OCHOBHOM MaclitabaMy M OTKPBITOCTHIO.

PaccMoTpuM OCOGEHHOCTH CTaHAAPTHU3ALIMHU Npoilecca obecrieye-
HUST 6€30ITaCHOCTY KOMMEPUYECKON HHPOpMaLUM B CETAX C IIPOTOKO-
JioM nepenayu gaHHex IP/TCP u ¢ aklieHTOM Ha 3alUUTy TEJIEKOM-
MyHukanmit [90].

O6ecrreueHne GesonacHoctd UT ocobeHHO aKTyajibHO st OT-
KDBITBIX CHCTEM KOMMEPYECKOTO IPUMEHEHUsI, 00pabaThIBaIOIINX
nH(MOPMALIMIO OTPaHHYEHHOIO JOCTYIIA, HE COAEPXKAIIYIO rocyaapcT-
BeHHYIO Taitny. [lon omkpeimesimu cucmemamu TIOHMMAIOT COBOKYTI-
HOCTH BCEBO3MOXHOIO BBIUMCAMUTEIBHOTO M TEICKOMMYHHKAIIHOH-
HOro OOOPYIOBAaHMWS Pa3HOTO MPOM3BOACTBA, COBMECTHOE (PYHKIIHO-
HUPOBAHUE KOTOPOro oOECreyMBaeTCs COOTBETCTBHEM TPeOOBAHUAM
MEXIYHAPOTHBIX CTaHIAPTOB.

TepMUH «OTKPBITEIE CUCTEMEBI» MOAPA3yMEBAET TAKXKE, YTO €CIU
BbIYMCIIMTE/IbHASL CUCTEMA COOTBETCTBYET CTaHAApTaM, TO OHa OymeT
OTKPBITa I B3aUMOCBSI3H C JII0O0# Npyroil cucreMoil, KoTopas co-
OTBETCTBYET TEM K€ CTaHAAPTaM. DTO, B YACTHOCTH, OTHOCHTCS M K
MeXaHu3MaMm Kpuirorpadryeckon 3aUTs MHPOPMaMY UIU K 3a-
wmre ot HCI x nHdopmainu,

BaxHast 3acinyra MIHTepHETa COCTOMT B TOM, UYTO OH 3aCTaBUII
NO-HOBOMY B3IJISIHYTh Ha TaKM€ T€XHOJOTUM. Bo-nepsbix, MHTEpHET
MOOUIPSiET MPUMEHEHUE OTKPBITBIX CTAHAAPTOB, NOCTYNHEIX JUIST BHE-
JIpEHUsl BCEM, KTO MpPOSBUT K HHM UHTepec. Bo-BTOpbIX, OH mpej-
CTaBJIsIET cO0OM KpyMHeHIlyl0 B MUPE, H BEPOSITHO, €IMHCTBEHHYIO,
CETb, K KOTOPOI TOIKJIIOYAECTCS TAKOe MHOXECTBO PA3HBIX KOMIIBIO-
tepoB. M Hakouen, MHTEPHET CTAHOBHUTCS: OOILENPUHATHIM CPEACT-
BOM TPEACTABICHUS OBICTPOMCHSIIOUICHACS HOBON MPONYKLIMU U HO-
BBIX TE€XHOJOIMIX HA MUPOBOM DPHIHKE.

B HnurepHere yxXe JaBHO CYILIECTBYET Psiii KOMHTETOB, B OCHOB-
HOM M3 OpraHu3anuii-100pOBOJIbLEB, KOTOPHIE OCTOPOXHO TIPOBOIST
npeniaraeMble TEXHOJIOTHUH YEpe3 IPOoilece CTaHaapTU3aluu. OTH Ko-
MUTETBI, COCTABJISIOINE OCHOBHYIO 4acTh Paboueil rpyrnmsl MHXeHe-
pos Hutepuera 1ETF (Internet Engineering Task Force) mposenn
CTAHOAPTH3AIIMIO HECKOJBbKHMX BaxKHbBIX IIPOTOKOJIOB, YCKOPSII WX
BHeapenne B MHtepHere. HemocpeacTBeHHBIMH pe3y/ibTaTaMM yCH-
mait 1ETF gensiorcd takue npoTokonst, Kax cemeiictso TCP/IP s
nepemaun naHubx, SMTP (Simple Mail Transport Protocol) u POP
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(Post Office Protocol) mas 3neKTPOHHOW mouTH, a Takkxe SNMP
(Simple Network Management Protocol) ans yripaBnaeHus ceThIoO.

B WHTepHeTe monyasipHbl MPOTOKOJIbI 0€30T1aCHON Nepefayy faH-
HulX, a uMeHHo SSL, SET, I1PSec. IlepeuncieHHble APOTOKOABI fOS~
BwIChH B IHTEpHETe CPABHUTEIBLHO HENABHO KAaK HEOOXOAUMOCTD 3a-
[IUTH HEHHON MHMOPMALIMM U Cpa3y CTaiM cTaHIapTamu ne-GdakTo.

IIporokoa SSL (Secure Socket Layer) — nonynsipHbiit ceTeBON
TIPOTOKON ¢ IM(ppPOBaHHEM HaHHbIX I Oe30IMaCHOW mepesayd IO
cet. OH MO3BOJIAET YCTAHABIMBATL 3al{MINEHHOE COEIMHEHNE, TIPO-
W3BOIUTH KOHTPOJIb LUENOCTHOCTH JAHHBIX Y PELIATh pa3jiMdHbE CO-
nyTcTByoLme 3ana4n. [Iporokon SSL oGecneynBaer 3a1uTy JAHHBIX
MEXAY CEPBUCHBIMH nporokojamu (takumu kax HTTP, FTP u ap.) u
TpaHCropTHRIMKA Npotokoiamu (TCP/IP) ¢ moMouipio COBpeMEHHOM
kpunirorpadum. Iporokon SSL nmonpobHo paccMorpe B riase 11.

IIporokoa SET (Security Electronics Transaction) - nepcnek-
THBHBII CTaHIApT 0e30nacHbIX 3NCKTPOHHBIX TPAH3AKIUN B CETU
WHTtepHeT, IpeNHa3HAYEHHbIN 151 OpraHu3aliny AEeKTPOHHON TOp-
rosnu yepes cetb MHTepHet. [Tporokon SET ocHoBaH Ha UCIIOJB3O-
panuy UHdpPOBLIX cepTuduKaTOB 110 cTaHAapTy X.509.

TIporoxon BrIONHEHUS 3a1UULICHHBIX Tpan3akuui SET sBiser-
CA CTaHaaproM, paspaboraHHbiM kKommnaHuamu MasterCard u Visa
ripu 3HauurtenbHOM ydactud I1BM, GlobeSet u Ipyrmx mapTHEpOB.
OH TI03BOJIZET MOKYNAaTeaaM npuobperats ToBaphi yepe3 HMHTepHeT,
WCTIONB3YS 3aiMILEHHBIN MeXaHN3M BBITTOJIHEHHS TIaTexXeH.

SET sBnsercss OTKPLITHIM CTAHAAPTHHIM MHOIOCTOPOHHUM IPO-
TOKOJIOM JUisi fIpoBeieHUA Ge30MacHbIX TUIATEXel ¢ MCITOIb30BAHUEM
TUTIACTUKOBBIX Kaprouek B UHtepHere. SET obGecnieunsaeT Kpocc-ay-
TeHTUDHKALKIO cYeTa JepxKaTes KapTel, TIpofasla u 6aHKa npojas-
Lia JIIs IPOBEPKU TOTOBHOCTH OTLIATbI, 4 TAKXKE 1IeIOCTHOCTh M CEK-
PETHOCThL cooBilieHusl, WKHdpoBaHUe IEHHBIX W YI3BUMbIX JAHHBIX.
TTosromy SET Gonee NpaBuibHO MOXHO Ha3BaTh CTAHIAPTHOH Tex-
HoJIOrue# Wiy CUCTEMOM IPOTOKONOB BHIMONHEHUS Ge30MacHbiX Ilia-
TeXel ¢ MCHONb30BAHUEM IIACTHUKOBBIX KapT dyepe3 Murepner. SET
MO3BOJISET MTOTPEGUTEISIM B NPOJABLAM MOATBEPKAATE NOMIMHHOCTD
BCEX YYACTHUKOB CHCAKM, IMpoucxoisiieif B MHTEpHETE, C MOMOLIBIO
KpunTorpaduy, B TOM YUCIe NPUMEHsIsi LudpoBhie CepTUMUKATEL.

Kak ynomuHanoch paHee, 6a30BbIMM 33afiayaMi 3alUUTh UHGOD-
MalH SBASIOTCA ofeciieueHue ee ZOCTYITHOCTH, KOH(PHIe HIHAIBHO-
CTH, LIEJIOCTHOCTH M lopuauueckoi 3naummoctu. SET, B ommynn or
IPYTUX OPOTOKOIOB, [103BOJISIET PEWIATL YKa3aHHBIE 3aJa4d 3aILUThi
uHPOPMALIUWB LIEJTOM.
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B uvactHOCTM, OH obOecrieumBaeT CICIAYIOIHUE CTIelaIbHBIE Tpe-
GoBaHMs 3alIUTHI OfEpalili 21eKTPOHHONU KOMMEPIIHH:

* CEKPETHOCTh JAHHBIX OIUIaThl M KOH(pUACHIUAIBHOCTE WHOOP-

MalMM 3aKa3a, NepefaHHoil Hapsay ¢ JaHHBIMHU 00 oruiare;

¢ COXpaHEHHE LENIOCTHOCTH JAaHHBIX rarexei. [lemocTHocTb
uHpopMalun 1iarexei oGecneqMBaeTcsI € NMoMollbK IHdpo-
BOI MOANKCH;
CIIEUUATBbHYIO KpUNTOrpaduio ¢ OTKPHITHIM KITIOYOM IS TIPO-
BEIeHUS ayTeHTUhUKAILINH;
ayTeHTU(DUKALIKIO AEepXareasl Mo KpeXuTHOH Kaprouke. OHa
ofecnieunBaeTcsl MpUMeHeHeM NMGPOBOM NOATMCH ¥ CEPTH-
¢$UKaTOB mepKaTels KapT;
AyTeHTU(PHUKAINIO TIPONABIA U €r0 BO3MOXHOCTH NPUHUMATh
[JIATEXU TIO IJIACTUKOBBEIM KapTovdKaM ¢ MpUMeHeHueM 1umd-
pOBOI TIOANNCH 1 CePTHU(HhUKATOB MPOAABIIA;
AyTeHTU(HUKAIMIO TOTO, YTO OaHK NpOoJABLA SIBASIETCS IeHCT-
BYIOILECH OpraHHU3aLMEH, KOTOpass MOXeT IPHHUMATH TUIaTeXH
M0 MUIACTUKOBBIM KapTO4YKaM u4epe3 CBA3b C IPOLECCUHTOBOMH
KApTOYHOU cHcTeMol. Ayrtentudmkaums ©OaHKa ppojasia
obecneduBaeTcsl HCIOAb30BaHUEM HU(pPOBON MOANMCH W Cep-
TU(dHUKaTOB OaHKa MponaBLa;
FOTOBHOCTh OILTATHl TPAaH3aKIWK B pe3yibTare ayreHTH(UKA-
MU cepTuKaTa ¢ OTKPBITBIM KJIIOYOM JJIST BCEX CTOPOH;

+ BE30MACHOCTL Mepelauu AaHHBIX MOCPEICTBOM TPEUMYILIECT-

BEHHOTO HCII0/Ib30BaHUsl KpUOTOrpapuu.

OcHoBHoe nipenMyiiectBo SET mo cpaBHeHMIO ¢ IPYTUMH CyIIE-
CTBYIOIUMMHU CHcTeMaMy obecnevenMs: MHGOPMALIMOHHOMN 6e3onac-
HOCTM 3aKJIIOYAETCsl B HCIMOJAb30BAaHUHM UUPPOBBIX CepTU(UKATOB
(ctanmapt X509, Bepcusi 3), KOTOpble ACCOILMUPYIOT JEPXKATENIS Kap-
Thl, MPOIABLIA W OaHK NpOHaBla C OAHKOBCKUMHM YYpPEXIECHUSIMU
TUIaTeXHbIX cHcTeM Visa m Mastercard. Kpome toro, SET nossossteT
COXpAHUTH CYLIECTBYIOIIME OTHOLICHUST MEXIY GaHKOM, JepXarens-
MU KapT U IPOJABLIAMM M MHTETPUPYETCS C CYNIECTBYIOLUMMH CUCTE-
MaMHu.

IIporokon IPSec. Cneundukaims IPSec Bxoaur B cranmapt IP v.6
M SIBJISIETCS JOMIOJTHUTENHHOM TI0 OTHOIIEHUIO K TEKYILEN BEPCHUH [IPO-
tokonoB TCP/IP. Ona pa3spaGorana Paboueit rpynmoii IP Security
IETF. B nacrositiee Bpems 1PSec Bxodaer 3 aaropuTMO-HE3aBHCH -
MBIX 0a30BbIX crienviduKaluy, MPEACTABASIONIMX COOTBETCTBYIOLINE
RFC-craunaptst. [Iporoxkon [PSec obecneunsaeT cTaHIAPTHHIN CIIO-
co0 wndpoBanus TpadrKa Ha ceTeBOM (TpeTheM) ypoBHe 1P u 3amu-
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maer HHGOPMALIHIO Ha OCHOBE CKBO3HOIO IK(MPOBAHUS: HE3aBUCUMO
oT paboTaroIEero MPUIOKEHUs MPH 2TOM IIM(PPYETCs KaXAbiil MakeT
JIAHHBIX, TIPOXOASIUNI MO KaHARy. DTO O3BOJISET OPTaHU3aALMAM CO3-
napath B MuTepHeTe BUpTyanbHble yacTHbie cetd. Ilportokon IPSec
noapoGHO pacCMOTPeH B 1. 12.

Hndpactpykrypa ynpasienusi orkpuiteivi Kmouamu PKI (Public
Key Infrastructure) mpeana3HayeHa isg 3alIMIIEHHOTO YIPaBJIEHUS
KpUNTOrpaduUecKUMHU KITIOYEMH 3JIEKTPOHHOTO AOKYMEHTOO00pOTA,
OCHOBAHHOTO Ha TMIPUMEHEHNM KPUNTOrpaduu C OTKPHITEIMH KITIoYa-
MU, DTa UHOPACTPYKTYpa NOIAPAa3yMEBaeT KCITONb30BaHHE LMK POBLIX
cepTU(UKATOB, YIORIETBOPSIIOLINX PEKOMEHAAUKUAM MEXIYHAPOIHO-
ro crangapra X.509 ¥ pa3BepHYTOH ceTH LEHTPOB ceprudmkaliuu,
ofecre4MBaIOIMX BbIAAYY H CONPOBOXAeHHe HUMPOBLIX cepTrdmKa-
TOB JUISL BCEX YYaCTHUKOB 3JIEKTPOHHOTO 0OMEHa JOKyMeHTaMu. UH-
¢dpactpykrypa PKI nonpo6Ho paccMarpisaeTcs B 1. 13.

4.3. OteuecTBeHHbIe CTaH[aPThl 6€30NacHOCTH
MH(POPMALMOHHBIX TEXHOJNOTMM

Hcropuyecky CI10XWIOCh TaK, 4r0 B Poccuu npobiembr Ge3o-
macHocTd T H3yYaiMCh M CBOEBPEMEHHO DEILAIMCh B OCHOBHOM B
cepe oxpaHbl rOCYXAPCTBEHHOM Ta#Hbl, AHATOTUYHBIE 33Ja4H KOM-
MEPUYECKOTO CEKTOpa SKOHOMMKH HOJTroe BPEMsl HE HaXOMWIU COOT-
BETCTBYIOLLUHX PeLICHMH.

Hudopmanus, conepxaiuascss B cucTeMax WM mponykrax UT,
SIBJISIETCS. KPUTUYECKUM pPECYpCOM, MO3BOJSIOINM OPraHu3alusaM
YCIICIIHO peliaTh CBOM 3aja4yn. Kpome TOro, yacTHble JIMLA BIpaBe
OXMJIaTh, YTO HX NepCOHanbHas MHPopMaLMs, OyaydyH pa3sMmeLleH-
HOM B mponyxTax wiu cucremax MT, ocraHercsi npuBaTHoO#M, JOCTyiI-
HOW MM 110 Mepe HEOOXOOUMOCTH M HEe CMOXET ObITh IOABEPrHYyTa
HECAHKLIMOHUPOBAHHOW MOIMGUKALLAM.

IMpo6reMa 3alinuTbl MHGOPMaLKUM B KOMMepueckoid AC mmeer
CBOH OCOOEHHOCTH, KOTOPBIE HEOGXOOMMO YYUTHIBATb, IOCKOJbKY
OHM OKa3hIBaIOT CEpbEe3HOE BIMSHME Ha MHGOPMALMOHHYIO Ge3onac-
Hocth (UIB). TlepeuncinM OCHOBHBIE M3 HHX.

IIpuopumem sxonomuueckux ¢paxmopos. IAns kommepueckori AC
BaXHO CHM3HMTb JMOO UCKIIOYMTH (PMHAHCOBBIE MOTEPH H obecre-
YUTH TIONyYeHHe NMPUOLLUIM BIANEJbHEM M ITOJb30BaTE/SIMM JaHHOTO
HHCTPYMEHTADHUS B YCIOBUAX peabHbIX PUCKOB. BaxHbIM ycioBueM
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[P 3TOM, B YaCTHOCTH, SABJISIETCS MUHMMU3AUUSI TUNUYHO GaHKOB-
CKHMX PUCKOB (HampuMep TOTepb 3a cYeT OMIMOOYHBIX HAIIpaBJICHUMI
wiaTexei, garbcupUKaUMy IUIATEXHBIX JOKYMEHTOB U T. 11.).

Omxkpbvimocms  npoeKkmupoeanus, TpeiyCMaTPUBAIOLIas CO3IaHUE
MOCUCTEMBI 3aIIUTH HHPOPMALIMH M3 CPEACTB, ILMPOKO AOCTYIIHBIX
Ha PbIHKE U pabOTAIOIINX B OTKPHITHIX CHCTEMAX.

IOpuduveckan 3nauumocms Kommepueckou ungopmayuu, KOTOPyIo
MOXKHO ONpPEAeNUTh KaK CBOUCTBO 6e30macHoil MH(pOpMaluy, o3Bo-
nsrolee 00ecneynTsb IOPUANYECKYIO CHTY JIEKTPOHHBIM JOKYMEHTAM
Wi MHGOPMAUMOHHBIM TpOLIECCAaM B COOTBETCTBUM C 3aKOHOHA-
TeJIRCTBOM Poccutickoit ®enepaumvu.

Cpeny pa3nuYHBIX CTaHAApTOB no GesomacHocty UT, cyuiecr-
BYIOILIMX B Hacrosiuee BpeMs B Poccuu, ciemyeT BBLLAENWTh HOpMa-
TUBHbIE TOKYMEHTBI 110 KPUTEPUAM OLEHKHU 3AIIMIIEHHOCTH CPEICTB
BBIMHCJINTENIBHON TEXHUKH U AC H TOKYMEHTHI, PErVIHPYIOUIHE UH-
(hopmatMoHHYI0 Oe3omacHocTh (Tadn. 4.1, crpoku 1—10). K Hum
MOXHO /100aBHTh HOPMATVBHBIE NOKYMEHTHI 110 KpUNITOrpaduyecKom
3alIUTe CUCTEM OOpaboOTKM MHpOpMauy ¥ MHOOPMALMOHHBIX TEX-
Hojoruii (Tabmn. 4.1, crpoku 11—13).

Tabauya 4. 1. Poccniickne CTAaHIApTDbI, peryjmpyioniMe HHGOPMAIMOHHYI0 6€30HACHOCTD

Ne

Crangapt HaumenoBanue
n/n Hap

1 |TOCT P NCO/MBK 15408-1—2002 | Meronsr u cpenctsa obecrieueHus 6€30-
nacHoctH. Kputepun oueHkwu Gesonac-
HOCTH MHGOPMAHHOHHBIX TEXHOJIOTHIL.

Yacts 1. Beeaenue u oGuwast Mogenb

2 |T'OCT P UCO/MBK 15408-2—2002 | MeTonss 1 cpenctBa oGecneuenns Ge3o-
nmacHoctd. Kputepuu onienku Gesomnac-
HOCTH MHQOPMALIMOHHbIX TEXHOJOTHH.
Yactb 2. OyHKUHNOHATBHBIE TpeGOBAHUSA
Ge3zonacHOCTH

3 |TOCT P MCO/MBK 15408-3—2002 | MeTons! 1 cpenctaa obecredenus 6e3o-
nacHoctH. Kputepuu oueHxu 6e3ortac-
HOCTH MHGOPMAIIMOHHBIX TEXHONOTHIA,
Yacts 3. TpeGosanus nopepus K 6e30-
MacHOCTH

4 |TOCT P 50739—-95 Cpencrsa BHIYMCAUTENBHOM TEXHUKH.
3auiTa OT HECAaHKLIHOHUPOBAHHOIO
noctyra K uHdopMauuu. O6iuMe TeXHu -
yeckue TpeGoBaHus
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Oxonuanue mabn. 4.1

Ne

Cra F
n/n TaHAAPT HauMeHoBaHUE

5 {TOCT P 5092296 3awmra nHbopMaLivy. OCHOBHEIE Tep-
MUHBI U OIpesfeesyst

6 TOCT P 51188—98 3awmra uHbopManuy. Ucnbitanus
TIPOrPaMMHBIX CPEACTB Ha Hanuyme
KOMITBIOTEPHBIX BUpYcoB. Turosoe py-
KOBOJICTBO

7 |TOCT P 51275--99 3auvra undopMatuu. O6vexT nHpop-
Matusauuu. PakTopsl, Bo3aeHcTBYIOLINE
Ha wHbopmaLmio. OBue NoJoXeHHs

8 |[I'OCT P UCO 7498-1-99 HUndopmarmorHasa TexHONOrus. B3au-
MOCBS3b OTKPHITHIX CHCTEM. DazoBas
STaoHHast Modens. Yacts 1. Baszosast
Moaenb

9 (FOCT P UCO 7498-2—99 HudopmanmroHHas TexHosorust, Bsan-
MOCBA3L OTKPBITBEIX CUCTEM. bazoBas
aTanoHHas Moxenb, Yacts 2. Apxutex-
Typa 3aLuTH KHPOpMaLUH

10 | FOCT P 50739—95 CpencTBa BEIMUCTUATENBHOM TEXHUKH.
3auura OT HeCAHKIIMOHMPOBAHHOTO
Jocryna K wHpopmauuu, O6ine TEXHH-
yeckue TpeboBaHus

11 {TOCT 28147—89 Cuctemst 06paborky undopmanymm. 3a-
wuTa Kpurrrorpaduyeckas. AIropuT™
Kkpunrorpaduyeckoro rnpeobpasobaHus

12 |TOCT P 34.10—2001 WHdbopmanmonHas TexHonorus. Kpun-
Torpadudeckas 3amidTa HHOOPMALIKH.
[Tpouecchi GopMUPOBAHKA U NPOBEPKU
INeXTpoHHON undposoit noaMUCcH

13 |FOCT P 34.11—94 HWndopmaumonHas texuaonorus.. Kpu-
Torpagpuveckas 3aliuTa HHQOPMAUNH.
DyuKLHA XIIUPOBAHUA

Crangaptl B cTpykrype VB BhicTynanoT Kax ceasyloilee 3BEHO
MEXIY TEXHUYECKOIl ¥ KOHLENTYalbHOW CTOPOHOH BOTIpOCa.

Bsenenue B 1999 r. MexayHaponroro cranmapra 1SO 15408 B
obactu obecnieueHusi Ub umesno DOTpLIOE 3HAYEHKWE KaK [UlA paspa-
6otunkos KoMneiotepHbix UC, Tak m g ux nosis3osaresiei. CraH-
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napt I1SO 15408—2002 cran cBoerc poxa rapaHTHEN KayecTBa M HA-
JIeXKHOCTU CepTUMHUIIMPOBAHHBIX MO HEMY TIPOTPAMMHEBIX IIPOIYKTOB.
BTOT CTaHIAPT MO3BOJMI MOTpeOMTENAM JIydllle ‘OpHEHTHPOBATHCA
npu BbiGope [1O M mpuobperarb MPOAYKTBHI, COOTBETCTBYIOLIHE MX
TpeOOBaHUAM OE30MMACHOCTH, M, KaK CJAeICTBUE 3TOTO, MOBBICHI KOH-
KypeHTOCTTOCOOHOCTh I T-KoMItanvit, cepTuduIMpyIOmuX CBOIO TPo-
IYKLAIO B cooTBeTcTBUM € ISO 15408.

TOCT P UCO/MBDK 15408—2002 «Kpurepum oneHkn Oe3omac-
HOCTH MHQOPMALIMOHALIX TexHoaorni» neiicTeyer B Poccuu ¢ ssHBaps
2004 r. u sBastercs ananorom craHaapra 1SO 15408. TOCT P UCO/
MBK 15408, HassiBaeMbiil Takxke «O6muMH kputepusamm» (OK), gB-
JIIETCS HAa CErofHS CAMbIM IOJHBIM CTaHIAPTOM, OMNpPENESIOIHM
WHCTPYMEHTBE OlleHKU Oe3onacHoctd MC M mopsaoK UX UCITONb30-
paHus [18, 19, 20].

OK HarpaBneHbl Ha 3aUMTy MHGOPMALMKM OT HECAHKLIMOHUPO-
BAHHOTO PaCKPHITUS, MOANGDUKALIMH, TTOJHOM MM YaCTHYHOM moTe-
pPY ¥ TIPUMEHMMBI K 3alllUTHBIM MEpaM, PEeain3yeMbiM alnapaTHbI-
MU, IPOTPAMMHO-AIITAPATHHIMU | TTPOTPAMMHBIMM CPEACTBAMH.

OK mnpenHazHavyeHb! CIYXHTb OCHOBOM MPH OIEHKE XapaKTepH-
CTHUK 0€30MacHOCTH NponykToB U cucteM MT. 3anoxennsie B craH-
Japre Habopel TpeOOBaHWIA MO3BOMNSIOT CPABHUBATH PE3Y/IbTaThl HE-
3aBHUCHUMBIX OLIEHOK Ge3zonacHocTH. Ha OCHOBAHUM 3THX PE3y/NbTaTOB
NOTpeOUTENb MOXET NPWHUMATbh DEleHHWE O TOM, HOCTATOYHO JIM
6esonacHnl UT-nponykThl WM CUCTEMBI IS MX NPUMEHEHHS C 3a-
JAaHHBIM YPOBHEM PHCKA.

TOCT P UCO/MBK 154082002 cocTouT U3 TpeX qacTeid.

Yacte 1 (TOCT P UCO/MBK 15408-1 «Bpenenune u obiuas Mo-
JeJib») YyCTAaHABIMBAET OOIIUH MOAX0A K OpMUPOBAHHIO TpeOOBaHUHI
0e30MmacHOCTH U oueHKe GesonacHoct, Ha ux ocHoBe paspa6aTsiBa-
I0TCS OCHOBHbIE KOHCTPYKUMH (MPOMUIB 3a1UATHI ¥ 33JaHue Mo 6e30-
NacHOCTH) MpeAcTasneHus TpeGoBaHuil 6e30MacHOCTH B MHTEpecax
noTpeGuTeneH, pa3paboTYNKOB ¥ OLIEHUIMKOB TIPOAYKTOB M CHUCTEM
HT. Tpedosanust 6e3onacHocTH 00bekTa oueHkH (O0) 110 MeToI010-
ruu OK onpenenaiorcs, UCXons u3 lesiei 66300aCHOCTH, KOTOPbIE OC-
HOBBLIBAIOTCS Ha aHanuae HasHayeHus1 OO0 U yCIOBMil Cpebl ero ue-
MTOIL30BaHUsA (Yrpo3, MpeanoNoXeHUil, HOTUTHKN Oe3011aCHOCTH).

Yacts 2 (FOCT P UCO/MBK 15408-2 «DyuKkuMoHa bHbIE Tpe-
O6oBaHMs 6e30MACHOCTH») COACPKUT YHUBEPCAIbHBIN KaTaaor (pyHK-
UMOHAJIBHBIX TPEOOBaHMI ©€30MMaCHOCTH W MpeAycMaTpuBaeT BO3-
MOXHOCTb MX AETAIM3ALMM M PACLUMpPeHHUs] MO ONpeneeHHbIM ITpa-
BHJIAM.
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Yacts 3 (TOCT P MCO/MBK 15408-3 «TpebopaHust J0BepUd K
6e301acHOCTH») BK/IIOYaeT CHCTEMATH3UPOBaHHEIH KaTaaor TpeboBa-
HHUI JOBepus, ONpeAesIOIINX MEPbl, KOTOPbIE HOJIKHBI OBITH TPH-
HATHL HAa BCEX 3TallaX XU3HEHHOrO LMKIA MPOAYKTa WIH CHUCTEMbI
HT nns obecrieyeHnss yBEPEHHOCTH B TOM, YTO OHH YNOBIETBOPSIOT
MPEAbSIBACHHBIM K HUM GYHKIHOHATBHBIM TPeGOBaHHIM. 31€Ch Xe
coiepxarcsi oleHOuyHble ypoBHM aosepust (OV]), ompeaensmomwue
UIKajy TpeOOBaHMH, KOTOPBIE IMO3BOJIAIOT C BO3PAcTaloOliEH crere-
HbBIO TOJIHOTB ¥ CTPOTOCTH OLEHMTH MPOEKTHYIO, TECTOBYIO U IKC-
IUIyaTALMOHHYIO JTOKYMEHTALMIO, ITPaBUABHOCTh pea/m3auuy GyHK-
uuii GesonacHoctd OO, ya3BUMOCTH nipoaykrta wiu cucrembl UT,
CTOMKOCTh MEXAaHM3MOB 3alMTH M CAENIATH 3aKJI0YeHue 00 ypoBHE
IoBepusl K 6e3onacHocTU oOBEKTa OLECHKH.

O6061ag BBIIIECKA3aHHOE, MOXHO OTMETUTb, YTO Kapkac 6e30-
nacHOCTH, 3ajoxeHHb uacteio 1 TOCT P MCO/MBK 15408,
3aMOJIHSIETCA COJEPXKHMbIM M3 KJIACCOB, CEMEHCTB U KOMHOHEHTOB
YacTH 2, a 4acTb 3 ONpenesseT, Kak OLEHUTb MPOYHOCTL BCErO
«CTPOEHUS».

Cranpapt «Kputepuu olleHKH 6€30nacHOCTH MHGMOPMAaUHUOHHLIX
TEXHOJIOTHIl» OTPAXAET HOCTILKEHMS TocaenHuX Jer B obractn UB.
BriepBbie JOKYMEHT TaKOIrO YpOBHS COJEPXXHT DasJiesbl, alpecOBaH-
Hhle MOTPeOuTeIAM, POU3BOAMTESIM 1 IKCNEPTAM ITO OlieHKe 6e30-
niacHoctd U T-nponykTos.

I'naBubie gocrousncrea ['OCT P NCO/MBK 15408:

» TIOJiHOTa TpebGosannii K UBb;

e TUOKOCTD B TIPUMEHEHUHU;

o OTKPBITOCTH LISl NOCJCHYIONIEr0 PA3BUTHS C YYETOM HOBEHIINX

JOCTHXKEHHAN HAyKU M TEXHUKU.



Yactb 2

TEXHONOImMM 3ALLAUTBI AAHHbBIX

be3onacHOCTh AaHHBIX O3HAYaeT MX KOHGMUACHLMAIBHOCTh, LE-
JIOCTHOCTb M MOMTHMHHOCTh. Kputepuu 6€301MacHOCTH JAHHBIX MOIYT
ObITH ONIPENETCHBI CACAYIONIMM 00Pa3oM.

Kongpudenyuanrenocms naHHBIX NPEANONAracT HX JOCTYIMHOCTH
TOJILKO ISl T€X AUL, KOTOPbIE UMEIOT Ha 3TO COOTBETCTBYIOHIME HOJI-
Homound. Hon obecneuenuem xKonguoenyuasvnocmu iHGOPMaIIH 110~
HHMMAEeTCSl CO3AaHUE TAKUX YCJIOBMIA, IIPH KOTOPBIX MMOHSIThH COAEPXKA-
HUE NEPENABAEMBIX JAHHBIX MOXET TOJbKO 3aKOHHbBIH IONyYaTeb,
KOTOpOMY faHHas WHOpMaLUs mpeaHa3HaueHa.

Llerocmuocms vHGOPMAIIUN TIpEAIIONAaracT €€ HEH3MEHHOCTh B
Mpoliecce Tepefadyu OT OTnpaBuTens K nonyqaremo. Ion o6ecnexenu-
em yenocmuocmu ViHeOpMalMU MOHMMAETCH AOCTUXKECHUE WICHTHY-
HOCTU OTIPAaBASEMbIX H NPUHUMACMBIX JAHHBIX.

Tlooaunnocme vHbOPMALMKM OpPEANONAraeT COOTBETCTBHME 3TOM
vHGOpMalLNK €€ SIBHOMY ONMCAHMIO B COAEPXAHUIO, B YAaCTHOCTH,
COOTBETCTBHE JEUCTBUTEIbHBIM XapaKTEPHCTUKAM YKA3aHHBIX: OT-
NpaBuTENsA, BpEMEHH OTIIPABJIIEHUs U colepxaHus. Obecneuenue nod-
AuHnocmu WHGOPMAIINM, PEATU3YeMOE HAa OCHOBE ayTeHTU(UKALIMM,
COCTOHT B JOCTOBEPHOM YCTAHOBJICHWH OTIIPABUTE/ISA, a TAKXKE 3a1l[1-
T¢ MHOPMAIIUU OT U3MEHEHUS TIpU ee Iiepelaye OT OTIPAaBHTENS K
TIOJIy4aTeNo.

CBOEBpeMEHHO OOHApYXEHHOE HapyllleHWe TOMTHHHOCTH U 1Ie-
JIOCTHOCTH TIOJIYYEHHOTO COOOIICHUSI TTO3BOSIET IIPEIOTBPATUTD OT-
pHULIaTENbHEIE TIOCNEACTBUS, CBSI3aHHBIC C AAJIbHENHIMM HCIIOIb30BAa~
HHEM TAaKOro MCKAXEHHOTO COOOILEHHUS.



fnaea 5
NPHAHLIMIND] KPUMNTOTPADHUYECKOM
3AUWLMTBI MHDOPMALLMA

5.1. OCHOBHbIE NOHATHA KpUNTOrpaPMYeCcKOM 3aMUTbI
uHpOpMaLMM

Kpunrorpadus sBasgeTcs METOZOJOIMYECKOM OCHOBOU COBpe-
MEHHBIX CHCTEM obecrieueHHs 6e30nacHOCTH MHGPOPMALY B KOMIIb-
JOTepHBIX cHcTEMax M cersx. Mcropuuyecku kpunrorpadus (B nepe-
BOJE C IPEYECKOrO STOT TEPMHUH O3HAYAET «TaiHOMUCH») 3apOAHIIACH
KaK cnocob cxpplTod mepenaum coobuieHuii. Kpunrorpagpus npen-
craBasieT co0oif COBOKYMHOCTb METOIOB IpeoOpa3oBaHUsl AaHHBIX,
HaIIpaBJIEHHBIX Ha TO, YTOOB! 3alIMTUTL 3TH JAaHHbIE, caenaB ux Oec-
HOJIE3HBIMH ISl HE3aKOHHBIX MMOJb3oBaTeneit. Takue npeobpaiosa-
HMS 06eCTIeUMBAIOT PeIlleHHe TPeX FIaBHBIX NpobjieM 3alliuThl JaH-
HBIX: ofecrieuerue KOHMHUIEHIMAIBHOCTH, UEJOCTHOCTH U TOMTHAH~
HOCTH MEPEeNaBacMbIX WIM COXPaHAESMbIX JAHHBIX.
Jna obecrieueHuss 0€30TMACHOCTH JaHHBLIX HEOOXONMMO TOIaep-
XMBATh TPH OCHOBHEIE (DYHKIIMH:
¢ 3AIUTY KOH(QMISHHUAJIBHOCTH TTEPEIABAEMbIX MM XPAHUMBIX
B TIAMSITH JAHHBIX;

o TIOJTBEPXIEHHE LIEIOCTHOCTH U NOVIMHHOCTH AAHHBIX;

e ayTeHTHOUKALNIO a0OHEHTOB IPU BXOJE B CHCTEMY M MPH YC-
TAHOBJICHUU COSTUHEHMS;

Jns peanvsauny ykas’auHbIX (YHKUWI HCIIONB3YIOTCS KPHNTO-
rpacdudeckue TexHonorMu urmdpoBaHusd, uMdpoBoil noanvcy U ay-
TEHTH(HUKALNY.

KoH¢puaeHuHaIbHOCTh 06eCceYnBaeTCs C MOMOLLBIO AJIFOPHTMOB |
U METOJ0B CUMMETPUYHOIO ¥ aCHMMETPUUHOTO 1IM(POBAHUSA, A TaK~ |
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Ke TIyTeM B3auMHOI ayreHTH(UKAUUKH aOOHEHTOB Ha OCHOBE MHOIO-
Pa30BLIX M OHHOPA30BLIX Maposnel, MU@POBHIX cepTUhUKATOB, CMAPT-
KapTUT. IL.

LemoCcTHOCTh ¥ TOMTUHHOCTH TMEpeIaBaeMbIX JAHHBIX OOBIYHO
IOCTUFAETCS] ¢ TIOMOIUBIO PAITHYHLIX BAPUAHTOB TEXHOJOLUHU 3J1EK-
TPOHHOM TONINMCH, OCHOBaHHBIX Ha OJHOCTOPOHHMX (DYHKIMSIX U
ACHMMETPUYHBIX MeToAaxX mudpoBanms.

AyTreHTH(MKALIUS pa3pelllaeT YCTAaHABIUBATL COSIUHEHUS TOJb-
KO MEXIY JIETATbHBIMH TI0JB30BATENSIMA U TIPEAOTBPALIAET JOCTYI K
CpEeICTBAM CETH HEXENATeNbHbIX UM, AOOHEHTaM, A0Ka3aBLINM
CBOIO JIETTBHOCTh (AYyTEHTUYHOCTB), MPENOCTABISIOTCS pa3pellcH-
HBIE BAIBI CETEBOTO OOCIYXVBAHUA.

OobecrneyeHre. KOHOUIEHHATBHOCTH, EJTOCTHOCTY W TOIHH-
HOCTH NEPENABACMbBIX U COXPAHSEMbIX NAHHbIX OCYLIECTBIASETCA TIpe-
KIIEe BCErO MpPaBWIbHAIM MCIIOMBb30BaHUEM KPUATOrpadHudYecKuX CIo-
cO00B U cpeiacTB 3aliuThl WHQopManyu. OCHOBON GOJBLIMHCTBA
KPUITOrpadUIeCKHMX CPEACTB 3alfUThl HHPOPMALIUM SIBISICTCA WUgp-
pOBaHUE OAHHBIX. v

Tlon wugpom MOHUMAIOT COBOKYMHOCTH NPOLEAYP M NpaBui
KpunrorpadpuIecKux npeodbpa3oBaHuii, UCHOJIB3YEMbIX WIg 3aluad-
pPOBBIBaHMS M paciIndpoBeiBaHMS MHGOPMALMK MO Kilo4y HIH(pPO-
BaHust. [lon sawugposvieanuem ungopmayuu TOHMMACTCS NPOLIECC
npeoOpa3oBaHusi OTKpHITON MHGbOpMalu (MCXOAHBIA TEKCT) B 3a-
wmmdpoBannpit Texer (wudpreker). Tponecc BoccTaHOBNEHMS WC-
XOAHOIO TEKCTa MO KPUIITOrPaMME C MCITOJIb30BaHUEM Kiodya mmd-
POBaHMS Ha3bIBAIOT pacuiugposviganuem (aenmdpoBaHueM).

O0606HIeHHAasT cxeMa KPHITTOCHCTEMBI LIM(POBAHKSA TTOKA3aHa Ha
puc. 5.1. VcxogHbIi TEKCT MEPEIaBaeMoOTo COOOIIEHMS (MM XpaHH-
Mot uHopMaluK) M 3alM(PPOBHIBAETCS C MOMOIIBI0 KPUIITOrpa-
(puyeckoro nmpeobpazopanus E K © MoMydeHUeM B pe3yJibrate mugp-
mexcma C.

C=E, (M),

rae k, — nmapamerp GyHKUM# E, HA3BIBAEMBIA KAYOM WUGPOSAHUS.

udprekcr C, Ha3BIBAEMEIN TAKXe KPUNMOSPAMMOY, CONEPKUT
UCXOMHYK MHGOPMAMIO M B MOIHOM O0BbEME, OJHAKO TOCHEAOBA-~
TETbHOCTh 3HAKOB B HEM BHEUIHE TPEICTABIAETCA CNYYaiiHON M He
NoO3BOJISIET BOCCTAHOBHUTH MCXOMHYIO MHGPOPMANIMIO 6€3 3HAHHS KITIO-
ya umgposanus k.

Karou wugppoeanus sIBISIeTCH TeM 3JEMEHTOM, C TTOMOILBIO KOTO-
pOro MOXHO BapbHpOBaTh Pe3yNbTaT Kpuurorpadmieckoro npeotpa-
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Ornpasurens Monysarens
Koy Knioy
WHPPOBAHNA Ky paciundposbisanmns ky

Pacumdpo-
BuiBaxve D

iWiuchpoaHue Windpprexct C
E

HesawmiuerHein
KaHan

Puc. 5.1. OGobiierHas cxeMa KPUNTOCUCTEMB! IIHPOBAHIS

3oBaHMsl. JIaHHBIA 27EMEHT MOXET TNPUHAUIEXATh KOHKPETHOMY
[I0/1H30BATENIO UTH IPYIINE MOIL30BATENElH U ABIATHCS LIS HUX YHH-
KalbHbIM. 3ainudpoBanHas ¢ MCMONAb30BaHHEM KOHKPETHOTO KIIIOYa
WH(pOpMaLHA MOXET ObITh pacllU(ppoBaHa TOJBKO €ro BAAICABLEM
(Wi BAaneNbllaMu).

ObparHoe nmpeobpasoBaHue HHGOPMALHHA BHIDISAAT CIEHYIOLAM
obpazoMm:

M'=D, (C).

Oyuxuusa D aensgerca oGpatHoil Kk (GyHKUMH E M NIPOU3BOAMT
pacumdpopsiBaHMe wHdpTekcTa. OHa TakKe HMEET JONONHUTENb-
Hbl T1IapaMeTp B Buzae Kmoua k,. Kmou paciuudposbiBanus k, 1oi-
KE€H OJHO3HAa4YHO COOTBETCTBOBATh KIIOYY K;, B 3TOM Cly4yae IOny-
YeHHOE B pesyJbTaTe pacimdpoBbiBaHus cooduieHne M’ Oyner K-
pusaneHTHo M. [lpu oTCyTCTBMM BepHOro Kimoda K, HOAYYUTH
ucxonHoe coobureHue M' = M ¢ nomoliubio GyHKuuu D HEBO3MOXHO.

IIpeoGpazoBanue wWHAPPOBaHNS MOXeT OBITh CUMMETPUUHBIM
WIM aCHMMETPHYHBIM OTHOCUTENILHO TIpeoGpasoBaHust pacluudpo-
BbiBaHUs. COOTBETCTBEHHO Pa3/MyalOT JBa KIAcCa KPUNTOCUCTEM:

o CUMMETPUYHBIE KPUIITOCUCTEMBI (C €AUHBIM KJHOYOM);

e ACUMMETPHYHbBIE KPUIITOCUCTEMBL (C IByMS KIIIOYaMH).

5.2. CuMMeTpUUHbIe KPMATOCUCTEMBI LUM(POBaHUSA

Hcropuyecky TepBLIMH TOSBWINCh CUMMETPHYHBIE KPUNTOIPa-
duyeckue cucreMbl. B cummempuunoli kpunmocucmeme wiugpposanus
UCTIONB3YETCSA OAMH M TOT Xe KIIOU JUtst 3aiM¢pOBbIBAHMS KM Pac-
WHEPOBEIBAHHS HHGPOPMALIMU. DTO 03HAYAET, YTO JMO00it, KTO HMeeT
IOCTYIl K KMIOHy LiH(poBaHus, MOXeT paciuu(poBaTh COODLIEHME.
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CoOTBETCTBEHHO C LE/BIO MPEAOTBPAIEHUS] HECAHKIIMOHUPOBAHHOIO
pacKpeITvA 3amupbpoBaHHONW MH(GOPMALMK BCE KIIOYM HIMPPOBAHHSA
B CMMMETPUYHBIX KPMIITOCHCTEMAax MOJKHBI JIEPXaTbCsl B CEKpPETE.
HMMeHHO TTO3TOMY CHMMETPUYHBIE KPUIITOCUCTEMBI HAZBIBAIOT Kpun-
MOCUCMEMAamMy ¢ CeKPemHbiM KAOHOM — KJIIOY 1IA(PPOBaHUS JOIKEH
OBITb IOCTYNEH TOJBKO TEM, KOMY NpeaHa3HadyeHo coolieHue. CuM-
METPUYHBIE KPUNITOCHCTEMBI Ha3bIBAIOT E1LE OOHOKAIOUERbIMU KPURIIO-
2pacpumeckKumu cucmemamil, Wl KPURMOCUCMEMAMY C 3AKPbIMbIM K40~
yom. CxeMa CHMMETPUYHOM KPUNITOCUCTEMBI IKH(pPOBaHUA TIOKA3aHA
Ha puc. 5.2.

OrnpasuTens Nonyuarens

CeKpeTHbli k=K =ky CeKpeTHbiii
KU == = — = e — L e KITioM

Cooblueqmne M Lndppreker C Coobuiexue M’

Lincdhporarue
E(M)

Pacwmdpo-
BuiBanne Dy (C)

HesawmwenHbii
KaHan

Puc. 5.2, Cxema CHMMETPUYHOM KPUIITOCHCTEMBI 1HGPOBAHUS

JaHHble KPpUNTOCHCTEMBI XapaKTepU3YIOTCsT Haubojiee BbICOKOM
CKOpOCTHIO IIMGPOBAHMSI, U C MX TIOMOUILI0 00ECHeYNBAIOTCH Kak
KOHGOUIEHIMATGHOCTh U HMOIMHHOCTD, TaK M LIEJIOCTHOCTD Tepena-
paemoit mHbopMauuu [31]. KonduneHuuanpbHoCTh nepefayd WH-
dbopManyy ¢ MOMOMIBIO CMMMETPHYHOM KPUIITOCHCTEMbI 3aBUCUT OT
HAZEXHOCTY Iuppa u obecrieyeHUss KOHPHIECHIMATBHOCTH KIHOYa
WM POBAHUSL.

OOBIYHO KIIOY IHMPPOBAHUS TipeAcTaBisier coOoOM aiin wiu
MacCCHB JAHHBIX M XPaHWUTCS HA MEPCOHAIBHOM KJIIOUEBOM HOCHUTENE,
HarpuMep IMUCKETE WIM CMapT-Kapre; obs3aTeIbHO TIPUHSITHE Mep,
00€eCnevnBaILMX HETOCTYIMHOCTS TIEPCOHANBHOIO KIIOYEBOTO HOCH-
TENMSA KOMY-TM00, KpoMe €ro Blaaensua.

IMogmuHHOCTD OBecIeunBaeTcs 3a ¢4er Toro, YyTo 6e3 mpeaBapu-
TENILHOTO pPacliMPOBLIBAHUS IMPAKTHYECKM HEBO3MOXHO OCYIIECT-
BUTb CMBICTOBYI0 MOAUGHUKALIMIO U TOAIOI KPHIITOTpapuiecKy 3a-
KpPBITOro cooOIeHus. PalblIMBoe COOOILEHME HE MOXeT OBITb ITpa-
BWIbHO 3alIM(ppoBaHO 6e3 3HAHUS CEKPETHOro KIioya.

LIenoCTHOCTh HaHHBIX O0ECHEYUBAETCA MPUCOCAMHEHUEM K Tie-
pedaBaeMbIM TaHHBIM CIIELMAABHOIO Kona (MMUTOBCTABKH), BhIpaba-
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ThIBAEMOM 110 CeKpeTHOMY Koy, MMuTOBCTaBKa SIBNSECTCS pa3HO-
BUIHOCTBIO KOHTPOJBHOM CYMMBbI, T. €. HEKOTOPOH 3TaJJIOHHOH Xa-
PaKTEPUCTHKON COOOLUIEHMSI, MO KOTOPOH OCYLLIECTBIIAETCS NpOBEpKa
HENOCTHOCTH NocaexrHero. Anroput™ GOpMHPOBaHHA MMHUTOBCTABKY
IOJXeH ofecrneuymsaTh €€ 3aBUCUMOCTb IO HEKOTOPOMY C/IOKHOMY
KPHIITOrpau4ecKOMy 3aKOHY OT Kaxznoro 6uta coobuienus. [Ipo-
BEpPKA LIEJOCTHOCTH COOOILEHMS BHITOIHSIETCS MOay4yareieM cood-
LIEHHS MyTeM BRIPAOOTKH IO CEKPETHOMY KJIIOUY MMUTOBCTaBKHU, CO-~
OTBETCTBYIOLLEH HONYYEHHOMY COOBIIEHUIO, U €€ CPAaBHEHUS C MOIy-
YEeHHBIM 3HA4YeHHMEM WMUTOBCTaBKU. IIpM COBMAZEHHUM JieaaeTcs
BHIBOJ, O TOM, 4T0 MH(popManus He 6buta MOAKGULIMPOBAHA HA MIYTH
OT OTNPABUTENS K MOJIYYaTeo.

CuMMeTpuyHOe H(POBaHHE HACATbHO MOAXOIUT A Wndposa-
HHS nHPOPMALIK «IJ1s ceOsi», HATIPUMED, C UEJIbIO IPENOTBPALUCHMUS
HCA K Heit B OTCYTCTBHE BIAAENbLA. DTO MOXET ObITb KAK aDXUBHOE
wrdpopanue BhIOpaHHBIX (aiioB, Tak ¥ NPO3payHOE (ABTOMATUYE-
cKoe) 1uGpoBaHHE LIEJBIX JOTUUECKUX WIH PUINYECKHX TUCKOB.

O6n1a1a9 BBICOKOM CKOPOCTHIO HMIMPPOBAHUSI, ONHOKIIOYEBEIE
KPHITTOCUCTEMBI TTO3BOJSIOT PelliaTh MHOTHE BAXHBIE 33134M 3allf-
Tl MHGpopMauu. ONHAKO aBTOHOMHOE MCIOIb30BAHUE CUMMETPUY-
HBIX KPUITOCHCTEM B KOMITBIOTEPHBIX CETSIX MOPOXAAET MpodiaeMy
pacripeie/icHust Kiioue wndpoBaHUs MEXIY 10/1b30BATENSIMMU.

INMepen nayamom o6MeHa 3aIMPPOBAHHBIMU JAHHBIMU HEOOXO-
IMMO OOMEHSITHCS CEKPETHRIMH KJTIO9aMH CO Bcemu anpecatamu. Ile-
peliaya CeKpeTHOro Kiioya CHMMETPMYHOU KPHIITOCHMCTEMbI HE MO-
XeT GbITh OCYLUECTBIEHA 110 OOWICAOCTYIIHBIM KaHAdaM CBSI3H, CEK-
PETHBI KJIOYW HAAO IEepenaBaTh OTIPABUTENIO W TONYYATeNIO 110
sammmedHoMy kanatry., s obecrieuenus >(heKTHBHOM 3aIMTHE
HUPKYJMPYIOIIAX B CETH COOOLICHHH HEOOXOOMMO OrPOMHOE YHCIIO
4acTO MEHSIIOMWIMXCH Kimouei (OAMH KoY Ha KaXIyIo rapy Nojib3o-
patesieit). Tlpy nepenave kmouei Moab30BaTeNIIM HEOOXOAUMO 0Gec-
MeYuTh KOHQUACHIMATBHOCTD, MOMTAHHOCTD U LIEJOCTHOCTh KO-
yeii wndpoBaHus, 4To TPEOYeT OOMBUINX AOTIONMHHUTENbHBIX 3aTPAaT.

otu 3aTparbl CBA3aHbl C HeOOXOIUMOCTBIO nepegaym CCKpeTHBIX

KIOYeH MO 3aKPHITHIM KaHAJaM CBSI3U WJIM paclipeieIieHUEM TAKHX
KJIOYEH C MMOMOIIbIO CMENHATbHON CAyXOBl JOCTABKHM, HATIPUMED C
[TOMOIIBI0 KYPhEPOB.

TIpoGneMa pacnpeleneHMss CEKPETHBIX KJIOYed Tpu OOibLIOM

yucae MoJb30BaTeei ABISECTCS BEChbMa TPYAOEMKON M CJIOXHOM 3a-
gauyei. B ceru Ha N monp3oBarencit HEOOXOAMMO pacIIpEAEINTh
N(N -~ 1)/2 cekpeTHbIX KIIOUEH, T. €. YACHO PACIIPEIEIIEMBIX CeK-
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PETHLIX KJIIOYEH pacreT MO KBagpPAaTUYHOMY 3aKOHY € YBEAUYEHHEM
4yucJia aDOHEHTOB CETH.

B pa3n. 5.6 paccMaTpuBalOTCs METOALI, OOECTIEYMBAIOLIME 3aLIH -
LIEHHOE paclpenesieHne Kioueil aboHeHTaM CeTH.,

5.3. AcuMmmeTpHUHbIe KPUNTOCHCTEMbI LUMbPOBaHMS

ACHMMETPpHYHBIE KPUNITOTpaUUYeCKUe CUCTEMBI ObUIM pa3pabo-
taHbl B 1970-x rr. [lpuHUHMNuanbHOE OTIMYHE ACHMMETPHYHOM
KPATITOCUCTEMB OT KPMTITOCHUCTEMBI CHMMETPHUYHOTO HIM(pOBAHUSI
COCTOUT B TOM, 4T0 s mudpoBaHust HHGOPMALIMU U e I10C/Ienyio-
Iero paciii(pPOBLIBAHUS UCTIONB3YIOTCA PA3THIHBIE KIHOUU:

o omkpuimbild KAiow K UCTIONB3YETCS A W poBaHus HHPopMa-

MU, BBIYUCIISIETCS U3 CEKPETHOro Kiwya k;

o cexpemubili Katoy k UCTIONB3yeTCs IS pacIin(pPOBLIBAHUS HH-
dopmauuu, 3amubpoBaHHON C [MOMOIIBIO [APHOIO €My OT-
KPBLITOTO Kimioya K.

OTH KJIIOYA Pa3IHYaOTCA TaKUM 00pa3oM, 4TO C ITOMOIIBIO Bbl-
YMCNEHUI HEIb3S BBIBECTU CEKPETHBIA K04 K M3 OTKPBLITOrO KO-
ua K. [ToatoMy OTKpbITBI K04 K MOXET CBOOOIHO IepeaaBaThCs
Mo KaHajgaM CBSI3H.

ACUMMETPUYHBIE CHCTEMBl HA3BIBAIOT TAKXE O8YXKAIOUEEbIMU
KpUnmoepagu4ecKumy cucmemamu, Wil KpURMOCUCMEMamy ¢ OMKpPbl-
MbiM KAHOUOM.

O600611eHHas cxeMa aCMMMETPUYHON KpUNTOCHCTEMB LH(po-
BaHMS € OTKPBITHIM KJIIOYOM TIOKa3aHa Ha puc. 5.3.

OTKpbITBIHA KoY
nonyuarens Kg

Ornpasutens A Nonyvatens B

CeKpeTHbIk Koy

nony4artens
N
Coobwenue M LWncbposarme | LWucpprekcr C Pacwugpo- | Coobuterme M’
8 HeaawmuieHHbIi Bhisarve Dg

KaHan

Puc. 5.3, OGo6ureHHAS cXeMa aCUMMETPHIHON KPUTITOCUCTEMBE i poBaHmst
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g xpunrorpaduyeckoro 3aKphITUS U NOCACAYIOLIETO pacuiug-
pOBBLIBAHUS TieperaBaeMoii MHGOPMALMU HCIIOJIb3YIOTCH OTKPHITEIHA H
CeKpETHBIN KTIOUH Tonydatessi B coobiienus.

B kauectBe KiI0da 3alIM(POBHIBAHUS JOJXEH HCIIONb30BATHCS
OTKPHITHIN KIII0Y MOJIy4aTensi, a B Ka4ecTse Kiiova pacimndposbiba-
HMS — €TO CEKPETHLIH KIIIOY.

CekpeTHblit W OTKPHITBIA KJIIOYM FeHepHpyioTcs nonapHo. Cek-
PETHBIN KIIOY JIOJIKEH OCTaBaTLCSl ¥ ero Bale/bla U OblTb HaNeXKHO
samuied or HCJI (aHamormuHo Kmovy WindpoBaHus B CUMMETPUY -
HbIX anropurMax). Kolust oTKpBITOrO KI0Ya JOMKHA HAXOMUTHCH Y
Kaxnoro aboHeHTa KpMNTOrpapMueckKol cetv, ¢ KOTOPEIM OOMEHH-
paercs MHbopmanuei Biagenel CEKPETHOTO Kiroua.

Ilpouecc nepenaym 3amndpoBaHHON MHGPOpPMALIMK B aCHMMET-
PHUYHOI KPHUIITOCHCTEME OCYLIECTBISACTCS CJEAyoWMUM obpa3oM.

Tlodeomosumenvhuiii sman:

» a0OHEeHT B reHepupyeT Mapy KIIodei: CEKPeTHBIH KoY Ay
M OTKDPBITHIA K04 Kp;

e OTKPHITHIA Kiou K, mocbuiaercss aGOHEHTY A U OCTAJIbHBIM
aboHeHTaM (1M Aenaercs AOCTYIHBIM, HAnpuMep Ha pasje-
JIIEMOM pecypce).

Henoavzosanue — obMen uHbopManmeit Mexay aboneHramu A

u B:

e aboHeHT A 3a1dpoBLIBAET COOOILIEHUE C IOMOILbIO OTKPHITOrO
kioua K, aGonenta B u oTnpapnsieT iK@pTeKCT aGOHEHTY B;

e a0oHenT B pacnindpoesiBaeT COOOLIEHHUE C TIOMOLIbIO CBOETO
CEeKpeTHOro Kmova k. Hukro apyroit (B Tom uucie aboHEHT A)
HEe MOXeT pacimudpoBaTh AaHHOE COOOUIEHME, TaK KaK He
uMeeT cekpeTHoro Kmoua aGoHenta B. 3awara undopmauvu B
aCMMMETPHYHOM KPHIITOCHCTEME OCHOBaHA Ha CEKPETHOCTH
KJIo4a kj, mostydaresisi cooOLeHN,

XapakTepHble 0COOEHHOCTH ACMMMETPUYHBIX KPUITTOCUCTEM:

e OTKPBITHIA Koy K M kpunrorpamMma C MOryT GbITh OTIIpaBi€e-
HBl 110 HE3aUIWIIEHHBIM KaHajaM, T. €. MPOTUBHMKY H3BECT-

Hbl K u C;
e AITOPUTMBI IIMGPPOBaHA ¥ pacuinpOBLIBAHMA:
Ey: M- G
Dy: Co M

ABIAKOTCA OTKPBITBIMH.
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V. Inddu v M. Xesimau chopMynuposanu TpeOOBaHUS, Bbi-
NOJIHEHUE KOTOpHIX obecrnieunBaeT 0e30ITaCHOCTh ACHMMETPHUHOM
KpUOTOCHCTEMBI [28].

1. BoruMcnenue napbl Kimodel (Kj, k) monydareneM B AOMXHO
ObITh MPOCTBIM.

2. OtmpaButens A, 3Has OTKPBITHIE Kmo4 K, M coobiieHue M,
MOXET JIETKO BBRIYMCIUTH KPHUIITOIPaMMy

C=E, (M.

3. lonyyarenbp B, ucronb3ys CEKPETHBIH KIIOY kp; W KPUNTO-
rpamMmy C, MOXET JIETKO BOCCTaHOBUTb MCXOJHOE COOBIIEHNE

M=D, (C).

4. TIpOTMBHUK, 3Hasi OTKPHITHIA K04 K, NMPU TIOTIBITKE BBIYHC-
JIUTh CEKPETHBIA KII0Y ky; HATAIKHABACTCA Ha HEMPEOAOTUMYIO BbI-
YHCHATENBHYIO TIPOOIeMYy.

5. HpotusHuK, 3Has1 napy (K, C), 1py NOMBITKE BEIYMCIHTH KC-
XOIHOEe CoobLIeHMe M HATaJKUBAETCS Ha HEIPEOAOINMYIO BEIYUCTH-
TENbHYIO MPOBJIEMY.

Konuenuus acuMMeTpHIHBIX KpunTOorpadu4ecKux CUCTEM € OT-
KPBITBIM KJIIOYOM OCHOBAaHA HA TNPHUMEHEGHUH OJHOHAMpPABIEHHbIX
byuxuuii. Odnonanpasaennoi gynxyuei nasviBaetcsi Gyskius F(X),
o6aagaloLas JByMst CBOMCTBAMMU:

e CYLIECTBYET aJrOpUTM BBIUMCIACHUS 3HaueHui GYyHKIUN

Y=F(X);

* He cylecTByeT 3GhGEKTUBHOIO AMropuTMa O0paIleHns (MHBEP-
TAPOBaHWsI) (HYHKIUM F (T. €. HE CYILIECTBYET pELIEHUs] ypaB-
Henusi F(X) = Y otHocHTEABHO X).

B kayecTBe npuMepa OZHOHANPABICHHONH (PYHKLIMM MOXHO YKa-
3aTh yeaowucaennoe ymroxcenue. TlpsiMast 3agaua — BLIYMCIEHHE TIPO-
U3BEICHUA ABYX OYeHb OONBLIMX LENbIX ynced P H Q, T. e. HaxoxXxIe-
Hue 3HauYeHHsE N = P- Q — OTHOCHTEIbHO HECHOXHas 3aHada IS
KOMIBIOTEPA.

OOparHast 3agaua — (pAaKTOpH3ALIMS, WIH PA3TOXeHUe Ha MHO-
XKUTeNU GONbiLIOrO NENOT0 YUCHa, T. €. HaxoXIeHue neaureneit Pu Q
Oonpuroro uenoro yncaa N= P. (J, — SBIsSeTCS MPAKTUIECKH Hepas-
peiiuMoi TIPY AOCTATOYHO OONBIUTUX 3HaYeHusax N.

Hpyro#t xapakTepHblil IPUMED ONHOHATIPABJIEHHON (PYHKLMU —
9TO MOOYAbHAA IKCHOHEHMA C (UKCUPOBAHHBIMU OCHOBAHUEM U MOOY-
aem [62].
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Kak ¥ B ciyyae CUMMETPMYHBIX KpPUNTOrpaQHUECKUX CUCTEM, C
MOMOLIBLIO ACHMMETPHYHBIX KPHITTOCHCTEM 06€CTIe4BaeTCs HE TOJIb-
KO KOHOUIECHUHWATBHOCTh, HO TAKXKe MOMUIMHHOCTb H UETOCTHOCTD
nepenasaemoit MHGopMaluy. TTOMITHHHOCTE MU LENOCTHOCTE J11000T0
coobisenus obecneuusaerca gopMmupopanueM uudpoBOH NoanucH
9TOro coOOLIEeHHUs ¥ OTNPABKOi B 3a11M(pPOBAHHOM BHIE COOOILEHUS

BMecTe ¢ uudpoBoii noanuceio. [IpoBepka COOTBETCTBHS TMOMIMMCH

NOJYYEHHOMY COOBUIEHHIO TOCE ero PEABAPUTENBHOIO paciliudpo-
BbIBAHMS TIpeACTaBIIsieT COOOM ITPOBEPKY LEJOCTHOCTU U HOUTMHHO-
cTH npuHsiToro coobuieuns. pouenypst bGopMUpOBaHNA 1 NIPOBep-
KM 3J1eKTPOHHOH LivpoBOii OANUCH PACCMOTPEHBI B pasa. 5.5.
IMpeumMyliecTsa aCHMMETPHYHBIX KpHNTOrpaUyeckux CcHUCTEM
nepea CHMMETPHYHBIMM KPUIITOCHCTEMAMU:
e B ACHMMETPMYHBIX KPHMIITOCHCTEMAX PellicHa CI0XHaA npobie-

Ma pacnpeleNiCHUs KJToueil MeXay IMOSb30BATEAMH, TaK Kak

KaXABII NOJIL30BATENb MOXET CT€HEPUPOBATH CBOIO Mapy KIIio-

yeil caM, a OTKPHITHIE KITIOYM NOAB30BaTeNeil MOryT cBoOOAHO

myOIUMKOBATHCS ¥ PACIPOCTPAHATHLCS TI0 CETEBBIM KOMMYHHMKa-

MM,

HMcue3aeT KBaJpaTHyHas 3aBHCHMOCTH YMC/Ia KIOYEH OT 4yMcaa

noab3oBaresieil; B aCUMMETPUYHOM KPUIITOCHCTEME YUCIO MC-

MOJB3YEMBIX KJTIOYEH CBSI33HO C YUCIOM abDOHEHTOB JIMHEIHOM

3aBHCHUMOCTBIO (B cUCTEMEe M3 N nonp3oBarejied MCHONB3YIOT-

¢ 2N xmoueit), 2 He KBaApaTH4YHOW, KaK B CHMMETPHUHBIX

CHCTEMAX;

¢ ACMMMETPUUHBIE KPUIITOCUCTEMbI HO3BOJISIOT PEAIN30BaTh PO~
TOKOJIbI B3aMMOIENCTBHS CTOPOH, KOTOpbie HE HOBEPSIOT IpPYyr
JpYTy, TOCKOJIbKY TIPM WUCHOB30BAHMY aCUMMETPUYHBIX KPUII-
TOCHCTEM 3aKPBITBIM KTIOY HOJDKEH OblThb U3BECTEH TOABKO €T0
BIIAZEIbLLY.

HenmocTaTky acCHMMETPHYHBIX KPUIITOCUCTEM:

e HA HACTOSIUMI MOMEHT HET MaTeMaTH4Ye€CKOI'0 10KA3aTeabCTBa
HeOOpaTHMOCTH UCTONB3YEMBIX B ACUMMETPHYHBIX aJirOpUTMax
byHKUMH;

* ACUMMETPHYHOE HIMGPPOBAHME CYHIECTBEHHO MEUIEHHEE CHM-
METPUYHOIC, MOCKONBKY Mpu mMdpoBaHuM U pacHdposke
HCITONb3YIOTCS BeCchbMa pecypcoeMkue onepaunu. o sroit xe
NPUYMHE Peain30BaTh annapaTHbid WM@pPaTop ¢ aCUMMETPUY-

HBIM aJTOPUTMOM - CYHICCTBCHHO CJIOXKHEE, 4YE€M PCaln3OBaTh '

anmapaTHo CUMMETPHYHBII ATOPHTM;
o HEOOXOOVIMOCTD 3ALMUTHI OTKPHITHIX KIHOYENR OT NOAMEHbL.




Traga 5. Ilpunyuno: xpunmozpapuneckoii saumumsl ungpopmayuu 107

5.4. Kom6uHMpoOBaHHas KPMNTOCHCTEMA WH(PPOBaHMA

AHanu3 paccCMOTPECHHBIX BHIIUE OCOOCHHOCTEH CHMMETPHYHBIX M
aCUMMETPUYHBIX KPpUNITOrpaduyecKUX CUCTEM IOKA3LIBAET, YTO IpH
COBMECTHOM HCTIONb30BaHUU OHU 3PGPEKTUBHO HOMHOTHSAIOT IpYyT
JIpyTa, KOMITEHCUPYS HEJOCTATKH.

JeitcTBUTEBHO, ITTABHBIM JOCTOMHCTBOM ACHMMETPHUYHBIX KPHIT-
TOCHCTEM C OTKPBITHIM KITIOUOM SIBIISIETCH UX MOTEHIMAILHO BHICOKAd
06e€30MaCHOCTE: HET HEOOXOAUMOCTH HU NEpeaaBaTh, HA COOBIIATh KO-
My-1100 3HauyeHUsI CEKPETHBIX KJouell, HM ybOexaaTbcs B MX HOI-
quHHOCTH. OmHako ux GeICTpomeHCTBUE OOBLIYHO B COTHH (M Gojee)
pa3 MeHbLIe ObICTPOACHCTBUS CHMMETPUYHBIX KPUIITOCUCTEM C CEK-
PETHBIM KITIOUOM.

B cBo ouepenp, ObICTPOMEHCTBYIOIIME CHUMMETPHYHBIE KPHII-
TOCHUCTEMBI CTPANAIOT CYIECTBEHHbLIM HEZOCTATKOM: OOGHOBJISIEMbIN
CEKPETHBIA K04 CHUMMETPUYHONW KPUNTOCUCTEMBI JO/KEH pery-
JISIPHO TepefaBaThCs NapTHEpaM N[O HHGOPMAUMOHHOMY OOMEHY M
BO BpeMsI 3TMX TepeAay BO3HHUKAET OIACHOCTh DACKPBITUS CeKpeT-
HOTO KJIIOYa.

CoBMECTHOE UCTIONB30BAHUE ITHX KPUNITOCUCTEM TIO3BOJISIET -
eKTHBHO pealu30BbiBaTh TAKYK 0a30BYI0 (PYHKLIMIO 3allMTHI, Kak
kpunrorpadbuyeckoe 3aKpeiTHe mepeaaBaeMoil uHbOpMaUNK ¢ Ie-
Jpl0 obecneveHust ee KoHduaeHuuanbwocTH. KoMGuuupopaHHOE
NpUMEHEHHE CUMMETPUIHOTO U aCUMMETPUYHOTO IM(pOBaHMst YCT-
paHSET OCHOBHbBIE HEAOCTATKH, MMPUCYIIIME OGOUM METOAAM, M [IO3BO-
JISIET COYETATh NPEMMYILIECTBA BEICOKOH CEKPETHOCTH, HpPeNoCTaBlise-
Mbl€ ACMMMETPUUYHBIMU KPUITTOCHUCTEMAMU C OTKPBITBIM KJIOYOM, C
MPEUMYILECTBAMHM BBICOKOM CKOPOCTH PadOThI, IPHCYILIHMU CHUMMeET-
PHYHBIM KPMITTOCUCTEMAM C CEKPETHBIM KITIOUOM.

Meton KOMOMHHPOBAHHOIO WCIIONB30BAHUA CUMMETPUUHOIO W
aCMMMETPUYHOro MMMPOBaHUS 3AK/IIOYACTCH B CJIeIYIOLIEM.

CUMMETPUYHYI0 KPUMOTOCUCTEMY NPUMEHSIOT ISt IIA(PPOBAHHS
UCXOAHOIO OTKPBITOTO TEKCTA4, @ ACHMMETPHYHYIO KPHITOCHCTEMY C
OTKPBITBIM KJI0YOM OPUMEHSIOT TOJBKO I71s1 IU(PPOBAHUSA CEKPETHO-
ro KIoya CUMMETPHYHON KPUNTOCHCTEMBI. B pe3yinbTaTe acMMMeET-
PHYHAsl KPUNITOCUCTEMA C OTKPHITHIM KJIIOUOM HE 3aMeHsieT, a JHULIb
JOMOTHSAET CHMMETPUIHYIO KPUIITOCUCTEMY C CEKPETHBIM KITIOUOM,
ITO3BOJISIS MOBBICUTD B 1IEJOM 3alIMIIEHHOCTb IepeaaBaeMoil HH(HOp-
MatnK. Takoil MOAX0N WHOTA Ha3blBAIOT CXEMOU 24eKmpOHH020 <«yUg-
D0BO20 KOHGEPMA».
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ITycte nojib3oBaTeab A XOYET MUCHONB30BATE KOMOMHMPOBAHHbIN
Mmeton imdpoBaHUs s 3alUMIIEHHONW mepeaayu coobweHuss M
TIO/Ib30BaTEMO B.

Toraa mocjenoBaTeNbHOCTb ACHCTBUI nonb3osareneit 4 u B Oy-
JET CHACAYIOUICH.

Heiicreust nojb3osarens 4

1. OH co3naer (HanpuMep, FEHEPUPYET CliydaitHbIM 0Opa3oM) ce-
aHCOBBIM CexpeTHbIA K04 K, KOTOpBIH OyAET UCNONb30BaH B ajiro-
pHUTME CUMMETPHUYHOTrO MbpoBaHUS s 3alIHPPOBAHUST KOHKDPET-
HOTO COOOIIEHMS WU HETIOUKH COOOILEHUA.

2. 3amndpoBLIBaET CUMMETPUYHBIM aNTOPUTMOM cooluueHue M
Ha CEaHCOBOM CeKpeTHOM kmode K.

3. 3amu@poBbiBacT ACUMMETPUUYHBIM AIrOPUTMOM CEeKPETHLIH
ceaHCOBbIN KoY K Ha OTKPBITOM Kimoue K, nonb3osatens B (mony-
yaTessi COOOIIEHMST).

4. Tepepaer 1o OTKPHITOMY KaHaIy CBS3M B anpec NoOJb30BarTe-
4 B zaumdposanHoe coobinenue M BMmecrte ¢ 3amudpoBaHHBIM Ce-
aHCOBBIM K04oM K.

HeiicTBus noab30BaTeNs A WILTIOCTPUPYIOTCS CXeMO# IHdpoBa-
HUS COOBIIEHNS KOMOMHUPOBAHHBIM MeTOnOM (pHC. 5.4).

WexogHoe
cooblienne M LilucbposanHoe
coobermne
K nonyqatersio
———
CRyqanHbiA Knou T LUncdposaHHLIA
caconm Kg Knio4 ceccumn
+ Otnpasnsemoe
coobieHne

OTKpLITHIA K14
nonyyarens Kg

Puc. 5.4. CxeMa miudpoBasust coobLUeHU KOMDMHHUPOBAHHBIM METOIOM

JeiicTBus noab3osateis B (Ipy NONyYEHUM 3JIEKTPOHHOTO «Uu-
pOBOTO KOHBEPTa» — 3ainugppoBaHHOro coobiienus M u zaiudpo-
BaHHOTO CeaHCoBOTO Kiwua K):

5. PaciingdpoBhiBaeT aCMMMETPHUYHBIM aJTOPUTMOM CEaHCOBLIN
Kmo4 K ¢ IOMOLIBIO CBOETO CEKPETHOIO Ktoya k.

6. PacumndppoBbIBacT CHMMETPHYHBIM AITOPUTMOM NPUHSTOE CO-
obuieHne M ¢ IOMOLIBIO MOJIYYEHHOTO CeaHCoBOro kiua K

JeiicTBus [OAbL30BATENA B MANMIOCTPUPYIOTCS CXeMO# pacuimd-
POBbLIBAHMS COOGLIEHUSI KOMOMHMUPOBAHHBIM METOIOM (pHC. 5.5).
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RonyuenHoe

coobuleHne Yexogroe

coobleHve M

WndporanHoe ] f
coobuieHne

Kniiou

lincbposanHbIn
cecenu Kg

KoY ceccun

CekpeTHbIA Koy
nonyvarens kg

Puc. 5.5. CxeMma paciuudpoBblBaHHS COOOLIEHUS KOMOMHMPOBAHHBIM METOIOM

TlomydyeHHbI 5EKTPOHHBIM «IIM(POBOI KOHBEPT» MOXET pac-
KpbITb TOJBKO 3aKOHHBIM nosy4yarteslb -— HOdb3oBareidb B. Tonbko
[10/1b30BaTeNb B, BAANCIOUWINIA JUYHBIM CEKPETHBIM KIIIOYOM Kk, CMO-
XKET MpaBWIbHO paclindpoBaTh CEKPETHBIN CEaHCOBBIM Kmoy K u
3aT€M C MOMOIIBIO 3TOTO KJoya pacuivdpoBars ¥ OPOYUTATH MOJY-
YyeHHoe coobnieHue M.

IIpu MeTone «mPOBOro KOHBEPTa» HENOCTATKH CUMMETPHYHO-
ro M acCUMMMETPHYHOTO KPUIITOUITOPUTMOB KOMITEHCHPYIOTCS CJie-
IYIOIINM 00pa3oM:

» pobeMa pacnpoCTpaHEHUs KIIOYCH CUMMETPHYHOTO KPHIITO-
aJITOPUTMA YCTPaHSAETCS TeM, YTO CEAHCOBBIHA K04 K, Ha KO-
TopoM 1MdPYIOTCS COOCTBEHHO COOOIICHHUSI, MEPEeNaeTCs 1o
OTKPBITBHIM KaHaJiaM CBSI3W B 3alIM(POBAHHOM BUIE; IS 3a-
muUQPOBLIBAHUA K04 K MCIONB3YETCS acHMMETPHYHBIH
KPUIITOAITOPUTM;

s TIpOOAEMbl MEMAJIEHHON CKOPOCTH aCMMMETPUYHOrO 1u(poBa-
HHUS B JAHHOM C/Iy4ae NPaKTUYECKH HE BO3HMUKAET, TTOCKOJIBKY
ACHMMETPUYHBIM KPUIITOANITOPUTMOM 1M(PYETCs TONBKO KO-
potxuii ko4 K, a Bce AaHHBIE MIMPPYIOTCS OBICTPBIM CHM-
METPUYHBIM KPHUITTOAITOPHTMOM,

B pesynbrare mony4aioT GbiCTpoe LIMGpOBAaHME B COYETAHHH C

YAOOHBIM pacnpene/ieHUEM KIIOUei.

Koraga TpebGyercst peaan3oBaTh NMPOTOKOJBI B3aMMOACUCTBUS He
IOBEPSIOUMX APYT APYTY CTOPOH, UCTIONB3YETCS CIIEAYIONIMH CIIOCO0
B3auMoaeiicTBus. sl Kaxnoro cooOlUeHHUsST HA OCHOBE CIYyYaMHbIX
NapaMETPOB T€HEPUPYETCS OTAENBHBIN CEKPETHBIN KITIOY CUMMETPIY -
HOTIO IUM(POBaHHS, KOTOPHIA U 3aliMMPOBLIBAETCS aCHMMETPHYHOMN
CHCTEMON IJIsl ITepeJavyv BMeCTe C COOOIIeHMEM, 3alTi(pOBAHHBIM
3TUM KJII0MOM. B 5TOM ciyvae pasriaiieHue Kioda CUMMETPHUIHOrO
wrdpoBaHusa He OyAET UMETb CMBIC/IA, TAaK KaK Jjisl 331U pOBHIBA-
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HUS CeAYIOLIETO COOOHIEHHS OyAeT HCTI01b30BaH APYFOH CaydaiHbIA
CEKPETHBIN KJIOY.

Tlpu KOMOMHMPOBAHHOM MeTone LW(POBaAHKMS NPHUMEHSIOTCS
Kpunrorpaduyeckne KIIOYM KaK CUMMETPHUYHBIX, TAK ¥ ACHMMET-
PHYHBIX kpuntocucreM. OueBHIHO, BEIOOp AIUH KIlOYeH st KPUIi-
TOCHCTEMBl KaXJOro THNA CJICAYET OCYUIECTBISITh TaKMM 00pa3zoM,
4TOOHI 3/I0YMBILUTIEHHUKY OBLIO OMMHAKOBO TPYAHO aTAKOBATh OO0
MEXaHM3M 3aILMThl KOMOMHUPOBAHHON KPUNITOCHCTEMBI.

5.5. dnexrponnan yiposas NOANMCL M (PyHKLUMS
X3WMPOBaHKSA

DNIeKTPOHHas HU(POBas NOANNCH NCIOABIYETCS IS ayTeHTHdH-
Kallud TEKCTOB, IepedaBaeMbiX IO TEJIEKOMMYHMKALIMOHHBIM KaHa-
nam. Tlpu TakoM 0OMEHE CYLIeCTBEHHO CHIXXAIOTCS 3aTpathl Ha obpa-
6OTKY M XpaHEeHHe TOKYMEHTOB, YObICTpsieTcsi ux nouck. Ho Bo3Hu-
KaeT npob/eMa ayreHTHGUKALKMK aBTOPa JEKTPOHHOT0 JOKYMEHTa ¥
CaMOro JOKYMEHTa, T. €. YCTaHOBJICHWSA MO/UIMHHOCTH aBTOpa U OT-
CYTCTBUSI MI3MEHEHMI B MOJIYYEHHOM JJEKTPOHHOM AOKYMEHTE.
Henplo ayreHTHQUKAHHH 3ACKTPOHHBIX JOKYMEHTOB ABISACTCS KX
3alUIMTa OT BO3MOXHBIX BHJOB 3TOYMBIIUICHHBIX ACHCTBUM, K KOTO-
PBIM OTHOCSTCSE:
e QKmugeHwli nepexgam — HAPYUIUTENb, NOAKAIOUMBILUMACA K
CeTH, MEePEeXBaThiBacT JOKYMEHTHI ((aiiibl) U UBMEHSIET HX;

s Mackapad — aboHent C ROCHLNAET HOKYMEHT aGOHEeHTy B 0T
HMeHU aboHeHTa A;

o pernecamcmeo — abOHEHT A 3asBASIET, UTO HE TTOChLIAN coobiie-
Hust aDOHEHTY B, XOTs1 HA CaMOM [eJie Nocan;

o nodmena — abDOHEHT B u3zMeHsieT win GopMUpyeT HOBBIA NOKY-
MEHT M 3asiBISIET, YTO MOJYYHJ ero OT aBOHEHTA A;

e nogmop — aboHeHT C MOBTOPSiCT paHee NEpeNaHHBIA AOKY-
MEHT, KOTODEIil a0OHEHT A TTochlian aGoHeHTY B.

DTH BB 3MOYMBIUUIEHHBIX AECWCTBUH MOTYT HAHECTU CYLECT-
BEHHBIH ylepd GaHKOBCKHM W KOMMEpPYECKHMM CTPYKTypam, rocy-
JApCTBEHHBIM NPEATIPUATHAM M OPraHU3AIUsIM, YaCTHBIM JIMLIAM,
NPUMEHSIOLIMM B CBOEH AesTebHOCTH KoMmbioTepHbie UT.

ITpobreMy MPOBEPKH LIETOCTHOCTH COOOHIEHHS W MOLJIMHHOCTH
aBTOpa COOOLUEHHUS IMO3BOJsIeT PPEPEKTUBHO PELIUTh METONOIOTUSA
3NIEKTPOHHON LIM(DPOBOIA ITOATIHCH.
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5.5.1. OcHoBHble npoueaypsl UMPOBOKH noanmucH

DyHkuMoOHATBHO 1M(pPOBas MOANKUCH AHATIOTUYHA OBGBIYHOM py-
KOMUCHOM MOANMUCH ¥ 001amaeT € OCHOBHLIMH JOCTOMHCTBAMH:

e YIOCTOBEPSIET, YTO NMONMMUCAHHBIN TEKCT UCXOAMT OT JULA, I10-

CTABUBILIETO TOAIMHCE;

e HE AT CaMOMy DTOMY JIMLY BO3MOXHOCTH OTKAa3aThCs OT 00s-

3aTeJIbCTB, CBI3AHHBIX C TTOATTHCAHHBIM TEKCTOM;

e TAPAHTHUPYET LIEAOCTHOCTD MOANTUCAHHOIO TEKCTA.

Dnexmponnas yugpposas noonucey (STT) npeacrapisieT coboit oT-
HOCHTEJABHO HeOOJIBII0oe KOJUYECTBO NOMOTHHUTENBbHON LH(PPOBOM
nHbopMaIiK, HepeaaBaeMoi BMECTe ¢ IOANMUChIBAEMEIM TEKCTOM.

DUl ocHoBana Ha OOpaTUMOCTM AaCMMMETPHUHBIX IHUPPOB, a
TAKXe Ha B3aMMOCBSI3aHHOCTH CONEPXMMOIO COOBILEHMS, CcaMoil
NMOATIMCH U Tiaphl Kimoyed. U3sMeHeHHe XOTsI OB OHOTO M3 THX 3Jie-
MEHTOB CAEA3eT HEBO3ZMOXHBIM ITOATBEPXKICHUE MOMLTHHHOCTH ud-
poBoit noxmnucu. DIIIT peamusyercs npd MOMOUIH aCHMMETPHYHBIX
AITOPUTMOB HIN(POBAHUS U X311~ DYHKIHI,

TexHonorust nmpumeHeHus cucremsl DII1 nmpemnmosaraer Hamu-
yue ceTd aDOHEHTOB, MOCHLIAIONINX APYT APYry TOANMCAHHbIE DJEK-
TPOHHBIE AOKYMEHThL. s Kaxxoro aGoHeHTa TeHEPUPYETCs mapa
KJIIOYEH: CEKPETHBI M OTKPbITHIM. CeKpeTHBIH KoY XpaHUTCS abo-
HEHTOM B TalHe W UCIOJb3yeTcs UM s popmuposanus DIIT. Or-
KDPBIThII KJII0Y M3BECTEH BCEM [IPYTUM I10J1b30BATEISAM M MIpeHa3Ha-
yeH ma nposepku DLIT mosyyareneM noanucaHHOTO 31eKTPOHHOIO
JOKYMEeHTa.

Cucrema B1II BmoyaeT 1Be OCHOBHBIE MTPOLEAYPHI:

o bopmupoBaHus UNDPOBOI MOANKCH;

» IPOBEPKM LM(PPOBOM TIOATIUCH.

B nipouienype hopMupOBaHMS MOANMCH UCITONBL3YETCS CEKPETHbIN
KJIIOY OTIpaBUTENsl COOOLICHUSI, B Npolieaype NMPOBEPKHU MOANUCH —
OTKPBLITHIN KJTI0Y OTIIpaBUTEN.

IIponenypa dopmuposanus miadposoii mogmucd. Ha nonrorosu-
TEABHOM 3Tame 3TOM mpoueayphl abOHEHT A — OTNPaBUTENh CO00-
LEHMA — TeHEepUpPYeT Mapy KIIoYel: CeKPeTHbIN K04 k, U OTKPBI-
Telf k01504 K,. OTKphITBI K104 K, BRIYMCIASETCS W3 MapHOIO eMy
CeKpeTHOro kioua k,. OTKpbITHIA Kmou K, pacchUlaeTcst OCTATBHBIM
abOHeHTaM ceTu (MM [1€1aeTCs JOCTYITHBIM, HarlpuMep Ha pasfie-
JIIEMOM pecypce) ISl MCTIOJIL30BaHWS IIPH IIPOBEPKe HOATMCH. J1ist
dopMupopaHus MGPOBOH MOAMHUCH OTNpaBUTENb A NpexXiae BCEro
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BBIYUCHSET 3HaueHMe XdI-GyHrnuu A(M) NOANMCHIBAEMOIO TeK-
cra M (puc. 5.6).

Coobuienne M

| CoobeHue
M K nonyuarenio

Daipxect m
coobiyenvs

Liudposas
NOANKUCH

Otnpaensiemoe
CeKpeTHbIit K04 cooberve
ornpasuTens Ky

Puc. 5.6. Cxema GopMUpOBaHUS HEKTPOHHOH HMGPOBON MOAMTHCH

Xowt-byHKuus CIYKUT IS CKATHS MCXOAHOTO MOAMUCHIBAEMOrO
Texcra M B daiiddcecm m — OTHOCHTENIbHO KOPOTKOE YMCIIO, COCTOS-
iee U3 (PUKCHPOBAHHOTO HEBOJIBILOTO Yucaa GMTOB ¥ XapaKTepU3yio-
niee Bech TekcT M B nesoM (cM. pasa. 5.5.2). lanee ormpasurens A
mudpyer HaMIKECT m CBOMM CEKPETHBIM KIouoM Kk, [lomywaemas
Npy 3TOM Iapa yuces NpeacTapiser coboii HUMPOBYIO NOLITHUCH IS
nadHoro tekcra M. Coobuienne M BMecTe ¢ HUGPOBOH NOANMCHIO OT-
TIpaB/IsieTCsA B aApec Nojayyares.

Ipouexypa nposepku wu(poBoil nosmmucH. AGOHEHTH! CETH MOTYT
MIPOBEPHUTH LHGPPOBYIO MOAMKUCH MOJIYYEHHOTO Co0buIeHus M ¢ ToMo-
NIBIO OTKPBITOTO Kioua K, oTrpaBuTelist 31010 coodlueHus (puc. 5.7).

Ilpwu nposepke DLIIT aboHent B -— nosyyatens coobuieHns M —
paciiMdpOBLIBAET MPUHATHIN JAUIKECT 71 OTKPBITHIM KIIOYOM K, OT-
npasutenss A. Kpome TOro, 1nojyvaresb caM BBIUMCISET C ITIOMOIIBIO
x3ui-pyHKInA A(M) madmxecT m’ OPUHATOIO cOOOWEHUST M u
CpaBHHUBAET ero ¢ paciuvdpoBaHHbM. Ecin m u m’ coBnanaiot, To

MNonyveHHoe
coobilenue
Crexepupo-
CoobieHue BaHHbLIA
M [anmxecT m
or Her
e e
ornpasuTens Pacumdppo
Uundposas BaHHLINA
noanuch npanaxecr m’
fa
OTKPbIThIA KITIOY
otnpasurens k,

Puc. 5.7. CxeMa mpoBepKy 3I€KTPOHHON tHGPOBO NONNACKH
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uucdpoBast MOMMHUCH SBIAETCS TOMLTMHHON. B TIpoTMBHOM Cily4ae
nnGo MOAIUCH TIoAAe/IaHa, JTMO0 H3MEHEHO CONEPXAHUE COOOIICHUS.

IMpuHIMIUaTeHBIM MOMEHTOM B cucTeMe BUII sBasercss HeBo3-
MoxHocTh ionenku DLIIT nmons3oBarens 6e3 3HAHUA €T0 CEKPETHOTO
KIoYya moanuchiBadusl. [109ToMy HEOOXOAMMO 3alMTHTH CEKPETHBIM
ko4 noanuckiBanusa oT HCI. Cexkperrbnit kmod DI ananornyro
KIIOYy CUMMETPHYHOIO ITU(PPOBaHMA PEKOMEHIYETCS XpaHHTb Ha
NEPCOHATHLHOM KITIOYEBOM HOCHTENE B 3alIMIIIEHHOM BUAE.

DaekTpoHHas UUdpoBast MOANKMCH NPEACTABIAET COO0M YHUKANb-
HOE YKCJIO, 3aBUCSILECE OT MOAMUCHIBAEMOIO JOKYMEHTA M CEKPETHO-
ro Kiouya aboHeHTa. B KauecTBe MOANMCHIBAEMOr0 JOKYMEHTA MOXET
OBITh UCIIOIb30BaH JTI000M aiin. [MoxnucaHHeli daityr coznaercs U3
HeNoAMMUCAHHOIO MyTeM TO0aBIeHUs] B HETO OMHOW WU Oosee MeK-
TPOHHBIX MOINUCEH.

[Tomemaemas B mognuchIBaeMblii daiin (Mau B OTHEAbHBIN daii
31eKTpOHHON noanucu) crpykrypa BIIT oO6ruHO copepXuT ROToN-
HUTENbHYIO THOOPMAIIUIO, ONHO3HAYHO MACHTH(MUIIMPYIOUIYIO aBTO-
pa MOANUCAHHOIO AOKyMeHTa. DTa MHGpOopMauus H100aBasgeTcs K I0-
KymeATy no Bhiuucienus DUIL, uro obGecneumsaer m ee 1LEAOCT-
HocTb. Kaxmast moarmch COmepXnT CIEAYIONIyIo HH(POPpMaIIHIO:

o JIATY ITOMIMCH;

e CPOK OKOHYaHUst ACWCTBHS KIK04a JAHHOM MTONITUCH,

o wHpopMaLUIO 0 nuie, noanucasiuem daiin (OG.M.0., nomx-

HOCTb, KpPaTKO€ HAMMEHOBaHHE HDUPMBI);

¢ MACHTHDUKATOP TOATHCABUIETO (MMSI OTKPBITOrO KJIIOYa);

¢ COGCTBEHHO LIMGPOBYIO OANHUCH.

BaxXHO OTMETUTD, YTO € TOYKHU 3PEHUST KOHETHOIO TIOJIb30BATE/S
nporecc GopMUPOBAHUS U ITPOBEPKH LIM(GPPOBOI NOATUCH OTIHYAET-
cs OT TIpolecca Kpuntorpaduyeckoro 3aKphiTHs IIepeaaBaeMbIX JaH-
HBIX CHEOYIOLIMMHU OCODEHHOCTSIMH.

[Ipu dbopmupoBaHur NUPPOBOI NOMATTHCH KCIO/IL3YIOTCS: 3aKPhI-
TBIF KJIIOY OTTIPABUTES, TOTIA KaK TpU 3aluu@pPOBBIBAHMM HCIIOJb-
3ye1cs OTKPBITHIM Koy noiyyarens. [Ipu nposepke uudpoBoii 11o1-
MUCH UCIOIB3YeTCs OTKPLITHIM KJTIOY OTIIpaBUTEsl, 4 NPH paclindg-
POBBIBAHUM — 3aKPBITHIA KIKOY NOIyYaTeNs.

IIposepuTh cHOPMUPOBAHHYIO NOANMUCH MOXET JI000€ JIMILIO, TAK
KaK KJII0Y MPOBEPKHU TOMNMKUCY SIBASIETCS OTKPHITHIM. IIpu monoxu-
TETIBHOM PEe3YJIbTATe NPOBEPKU TONTUCH [eJaeTcsl 3aKiioueHue O
HNOJTAHHOCTH U 1I€JIOCTHOCTH TIONYYEHHOTO COODILEHHUS, T. €. O TOM,
YTO 3TO COOOIICHUE NCHCTBUTENIBHO OTMPABIEHO TEM WM HHBIM OT-
NpaBUTENEM U He ObUI0 MOAMGMDULIMPOBAHO MPH Tepemaye Mo CETH.
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OnHako, ecad MOJb30BaTeNd HHTEPECYET, HE SIBASETCA JIU MOJIyueH-
HOe COOOILIEHHME TIOBTOPEHHEM paHee OTIPABJIEHHOIO MAM He OBLIO
JIM OHO 3afepXaHO Ha NyTH CIEHOBAHUS, TO OH IOJLKEH NPOBEPUTH
IaTy M BpeMs ero OTMPaBKH, a NMPH HAIHYUN — TIOPSIKOBBIA HOMEP.

AHAJIOrMYHO aCHUMMETPUYHOMY WHEPPOBAHMIO, HEOOXOAUMO
ofecrieynTs HEBO3IMOXKHOCTL MOAMEHBI OTKPBLITOTO KIO4a, UCTIONb-
syemoro g nposepku DIII. Otkpeithie wmnoun 3L MoxHo 3a-
LUIMTHTh OT MOAMEHBI C TIOMOILbIO COOTBETCTBYIOLIMX LIN(PPOBBIX cep-
TidukaToB (M. . 13).

CerozHsa cyllecTByeT Heckoybko crapaapToB DLIT, Hampumep
IFOCT 34.10—2001.

5.5.2. DyHKUMA XIWMPOBIHHSA

Kak BHIHO 13 cXeMbl Ha PHC. 5.7, B Ka4€CTBE MCXOAHOIO 3Haye-
Hua aast seraucnenust DIIT Gepercs He caM 3MEKTPOHHBIR JOKY-
MEHT, a €ro X3IU-3HaueHue, Wik JaillKecr.

Xow-3nauenue (M) — 310 datidxncecm coobujenus M, T. e. cxa-
TOEe ABOMYHOE MNPENCTABJICHHE OCHOBHOTO cooluieHust M npous-
BOJIbHOW IiMHbl. X3uIl-3HaueHue A(M) dopmupyercst GyHKIIUEH X3-
umposauus. Dyuxyus xsuuposanus (Xsu~@yHKUYUua) TNPEACTABISET
coboii mpeobpa3oBaHue, HA BXOH KOTOPOTO TNOJAETCS CcOOOLEHHE
nepeMeHHoN UTMHBI M, a BRIXOJIOM SBASIETCSl CTPOKa (PUKCHPOBAH-
HoM mmvHb A(M). Vinaue roBopsi, xawi-gyHKuMs A(-) TIpyHUMaeT B
KAayecTBe apryMeHTa coobiveHue (JOKyMeHT) M mpoM3BONbHOM miM-
Hbl M BO3Bpailiaer x3li-3HadeHue (xawm) H= (M) UKcUpOBaHHOHK
InuHbl (puc. 5.8).

Coobuwsrtue M

Puc. 5.8. Cxema dopmupoBanus xawa H= (M)

DOyHKIMS X3UPOBAHUS TO3BOJSET CKATh MOANKUCHIBAEMbIN 10~
KyMeHT M no 128 u 6onee 6uT (B yactHoctH 10 128 wiu 256 6ur), T0-
raa kak M moxer GbITh pazMepoM B MeraGair v 6osee. Crienyer oT-
METUTb, UTO 3HaYeHHEe X3I-PyHKuM A(M ) 3aBUCHT CINOXHBIM 00pa-
30M OT IOKYMeHTa M ¥ He NO3BOJISIET BOCCTAHOBUTH CaM JOKYMEHT M.

DOyHKHMA XPIHUPOBaHUI JOKHA 00/1a3/aTh CIEAYIOIIUMU CBOii-
CTBAMH.
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1. Xom-@yHKIIHS MOXET GbITh TIPHMEHEHA K apryMeHTy JI060ro
pa3Mmepa.

2. BoixonHoe 3vaueHue X3m-QyHkiun umeer HUKCHPOBAHHBIN
pazmep.

3. Xou-¢pyHKuuio A(x) JOCTATOYHO NMPOCTO BBIYUCIHUTHL IS JIIO-
6oro x. CKOPOCTs BBIYMCICHUS X3IU-GYHKIIMK J0KHA ObITh TAKOM,
4yTOOBl CKOPOCTh BBIpaGoTKK M npoBepku DI mpu ucrnonbzosannu
X3UI-PYHKLIMY ObLna 3HAYUTENBHO GOJbIIE, YeM TIPY WCITONBL30OBAHUH
CaMoro COOOLIEHHUS.

4. Xom-QyHKIUST JO/DKHA OBITh YYBCTBUTEIbHA K BCEBO3MOX-
HBIM M3MEHEHMSIM B TeKCTe M, TAKMM KaK BCTABKH, BBIGPOCH, Mepe-
CTAHOBKM M T. M.

5. Xoni-QyHKIIMS J0/MKHA OBIThH OJHOHANPABIECHHOM, T. €. obna-
JaTk CBOMCTBOM HeOOpaTMMOCTH, WHBIMU CJIOBAMH, 3ajaya 1moabopa
JokymeHTa M', KoTophlii o6nanan 6b1 TpeOyeMbIM 3HAYEHHUEM X3LI-
OyHKIWH, AOMXHA ObITh BHIMMCANTEIBHO HEpaspelnma.

6. BeposiTHOCTL TOro, YTO 3HAYEHHMs XIUi-(PYHKUUH ABYX pasind-
HBIX JOKYMEHTOB (BHE 3aBUCUMOCTH OT MX [UIMH) COBIIAAYT, NOJKHA
ObITb HUYTOXKHO Mana; T. €. IS Mo6oro GuKCUpPOBAHHOIO X C BHI-
YUCIUTEABHON TOYKU 3PEHMSI HEBO3MOXHO HAWTHU X' # X, TAKOE, YTO
h(x') = h(x).

TeopeTnyeckrd BO3MOXHO, YTO [Ba Pa3THUHBIX COOOILUEHHS MOIYT
ObITh CXAaThl B OXHY M TY Xe€ CBEPTKY (TaK HasbiBaeMasl KOJUIM3MS,
WIN «CTOJIKHOBeHME»). T1o9TOMY Anst obecneueHUs CTOMKOCTH (BYHK-
LMY X3LIMPOBAHUSI HEeOoOXOooUMO usberath cToikHoBeHMI. IlonHo-
CTBLI0 CTONKHOBEHUWIA M30eXAaTh HEMb3sd, MOCKOJIbKY B OOHIEM Ciy4dae
KOJIMYECTBO BO3MOXHBIX COOOILIEHWI MPEBBIILIAET KOJUYECTBO BO3-
MOXKHBIX BBIXOIHBIX 3HAYCHUU (DYHKLMH X3IHMPOBaHUS. OIHAKO Be-
POSITHOCTb CTOJKHOBEHMS NOKHA OBITH HU3KOIA.

CBOUCTBO 5 9KBHUBAJIEHTHO TOMY, uTO A(-) SIBAS€TCS ONHOCTOPOH-
Heit pynkiuueit. CBOWCTBO 6 rapaHTUpPYET, YTO HE MOXET OBITH Haii-
JEHO JApYyroe COOOlIeHHE, AAIOLIEE Ty XKe CBEPTKY. DTO HpeaoTBpa-
maer danscudukalmio coodeHns.

Takum 00pa3zoMm, PyHKLHS XIUIUPOBAHUS MOXKET MCITONb30BATH-
Csl i1 OOHApYXEHHUS U3MEHCHHUI COODIIEHHs, T. €. MOXET CIYXKHTh
st GOPMUPOBAHUS KPunmozpaguueckoii KOKMpOAbHOL cymmbl (TAKXKe
HAa3bIBAEMOIl K0OOM OOHApYHCEHUS UBMEHEHUL ITA KOOOM aymeHmupu-
Kayuu coobwenus). B sToM KauecTBe X3UI-QYHKLUMS MCIIONB3YETCS
AJIST KOHTPOJIS LEJOCTHOCTH coobuieHns npyu OPMUPOBAHKAH U TIPO-
Bepke DHIT.
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Xa1i-(pyHKUMAN LHIMPOKO UCTIONB3YIOTCH TaKXe JJIT ayTeHTUdnKa-
uuM nonp3osareneil. B psage texuosornit mudopMaunoHHOR 6e30-
MACHOCTH NpUMeEHseTCsA CBoeoOpa3Hblit mpueM mmdposaHus — wug-
posarue ¢ HOMOUbI0 00HOCMOpPOHHel xaul-ghyrrkyuu. CBoeobpa3ue 3To-
ro windpoBaHMs 3aKITIOUAETCH B TOM, YTO OHO MO CYIIECTBY ABJISETCA
OJHOCTOPOHHHUM, T. €. He CONIPOBOXAAETCS OOpaTHOI TIpOLEAYPOH —
paciundpoBsBAHUEM Ha MPUEMHOI cTOpoHe. O6Ge CTOpOHBI (OTNpa-
BUTEbL M NOJIyYaTellb) UCTIONBL3YIOT ONHY W Ty X€ NPoLeAypy OAHO-
CTOpOHHero mudpoBaHus Ha OCHOBe X3UI-hyHKUUH [62, 82].

W3BeCcTHBIE aiTOPUTMBL XIILMPOBAHHS

» oreyecTBeHHBIA cTanaapt TOCT P34.11—94 [12]. Beruucasier

X3l pasMepom 32 Daiita;

o MD (Message Digest) — psin anropuTtMoB X3LIMPOBAaHUS, HAH-
Bonee pacmpocTpaHeHHsIX B Mupe. Hanpumep, anroputm MDS5
[62, 72] npumensercs B mocnexHux Bepcusix Microsoft Win-
dows a1 npeoGpazoBaHus Napojs nojab3osaress B 16-6aiiTHoe
YKCIO,

e SHA-1 (Secure Hash Algorithm) — 3To anTOpHTM BEIMMCJIEHHS

naimkecTa coobueHuit, BbipabaTbiBaowinit 160-GUTOBBIM X3-
K0d BXOAHBIX IAaHHBIX, HIMPOKO PAacHpOCTPaHEH B MHpE, MC-
TIONIB3YETCS. BO MHOTHX CETEBBIX IIPOTOKOJNAX 3aLMTHl UHGOP-
MalVH.

Xo31I-GYHKUHH WHPOKO WCTIONB3YIOTCH TakXKe A ayTeHTHOhN-
Kallu¥ MOJNib30BaTEIEH.

5.6. Ynpasnenue KpunTOKmMovYamm

Jlio6as xpurnrrorpaduyeckast CUCTEMAa OCHOBAHA HA WCTIONb30BA-
HUKN XpunTorpadgudeckux kmoueit. [Mon xarouesoll ungopmayues mo-
HHMM2IOT COBOKYIHOCTh BCeX ACHCTBYIOIIMX B HWHGOOPMalMOHHOK
ceTH uaM cucteMme Kmoueit. Eciy He obecrieyeHO HOCTATOYHO Ha-
[eXHOE YIpaBleHue KIo4eBod uHbOpMalueil, TO, 3aBAaJEB €10,
TOYMBIILIEHHHMK MOJIy4aeT HEOrpaHWYEHHBIH JOCTYN KO BCeii WH-
dopManyu B CETH WM CUCTEME. Yupaeaenue Kaouamu BKIIOYAET pea-
JIH3AIUI0 TAKUX QYHKIIHI, KaK FeHepalus, XpaHeH|e W pacrpenerie-
HAe Kmoyel. PacripedesieHue KIo4yed — CaMblil OTBETCTBEHHBIM
Ipolecc B YIPABICHHAU KITIOYaMH.

IIpyu MCTIONIB30BAHNM CHMMETPHYHONW KPUIITOCHCTEMBI JIBE BCTY-
nawiige B MHOOPMAHUOHHBIN 00MeH CTOPOHBI JIOIKHEI CHavana co-
[71aCOBaTh CEKPETHbINH CECCMOHHBIN KIIIOY, T. €. K04 ISl IInppoBa-
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HUST BCEX COOOLUEHMI, TiepelaBaeMbIX B IIpoliecce oOMeHa. BDToT
KJTIIOY JAOJEKEH ObITh HEM3BECTEH BCEM OCTANILHBIM Y NOJKEH Nepuo-
JUYECKU OOHOBASTHCS OLHOBPEMEHHO Y OTIIPABHTENSE M TIOJIYyYATE sl
Ilpouecc cortacoBaHWsI CECCUOHHOTO KIIOYA HA3bIBAIOT TAKXKE OOMe-
HOM WU PACTIPENENCHUEM KIIIOUE.

AcuMMeTpHYHas KpMIITOCHCTEMA IPEATIONAraeT MCIOJIb30BaHHE
JBYX KJIIOYEH — OTKPHITOTO M 3aKPBITOrO (CEKpeTHOro). OTKpPHITHIH
KJAI0Y MOXHO pa3rialiaTh, @ 3aKPBITBIA — CJelyeT XPaHUTh B TaiiHe.
IIpu obMeHe coOOOILIEHUSAMM HEOOXOAMMO IIEPeChUIaTh TOJIBKO OT-
KPBITBII KJTI04, 00ecrneymB MOMTHHHOCTD NEPECHIIAEMOro OTKPBITOTO
KJII0Ya. ‘

K pacnpeseneHuio kimodeil IpennaBasiOTC Cleayomue tpeGo-
BaHWS:

¢ ONEPaTMBHOCTh U TOYHOCTh PacHpe/IeieHus,

¢ KOHQUACHIMANLHOCTD U TIEJIOCTHOCTE PACTiPEALIIEMbBIX KITI0-

yeil.

Jnd pacnpeleneHus KIOUeH MEXAY MHOJb30BaTENSIMH KOMIIbIO-
TEPHON CETH TIPUMEHSIOTCS 1Ba OCHOBHBIX criocoba [9]:

1) ucnons30BaHWe OIHOIO WIM HECKONBKMX LICHTPOB pacnpeie-
JICHUS KIIOYEH;

2) npsiMoit oOMEeH KIIIoYaMHy MeXIy IMOJb30BATENsIMU CETH.

O06a rioaxona BiIEKYT 3a CO00U HeKOTOpbie mpobneMbl. B mepsoM
clayyae LEHTpY pacnpelecHUsi KIouei HM3BECTHO, KOMY M KakKHe
KJTIOYUW PACIpeieIeHBl, ¥ 3TO MO3BOJIET YUTATh BCE COOOLICHMUS, IIe-
penasaeMbie No Ccety. BO3MOXHBIE 310yr0TpeGaeHNsI MOTYT CyHIeCT-
BEHHO HapyLIUTh 06€301aCHOCTh ceTH. Bo BTOpoM — Heo0XoanMo Ha-
JEXHO YAOCTOBEPUTECS B MOJIMHHOCTH CYOBEKTOB CETH.

3ajaya pacnpeneneHus KIKYel CRBOAUTCS K MOCTPOSHHIO TAKOTO
[TPOTOKOJIA pacIpeneieHnst KJI04ei, KOTOpblil 00eCceYnBaeT:

* B3aMMHOE NMOATBEePXACHUE TOMTHHHOCTH YYACTHHUKOB CEaHca;

» MOATBEPXIECHUE TOCTOBEPHOCTH CEaHCa;

¢ MCHOJIb30BAHUE MHUHUMAIBLHOIO 4MC/a COOOIIeHUN Npu obMe-

HE KII04YaMU.

XapaxkTepHbM MPUMEPOM PeaTU3alMi MEePBOro NMOAX0Aa SIBJISET-
Csl CHCTeMa ayTeHTU(MKAIUKM U pacnpencneHus kmiodeil Kerberos;
OHa paccMOTpeHa B L. 13.

OctanoBuMcsl noapoGHee Ha BTOPOM ITOAXOAeE.

[lpw ucnonp3oBaHUM IUIS 3aLIMHIEHHOTO NHGOPMAIIMOHHOIO 00-
MEHa KPHUITOCUCTEMBI ¢ CUMMETPHUYHBIM CEKPETHBIM KIIOYOM JBa
NONB30BATENS, XKEMAolUe OOMEeHAThCSE KpunrorpahuyuecKu 3alliv-
HIeHHOM MH(popMaLMeii, 1OJDKHBI 061a1aTh OBIINM CEKPETHBIM KO-
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YOM. DTH N0Jb30BaTEM NOKHBI OOMEHATHCA OOLUMM KIIOHOM IO
KaHaly ceg3u GesonacHbiM oOpasoM. Ecnu monb3oBares MEHSIOT
K104 JIOCTATOYHO YacTO, TO JAOCTaBKa KJII0Ya MpeBpaniacTcs B cepb-
€3HY10 npobieMmy.

s penieHHs 3To# MPoGAEeMb! BO3MOXHO:

1) ucrons30BaHNE ACHMMETPUYHON KPMIITOCHCTEMBI C OTKPbI-
TBIM KJIIOUOM U1 3AINTHI CEKPETHOTO KITI0Ya CHMMETPHYHOM KpHII-
TOCHCTEMBIL;

2) UCIOB30BAHUE CUCTEMEI OTKPBLITOTO pacHpeneeHus Kouel
dndpdu — Xennmana.

Peanusaius mepBoro crocoba oCyleCTBASIETCS] B paMKax KOMOU -
HUPOBAHHOM KPHUNTOCUCTEMBI C CUMMETPHUYHLIMM W aCUMMETPUYHBI~
My Knoyamu. TIpM TakOM NOAXOAE CHMMETPUYHAs KPHUIITOCHCTEMA
pUMEHseTCs Ui IUdPOBAaHMI Y TIEPelayd UCXONHOIO OTKPHITOTO
TEKCTa, 2 ACUMMETPHUYHAS] KPHIITOCUCTEMA ¢ OTKPBHITHIM KJIIOUOM TTPU-
MeHSeTCH A WHdpoBaHUs, epeadd U MOCSAYIoIero pacuudppo-
BLIBAHHS TOJIBKO CEKPETHOIO K093 CUMMETPHUYHON KPHITTOCUCTEMBI.

Bropoii cnoco6 OCHOBaH HA IPUMEHEHUM aNTOPHTMA OTKPHITO-
ro pacnpeneneHus kmoueit Indpdu — XewiMaHa, MO3BOISIOLIETO
M0/1b30BATE/IIM OOMEHHBATLCA KINOYaMH MO He3alUIIEHHBIM KaHa-
JlaM CBSI3H.

Merop pacnpepenenns kniover fubpyu — XennmaHa

Y. Iudpdu u M. Xennmad u3o0pear METON OMKpuIMo20 pacnpe-
Oenenua karoveli B 1976 T. DToT METOA NMO3BOASET T0Ab30BaTENAM 00-
MEHHMBATLCA KIIOYaMH 10 He3allMlIeHHBIM KaHaiaM CBaA3u. Ero
6e30MacHOCTb OGYC/IOB/IEHA TPYAHOCTBIO BBHIYMCACHMSI OUCKPETHBIX
JIOrTapuMOB B KOHEYHOM IM10jie, B OTIM4YUE OT JIETKOCTH PeLIeHUSA
NnpsMOH 3a0auyd AMCKPETHOrO BO3BEIECHMSA B CTENEHb B TOM Xe KO-
HEYHOM I0JI€.

Cyrb Metona duddu — XewiMmana 3aKI0O4aeTcs B CIACAYIOLEM
(puc. 5.9).

IMonesosarenu A u B, yyacTByoine B o6MeHe HHPOPMALIUY, TE-
HEPUPYIOT HE3aBUCHUMO JAPYr OT APYra CBOM CIIy4aiiHbie CEKpeTHHIE
KINIo4M k, U ky (k104 k, ¥ ky — cayvaitHsie Gonbliike LieIble YuCa,
KOTOphIE XpaHATCst TIONb30BaTeNnsiMu A 1 B B cekpere).

3aTeM MoJib30BaTeNb A BRIYMCIIAET HA OCHOBAHHM CBOETO CEKPET-
HOTO KITIOYa k, OTKPHITHIA KIIIOY

K, =g" (mod N),
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Puc. 5.9, Cxema oTKprITOrO pacnpenencHust kmoueit Juddn — Xemrmana

OJHOBPEMEHHO MO/b30BaTE/b B BBYUCASECT Ha OCHOBAHHMM CBOETO
CEKPETHOro KJoya K, OTKPBITHIA K04

K, = g"*(mod N),

rie N u g — Oonbliine IIe/ibie NPOCThie 4HCHa. ApudMeTHuecKue
JEUCTBUSI BBINOJHSIOTCS C NMpuBeAeHUueM 1o Moaymo N [62]. Yucaa
N u g MoryT He XpaHuTbCs B cekpere. Kak TmpaBWiio, 9TH 3HAYeHUs!
ABJISIIOTCA OOLIMMHU JUIST BCEX TTOJIb30BATENEH CETH WM CUCTEMBL.
3atem monb3oBatend A 1 B 0OMEHUBAIOTCI CBOUMHM OTKPBITBIMU
kiouamMm K, 1 K IO He3alunieHHOMY KaHally W UCTIONB3YIOT X IS
BBIUMCJICHUA ODLIEr0 CECCHOHHOTO KiTtova K (pa3aensieMoro CeKpeTa):

nons3opatens A: K =(K ;)" (mod N) = (g* )* (mod N);
nons3oBarens B: K' = (K )" (mod N) = (g")** (mod N);
npu 3toM K = K', TaK Kak (g*7)* =(g**)** (mod N).

Taxum o6pa3zoM, pe3yabTaToM 3THX AeHCTBUI OKa3bIBaeTCst 00-
1K CECCUOHHBIN KJTI0Y, KOTOPBIH sBAsieTcsl (PyHKIIMeH 000UX cek-
PETHBIX KTIoUeil k, u k.

31OYMBILITIEHHUK, TIEPEXBaTUBIIMI 3HAYEHUS OTKPBIThIX KIIIOUEH
K, u Kj, He MOXeT BBIYHMCIUTL CECCHOHHbLIN K04 K, TOTOMY 4TO OH
HEe MMEET COOTBETCTBYIOIINX 3HAYEHMI CEKPETHBIX Kiwoueit k, u k,.



120 Yacme 2. Texnoro2uu sauumot 0GHHbIX

baaronapss McNONb30BAHUIO ONHOHANpaBIcHHON (YHKIMH, oniepa-
UM BbIYHMCJIEHHUSI OTKPBITOTO KJKIOYa HeoGpaTuMa, T. €. HEBO3MOXHO
MO 3HAYEHMWIO OTKPHITOrO Kiloua abOHEHTa BBIUMC/IUTHL €10 CEKpeT-
HBI# KITI0Y.

YHuxkansHocTh Metoaa Audgdu — XeLiMaHa 3aKII04a€TCs B TOM,
YTO 1apa ADOHEHTOB MMEET BO3MOXHOCTb NOAYYUTh U3BECTHOE TONIb-
KO UM CEeKpeTHOE YHCJIO, MepedaBasl 10 OTKPHITOH CETH OTKPBITHIE
kaio4u. [locse 3Toro aBOHEHTH MOTYT TIPUCTYIIUTh K 3allUTe NepeJa-
BaeMoil MHGOPMAlIMK YXE€ H3BECTHBIM TNPOBEPEHHbIM CriocoboM -
FIPUMEHSSE CUMMETpHUHOE IKdPOBAHUE C HCHOAB30OBAHMEM II0Y-
YeHHOI'0 pa3fessieMoro CeKpera,

Cxema Judpdu — XesmiMmaHa OaeT BO3IMOXHOCTH IINGDPOBATDH
JAaHHBIE MPY KaXJIOM CEAHCE CBA3M HAa HOBBIX KNIOYax. 3TO NO3BOIA-
€T HE XPaHUTh CEKPEeThl Ha IUCKeTax MM Apyrux Hocurensax. He cie-
nyer 3a0BIBaTh, YTO JI00OE XpaHEHHME CEKPETOB MOBLILLIAET BEPOST-
HOCTb NMOMNAKAHUA WX B PYKH KOHKYPEHTOB MM NPOTUBHHKA.

Ha ocnose cxemsr Juddu — Xesnmana GyHKUHOHUPYET IPOTO-
xon ynpamieHusi kpunrokmouamu IKE (Internet Key Exchange),
NPUMEHSIEMBIMHI TIPH TIOCTPOCHMHM 3aNIMILUEHHBIX BUPTYATbHbIX ceTe
VPN Ha cereBOM YPOBHE.



naBa 6
KPUMNTOTPADUIECKME AJITOPUTMbI

DOJIBIUMHCTBO CPEACTB 3alIMThl MHQOpMauuMu OGasvpyercs Ha
UCTIO/Ib30BaHMHM KPpUTNITOrpahuuecKux WndpoB ¥ Tpoueayp uudpo-
BaHust/paciindpoBaHus. B cooTBeTcTBUM CO cTaHmapToM LHdpOBa-
Hust TOCT 28147--89 noa wughpom nNOHUMAIOT COBOKYITHOCThL 00Opa-
TUMBIX NpeoOpa3s0oBaHU MHOXECTBA OTKPBITBIX HAHHEIX HA MHOXE-
CTBO 3altMPOBAHHBIX JAHHBIX, 3a1aBA€MbIX KJTIOYOM U &JIMOPUTMOM
Kkpurrrorpaduueckoro npeodpasosanus [10]. CyuiecTByer MHOXeECT-
BO pa3HbIX Kpunrorpadunueckux aaroputMoB. HazHayenune atux ai-
TOPUTMOB — 3aiMTa WHpoOpMauMH. 3anmMilaTh Xe HHPOPMALUIO
NPUXOIUTCST OT Pa3sHBIX yrpo3 M pasHbIMM crnioco0amu. Yrobnl obec-
NEeYUTh HAACXKHYI0O U aACKBATHYIO 3ALIMTY € TIOMOIIBIO KPUIITOAIIO-
putMa (KA), HyXXHO mOHMMAaTh, kakue 6biBatoT KA M Kakoi THIT ail-
ropuTMa Jyyllie TIPUCIOCOOAEH A PelleHus] KOHKPETHOM 3aaa4yu.

6.1. Knaccudpmrkaums kpunrorpadpuveckux anropMrmMoB

- I3BeCTHHI HECKONLKO Kiaccu@uKaimii KpHNTOrpapuuecKux aji-
roput™MoB [50]. OnHa n3 Hux mompasaenster KA B 3aBUCHMOCTH OT
yucia KIoded, TIPUMEHIEMbIX B KOHKPETHOM aJITOPUTME:

» BecnoyeBble KA — He WCMONB3YIOT B BHIYUCIEHUAX HUKAKHX
KITIOUEH; .

o onHOKJTIOUeBBIe KA — paboTaloT ¢ OJHMM KIIOYEBBLIM NapaMer-
POM (CEKPETHBIM KITIIOYOM);

o IBYXKNIOUEBble KA — Ha pasiudHbix crajusx paGoTel B HUX
IIPUMEHSIOTCS ABA KJAIOUEBBIX HapaMeTpa: CEKPETHBIA W OTKPbI-
TBIN KJIIOUH.

CyiectBylorT Gosiee JeTanibHbie KIaCcCHOUKALHMY, OIHA U3 KOTO-

PbIX TIpUBEAEHA Ha puc. 6.1.
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Kpuntorpaduvecke anroputmsl

/ Y \

Beckniovessie Oanoniovessie ~ Osyxxniouesnie
/ ! / \
CuMMeTpU-HOS AcummeTpuiHoe 3rieKTpOHHast
Xaumpasarue wwcbposanue Wwuchposariue noanucL
Bnoutoe MotouHoe

Puc. 6.1. Knaccudukaiusg KpUITOUITOPHTMOB 3aLUMTB! MHGOPMaLVK

OxapakrepH3yeM KpaTko OCHOBHbIE THIBI KA.

Xommposanye — 3TO METOA KPUITO3ALIMTHI, NPEeICTABISIOLIMH
co60i KOHTPOJbHOE Mpeobpa3opaHue MHPOPMALMK: M3 JAHHBIX He-
OrpaHMYEHHOro pa3Mepa NyTeM BBINOJHEHHUS Kpumnrorpadpuueckux
npeoOpa’oBaHiil BLIYKUCISAETCS X31l-3Ha4eHHe HUKCUPOBAHHOM VK-
HBl, OJHO3HAYHO COOTBETCTBYIOLIEE MCXOMHBIM JaHHBIM.

CummerpnyHoe mmcpoBanue MCTOAB3YeT OAVH M TOT Xe KIToY
KaK [UIst 3aiu@poBBIBAHNS, TaK ¥ I pacluudpoBbiBaBust HHOOP-
MAaLnH.

CuMMeTpuyHOe HM@ppoOBaHUE TMOApa3Ne/geTcss Ha JBa BHAA:
6ro4uroe N noMo4Hoe, XOTs ClIeAyeT OTMETUTh, YTO B HEKOTOPBIX KJIac-
cndHKalMuAX OHM He PasAeNsioTCs H CYUTAeTC, 4TO MOTOYHOoe MHb-
poBanue — 310 mmubpoBaHne GIOKOB EAMHNUYHON [UTMHEL

Baounoe mmdpoBanne xapakrTepwsyeTcsl TeM, UTO HHMOpMalus
NMpeABApUTEIbHO pa30uBaercss Ha OJOKM (DUKCHPOBAHHON JIHHBI
(nanpumep, 64 viu 128 6ur). Ilpu sTOM B pasnmunbix KA wnn naxe
B pa3HbBIX pexXuMax paboThHl OOHOrO U TOro X¢ aIropuT™Ma OJIOKH MO-
ryT Wy poBaTbCsa KaK HE3aBUCHMO APYT OT APYra, Tak U «CO CLETe-
HMEM», T. €. KOrJa pe3ynpTar 1udpoBaHus TEKYIIEro 610Ka JaHHbIX
3aBUCUT OT 3HAYEHMS NpeAblayliero 0Jioka Wiu OT pe3yabraTa 1ud-
poBaHUsI npeaplayLiero 6ioka.

ITorounoe mum¢poBanne IPUMCHSIETCSI, NIPEXIE BCEro, TOrga, Ko-
raa uH¢pOpMaLKlo HEBO3MOXHO pa30OMTL HA OJIOKH — CKaXeM, €CTb
HEKHI NOTOK JaHHBIX, KaXAblii CUMBOJI KOTOPBIX Tpebyercs 3aiud-
poOBaTh U OTMPABUTh, HE JOXKAASCH OCTANbHBIX JNaHHbLIX, AOCTATOY-
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HBIX 17ist popMUpOBaHUsL GIOKA. AJITOPUTMBI ITOTOYHOrO mudposa-
HHUSI 1MUPPYIOT AaHHBIE ITOOUTHO WM IMOCUMBOJIBHO.

AcumMMeTpadHOe IIM(POBAHME XAPAKTEPHU3YETCH HPUMEHEHHEM
ABYX THATIOB KJIOUE: OTKPHITOre — s 3ammdpoBbiBanus uHdop-
MalMK ¥ CeKpeTHoro — sl ee pacliudpoBeiBaHusl. CeKpeTHBIN U
OTKPHBITHII KJII0YM CBSA3aHBI MEXIY COO0M JOCTATOYHO CJIOXHEIM CO-
OTHOHICHMEM.

AnexTponnas ungposaa nommuce (DIIIT) mcnone3yercsa mns Ha-
JEXHOIO MOATBEPXKIACHUS 1IETOCTHOCTY M aBTOPCTBA HAHHBIX.

6.2. CummeTpHuHble anropUTMbI WKMPOBaHHUA
6.2.1. OcHOBHbIE MNOHATHSA

B cuMMeETpMYHBIX KPHUOTOAATOPUTMAX ISl 3aIUU(POBLIBAHUST U
paciiudpoBbIBaHUS COODIUCHUSE UCTIONb3YeTCSI OMUH M TOT XKe GJIOK
uHbopMauuu (Kmodg). XOoTa alroputM BO3ACHCTBUS Ha riepenasae-
Mbl€ TAaHHBIE MOXET OBITh M3BECTEH NOCTOPOHHHM JHILAM, HO OH 3a-
BUCUT OT CEKPETHOIO KJII04a, KOTOPBIM AOKHBI 00/1anaTh TOJIBKO
OTTIPABUTETL M NONYyYaTe b, CHMMETPHUYHBIE KPHITTOAITOPUTMBI Bbi-
MOJNHAIOT npeodpa3oBaHue HeOONbIIOro 60Ka maHHbIX (1 6UT KGO
32—128 6uT) B 3aBUCMMOCTH OT CEKPETHOI'O KJIIoYa TaAKUM 00pasoM,
YTO NPOULCTh MCXOAHOE COOOIICHME MOXHO TOJIBKO 3Hasi 9TOT CeK-
PETHBIHA KJIIOY.

CHMMETPUYHBIE KPHIITOCUCTEMBI TIO3BOJISIIOT HA OCHOBE CHMMET-
PUYHBIX KPUINITOATITOPUTMOB KOAMPOBAaTH M AEKOAUPOBaThH (haiijibl
NPOU3BONBLHOMN MJINMHEL. ‘

XapakTepHasi 0COOEHHOCTb CUMMETPUYIHBIX OAOYHBIX KPUITOAI-
rOpUTMOB — Ipeodpa3oBaHue OI0Ka BXOTHOH HHpOpMalun GUKCH-
POBaHHOH IJIMHBI M MOJYYEHUE pE3YIbTHUpYIOLEEro 6J10Ka TOro ke
00beMa, HO HEAOCTYIHOrO ISl MPOYTEHHs CTOPOHHMM JMIAM, He
BlageroluM KioyoM. Cxemy paGoOTBI CHMMETPUYHOTO 6JI0YHOro
wKM@pa MOXHO ONUCATh PYHKUMIMHA

C=E (M) u M= DKC),

raie M — ucxomHbIft (OTKPBITHIN) 610K ganHbIX, C — 3ammdpoBaH-
HbI# OJOK JaHHbIX.

Kotou K siasiercs mapaMeTpoM CUMMETPUIHOrO GJ109HOTO KpHII-
TOAIMOPUTMA M NIPCIACTABISIET COOOU OJ0K ABOMYHONH UH(POpMANUU
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¢ukcupoBanHoro pasmepa. Mcxomueit M u 3ammdposaHHbit C
OJIOKM JAHHLIX TaKXe HMEKT (DMKCUPOBAHHYIO Pa3psilHOCTb, paB-
HYI0 MeXny co0oil, HO HEODA3ATEIbHO PaBHYIO ANMHE Kioya K.

brouHble (P ABASIOTCS TOH OCHOBOU, HA KOTOPO# peann3o-
BaHbl HPAKTHYECKH BCE CUMMETPUYHbIE KpUNITOCUCTEMEL. [IpaxTude-
CKHM BCE @IFOPMTMBI UCTIONB3YIOT HISI NpeoOpa3soBaHUil ONpeleteH-
HbII HaOOp 0GpaTUMBIX MATEMATHUECKKX Npeodpa3oBaHMii.

MeTonuka co3paHusa HenodyeK U3 3auMdpoBaHHBLIX OJOYHBIMHU
aropuT™MaMu 0aitToOB Mo3BOJIsteT WK pPOBaTh MU MAaKeTH MHMOPMa-
LMY HEOrpaHMYEHHOMH IMHbL. OTCYTCTBME CTATUCTUYECKOH Koppe-
JALKY MEXNY GMTaMy BBIXOZXHOIO NOTOKA GiouHOro mudpa Mcnonb-
3yeTcsl OISl BHIYMCIICHMSI KOHTPOJBHBIX CYMM MAKETOB JAHHBIX U B
X31IMpOoBaHMH napojei. Ha ceronHsluHuil geHp pa3paboTraHo J10CTa-
TOYHO MHOTO CTOHKHX OJIOYHBIX LIHU(PPOB.

Kpuriroaaroput™M cHMTaeTCsl MACANBHO CTOWKHUM, €CJAHU JUIS TpO-
yTeHHusl 3aim(ppoBAaHHOTO 06ji0KAa JaHHBIX HeobGxoamm repebop Beex
BO3MOXHEIX KJIIOUEH 0 TeX IIop, MOKa pacuin@poBaHHOE COOOILe-
HKEe He OKaXeTCsl ocMbicieHHsIM. B ofeM ciy4ae croitkocts 6104~
HOTO 1IK(pa 3aBUCHT TOJNBKO OT IIHHEL KJ1l0Ya H BO3PACTaeT 3KCIIO-
HEHLUHMAMIBHO € €€ pocTOM. MneajbHO CTOUKWE XKPUIITOAITOPUTMBL
JIOJDKHBI YIOBJIETBOPSTH €lle OJHOMY BaXHOMY TpeboBaHmio. Kmod,
KOTOPHIM TPOM3BEIIEHO 3TO NpeoOpa3oBaHue, NIPH M3BECTHHIX UCXOI-
HOM W’ 3alM(POBAHHOM 3HAYEeHHUAX 6710Ka MOXHO Y3HATH TOJBKO IMy-
TEM ITOJIHOTO Hepebopa ero 3HaYeHMIA.

6.2.2. bnouHbie anropMTmbl WHPPOBAHNS JAHHBIX

Asropurv mudposanus ganusix DES (Data Encryption Standard)
6ui1 onybnukoBaH B 1977 r. m ocTaeTcs TMOKa pacmpOCTPaHEHHbIM
GJIOYHBIM CUMMETPHUYHBIM AJIrOPHTMOM, NCHONB3YeMbIM B CHCTEMaX
3aUMTHl KOMMEPYECKOH HH(pOpMaLyH.

Anropurm DES nocTpoeH B COOTBETCTBHM C METONONOTHEH CETH
DeiicTe/IT ¥ COCTOMT W3 YEPEOYIOILEHCH MOCAEN0BATE/IBHOCTY Tiepe-
CTaHOBOK W noactaHoBok. Anroput™ DES ocyiuecrensier uudposa-
Hue 64-6UTOBBIX GIIOKOB JAHHBIX C HOMOLIBLIO 64-GUTOBOrO KITIOYA,
B KOTOPOM 3HayallMMHM sBiasiiorcss 56 6wt (ocraibHbie 8 — mpose-
pOUHbIE OMTHI VISt KOHTPOJIA HA YETHOCTD).

Tpouecc wndpopaHus 3aKII0YACTCS B HAYAIbHOM MEPECTAHOBKE
6utos 64-6uToBOrO 6710Ka, 16 mMkiaax (payHimax) wudpoBaHus H,
HaKOHELl, B KOHEYHOI nepecraHoBke butos (puc. 6.2).
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WcxopHbin TekcT

HavanbHas nepecraHoBka

16 pas [Lindposanune M

KoHeuHas nepecraHoBka

4

LLncprekct

Puc. 6.2. O606uieHHas cxema wudpoBaHusg B arropat™me DES

Paciindposrianme B DES sBasiercs omnepauwmeii, oOparHoit
HM(PPOBAHUIO, M BBIIOJHACTCS IYTEM IOBTOPEHMS Onepaluii wndg-
pOBaHUSA B OOPATHOM ITOCJIEOBATENILHOCTH.

OcHoBHbIe gocTOMHCTBa anropurma DES:

* VICIIOJIb3YETCS TONbKO ONHMH KITI0Y JUTMHOM 56 OuT;

* OTHOCHUTEJBHASI NPOCTOTA AIropuTMa 00ECleYHBaeT BLICOKYIO

CKOpPOCTb 00paboTKH;

» 3a1mMdpoBaB coOOOIIEHWE C TOMOILbLIO OJHOIO IMAKeTa IIpo-
rpaMM, Jas1 paciiupOBKH MOXHO HCHOJB30BaTh JI000H Ipy-
TO# MakeT MpoTpaMM, COOTBETCTBYIOINMIT anroputmy DES;

» KPHUNTOCTOMKOCTh AITOPUTMA BIIOJIHE NOCTaTOYHA I obecre-
yeHusi UHGOpMaMOHHON Oe3omacHocTH OOMBHIMHCTBA KOM-
MEPYECKHX [TPUATIOKECHUA.

CoBpeMeHHasi MUKPOIPOIIECCOPHAST TEXHAKA IMO3BOJSAET 33 HOC-
TATOYHO TMPHUEM/IEMOE BpEMsI B3J1aMbIBaTb CUMMETPUYHEIE OJ10YHEIE
wun@psl ¢ ATuHON Kro4a 40 6uTt. [Inst Takoro B3naMbIBAHHS UCII0JIb-
3yeTcsl METOJ MOJHOro nepedopa — TOTATBHOTO OIPOGOBAHMSA BCEX
BO3MOKHBIX 3HAYEeHU Kiova (MeTon «rpyboil cwibl»). o HemaBHe-
ro spemeny DES cuntancs orHocuTensHO 6€301aCHBIM &JITOPUTMOM
1M pOBaHUS.

CyliecTByeT MHOTO CNIOCOGOBR KOMOWHHUPOBAHUS GIOUHLIX ANro-
PUTMOB [T TIOJIyY€HHSI HOBBIX OoJiee CTOMKUX anropurMoB. OIHHUM
U3 TAKUX CIOCOOOB SIBASIETCS MHO20KpAmMHOe wu@posanue — WUCIIONb-
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30BaHHe GJIOYHOIO alropuMTMa HECKONBKO pa3 C Pas’HbIMU KIIIOYaMHU
s W pOBaHUA OIHOTO M TOro Xe 670Ka oTkpbiToro Tekcra. Ilpu
TPEXKPAaTHOM HIN(POBAHUKM MOXHO TIPUMEHUTb TPH DPaIMUHBIX
KJII04a.

Anroput™ 3-DES (Triple DES — Tpoitsoit DES) ucnonssyercs
B CHTyalMsix, Koraa HagexHocts adroputva DES cumraercs Henoc-
TaTOUYHOM.

CeroHs Bce HIMPE MCMOIB3YIOTCA ABa COBPEMEHHBIX KPUNTO-
CTOWKHX &IrOpHUTMA IIM(pPOBAHMUS: OTCUECTBEHHBIH CTaHAAPT LWiud-
posanusg ['OCT 28147—89 u Hosbiit kpunroctaHgapr CHIA — AES
(Advanced Encryption Standard).

Craunapr umdposanus T'OCT 28147—89 npennasHaveH ns ar-
rapaTHO# M MPOrpaMMHOM Peau3aliii, YIOBJIETBOPSET KPUIITOIPa-
duyeckuM TPeGOBAHMSIM W HE HAKIAHbIBAET OrpaHU4YeHMi Ha cTe-
reHb CeKPEeTHOCTH 3alrmMuiaeMoil uHdopMauuy. Anroput™ imgpo-
BaHMs gaHubix, onpeneaseMmbiii [OCT 28147—89, npeacrasnser
co60ii 64-0UTOBBII OJIOYHBI AITOPUTM € 256-OMTOBBIM KJTIOHOM.

Jlaunple, nomiexaiive 3amm@poBaHnio, pa3buBaloT Ha 64-pas-
psimHble G10KH. DT 610KM pa3buBaloTCsl Ha aBa cybbioka N, u N,
mo 32 6ur (puc. 6.3). Cy66nok N, obpabarsiBaetTcs onpeaeneHHRIM
0o0pa3oM, IOCne 4Yero ero 3HayeHMe CKIIAIbIBAeTCs CO 3HaYeHHEM
cy6610Ka N, (cmoxeHue BBIIOMHACTCA 110 MOLYIO 2, T. €. IIPUMEHS-
eTcq aornyeckas onepaumst XOR — «uckiioyaoluee Uin»), a 3ateM

Tabrupt
3amMeH

Puc. 6.3. Cxema anropurva I'OCT 2814789
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cy00n0KkM MeHsOTCS MectamH. [lanHoe rnpeoGpa3oBaHue BBIIOHS -
eTcst ompeaesieHHoe YUCIIo pa3 («payHuoB») — 16 wiau 32, B 3aBHCH-
MOCTH OT pexXuMa pabOThbi aJIrOpUTMa.

B kaxxaom payHze BBINOJIHSIOTCS IBe ONepaily.

Tlepsas onepauus — HanoxeHue kiioda. Coaepxxumoe cyo60-
ka N, cKiIaabiBaeTcs o mMoxymio 22 ¢ 32-6utoBoit yacThio Kmoya K.
[Tonnblit Kmoy WNPpoBaHUsT NPEACTABISIETCS B BHIE KOHKATEHANUH
32-6urosbix noakmoueit: K, K, K,, K;, K,, K;, K;, K;. B npouecce
11HPOBaAHHA UCHONB3YETCS ONWH W3 3THX ITOIKIIOYeH — B 3aBUCH-
MOCTH OT HOMEpa payHaa U pexXuma paboThl aIrOpHTMA.

Bropass onepaums — TtabnwyHast 3ameHa. [locie HanoXeHHS
Kioya cyo6nok N, pasbusaercst Ha 8 yacrteil mo 4 6uT, 3HaYEHUE Ka-
XKI0#M M3 KOTOPBIX 3aMEHSIETCH B COOTBETCTBUM C Tab/MIEH 3aMeHBbI
[J1s1 JAHHOKM 4acTy Cy00Jioka. 3aTeM BBIMIOIHSIETCSI NOOUTOBBIN IIHK-
JIMYECKUHA caBur cyo6ioka BaeBo Ha 11 Our.

Tabauunste 3amenst. bOK NOACTAaHOBKM S-box (Substltutlon box)
4aCTO MCTOMB3YIOTCSI B COBPEMEHHBIX aJITOPUTMaxX HIM(pPOBAHUS, I10-
3TOMY CTOUT HOSICHUTH, KAK OPTAHU3YETCS MTONOOHAsS onepanus.

brok momcTaHOBKM S-bOX COCTOWT M3 BOCBMHM Y3JIOB 3aMEHBI
(S-6n10k0B 3aMeHBl) S, 5,, ..., S ¢ mamsaTbio 64 6uT Kaxbiit. [Tocty-
namoumi Ha 610K NoacTaHoBKY S 32-6MTOBHIN BEKTOD pasOHBAIOT Ha
8 TIoCNeI0BaTEIbHO UAYIIUX 4-OUTOBBIX BEKTOPOB, KAXIBIM M3 KOTO-
pbix npeobpasyeTcs B 4-OMTOBBIA BEKTOD COOTBETCTBYIOIIHUM Y3ITOM
3aMeHbl. Kaxmasiii y3e1 3aMeHBbl MOXHO TIPEACTaBHTh B BUAE TaOIu-
UbI-TIEPECTAHOBKH 16 4-OMTOBBIX [XBOMYHBIX 4YHCEN B [JHANaso-
He 0000...1111. BxomHoi1 BeKTOpP YKa3bIBaeT aApec CTPOKH B TaOnHIE,
a YUCJIO B BTOM CTPOKE SBISIETCS BEIXOAHBIM BEKTOPOM. 3aTeM 4-0u-
TOBBIE BEIXOJHLIE BEKTOPHI IOCTIEIOBATEIbHO OOBEAMHIIOT B 32-0H-
TOBBIM BEKTOD. Y31bl 3aMeHbl (TaGNMMIbI-IEPECTAHOBKHU) IPEACTABIS -
10T CODOM KTIOYEBBIE 2/IEMEHTBI, KOTOPHIE SIBJISIIOTCS OOIMMH IS
cetd OBM # penxo M3MEHAIOTCS. OTH Y3kl 3aMeHbI JOXHbBL COXpa-
HATHCSL B CEKpeTe.

Anropurm, omnpenenseMbii N'OCT 28147—89, mpemycMaTpuBaeT
YeTHIPE pexXuMa paboThL. HPOCMOU 3aMeHbl, 2AMMUPOBARUS, 2AMMUPO-
8aHUS ¢ 00pamHOL C8A3bI0 U 2eHepayuu umumonpucmaeox. B HuX mc-
NOJIL3YETCS OMHO M TO XK€ OMYCAHHOE Bhillie MHMpyloilee IIpeodpa-
30BaHME, HO, ITOCKOJIbKY HA3HAYEHUE PEXMMOB Pa3IHYHO, OCYIIECT-
BJISIETCS 3TO Npeobpa3oBaHKE B KaXIOM U3 HUX TI0-Pa3HOMY,

B pexwnme npocmoii 3amenvt 1mig 3aninchpOBBIBAHHMSI KaXIOTO
64-6uToBoro 610Ka HHQOPMAIIMU BBLIIOIHAIOTCS 32 ONMCAHHBIX
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poitite payHga. Ilpu stom 32-OMTOBBIE MOAKIIOUM HKCNONB3YIOTCS B
CleIyIOmEd TOCAeOBATEIbHOCTH:

KO: Kl’ 1(2, 1(39 K4, KSs Kéa 1(7: K(h K} W T A — B payHlax ¢ 1-ro
1o 24-ii;

K, K, K,, K,, K,, K,, K, K, — B payHuax ¢ 25-ro 1o 32-i.

PacumgpoBbiBale B JAHHOM PeXMME TPOBOAUTCS TOYHO TaK
Xe, HO C HECKOJIbKO [APYIOM I10C/eN0BATE/ILHOCTRIO NMPUMEHEHUS
MOOKTIOYEH:

K, K, K,, K, K,, K;, K;, K, — B payngax ¢ 1-ro no 8-i;

K, K, K;, K,, K,, K,, K, K, K,, K, v T. 1. — B payHnax ¢ 9-ro
o 32-ii.

Bce 6n10ku 1MppyroTCs HE3aBUCUMO APYT OT Opyra, T. €. pe3yib-
TAT 3alM(POBHIBAHMS KAXKIO0T0 6J10Ka 3aBUCUT TOJBKO OT €ro COAep-
KUMOro (COOTBETCTBYIONIETO 6roKa MCXonHOro Tekcra). Ilpu wanu-
YUY HECKONBKHX OIMHAKOBBIX OJIOKOB HCXOAHOTO (OTKPBITOTO) TEKCTa
COOTBETCTBYIOIIME MM O/IOKM HMGpPTEKCTa TOXE GyIyT OTUHAKOBBI,
4TO JaeT HONOIHUTEIbHYIO NOje3HYI0 HHPOpMALKIO IS HhITAOLIe-
rocs BCKpbITh IIHMQp KpunToaHaMTHKA. I10o3TOMy nanHbiM pexuM
TIPUMEHSIETCS. B OCHOBHOM AJISI IIA(PPOBaHus CaMMx Kloued mdpo-
BaHus (OYEeHb YACTO PEANU3YIOTCH MHOTOKTIOUEBBIE CXEMBbl, B KOTO-
PBIX HO psAy coobpaxeHUH Koy MHgpyoTes Apyr Ha apyre). s
mueppoBanus coOCTBEHHO MHGOPMAallM NpelHa3Ha4YeHbl ABa JIPYyIruX
pexuMa paldoOThl — TaMMMPOBaHMS M raMMHpPOBaHUsl C OGpaTHOM
CBSI3BIO.

B pesxcume eammuposanus Kaxiapiii 670K OTKPBITOrO TeKcTa No-
GHTHO CKJIAAbLIBAETCS 110 MOYIIO 2 ¢ 6110KOM raMmbl imdpa pa3me-
poMm 64 Our. lamma wugpa — 3T0 crHeuManbHasl IOCIEIOBATEb-
HOCTh, KOTOPas MOJIy4aeTcsl B pe3ysibTaTe ONpEeACAeHHbIX Ofiepalluil ¢
peructpamu N, u N, (puc. 6.9):

1. B peructpsl N, u N, 3anuCHIBaeTCsl UX HA4YaJbHOE 3aIlOJIHE-
HHe — 64-0uToBas BeANYMHA, HA3bIBAEMasi CHHXPOIOCHUIKOIA.

2. BoinonHsieTcs 3aliMpoBbIBAHUE COAEPKUMOro PErucTpoB N,
n N, (B JaHHOM cilyyae — CHHXPOMOCBUIKH) B peXUME MPOCTOH 3a-
MEHEI.

3. Conepxumoe peructpa N, ckaaapiBaercs no moaynio (2% - 1)
¢ xoHctaHToit C, = 2%+ 2"+ 2% + 2% a pesynbTaT cOXeHUs 3aMUCHI-
BaeTcs B perucTp N,.

4. Copepxumoe peructpa N, ckiambiBaeTcs o Moxayo 232 ¢
koHcTaHTol C,=2% +2'°+ 2%+ 1, a pesynbTar cloxeHus: 3anyuChiBa-
ercst B peructp N,.
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5. Conepxumoe peructpoB N, u N, moaaetcsi Ha BbIXOA B KaYecCT-
Be 64-6uToBOrO 010Ka ramMmbl Udpa (B 1aHHOM ciydae N, u N, 06-
PasyioT NepBBId 00K raMMbl).

Ecnu HeoOxonuM cireayioiiuil 610K raMMBI (T. €. HeOOGXOMMMO
TIPOAO/IKUTD 3alUM(POBBIBAHKE WM paciinpOBRIBAHHUE), BBIITOIHS-
€TCsI BO3BpAT K onepaumu 2.

Hns paciiudpopriBaHusi raMMa BbIpa0aThIBACTCH AHAXOTMYHBIM
obpa3oM, a 3aTeM K OWTaM 3ainuGppoBaHHOIO TEKCTa M TaMMbl CHOBA
npumensiercs onepauust XOR. Tlockoiibky 3Ta omepauust obpaTuMa,
B CJlyyae NPaBWILHO BHIPAOOTAHHON raMMBl MOJYYaeTCsS MCXOMHBIH
TeKkcT (Tabn. 6.1).

Tabauya 6.1. 3amudpospisanne u pacumbpoBbIBAHNE B PeKAME TAMMHPOBAHKS

Onepauust Pesyabrar
Mcxomusrit TekCeT 100100
lamma XOR 111000
Hludprekcr = 011100
lamma XOR 111000
Hexonnbrii Texcr = 100100

HAns BeIpabOTKM HYXHON Ias pacuinpoBKH rammbl udpa y
TOJIb30BAaTeNs, paciurPOBLIBAIOILErO KPHATITOTPAMMY, AOKEH ObIThH
TOT X€ KII0Y M TO X€ 3HAYEHHE CUHXPOIIOCHUIKM, KOTOPBIE HpUME-
HAJMCh npyu 3ainbpoBEBaHUK MHpopMaiuu. B npoTtuBHOM ciiyuae
MOJY4MTh UCXOOHBIN TEKCT M3 3alIMpOBaAHHOIO HE YIACTCH.

B 6onpirHcTBe peanudaumit anroputma ['OCT 2814789 cun-
XPOMOCHUIKA HE CEKpeTHA, OAHAKO €CTh CUCTEMBI, TI€ CHHXPOITOCKITI~
Ka TaKOil Xe CEKPETHBIN 3JIeMEHT, KakK M Kmo4 wndposanud. s
Takux cucTeM 3(exTHBHAS WIMHA Kno4a aaroputMa (256 6ut) yse-
JuuuBaercs eie Ha 64 OUT CeKpeTHON CHHXPOMOCBHUIKH, KOTOPYIO
TAKXE MOXHO pacCMaTpMBATh KAK KJIIOUEBOM IJIEMEHT.

B pexcume eammuposanus ¢ 06pamnoti ces3ui0 TS 3a110JIHEHTST Pe-
ructpoB N, u N,, HauMHas co 2-To 610Ka, UCTIONb3YeTCs HE TPEbl-
Ayivivi 610K TaMMBbl, a pe3yJbTaT 3ain@poBaHus Ipeabayiero 6;10-
Ka OTKPHITOTO TeKcTa (puc. 6.4). [lepsslii ke G/I0K B JAHHOM peXHMe
reHepUpYyercs MOJTHOCTHIO AHAIOTUYHO MPENbIayIIeEMY.

PaccMmaTpuBast pexxXuM eeHepayuu UMumonpucmasok, CAeayeT Ofl-
pEle/UTh HMOHSTHE NpeAMeTa TeHepanuu. Mmumonpucmaska — 3TO
kpuntorpacdudeckas KOHTPOIbHASL CyMMa, BBIYHUCASEMAs ¢ UCIIONb-
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[ BRnoK oTKpbITOro TeKkcTa

l Nyv N,
L

Puc. 6.4. BripaboTka rammel middpa B peXyMe raMMUpoBaHus ¢ o6paTHON CBSI3bIO

30BaHUEM KITIOYa MIHGPOBAaHMUA M NpelHA3HA4YeHHas Ul NMPOBEPKH
E0CTHOCTH cooliueHni. [Ipu reHepauny UMHUTOTIPUCTABKH BbINOJ~
HSIOTCSL ClieAyIoulMe Onepaliuu: nepBsii 64-6UTOBLIN 610K Maccusa
HHGpOPMALINK, [JIST KOTOPOTO BBIYHCAACTCS MMUTONPUCTABKA, 3aru-
chIBaeTcsi B peructpul N, u N, u 3amiupoBbIBacTCA B COKPALIEHHOM
pexyMe MPOCTOi 3aMeHbl (BHINOJHSIOTCA NepBbie 16 payHIoB U3 32).
TlomydeHHbl pe3yabTaT CYMMHPYETCS 10 MOIYAI0 2 CO CAEAYIOLIMM
6J10KOM MH(MOPMALIMK C COXpaHEHUEM pesyabTata B N, U N,.

ILluxkn nosropsieTcss A0 nocneaHero 610ka uHpopmauun. [lomy-
yHBllieecs B pe3ysbTaTe 3THUX npeobpa3zoBaHuil 64-OMTOBOE COmED-
XUMOe peructpoB N, u N, Wiy ero 4acTb M Ha3bIBACTCA MMUTONPH-
craBkoi. PasmMep MMHTONMPHUCTABKYU BbIOWpaeTcs, ucxols u3 tpebye-
MO#M JOCTOBEPHOCTH COOOIICHHI: NPU JUTHHE UMHUTONPUCTABKYU r OUT
BEPOSITHOCTb, YTO HW3MEHEHHUE COODLIEHWS OCTaHeTCs HEe3aMeueH-
HbIM, paBHa 27

Yawe Bcero ucnonb3yercss 32-OMTOBas MMUTONPUCTABKA, T. €.
MOTOBUHA COAECPXHMOI0 PETHUCTPOB. DTOr0 AOCTATOYHO, ITOCKOJIbKY,
KaKk mo6as KOHTPOJNbHAS CYMMa, UMHUTOIPUCTABKA NpelHa3HaueHa
NpeXae BCEro IS 3alUMThI OT CAyYalHBIX MCKAXKEHUI MHOOPMALIMH.
Jns 3aluTe Xe OT mpeJHaMepeHHOH Momudukalu AaHHLIX NpU-
MEHSIIOTCA Apyrue Kpunrorpaguyeckue METoAbl — B NEPBYIO Oye-
peldp AEKTPOHHAST LiM(ppoBas MOAITKCH.

Ilpu oOmene unH(opmalyeii MMUTONPUCTABKA CIYXHT CBOEIO
pona AOMOTHUATENIBHBIM CPEACTBOM KOHTpoist. OHa BBIYUMCHIETCS LIS
OTKPBITOTO TEKCTa TPH 3alM(PPOBLIBAHUK KaKOU-1MG0 nndopMaLuu
H TochbuiaeTca BMecTe ¢ wmbprekcroM, Tlocre pacuiudposbiBaHus
BBIMMCJIAETCA HOBOE 3HAYCHUE MMMTOIIPHCTABKH, KOTOPOE CPaBHUBA-
eTCsi C MpHCAaHHOM, Eciu 3HaYeHuss HE COBMANAlOT, 3HAYMT IWKUGP-
TEKCT ObLT MCKaXeH MpH Tepeiaye WiK Npu paciindpoBbIBAaHHN HC-
I10/1b30BAJINCh HeBepHbie Kmouu. OcobeHHO nosie3Ha HMMUTONpPH-
CTaBKa Uil MPOBEPKU IMPABHWIBHOCTH paciinpOBRIBAHUA KIIOYEBOH
HHGOOPMAIUK TIPU UCTIONB30BAHWKA MHOTOKITIOYEBBIX CXEM.
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Anroputm TOCT 28147—89 siBistercsi 04€HBb CTOMKNM aJirOpHT-
MOM — B HACTOSIIIEe BPEMS [UISI €T0 PaCKpPHITUS He NPeIoxeHo 60-
Jee 3(pGhEKTUBHBIX METOJOB, YEM YIOMSIHYTHIA BbILIE METOJ «IpyOoi
cuabl». Ero BhicOKas CTOMKOCTh HOCTUIaeTcsl B IEPBYIO odepedb 3a
cyeT GOIBLIOH MIMHBI KiTioya — 256 6ut. TIpM MCHONB30BAHNHU CEK-
PeTHOI CHMHXPOMOCHUIKM 3(PdEeKTHBHAS IUIHHA KAI0YA YBETHYHUBAETCS
a0 320 6ut, a 3acekpeurMBaHUE TAOIMIBI 3aMEH NMPUOABISET JOMHOJ-
HUTeNbHbIe OuTh. KpoMe TOro, KpMITOCTOMKOCTh 3aBUCUT OT KOJH-
4YecTBa PAyHNOB TipeoOpaszopanuii, koropeix no I'OCT 28147—89
JoakHO ObITh 32 (monHblil 3¢G(eKT paccerMBaHMsl BXOAHBIX JAHHBIX
JIOCTHTAETCS YXe I0CIe 8 payHIoB).

Cranpapt magposanna AES. B 1997 r. AMepukaHCKui# HHCTHUTYT
crangaptuzauun NIST (National Institute of Standards & Techno-
logy) 0OBSIBUI KOHKYPC Ha HOBBIM CTAaHIAPT CUMMETPUYHOIO KPHII-
ToanroputMa, HasBaHHoro AES (Advanced Encryption Standard).
K ero pa3paborke ObUIM NOIKTIOMEHBI CAMBIE KPYITHBIE LIEHTPBI
KpUITTOJI0THM Bcero Mupa. [MoGeantens 3Toro COpeBHOBaHHS (PaKTH-
YECKM CTAHOBMJICS MMPOBBIM KPHNTOCTAHAADTOM Ha OJHXailIne
10—20 ner.

K xpunroajnroputmam — KaHAMIATaM Ha HOBBIM CTaHIAPT
AES — ObL1M nipeAbsSIBICHB! CACAYIOIINE TPeOOBAHUA:

® QJIFOPUTM AOXEH ObITH CHMMETPUYHBIM;

s QJITOPUTM JOJKEH OBITH OJOYHBIM 1UDPOM;

e AJITOPUTM JOMXKEH MMETh JINHY Onoka 128 6ur U nmommepxku-
BaTh TpU WTHHBI Kmioga: 128, 192 n 256 6urt.

JlomomHUTEIBHO Pa3paboTIMKaM KPHITOAITOPUTMOB PEKOMEH-

JIOBAJIOCh:

» HCIOAB30BaTh ONEpalivi, JIETKO peaiM3yeMble KakK -arrapaTtHo
(B MMKpDOYMIIAX), TaK U MPOrpaMMHO (HA TEePCOHANBHBIX KOM-
IBIOTEPAX U CepBepax);

* OPHUEHTHPOBATHCA Ha 32-pa3psiiHbie POLECCOPHI;

* HE YCJAOXHSTH 0€3 He0OXOMUMOCTH CTPYKTYpY Liundpa, 4/ Toro
yTOObI BCE 3aMHTEPECOBAHHBIE CTOPOHLI OBIIM B COCTOSHUA Ca-
MOCTOSITEILHO TIPOBECTM HE3aBUCUMBIA KPUIITOAHAIU3 airo-
PUATMA U YOEIUTHCS, YTO B HEM HE 3aJI0KCHO KaKUX-JIHUO0 HEHO-~
KYMEHTHPOBAHHBIX BO3MOXHOCTEH.

HToru xoHKypca ObLTH noaseaeHsl B okTsiope 2000 r. — mobenu-
TeJieM Obl1 0OBsiBAeH anroput™ Rijndael, paspaboTaHHBIH IBYyMS
kpunrorpadhamu u3 bensrun, BuHcentom Pumxkmerom (Vincent
Rijmen) u JIxoan atimen (Joan Daemen). Anroputm Rijndael cran
HOBBIM CcTaHAapToM umdpoBanusi naHHeix AES [91, 92].
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Anroput™m AES He moxox Ha GOABLIMHCTBO M3BECTHBIX aJITOPHT-
MOB CHMMETPUYHOTO HIM(POBaHMS, CTPYKTYpa KOTOPHIX HOCHMT Ha-
3panue «cetb Peiictenss» u  aHanormyHa poccuiickomy I'OCT
28147—89. B orMumMe OT OTeyeCTBEHHOIO CTaHaapTa WHpoBaHuUA,
anroput™ AES mpencramisier Kaximblii 610k o0pabGaThiBaeMbixX 1aH-
HBIX B BUJE ABYXMEPHOIO 6aiiToBOro maccusa pasmepoM 4 x 4, 4x 6
WY 4 x 8 B 3aBUCHMOCTH OT YCTaHOBJIEHHO! [UTHHEL 6J10Ka (HoMTycKa-
€TCs1 UCTIONb30BAHME HECKONbKMX (DMKCHPOBAHHBIX pa3sMepoB mwind-
pyemoro 6noka wudopmanmu). Janee Ha COOTBETCTBYIOLIMX 3Tafmax
OPOU3BOAATCA NpeoGpa3’oBaHnd MMG0 Hal HE3ABHCHMBIMK CTOJIOLA-
MM, AnB0 HaL HE3aBHCHMMBIMH CTPOKaMH, MO0 BOOOLIE HAll OTHETb-
HBbIMH GafiTaMH.

Asrroput™ AES COCTOMT M3 OnpenesIeHHOrO KOJMYecTBa PayHIOB
(or 10 5o 14 — 370 3aBHCHT OT pa3Mepa G1oKa M JJIMHBI KIIO4Ya) H
BHITIOTHAET YeTHIpE Tpeobpa3soBaHMs:

BS (ByteSub) — TtabauuHas 3ameHa Kaxjporo Gaiita maccusa
(puc. 6.5);

SR (ShiftRow) — cnsur cTpok Mmaccusa (puc. 6.6). Ilpu asrtoit
omiepanuu TiepBasi CTPOKAa ocTaercd 0e3 U3MEHEHMi, a OCTaIbHbIE
HUKJIMYECKH TIODAUTHO CABUTAIOTCS BJIEBO HAa (PMKCUPOBAHHOE YMC-
J10 GaiiT, 3aBHCANIee OT pasMepa Maccuba. Hampumep, mis Maccusa
pasmepoM 4 x 4 cTpoku 2, 3 U 4 COBUTAIOTCS COOTBETCTBEHHO Ha 1,
2 u 3 Oaiira;

MC (MixColumn) — onepanumsi Hal He3aBUCHMbIMU CTONOIAMH
maccupa (puc. 6.7), Kkorna Kaxaslil crosbel No onpeneicHHOMY Tpa-
BWY YMHOXaeTCa Ha GUKCUpOBAHHYIO MaTpuLly c(x);

AK (AddRoundKey) — noGasienue xmioua, Kaxapiit GUT Maccu-
Ba CKJIaiblBaeTCsl MO MOAYJI0 2 C COOTBETCTBYIOIIMM OHUTOM Kiiova
payHja, KOTOpblid B CBOIO Ouepenb ONpeneieHHbIM 06pa3oM BBIYHUC-
Jsgercsa u3 Kimoda wudposanus (puc. 6.8).

8og | 801 | 802 | 803 boo | boy | Doz | bos
810 313 Taﬁn“ubl b1o b13
a A1 zamen ~ b
i 7 i
ay 823 by by
8y | @31 | @5 | a33 by | b3y | sy | by3

Puc. 6.5. IpeoGpazopanue BS (ByteSub) ucnonesyer Tabnuiry 3aMeH (ITOICTAHOBOK)
1U1st - 06paboTKK Kaxaoro Gaiita Maccusa State
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Puc. 6.6. IMpeobpazopanue SR (ShiftRow) 1MKANYECKH CABATaeT TpU HOCHETHHX
CTPOKM B Maccmpe State

ago | ad: 2 |, | aps byg | by b % fa | by

a| a3y |, aﬁ/i @ cx) by | b b“ 2 | b1a

ax a) % 2 | A2 byo | b Pai |y | by

ay | 8 % 12 | 233 by | b bafz by
T T

Puc. 6.7. IIpeoGpazosanne MC (MixColumn) noovepenHo obpabaTbiBaeT CTOAGLE!
maccuBa State

Qo0 | Q01 | 802 | G03 koo | ko1 | Koz | ko3 boo | Boy | boz | bo3
ayp| ay | @12 | a3 ® kig| kit | kyp | Kz bio| byy | bia | b4z
Q| @y | 822 823 koo | Kot | Koy | ka3 " bayo | Bay | baa | bog
83| 3¢ | @32 | 833 kag | Kaq | Kap | K3 bag | bay | bag | bas

Puc. 6.8. IIpeoSpasoBanre AK (AddRoundKey) mpoussoaur cioxerHre XOR kaxmoro
cToblia MaccuBa State o CTOBOM M3 KIIOYEBOro Habopa

OTu npeobpa3oBaHus BO3AEHCTBYIOT Ha MacCUB State, KOTOPHIii
aapecyeTcs € MOMOUIbIO yKazarens 'state’. [IpeoOpasopanue Add-
RoundKey ucnone3yer nONOTHUTENLHEIN YKa3aTelib U afpecanuy
Kioua paynaa Round Key.

peotpaszoranme BS (ByteSub) simasieTcs nennneiiHoin 6aiToBoOM
MOJICTAHOBKOM, KOTOpAass BO3ACHMCTBYET HE3aBUCUMMO Ha KaXIbli CauT
MaccuBa State, MCI0Ib3ys Tabamily 3aMeH (MIOACTaHOBOK) S-box.

B kaxnoMm payHae (C HEKOTOPbIMM MCKIIOYEHMSMHW) Hal -
pyeMbIMH A4HHBIMH ITOOYEPEAHO BBIITOJIHSAIOTCH HEPEYMCACHHBIE
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npeobpasosanus (puc. 6.9). VickimoueHMss KacaloTCsi NIEPBOro 1 ro-
CJAEJHErO PayHAOB: Neped HEPBHIM PayHIOM HOMOJHHUTEIBHO BBIOM-
ustercs onepauus AK, a B nociaenseM paynae orcyrcrayer MC.

BS SR MC) AK)

Puc. 6.9. Paynn anroputma AES

B pesynpTaTe MOC/AeAOBATENbHOCTE ONEpaLiMii NMpH 3amiudpoBbl-
BaHUM BBITSAUT TaK:

AK, {BS, SR, MC, AK} (nmosropsiercsi R~ 1 pa3), BS, SR, AK.

KonuuectBo payHmoe ummgposanus R B anropurme AES nepe-
Mennoe (10, 12 unu 14 payHaoB) M 3aBMCHUT OT pa3MepoB 610Kka M
Kioya mM@poBaHus (AN K043 TAKKE NMPEIYCMOTPEHO HECKOJbKO
(DHKCUPOBAHHBIX PAa3MEPOB).

PacuupoBbiBaHHE BBINOJHSETCS C TIOMOMIbIO CIEAYIOMWUX 00-
paTHBIX onepaumii. BeinonHseTcs obpaieHue Tabauubl ¥ TabinyHasg
3aMeHa Ha MHBEPCHOM Tabnuue (OTHOCHTEIBHO NMPUMEHHEMONW NpH
samudpossiBanun). O6patHas omepauus K SR — 310 uuxinyeckui
CABUI CTPOK BIpaBo, a He BieBo. O6patHast onepauust g MC —
YMHOXEHHME I10 TEM Xe MpaBWIaM Ha APYryio Matpuuy d(x), yrosmie-
TBOPSIOLIYIO yCoBuio ¢(x) - d(x) = 1. JobaBnenue kmoua AK saBis-
eTcsl 0OpaTHBEIM caMoMy cebe, MOCKOJbKY B HEM MCIONb3YETCH TOJb-
ko onepauuss XOR. Oty obparHbie oriepalMH NPUMEHSIOTCH IIPH
pacupoBaHUM B IOCIEHOBATEILHOCTH, OOpPAaTHON TOH, YTO MC-
MOIL30BANACh ITPM 3allMbPOBaAHUH.

Bce mpeoGpa3osanusi B mingppe AES umeloT cTporoe MateMaTH-
yeckoe obocHoBaHue. CaMa CTPYKTypa H IOCJIeNOBaTEbHOCTh OIe-
palMii MTO3BOJISAIOT BBHINOIHATH NAHHBIA a1rOpUTM 3(P(EKTUBHO KAK
Ha 8-OGMTHBIX TaK ¥ Ha 32-OMTHEIX npoLeccopax. B cTpykType anro-
PUTMA 3QJI0KEHA BOZMOXHOCTh Mapajuie/IbHOIO UCIIOJHEHHUS HEKOTO-
PbIX OMEpalui, YTO MOXET MOXHATH CKOPOCTb LIM(MPOBAaHUS HA MHO-
TONPOLIECCOPHBIX paboumnx craHuUsaX B 4 pasa.

Anroput™ AES cran HOBBIM CTaHAapTOM WHMGPOBAHMSA NaHHbBIX
6naronaps psaay IpevMYILECTB nepen ApyruMu anroputmamu. Tlpex-
1€ BCero OH 0OeCHeYNBAET BHICOKYIO CKOPOCTh IHN(POBAHHMSI Ha BCex
iaTdopMax: Kak npu mporpaMMHOI, TaK Y NpH annapaTHOW peasid-
saimm. Kpome toro, TpeGoBaHust K pecypcam sl €ro paboThl MUHHU-
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MaTBHBI, YTO BaXHO NPU €ro MCHONL30BAHUHM B YCTpOWMCTBax, obna-
JAIOITUX OTPAHWYEHHBIMU BBIYUCIUTEILHBIMH BO3MOXHOCTAMMU,

Henocrarkom ainroputma AES MOXHO CYMTaTh JIMIIB €0 HETpa-
IUIIMOHHYIO cxeMy. [lesio B TOM, YTO CBOMCTBAa aJITOPMTMOB, OCHO-
BaHHBIX Ha «cetn Deiicresnss», xopouio ucciiegaopansl, a AES, B otau-
uyMe OT HHMX, MOXET COIEepXaTh CKPBIThIC YI3BUMOCTH, KOTOPbIE MO-
ryT OOHApPYXWUThCA TOJBKO MO MPOINECTBHH KAaKOTO-TO BPEMEHH C
MOMEHTa Hayaja ero IIIMPOKOTO PacIpOoCTPAHEHHS.

Jna muchpoBaHUs JaHHBIX NMPUMEHSIIOTCS U APYTrde CUMMETpHY-
Hble OJOYHBIE KPUIITOAJITOPUTMHI,

OCHOBHBIE peXimbl PpaboThl 6IOYHOrO CUMMETPHYHOTO
anropurma

BOSBIINHCTBO OJOYHBIX CUMMETPUYHBIX KPUITTOAJITOPUTMOB He-
TIOCPeACTBEHHO MPeobpasyioT 64-GHTOBRIN BXOMHON OTKPHITHINA TEKCT
B 64-OMTOBBIN BBIXOAHON MHUGPOBAHHEINL TEKCT, OJHAKO JAHHBIC
peNKo OrPaHMUNBAIOTCS 64 paspsimamu.,

Yto6sl BOCTIONB30BATHCS OJIOYHBIM CUMMETPUUYHBIM aJITOPUTMOM
IUTSL pelLIEHUST Pa3HOOOpa3HbIX Kpnn'rorpacbnquKHx 3anayv, paspabo-
TaHBl YyeThipe pabouux pexmuma;

« ekTpoHHAn Konosaa kHura ECB (Electronic Code Book);

« cuemwreHue 6okoB 1mdpa CBC (Cipher Block Chaining);

o obparHas cBs3b o mudprekcry CFB (Cipher Feed Back);

« obparHas cBs3b o Beixony OFB (Output Feed Back).

AtH paboure pPeXUMB MEPBOHAYANBLHO OBLIM pa3paboraHbl IS
6nouHoro anroputma DES, HO B 11000M U3 3THX PEXHWMOB MOIYT pa-
60TaTh ¥ Apyrue GJ0YHbIE KPUOTOAJITOPHTMEIL.

6.3. ACMMMeTPMYHbIE KPHMITOANTOPMTMbI

Bcero 3a 30 ner acumMMmeTpuyHass kpunrorpadust NpeBpaTHIach B
OIHO M3 OCHOBHBIX HAINpPABACHMI KPUIITOJIOTUM M HCITO/Ib3VETCH B
UT tak xe 4acTo, KaK U CUMMETPUYHBIE KPUIITOCHCTEMBI.

6.3.1. Anroputm wugpoBauus RSA

KpunroanroputM RSA mnpemntoxunu B 1978 r. Tpm asropa:
P. PaitBect (Rivest), A. llamup (Shamir) n A. Aiteman (Adleman).
AJIrOpUTM NOMY4MHJT CBOE HA3BAHME IO MEePBLIM OYyKBaM paMuIuii eTo
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apropos. OH CTaJ MEPBLEIM AITOPUTMOM C OTKPBITBIM KJIIOYOM, KOTO-
puii MoxeT paboTath Kak B pexume MdpOBaHNS AAHHBIX, TaK U B
pexXHMe 3NEKTPOHHONM LU(ppPOBO# noamucu [62].

Hagexnocrs anropurMa RSA OCHOBBIBACTCS Ha TPYIHOCTH (Gak-
TOpU3aLNK OONBIIKX YKCE] ¥ TPYRHOCTH BBIYMCICHHUS NUCKPETHBIX
JIOTapU(PMOB B KOHEHHOM TOJE.

B ayroputMe RSA orkpeiTsiii K04 K, CeKpeTHbIN K04 kj, CO-
obwenne M u xpunrtorpaMMa C NPHUHALIEKAT MHOXECTBY LEJIBIX
qucesa

Zy=1{0,1,2, .., N-1},
rae N — Momynb:
N= PQ»

a Pu Q — ciayyaitabie GoJipliine MPOCTHIe yncna. Jna obecneueHus
MAKCHMaJIbHOH OesomacHOCTH BHIOMpaoT P m @ paBHOMN JUIHHB U
XpaHAT B CeKperTe.

MHoxecTBO Z), ¢ OonepaLusiMy CIOXEHHSI U YMHOXEHUS 110 MO-
nymo N obpa3syer apu¢METHKY 110 MOAYIIO N.

OtkphiTHil K104y K, BRIOUPAIOT CilyyaifHbM 006pa3oM Tak, YTOOHI
BBHITIOJIHSITTHCH YCJIOBUS:

1 < Kz < o(N), HOIL (Kj, (N)) = 1;
o(N)=(P-1)(Q-1),
rne o(N) — dbyakuus Ditmepa.
Oyukuusa Diepa o(N) yka3biBaeT KOJUYECTBO MOJOXUTEIBHBIX
LIEbIX Yucen B uHTepBaie oT 1 1o N, KOTOphie B3aMMHO npocTtsl ¢ N.
Bropoe u3 ykasaHHBIX Bbilf€ YCAOBMIL O3HAYaeT, YTO OTKPLITHIA
kmou K, u dynkuus Diinepa ¢(/N) IO/LKHBI 6bITb B3AMMHO IIPOCTBIMH,

Hanee, ncnonb3ya pacuiMpeHHbI aqroputm EBkiauna, BeYMCIA-
10T CEKPETHBIA KoY kj, TAKOMH, YTO

ky- Ky=1 (mod o(N))
WIHA

ky= K3 (mod (P- 1)(Q-1)).

D10 MOXHO OCYWECTBHTb, TaK Kak IMojy4yareib B 3Haer mapy |
npocteix uncen (P, Q) u Moxer jgerko HalTH @(N ). 3aMeTuMm, 4T0 Ky

U N J0/KHBI ObiTh B3aHMHO NPOCTHIMHU.
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OTkpeITHii K110 K HCHONB3YIOT A IUUQPOBaHMS NTAHHEBIX, a
CCKPETHBIN K104 Ky — i1 pacliidpoBbiBaHN.

[Ipouenypa wmdpoBanus onpexensier kpunrorpammy C uepes
napy (Kz, M) B COOTBETCTBUHU CO clieayloiuei GopMyoii:

C = Ey, (M) = M*s (mod N).

B kagecTBe ajqropuTMa OBICTPOTO BBIYMCAEHUs 3HadeHuss C uc-
MOJIL3YIOT DAl MOCAECAOBATEBHBIX BO3BEACHUI B KBaIpar uemoro M
Y YMHOXeHU# Ha M ¢ npuBeaeHUEM 110 MOAYJIIO N.

PacimdposbiBaHne KpunTorpaMMbl C BbITOJHSIOT, HUCIIONb3Ys
napy (kz, C) no cnenywoiuei popmye:

M=D, (C)=C*(mod N).

Kpunroanropurm RSA BcecTopoHHe ucclenoBaH W MPH3HAH
CTOMKUM MpU AOCTATOYHON [UIMHE KmovyeH. B HacTosiiee BpeMs
nnuHa kmova — 1024 6ura — cuuTaercs rpueMIeMbIM BAPUAHTOM.
HexkoTopsie aBTOpBl YTBEPXIAIOT, YTO C POCTOM MOIIHOCTH IMpO-
HECCOPOB KpUNTOAITOpUTM RSA mortepsieT CTORKOCTD K aTake I10J-
HoTO nepe6opa. OnHAKO yBeJUUYEHHE MOLIHOCTH MPOLECCOPOB I0-
3BOJIUT NPUMEHUTH DOJiee NTUHHbBIE KIIOYM, YTO MOBBIUIAET CTOM-
KocTb RSA.

B acummerpuuHON KpunrocucreMe RSA Koam4ecTBo UCIOIb3Ye-
MBIX KJIIOYEH CBSI3AHO C KOAMYECTBOM abOHEHTOB JUHEHHOM 3aBUCH-
MOCTbIO (B cucTeMe M3 N Tonb3oBaresieil UCITONB3YOTCS 2N Kilo-
yeif), a He KBaApaTU4YHOM, KaK B CHMMETPHYHBIX CUCTEMAX.

Cnenyer oTMeTHTb, uTO ObicTpomeiicTBMe RSA cyllecTBEHHO
Huxe OwicTponeiicteusi DES, a nmporpaMmHast M anmapaTHas peaiu-
3anms1 Kpunroaaroputma RSA ropasno cinoxtee, yem DES. [Tostomy
kpunrocucrema RSA, Kak npaBwio, MCHOJIB3YETCS NpH NEpenaye He-
0obILIOT0 06BheMa COOOILEHMIA.

6.3.2. Anropurmsl unpoBoi nognucmu

Crangapr mudposoii noxmucu I'OCT P 34.10—94 — nepsbiii oTe-
YEeCTBEHHbIN cTaHAapT HUMPOBOM NoagmKucy — BCTYHWA B JEHCTBHE C
Hauana 1995 r. B HeM vcronb3yloTcs Caeayoiije napameTphl:

— OosbHIOE OpoCcTOE YuUCAOo maMHOM 509—512 OuT sambo
1020—1024 owur;
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g — TPOCTONM COMHOXHUTERb uucna (p— 1), uMmerommi MHY
254—256 6uT;

a — noboe uymciao, MeHbuiee (p- 1), mpudeM Takoe, 4TO
a'mod p=1;

X — HEKOTOpOE YHCJIO, MEHbIUEE g,

y=a*mod p.

KpoMme Toro, 3TOT ajirOpuTM UCIONB3YET ONHOHANPABJIECHHYIO
xou-pyakumio H(x). TOCT P 34.11—94 onpenensier xau-GyHKIMIO,
OCHOBAaHHYIO Ha HCIIONb30BAHWM CTAHAAPTHOTO CUMMETPHYHOIO aJ-
ropurma F'OCT 28147—89.

IepBble Tpu TapameTpa — p, ¢ U a — SBJISIOTCS OTKPBITBIMH U
MOTYT ObITh OOLIMMM UISE BCEX MOJb30BaTeNcH cetu. Yucno x — cex-
PETHBIH KJTIOY, YKCJIO Y — OTKPBITHIA KMoY.

Yrobrl moanyucaTh HEKOTOPOE COOOLLEHUE M, a 3aTEM ITPOBEPUTH
HOAMKCH, BEITMIONHSAIOTCS CJICAYIOIIHME LIary.

1. Ilonp3oBarens A TeHEPUPYET CiaydyaillHOE 4uCAO k, IIpUUEM
k<gq.

2. Monb30Bateb A BHIMHCISET 3HAYCHHS:

r=(a*mod p)mod g;
s=(x-r+k(H(m)))mod q.

Eciu H(m)mod g = 0, To 3Hadenue H(m)mod ¢ npuHUMAIOT paB-
HbiM equauie. Ecnu r=0, 10 BoIOupaloT Apyroe 3HayeHUe kK U HAYM-~
HAIOT CHOBA.

Ludpoas noanmuce npeacrasisier COO0N ABa YUCIa:

rmod 2** wu smod 2%,

ITons3oBaTesib A OTIIpaBAsteT 3TY YKCA NMOJIB30BaTENO B.
3. IMoap3oBatesns B npoBepseT MOAYYEHHYIO [TOANNCH, BEIYUCIIS:

v = H(m)"*mod g,
z=(s-v)ymod g;
5= ((g-n - v)mod g;
u=(a* - y“?)mod p) mod q.

Eciv u = r, TO NOQIIACH CUMTAETCSI BEPHOI.
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Pazauuue Mexay 3TUM JITOPUTMOM M airoputMoM DSA 3akiio-
yaeTcd B TOM, yTo B DSA

s=(K'(x- r+ (H(m))))mod g,

YTO NPUBOINT K APYroMy YPaBHEHUIO BepuduKariu.

Crenyer Takxe OTMETHTB, YTO B OTedyeCTBeHHOM crannapre DU
napaMeTp ¢ UMeeT MIuMHy 256 6uT. 3anagHbIX KpUIITOrpadoB BIIOJHE
yCTpauBaer ¢ AAMHOM mpumepHo 160 6uT. Pasauumne B 3HaueHMSX
napameTpa ¢ ABJISETCS CTPEMJIEHUEM pa3paboTYMKOB OTeyeCTBEHHO-
ro CTaHZapTa K MOJy4YeHHIO 0osiee Oe30MacHoil NOAIMMCH.

Hospiit oTeuectTBenHblit craHmapr madposoir noamucu I'OCT
P 34.10—2001 6511 npusst B 2001 r. Ero npuHIMITAAIBHOE OTIHYHE
oT npeasiaylero 'OCT P 34.10—94 coCTOUT B TOM, YTO BCE BLIYHC-
JIEHHS nipy reHepanuu 1 ripoeepke DT B HOBOM ajiropuTMe npous-
BOIATCST B TPYHIE TOYEK JIDIANTHYECKON KPHMBOM, oripeneseHHOM
Hal KOHeYHbIM noneM Fp. IIpuHannexXHoCTh TOukKM (Hapel YUcen X
1 ¥) K NaHHOM rpyIine onpeneyisaercs CleayoluM COOTHOIIEHHEM:

y2= x>+ ax+ b mod p,

rae MOAY/Ib CHCTEMBl p SBJSITCS TPOCTBIM YUCIOM, GonbiinM 3,
a xoahduimeHTs a ¥ b SBAAIOTCS KOHCTAHTAMH, YIOBIETBOPSIONIHN-
MU CJIEAYIOLLIUM COOTHOIIEHUSIM:

a<p, b<p;
4a® + 27b* = 0 mod p.

HanpHeliige MaTeMaTMYeCKUe NOAPOOHOCTH MOXHO HaWTH B
[17, 62]. Crenyet OTMETUTb, YTO TIPMHOUIIBLI BHIYMCACHUIA 110 JaHHO-
My aaropuT™my aHajgoruyHel npumeHsembiM B F'OCT P 34.10—-94.
CHayasa reHepupyeTcsl CJIy4aifHOe YHCJIO X, C €0 TIOMOIBI) BHIYMC-
ngercs r-yacte DI, 3ateM Beruucasercs s-yacte DI n3 r-yacty,
3HAYeHUS X, 3HAYEHHST CEKPETHOrO KIo4Ya W X3UI-3HAYEHUsl [OAIH-~
ChIBa€MBIX TAHHBIX.

[Tpu nposepke xe MONNTHCH aHATOFUMYHBIM 00pa3oM NpoBepseT-
¢ COOTBETCTBUE OIPEHENCHHBIM COOTHOIICHUSAM F, S, OTKPBITOTO
KJA104a ¥ X31i-3HauyeHus wHdopMalui, NOAMACh KOTOPO# MpoBeps-
ercs. Iloamuce cunTaeTcs HEBEPHOM, €CJIH COOTHOLLEHUS HE COBTIO-
JA¥OTCH.

B nepcnekTuBe KPUOTOCHCTEMBI HA OCHOBE DUTUNITUYECKUX KPH-
BLIX, BEPOSITHO, BBITECHAT CyHIECTBYoUIne anroputMbel DIII1, acum-
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METpUYHOro HMPpoBaHHs W BHIPAOOTKM KIOUei TApHOW CBSA3HM
(xmou gns mudpoBaHus UHGOPMALIMU MEXAY ABYMS KOHKPETHBIMH
MOJIB30BATENSAMH BEIYHCTSICTCS M3 CEKPETHOTO KII0Ya OTHPABUTEIIS
nHbOpMalMK 1 OTKPHITOTO KII0Ya NOJydyaresis). AJIrOpUTMbI Ha ba3e
SIANTHYECKHX KPUBBIX TO3BOJSIOT 3aMETHO COKpPATHTH BPEMS BbI-
YUCIEHHUN 6e3 NMOTeph KPUIITOCTOMKOCTH MU COOTBETCTBEHHO YBE-
JIMYHTH YPOBEHD 3ALIMTHE MPU TEX XK€ BPeMEHHbIX 3aTpaTax.

OtevecTBeHHbIM CTRHAAPT x3wmposauua FTOCT P 34.11—94

OreueCTBEHHBIM CTAHIAPTOM TeHEPUPOBAHUS X3 -(PYHKUMH SIB-
nsaercs anroput™ FOCT P 34,1194, Drot cranmapt saeasercs 06s-
3aTeJIbHbIM /IS IPUMEHEHHS B Ka4eCTBE ANTOPMTMA XILUMPOBAHMS B
TOCYZIAapCTBEHHBIX opraduzanmax PO u psage KoMMepyecKnx OpraHH-
saumit. KopoTko JaHHBIH aNropuT™M X3IIMPOBAHHUS MOXHO ONHUCATh
cnexywomuM obpasom (puc. 6.10) [12].

VHuymnanuaaumn CuuTbiBaHUE
pesynbrata

PervcTp xal-sHaqeHns

(256 6uT)
3awudposuiBakue
no FOCT 28147—89 MosT0!
D O5IR KDKAOTO
B PeX1Me npocTod 256-6uTHOrO Grioka
3ameHbl BXORHBIX JaHHbIX

Wcnonb3oraxue Groka
BXOAHbIX AaHHbIX
B KYECTBe Knio4en
WPOBAHNA e _—

Puc. 6.10. Xoumposanue no anroputMmy TOCT P 34,1194

Iar 1. Munuunanu3aiust peructpa xai-3HaueHusi. Eciu aivHa
cooOLLUeHus He Mpesbliuaer 256 6UT — mepexoi K miary 3, eciu mpe-
BBILIAET — TIEPEXOA K Liary 2.
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Hlar 2. UteparuBHOE BHIMUCIIEHME XI1U-3HAYCHUS BIOKOB XIIIH-
PYEMBIX J@HHBIX 110 256 OUT C WMCNOJIB30BAHMEM XPaHSILLErocs B pe-
TUCTPE X3HI-3HAYEHHUSI TIpEAbIAYIEero 6yioka. BeryucaeHHe BKITIOYAET
B cels creaylouye 1eiicTBYUS:
s TEHEpALMIO KIIouel uppoBaHUsI Ha OCHOBE GJIOKA X3IIMpPYe-
MBIX JAHHBIX;

¢ 3a1IM(POBLIBAHME XPAHSLIETOCS B PErvCTpe X2UI-3HaYeHUS B
BUIE YeThipeX Oa0koB no 64 Omra mo anropurmy ['OCT
28147—89 B pexXuMe MPOCTONU 3aMEHBDL;

e MiepeMeUIMBaHUE Pe3yibTaTa.

BeraycnaeHne nmpou3BOAMTCS 0 TEX IMOP, MOKa IIMHA HeoOpabo-
TAHHbIX BXOAHBIX JaHHBIX HE CTaHET MEHbIlle WU paBHOU 256 OuT.
B sTOM ciyyae — nepexon K Iary 3.

1ar 3. JonmonneHne GUTOBBIMU HYJISMU HeoOpaGOTaAHHOMW vac-
TH coobIeHus 10 256 6ut. BeruuciaeHue x3ni-3HAYeHUsT aHAJIOTHY-
HO wary 2. B pe3yabrare B perucrpe OKa3blBAETCHd HCKOMOE
X31II-3HaYEHUE.



lnaea 7
TEXHONOIrMM AYTEHTUDUKALIMM

IMpuMeHeHe OTKPHITHIX KAHAIOB [1EPEAAYM JAHHBIX CO34a€eT HOo-
TEHLIMANIbHBIE BO3MOXHOCTA [UIsi A€WCTBU 3710yMBILLUIEHHMKOB (Ha-
pywuteneit). TlosroMy oaHON W3 BaxXHbIX 33434 OOeCNeYeHHMs MH-
(bopMaumoHHO 6€30MacHOCTH NPHU B3aUMOAEHCTBMM NOJIB30BATENCH
SIBASETCH WCIO/I630BaHUE METOJOB W CPEIACTB, NMO3BONAIOLINX OAHOH
(npoBepsiolLEit) CTOpoHe YOenuThesl B NIOUIMHHOCTH APYroi (npose-
paeMoit) cTopoHbl. OGBIYHO IS PEeLICHMs! JAHHOM npoOneMsl INpu-
MEHSIOTCS CIIeMaIbHble TPHUEMB], JAIOIIKE BO3MOXHOCTb NPOBEPUTH
MOUTMHHOCTh TIPOBEPSIEMON CTOPOHBDL.

7.1. AyteHTHdmKaums, aBTOPU3aLMA U afiMMHHCTPHPOBaHKHe
AGHCTBMH NOsb3OBaTEeneM

C KaxIplM 3aperuCTPHpPOBaHHBIM B KOMITBIOTEPHON CHCTeEMeE
CyOBeKTOM (MOAb30BATEIEM HJIU MPOUECCOM, ACHCTBYIOLINM OT UMe-
HM T0Jb30BaTENs) CBsI3aHa Hexkoropas WHGOpPMaUUs, OXHO3ZHAYHO
WICHTHGNUHUPYIONIAS €ro. JTO MOXET ObITE YHCIO WM CTPOKA CHUM-
BOJIOB, UMCHYIOUIME JAHHBIA CyObekT. DTy MHMOPMALIMIO HAa3bIBAIOT
udenmughuxamopom cyonekra. Eciau noab30BaTe/lb UMeeT MACHTURhU -
KATOP, 3aperdCTPUpPOBAHHBIA B CETH, OH CUMTAETCs JETajibHbIM (3a-
KOHHBIM) TIONK30BATENEM; OCTATbHBIE IOJb30BATEAU OTHOCATCA K
HeJeTAIbHBIM TOJIb30BaTe/sM. [Ipexae yeM nony4uThb AOCTYN K pe-
cypcaM KOMITBIOTEDHO! CUCTEMbl, IIOL30BaTeNlh INOJIKEH NPOUTH
MpolecCe NeEPBUYHOTNO B3aAMMOACHCTBUSA C KOMIIbIOTEPHOW CUCTEMOH,
KOTOPBIH BKJIOUaeT UACHTU(DUKAUKIO M ayTeHTHOHKALHKIO.

Hoenmugurayus (ldentification) — npouenypa pacno3HABAHUS
noib30BaTeas Mo ero uaeHTudukaropy (Mmenn). D1a GyHKHUS BhI-
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MOJIHAETCS, KOIda MNOJb30BATEAb NENAET ITOMBITKY BOWTH B CETb.
[Tonb3oBatenb coolliaeT CUCTEME MO €€ 3apocy CBOM UAeHTU(DHUKA-
TOP, # CUCTEMa MPOBEPSIET B CBOCH 6a3e AaHHBIX ero HaJIMype.
Aymenmuchuxayun (Authentication) — Tipoueaypa MPOBEPKU O~
JIMHHOCTH 3asIBJICHHOTO TIOJIb30BaTe)d, Tpoliecca MM YCTPOMCTBA.
Orta NpoBepKa NO3BOJNSIET AOCTOBEPHO YOEIHUTHCA, YTO TOJIB30BATEh
(npotiecc WK yCTPOICTBO) SBJISIETCSI HUMEHHO TeM, KeM cebs 0ObsIBIs -
e1. [Ipu nposeneHyn ayTeHTUMUKAIMN TPOBEPSIONIAS CTOPOHA YOeX-
JaeTCsi B NONIMHHOCTU TIPOBEPSIEMOI CTOPOHBI, TIPH TOM HpPOBEpsie-
Mast CTOPOHa TOXE aKTHBHO Y4aCTBYeT B Ipollecce o6MeHa mHPoOpMa-
upmef. OOLIYHO TI0/IB30BATE b TIOATBEPXKAAET CBOIO MIEHTHMhUKALKIO,
BBOZS B CUCTEMY YHHKAJIBHYIO, HE UBBECTHYIO APYIUM TIOJIb30BATEAAM
wndopMaLnio o cebe (HanpuMep, Maposb Win cepTudUKar).
Unentudpuxkauysa n ayreHTUPUKAUMS SIBJISIOTCS B3aMMOCBSI3aH-
HBIMH TIPOLIECCaMM PAcTO3HABAHUS W NPOBEPKY MOITMHHOCTU CyOb-
eKTOB (ronp3oBareneit). IMeHHO OT HMX 3aBHCHT moCIenyollee pe-
HieHWe CUCTEMbI: MOXHO JI Pa3peLINTh ZOCTYI K PECYpCaM CHCTEMBI
KOHKPETHOMY TMOJIB30BaTeNO WK npoweccy. [Tocne maeHTHpUKaLMK
W ayTeHTUDHKaNuM CyObeKTa BHITIONHSAETCS €r0 aBTOPH3ALINS.
Asmopuszauus (Authorization) — Tipoueaypa IpeIOCTABICHUS
CyODbeKTY ONnpeAeIeHHbIX NOTHOMOYMII U PECYPCOB B JAAHHOIM CHCTe-
Me. MHbIM# CTIOBaMM, aBTOpU3aLIUsi ycTaHABIMBaeT cepy ero aeicT-
BMS M JOCTYIHbIC eMy pecypchl. Eciam cucteMa He MOXET HameXHO
OTJIMYUTH ABTOPU3OBAHHOE JIMIIO OT HEaBTOPH3OBaHHOTO, TO KOH(U-
JEHUUATBHOCTb ¥ LENOCTHOCTh MH(MOPMALIMY B DTOK CHMCTEME MOTYT
ObITL HapylieHbl. OpraHu3anuu HEOOXOAMMO YETKO ONPENEIHTh CBOU
TpeboBaHUsE K 0e301acHOCTH, YTOOL TPUMHUMATL PEIICHHUS O COOT-
BETCTBYIOIIMX PAHULIAX aBTOPU3ALIUH.
C npouenypamu ayreHTHdUKAINY ¥ aBTOPU3ALIMH TECHO CBsi3aHa
NpoHeaypa aiMUHUCTPUPOBAHUS JEUCTBUH T01b30BATE,
Admunucmpuposanue (Accounting) -— perucTpanysa nefcTeuil
[OJIB30BATEAS] B CETH, BKJIIOYAsl €r0 ITOMBITKU JOCTYIA K pecypcam.
XoT4 5Ta yyeTHasd MHGMOpMaLMA MOXeT ObiTh MCTIOAb30BAHA JJis Bbl-
MACHIBAHNS CYETA, C MO3ULMI 6€30MacHOCTA OHA OCOBEHHO BaxHA
A1 OOHAPYXKCHUS, aHaiM3a WHUMACHTOB OE30MacHOCTY B CeTH M
COOTBETCTBYIOIETO PEAarMpoBaHUs HAa HHUX. 3anuCH B CHUCTEMHOM
KypHane, aynuropckue nposepku ¥ 1O accounting — Bce 3T0 MO-
XKeT OBITh UCMONB30BAHO i OOECIIeYCHUST TTONOTYETHOCTH T0J1b30-
BATEJICH, ECIM YTO-JAMOC CIYUYUTCS NPU BXONE B CETh ¢ HUX MACHTHU-
dukaTopom.



144 Yacmyp 2. Texnoaoeuu 3auumor dannbix

HeoGxonumblii ypoBeHb ayTeHTHhMKALMY Onpeneasercs Tpefo-
BaHUsAMU 6€30NACHOCTH, KOTOpbIe YCTaHOBJISHb! B opraHnzanuu. 06~
weaocTynHbie Web-cepBepbl MOIYT pa3spelliMTh AHOHUMHBIA WIH
rocTeBoil noctyn K mHpopmauuu. PUHAHCOBBIE TPAH3aKIMH MOTYT
norpeboBats crporoi ayreHTudukauuu. IpuMepom caboit HopMaI
ayTeHTU(DHUKALMH MOXET CIYXHMTb HCIonb3oBaHMe IP-aapeca ans
onpeneneHus noissoBareasi. [logmena (spoofing) 1P-agpeca Moxer
JIEFKO Pa3pyHIMTh MeXaHu3M ayTeHTHU(hUKaluu. HagexHas ayreHTH~
ukaums gBaseTca TeM KIIOYEBHM (PAKTOPOM, KOTOpBIHA TapaHTHPY-
€T, YTO TOJbKO ABTOPM30BaHHbLIE IOJB30BATENM IOAy4aT HOCTYN K
KOHTPOJNIPYeMO#i HHMOpMAaLIKH.

Tlpu zammte KaHAJIOB mepenadyyd JAHHBIX JODKHA BBIOTHATHECS
83aumnas aymenmugukayua cybsexmos, T. e. B3aHMHOE ITOATBEPXKIIe-
HHE NOUTMHHOCTH CYOBEKTOB, CBA3BIBAIOMIMXCS MeXay co0oii 1o Jiu-
HusM cBa3u. [lpoueaypa noarsepXAeHUS MOMIMHHOCTH BBIIOIHSET-
¢ OOBIYHO B Hayasle CeaHCa YCTAHOBJICHMS COeAMHEHMUST aDOHEHTOB.
TepMuH «coeauHeHMe» yKasblBaeT Ha JIOTMYECKYIO CBS3b (TIOTEHLM-
TBHO ABYCTODOHHIOIO) MEXAY ABYMsL CyObekTaMu ceTi. Llens maH-
HOMH npoueaypsl — OOGECIIEYUTH YBEPEHHOCTh, YTO COEAUHEHUE YCTa-
HOBJIEHO C 33KOHHBIM CYObeKTOM M BCsd HHOOpMallus IOHAET X0
MeCTa Ha3Ha4YeHUsI,

[dnst moaTBepXIeHWS CBOEH MOMIMHHOCTH CYOBEKT MOXET
NIPENbABIATS CUCTEME pa3HbIe CYIHHOCTH. B 3aBUCMMOCTH OT Mpensb-
SAIBISIEMBIX CYOBEKTOM CYLHOCTEH MPOLECCHI ayTeHTH(UKALUN MOTYT
ObITh pa3ieneHbl Ha OCHOBeE:

» 3nanua 4dero-nubo. [IpuMmepaMu MOryT CIyXWTh TApOJb, Iep-
COHaNbHbIM upeHTHhUKaUOHHBIM Kox PIN (Personal Iden-
tification Number), a takke CeKpeTHbIe M OTKPBITHIE KIIO4YH,
3HAHME KOTOPBIX HEMOHCTPHPYETCS B HPOTOKOJIaX TUNA 3a-
IpOC—OTBET,

e o6aadanus 4eM-1n60. OOBIYHO 3TO MAarHMTHBIE KapThl, CMapT-
KapThl, cepTuduKaTsl U yCTpOUCTBa fouch memory,

» KAKUX-JIN0O HEOTBEMJIEMEIX Xapakmepucmuk. DTa KaTeropus
BIJTIOUAET METOAB!, 6a3upyoiuecs Ha MpoBepke OUOMETpUUE-
CKHX XapaKTepUCTHUK IOJb30BaTes (romoca, paxyXHoit 060-
JIOYKU M CETYATKM IJ1a3a, OTIEYATKOB IalbLieB, FreOMETPHH JIa-
IOHU W 1p.). B maHHOI KaTteropuu He MCHOIb3YIOTCS KPHIITO-
rpadryeckre METONN: M CpeACTBA. AyTeHTU(DUKALMA Ha OCHOBE
OMOMETPUYECKHX XapaKTEPUCTUK TIPUMEHSETCS A1 KOHTPOJIS
JOCTYNna B OMENISHUsS WK K Kakoi-nubo TexHuke (9, 54].
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Ilapoas — 310 TO, YTO 3HAET IOJIL30BATEJIb U APYroit y4acTHUK
B3auMoneMcTBHS. st B3aMMHOM ayTeHTH(HKAIIMY YYaCTHUKOB B3aH -
MONEHCTBUS MOXeET OBITh OpPraHW30BaH OOMEH NApOJISIMM MEXIY
HUMH,

llepconanvuuiii  udenmudgpuxayuonnviti nomep PIN (Personal
Identification Number) SBASieTCS HCIIBITAHHBIM CITOCOOOM ayTeHTH-
ukalumu nepxaressl TUIAaCTHKOBOM KapTel U cMapT-KapThl. CekpeT-
Hoe 3HadeHue PIN-Kona JOMXKHO GbITh M3BECTHO TOJBKO AEPKATENIO
KapTHL.

Junamuneckuii (0dHopazoswili) naposs — 3TO TAPOJb, KOTOPHIi
nocjie OMHOKPATHOTO NIPHMEHEHMST HUKOIa OoJbliIe He HCIOJb3YeT-
ca. Ha npakruke OOBIYHO HCIIONB3YETCS PETYASPHO MEHSIOILECECs
3HAYEHUE, KOTOPOe 0a3upyeTcsi Ha TOCTOSHHOM MapoJie WM KIoue-
BOH (pase.

Cucmema 3anpoc—omeem. OIHA U3 CTOPOH UHUIIMHUPYET ayTeH-
THOUKALIUIO C IOMOIIBIO MOCHIIKU APYroM CTOPOHE YHMKAIhHOTO U
HETIPENCKAZYEMOTO 3HAYEHUS «3aMPOoC», a Apyras CTOPOHA MOCHUIAET
OTBET, BEIYMCIIEHHBIN C TIOMOIIIBIO «3anpoca» U cekpera. Tak xak obe
CTOpPOHbBI BAAIEIOT OMHUM CEKPETOM, TO MepBas CTOPOHA MOXET IPO-
BEPUTH NIPABUIIBHOCTH OTBETA BTOPOI CTOPOHEI.

Cepmudgbuxamst u yugpossie nodnucu. Ecau nnst ayreHTdHKaATNH
HCITOJIB3YIOTCS CEPTU(MHUKATEL, TO TpeOyeTcs TTpUMeHeHue Lu(pOBBIX
noxnuced Ha 3THx ceprudukarax. CepTudUKaThl BLIIAIOTCS OTBET-
CTBEHHBIM JIMLIOM B OPraHM3alyy TIOJNb30BATENsl, CEPBEPOM CEpPTH-
(ukaroB wim BHellHe# AOBepeHHON opraHusauueir. B pamkax Un-
TEpHETa TOSBWIHCH KOMMepYecKHe WHGPACTPYKTYphl YIpaBIeHUs
otkpeiThiMu KimoyamMu PKI (Public Key Infrastructure) mist pactupo-
CTpaHEHHs CepTHGHKATOB OTKPBITHIX Kimodeid. Tlojmb3oBaTenu MOryT
HOJYYUTh CEPTH(UKATHI Pa3THYHBIX YPOBHEIA.

IIpoueccsr ayreHTUGVKALMK MOXHO TaKXe KiacCudpuiupoBaTh
Mo ypoBHIO ob6ecnieunBaeMoit Ge3omacHocT! [9, 54]. B coorBeTcTBUM
C 3TUM TpPOLECCHl AyTEHTH(GUKALUN PasHeNAIOTCS Ha CleAylollIve
THITIbI:

¢ ayTeHTUdHUKALMS, UCTIOb3YIolaa mapoan ¥ PIN-xomwr;

o CTpOTasi ayTeHTU(MUKAIINST Ha OCHOBE UCTIONB30BAHUSA KPUTTO-

rpadmIecKrX METOIOB U CPE/ACTB;

« OuoMeTpHUecKasl ayTeHTh¢hWKaLMs T0JTb30BATEICH.

C Toukm 3peHusi 6€30MACHOCTU KaXablil U3 NEpPeYrcACHHBIX TH-
OB CNOCOOCTRBYET PEHICHWIO CBOMX CIeMMUUYECKHX 3ala4, II03TOMY
MPOLECCHl M TIPOTOKOJIBL ayTeHTHM(UKANUHA AaKTHBHO HCIOJb3YIOTCS
HA NPAaKTUKeE.
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OcHOBHbBIE aTaKy Ha MPOTOKOJbI ayTeHTU(DHKALUH;

o mackapad (impersonation). Tlonb3oBatenp Bbimaer cebs 3a Ipy-
roro ¢ HeJblo MOAYYEHUs NOJTHOMOYMM U BO3MOXHOCTH JEHCT-
BMii OT JIMIIa APYrOTO MOIB30BATEIs;

e HOOMeHa CmopoHbl ayTeHTU(GUKAUMOHHOTO o6MeHa (mferleavmg
attack). 3NOYMBILIUIEHHUK B XOIE€ JAHHOH aTakyd yd4acTBYET B
npouecce ayTeHTU(PUKAMOHHOTO OOMEHa MEXIy ABYMsI CTO-
POHAMHU ¢ LEIbI0 MOTH(DHUKALIMK NPOXOASILEro Yepe3 Hero Tpa-
duxa;

o noemopnas nepedaua (replay attack) 3aKyoyaercsi B [IOBTOPHOM
fepejaye ayTeHTHPHUKALMOHHEBIX JAHHBIX KAaKUM-T100 1101630~
BaTeJieM;

o npunyoumenvras 3adepxcxka (forced delay). 3noympluUIeHRUK
nepexBaThiBAeT HEKOTOPYIO MHGOPMALMIO U MEPENAET €€ Ciyc-
TS HEKOTOPOE BpeMs;

o amaka ¢ evibopkol mexcma (chosen-text attack). 3n0yMbILUICH-
HMK TEpeXBAThIBAET ayTeHTH(PUKAUMOHHBIN TpaduK U MbITACT-
¢ TOJIYYUTh MHPOPMALIMIO O JOATOBPEMEHHBIX KpurTorpadu-
YECKHMX KIII0Yax.

i npenoTBpallieHUs TAKMX ATAK MIPH TOCTPOSHUHM MPOTOKOJIOB

ayTeHTU(UKALIMY IPHUMEHSIOTCS:

e MCIOJIb30BAHHE MEXaHH3MOB THUMA <«3aMPOC—OTBET», «OTMETKA
BpEMEHM», CIYYAWHbBIX YUCEN, WAEHTHU(PUKATOPOB, UUPPOBBIX
TIOATIMCEH;

s NPUBSI3KA PE3y/bTaTa ayTeHTHMhUKALUUY K NOCAeAyIoluM Aeii-
CTBHSIM T10JIb30BaTe/lell B paMKax cucteMsl. [IpumMepoM noxob-
HOTO TIOAXOId MOXET CIYXHTh OCYIUECTBJICHHE B MpOLEcce ay-
TeutndUKay oOMeHAa CEKPETHBIMU CEaHCOBBIMU KITIOYaMHU,
KOTOpbiE HCIONB3YIOTCS MNP AaidbHEMIlEM B3aUMONEHCTBUM
MOJIL30BATENEH;

e TIEPHOAMYECKOE BBIIOJIHEHUE MPOLEAYp ayreHTU(UKauuy B
paMKax yXe YCTAHORJIEHHOTO CeaHca CBA3M U T. 1L

Mexanusm «3anpoc—omeem» COCTOUT B cienywoineMm. Ecnu nonb-

30Bareib A XOUeT ObITh YBEPCHHBIM, YTO COOOLIEHUS, MOTy4acMble
WM OT I0JIb30BaTes B, He SIBISIOTCS JIOXKHBIMU, OH BKJIIOYAET B I10-
chulaeMoe it B coobuicHHEe HENpeACKasyeMbiif SJeMEHT —
sanpoc X (Hanmpumep, HeKoTopoe ciaydaiinoe yucio). [lpm orsete
f10/Ib30BATENs B H0JLKEH BHITOTHATH HAJl 3TUM BJEMEHTOM HEKOTO-
PYI0 OnepauuIo (HanpuMep, BHIYUCIUTD HEKOTOPYIO byHKUMIO f(X)).
DTO HEBO3MOXHO OCYILECTBUTH 3apaHee, TaK KaK Mosb3oBaTenio B
HEM3BECTHO, KaKoe ciayyaiinoe uucio X npuaer B 3anpoce. [loryuus
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OTBET C Pe3yJbTaTOM AEWCTBUM B, monb3oBaTelb A MOXET OBIThH yBE-
peH, YT0 B — nomnuHHBIA. Henocrarok »Toro Meroma — BO3MOX-
HOCTb YCTAHOBJIEHUSI 3aKOHOMEPHOCTH MEXIY 3afipOCOM U OTBETOM.
Mexanuzm «ommemxa epemenu» NOAPA3yMEBaET PETHCTPALIUAIO BpeE-
MEHH L7 KaK10ro cooduienus. B aToM ciiyyae Kaxablid OJb30BaTe b
CeTH OTpeAeNsaeT, HACKOIBKO «yCTapesio» Mpuilieaiiee cooOlueHne,
peILIaeT He MPUHUMATD €F0, [TOCKOJIbKY OHO MOXET OBITh JIOXKHBIM.
B obowux ciyyasx s 3allUThl MEXaHW3Ma KOHTPOIS CJieayeT
MPUMEHSITh IH(PPOBAHUE, YTOOBI ObITh YBEPEHHBIM, YTO OTBET IO~
CJIaH HE 3JI0YMBILUICHHUKOM.
Ilpu WCIONB30BAaHWM OTMETOK BpEMEHM BO3HHMKaeT Ipoliiema
JOnycmumo20 8peMeHHO20 UHMEPBAAa 3a0epXHCKU ISl TIOATBEPXKICHUS
MOMJIMHHOCTH CeaHCa: COOOLUEHWE C <«BPEMEHHBIM LITEMIIEJEM» B
NpUHIMIIE HE MOXeT ObITh Nepeaano MrHoBeHHO. KpoMe Toro, KoM-
NbIOTEPHBIC Yachl IOJYYaTENsT U OTIPABUTE/sA He MOTYT ObITh abco-
JIIOTHO CUHXPOHU3HUPOBAHbI.
Ilpu cpaBHeHNW U BHIGOpPE MPOTOKOJIOB ayTeHTU(DUKAIIMH HEOO-
XOAMMO YYMTBIBATH CACAYIOILINE XapaKTePUCTUKI:
s HaJIWYUE @3auUMHOU aymenmugukayuu. ST0 CBOWCTBO OTpaXaeT
HEO0XOAMMOCTb 000IOMHOM ayTeHTU(HUKAITMY MEXIy CTOpOHa-
MU ayTeHTH(DHUKALIMOHHOTO 00MEHa;

o GLIMUCAUMENbHYIO dhhekmusrocmb. DTO KOMUUYECTBO Oliepallnid,
HEOOXOMMMBIX /IS BHITIOIHEHHS TIPOTOKOJIA;

o KOMMYHUKQUUORHYIO 3¢pexmuernocms. JlaHHOE CBOWCTBO OTpa-
7KAeT KOJIMYEeCTBO COOOIIEHUI M MX MIMHY, HEOOXOIUMYIO st
OCYILECTBICHUS] ayTeHTU(UKALINH;

Haauuue mpemveli cmoporsl. [lpuMepoM TpeTbeil CTOPOHBI MO-
JKeT CIYXWTh IOBEPEHHBIN CepBep paclpeacaeHHUs CUHMMETPHY -
HBIX KJIIOUEH WU CEPBEP, PEATUYIOIIHUH AePEBO cepTU(hHUKATOB
JUIST pacTipeieIeHUs OTKPBITHIX KIHOYeii;

eapanmuu 6ezonacrocmu. TIpuMEPOM MOXKET CIYXWUTH IIPUMEHE-
Hue mudpoBaHua U nudposoil noarmucu [9, 54].

7.2. MeToabl ayTeHTM(MKaLMM, HCMONb3YIOWME NapOnM
u PIN-koab)

OmHOW M3 PacTIPOCTPAHEHHBIX CXeM ayTeHTHU(HKAIUU SBISETCS
npocmas aymenmugurayus, Xotopas OCHOBaHA Ha NPUMEHEHHH Tpa-
JWIIMOHHbIX MHOTOPAa30BbIX MapoJieil ¢ OMHOBPEMEHHBIM COIJIACOBA-
HYEM CPeACTB €ro WCIIONb30BaHMS M 00paboTku. AyTeHTU(DWMKAINS
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Ha OCHOBE MHOIOpAa30BbIX Tapoieil ~ MpoCTOW W HAIVSLAHBIA TIPH-
Mep HCNONb30BaHus pasaesiseMoit uHdopMauuu. Iloka B 6oabLIMH~
CTBE 3allMILEHHbIX BUPTYyanbHbiX cereit VPN (Virtual Private Net-
work) JOCTYn KJIMEHTa K cepBepy paspeluaercs no naposwo. OaHako
Bce 4Yaule NpuMeHsIoTcs Gosiee 3pdeKTHBHBIE CpeacTBa ayTeHTUhH-
KaluMH, HalpuMep IIpOrpaMMHBIE W anmapaTHbIE CUCTEMbl ayTeHTH-
¢dukauMm Ha OCHOBE OIHOPA30BbIX HapoJei, cmapr-kapT, PIN-ko-
J10B ¥ HUGPOBHIX cepTU(HUKATOB.

7.2.1. Ayrenrnpnkayumsa Ha OCHOBE MHOIOpPa3oBbIX
napones

Ba3oBBIlt TIPUHITHIT «€IWHOTO BXOAA» TPEATIONATaeT NOCTATOY-
HOCTh OIHOPA30BOr0 MPOXOXIEHHS IMOJB30BATENEM IPOLIEAYPH ay-
TeHTU(MKALIMM 11 JOCTYMNA KO BeeM ceTeBbIM pecypcaM. [Tostomy B
COBPEMEHHBIX ONEPAUMOHHBIX CHCTEMAX IPeAYCMAaTPUBAETCS LIEH-
Tpanu3oBaHHas CHayx6a ayreHTUGUKALMU, KOTOpasi BBINOJIHIETCS
OIHKM M3 CEPBEPOB CETH W MCIONB3YET Ml cBoeil paboThl Oasy AaH-
Heix (BJ1). B atoit B[ xpaHsitcsi yyeTHble JaHHBIE O IMOJB30BATENAXK
CeTH, BKIIOHAOLIME HISHTUMHKATOPE W MApOJU MOJb30BaTeNel, a
TaKxKe apyryio uadopmarnio [45].

Tlpouenypy mnpoctoit ayreHTMGHKALMM [107b30BaTENsl B CETH
MOXHO MNpeACTaBUTh CremylolmmM obpasoM. Ilonab3osatens npu mo-
NBITKE JJOTMYECKOTO BXOJa B CeThb HAOMpaeT CBOM MAECHTH(DUKATOP M
napoJib. OTH AaHHbIe MOCTYNAIOT AJisi 00paboTKHU Ha cepBep ayTeHTH-
¢ukanuu. B BJl, xpausimeiics Ha cepBepe ayTeHTHOUKaUWM, MO
uneHTHOUKATOPY MOJB30BATENsI HAXONMTICS COOTBETCTBYIOMLAs 3a-
nuce. VI3 Hee M3BAEKAETCH IMAPOJIb MU CPABHMBACTCS C TEM IAPOJIEM,
KOTOPBIi BBEN II0JIb30BaTeNb. ECIM OHU cOBnalu, TO ayreHTUdMKA-
LKs MPOLENA YCTIEHO — FI0Jb30BATENb MOJYYAET JlerajibHblii cTaTyc
¥ MOJyYaer Te npaBa U PECYPCHI CETH, KOTOPBIE OIPENeeHbI IS €ro
cTaryca CUCTEMOM aBTOPU3aLMM.

B cxeme npocroii ayrentudukamuu (puc. 7.1) nepenaya naposs
MU WieHTUHUKATOpa NOAb30BATENS] MOXET MPOU3BOAUTHECH CIECAYIO-
uMA cnocobamu [9]:

+ B He3auMQppoBaHHOM BMIE; HaMpUMEp, COITIACHO NPOTOKOAY
naponbHoit ayreHTudukaimu PAP (Password Authentication
Protocol) maposn nepesalorcsl 1o JIMHAU CBSI3M B OTKDPBITOH
He3aluilleHHOH dopme;
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Monb3osartens A Kanan Cepseep ayreHTU(DMKaLIUM

R
¥
ey
e

{Maponb NOANUHHBLIN)

Puc. 7.1, Ipocras ayTeHTUOHKAUNA ¢ CTIONB30BIHUEM TApOs

« B 3alIMIIEHHOM BHIE; BCe TIEpeJaBacMbie JAHHBIE (MICHTU(DU-
KaTop W Mapob IMOAb30BaTeNs, CAyIalHOE YUCIO U METKH BpE-
MEHM) 3allMUIEHbl TOCPEACTBOM INM(POBAHUS WIM OJHOHA-
NpaBieHHOM GYHKIMHU.

O4eBUIHO, YTO BapHAHT ayTeHTU(HKAIMK C Nepenadyeil maposs
MOJb30BATENS. B HE3AIIMMPOBAHHOM BHIE He rapaHTUPYET Iaxe MHU-
HUMAJTBHOIO YPOBHSI 6€30MaCHOCTU, TAK KaK ITOABEPXEH MHOTOYHC-
JICHHBIM aTakaMm W JIETKO KOMIpoMeTupyercsa. YTOOBI 3aliMTHTH
Mapojib, €ro HyXHO 3ammdpoBaTh Nepel NEPechUTKOR IO He3alu-
HIEHHOMY KaHaly. L1 3T0r0 B CxeMy BKJIIOYEHBI CpelcTBa udpo-
BaHuss E, u pacumdposbiBanus D,, ynpasiseMble pa3enseMbiM
cekpeTHbIM kmodoMm K. TlpoBepka nOMIHHHOCTH TIOJb30BATENS OC-
HOBaHA HA CPaBHEHMM IIPUCJIAHHOIO TOJb30BATENIEM Maponast P, u
MCXOAHOIO 3HAYeHWs P, XpaHALIETOCS Ha CepBepe ayTeHTH(hUKA-
vy, Ecin 3nadenuns P, u P, coBmajaior, To mapoib P, cumrtaercs
MOIIMHHBIM, a I10J1b30BaTeb A — 3aKOHHBIM.

CxeMbl OpraHu3aluu MpocToif ayreHTUUKALUY OTIHYAIOTCH HE
TOJBKO METOAAMHU Iepenayd maposieil, HoO ¥ BMIaMH MX XpaHEeHUS U
nposepk. HaubGonee pacrnpocTpaHeHHBIM CIIOCOOOM SIBASIETCH Xpa-
HEHME ITapoJieil MOAb30BATENEH B OTKPHITOM BUAE B CUCTEMHBIX (haii-
JIax, MpHA4eM Ha 5TH (paiinbl YCTAaHABIWBAIOTCS ATPUOYTHI 3alUTHI OT
9YTeHMs] U 3anUcH (HAmpuMep, NMpW MMOMOLIM OIMUCAHUS COOTBETCT-
BYIOLLIMX NPUBWIETWi B cruckax KoHTpoas goctyma OC). CucreMa
COIOCTABJsICT BBEACHHBIN TIOJB30BATE/IEM MMAapojib C XpaHSIIeHcs: B
daitrte maposeit sammceio. Ilpu 3ToM crocobe HE HCIONB3YIOTCA
KpHITOrpahMyecKue MexaHu3Mbl, Takue Kak lumdpoBaHue WIH Of-
HOHanpasieHHble QyHKuuH, OYeBUAHBIM HEJOCTATKOM 3TOTO CIIOCO-
0a gBJsIeTCSI BO3MOXHOCTD NMOJYYEHHUS 3JIOYMBILIUIEHHUKOM B CHCTE-
Me NMPpUBWIETUI agMUHMCTPATOpAa, BKIIOYAs IpaBa JOCTYyNa K CHC-
TeMHBIM GaiinaM, U B YaCTHOCTH, K ¢aiiny naposei.
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Ilnst obecnievenus HagexHO#W 3awutel OC Mmaponbp Kaxioro
TIOJIb30BATENS AOMXEH OBbITh M3BECTEH TOJIBKO 3TOMY TOJb30BATENIO
¥ HUKOMY JpYroMy, B TOM YMCJe ¥ aaiMUHHUCTparopam cucremsl. Ha
NepBbi B3MJISIA TO, YTO aZMMHUCTPATOP 3HAET NAp0jb HEKOTOPOTO
NOJIb30BaTeNsl, HE OTPAXKAETCA HEraTMBHO Ha 6GE301MacHOCTH CHCTe-
MBI, TIOCKOJIbKY 3JAMUHUCTPATOP, BOWIST B CUCTEMY OT UMEHU OOBIY-
HOTO TOJIb30BATEis, MOJNYYaeT NpaBa MEHbLIUE YEM TE, KOTOPbIE OH
TIOJIYYUT, 3aiig B CHCTEMY OT cBoero uMeHu. OnHaKo, BXOAsl B CHUC-
TeMy OT WMEHHW JPYroro MOJb30BaTeNsl, agMUHMUCTPATOP MOJIy4aeT
BO3MOXHOCTb OOXOIWUTh CHCTEMY AyIUTa, a TAKXKE COBEpLIATh JEHCT-
BUSI, KOMITPOMETUDPYIOLUME 3TOFO I10J1b30BATENS, YTO HEIONYCTUMO B
3AMLICHHOMH cucTeMe. TakuM 00pa3oM, Napoiau noab3oBatesell He
JOXHBI XxpaHuTbesl B OC B OTKPBITOM BHUIE.

C Toukd 3peHMs] 0e30MaCHOCTH MPEANOYTUTENLHbIM SBISIETCS
METOX Iepefavyd Y XpaHeHHsi apoJieil ¢ UCIOAb30BaHUEM OTHOCTO-
poHHUX ¢yHkuuit. OO0byHO mist WKGpPOBaHUS Maposieit B CIHUCKE
T0JIb30BATENICH MCIIONB3YIOT OOHY U3 U3BECTHBIX KpUNTOrpaduuecku
CTOMKHX Xaui-ghynkyui. B cnuicke mosb3oBaTesieil XpaHUTCS He caM
napojib, a 006pa3z napois, SIBISIOUIMIACS PE3y/lIbTaTOM IIPUMEHEHHUS K
Napoao X31-(QyHKLMH,

OnHOHANPABIeHHOCTh X21I-(YHKLUM He fO3BOJISIET BOCCTAHO-
BHTb HAapoab Mo 00pady naponas, HO IO3BOJAET, BHIUUCAMB XIII-
dbyHKIMIO, NOMYYNTE 06pa3 BBENEHHOIO I10Ib30BaTeNeM Napoiis U Ta-
KUM 00pa3oM TMPOBEPHTH NPaBWILHOCTb BBEAEHHOrO napois. B npo-
cTeiillieM clydae B Ka4ecTBe X3UI-QYHKUMM MCNONBL3YETCS PEe3yabTar
G poBaHUS HEKOTOPON KOHCTAHTh! Ha Napoe.

Hanpumep, omHocTopoHHsS GyHKUKSA A(-) MOXET ObITh ONpeae-
JIeHa CIeAYIoUUM 06pa3oM:

h(P) = Ex(ID),

rae P — maponb nonw3osarens; [D — uaeHTHdUWKATOP N0Jb30BATE-
ast; Ep — npoueaypa umgpoBaHus, BbINONHAEMas ¢ UCIIONb30BaHU-
eM napons P B KauecTse Kimouda.

Takue GyHKudM YROOHBI, €CNM ITUHA Faposis ¥ KModa OfuHa-
KOBBI. B 3TOM cy4ae rpoBepka MOATMHHOCTH TOJIb30BATENsl A C 110~
MOLIbIO Naposisi P, COCTOMT U3 EPECHLIKN CEpBEPY ayTeHTU(UKALIUK
orobpaxeHusi A(P,) U cpaBHEHHS €ro ¢ IIPEABAPUTENLHO BHIYUCIICH-
HbIM W XpaHuMbiM B BJl cepBepa ayreHTHdHKalMM SKBHBAJIEH-
tom h'(P)) (puc. 7.2). Eciu orobpaxenust h(P,) u h'(P,) pasHbI, TO
CUMTAETCS, YTO NOJbL30BATENb YCIEUIHO TPOLIE] ayTeHTU(DUKALHIO.
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Monb3osarens A neHtudunkaLuoHHan
h(Pp), 1Dy T:apﬁnuua

|

Dy | H(Py

I

Puc. 7.2. Vcrionb30BaHie OJHOCTOPOHHEI BYHKIMM JUTs TIPOBEPKH TapoJist

Ha mpakrtuke maponu COCTOAT NUIIb U3 HECKOIbKWX CHMBOJIOB,
4yTOOBI 1aTh BO3MOXHOCTD I10/1b30BATEIAM 3aTIOMHUTh UX. KopoTkue
Nnapoii ysI3BUMBI K aTake IMOJHOro nepeGopa BceX BapUaHTOB. JIis
TOro 4To0BI NPEAOTBPATHTb TAKYIO araky, GYHKUHUIO A(P) MOXHO OIl-
penesuTh HHave, HAIIpUMep B BUIE:

h(P) = EP@K([D),

rne K ID — cOOTBETCTBEHHO KJTIOY M MAeHTH(UKATOP OTITPABUTEIS.

Paznuuaior aABe (POpMEI IpeacTaBieHus OOBEKTOB, ayTeHTHdH-
LUMPYIOIIKX TI0JIb30BaTeIs:

e BHEHIHMU ayTeHTUODUUMPYIOLIMIT OOBEKT, HE TIPHHAILICXAIUI

CHCTEME; ‘
"o BHYTPEHHM# OODBEKT, MPUHALIECKAUIMA CUCTEME, B KOTOPBIH
TMEPEHOCHTCS MHPOPMALIUST U3 BHEITHEro 0ObeKTa.

BHeuiHue 00beKThI MOTYT OBITh IPeICTABIEHBI HAa Pa3IHIHBIX HO-
CHTEIAX MH(OPMAaLUK: IJIaCTUKOBBIX KapTaX, CMapT-KapTax, TMOKHX
MarHUTHbIX JUCKaX U T. M. ECTECTBEHHO, 4TO BHELIHSSI U BHYTPEHHSIS
(OpMBI NPEACTABJCHUSA ayTCHTUMUIMPYIOUIETO OOBEKTa JOJIKHEI
ObITb CEMAHTUYECKH TOXAECTBEHHBI.

CucreMsl npocTOl ayTeHTUPHUKALMH HA OCHOBE MHOIOPAa30BBIX
Mapojaed UMEIOT NOHUXKEHHYIO CTOMKOCTh, MOCKONBKY BLIOOD ayTeH-
THGULHpYIOUIEH WHPOPMANVK IPOUCXOOUT M3 OTHOCUTEIBHO He-
6osbLI0ro yucna caoB. Cpok AEHACTBUS MHOTOPA30BOT0 TMApOJIs JOJT-
3K€H OBITh ONpeNeaeH B MTOIUTHKE Oe30racHOCTH opranmsanuu. Ilapo-
JIVL JIOJIXKHBI PETYISIPHO U3MEHSIThCS, ObITH TPYIHBIMH IS YIagbIBAHUs
M HE MPUCYTCTBOBATH B CJI0BApE.

B 1. 13 paccMaTpuBaloTcs: NPOTOKONA ayTeHTU(GHUKAUMK 110 MHO-
ropa3oBomy maponio PAP (Password Authentication Protocol), mpo-
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TOKOJI aYTCHTUGHKALMU HA OCHOBE MPONUCAYPH 3aNpoCc—OTKIUK
CHAP (Challenge-Handshake Authentication Protocol), a Taxke
MPOTOKOJB LIEHTPATH30BAHHOTO KOHTPOAS AOCTYNA K CETH yOaleH-
Hbix nonb3opateneit TACACS (Terminal Access Controller Access
Control System), TACACS+ u RADIUS (Remote Authentication
Dial-In User Service).

7.2.2. Ayreutughnraumas Ha OCHOBE OAHOPA30BbIX Naposies

CxeMbl ayTeHTU(PUKALIMKA, OCHOBAHHBIE HA TPAIMLUOHHBIX MHO-
ropa3oBhLIX NTApoJIsx, He 061a1a0T JOCTATOYHOM GesonacHocThio. Ta-
KH€ apoiu MOXHO TNEpeXBaTHTh, Pa3rajarh, IOACMOTPETb WIH MPO-
CTO yKpacTh. bonee HANEXHBIMU SIBISIOTCH IPOUEAYpPHI ayTeHTU(H-
KauMH Ha OCHOBE OJHOPA30BbIX MapoJei.

CyTh CXeMbl OJHOPAa30BBIX IMApOICiH — HCHOAb30BAHHE pa3iuy-
HBIX Maposieil Npy KaXJOM HOBOM 3aIlpoce Ha NMpeloCTaBieHHUE J0C-
tyna. OXHOPa30Bblil JMHAMMYECKUH TIApOAb OEHCTBUTEJIEH TOJLKO
JUI OMHOTO BXOJA B CHCTEMY, M 3aTeM ero JAeicTBue ncrekaer. Jaxe
€CJIM eT0 TiepexBaTHM, OH OyaeT OecroniedeH. JluHaMuueckuit Mexa-
HM3M 33JIaH¥8 TIapoJisi — OIMH M3 JIYYLIUX Crioco0OB 3ALIMTH 11pO-
necca ayreHTHudhRKaun oT yrpo3 u3sHe. OOBIYHO CUCTEMBI ayTeHTU-
dukaimMu ¢ OAHOPA30BbIMU NMAPOJISIMU UCMONB3YIOTCS LI [IPOBEPKHU
YAQIEHHBIX OJb30BaTEIICIH. '

leHepauus OnHOPa30BBIX MAPOJEH MOXET OCYLICCTBISTLCS arl-
fIAPaTHBIM WIM NPOrPaMMHBIM crioco6oM. HexkoTopbie anmaparHbie
CPEACTBa ACCTYNA HA OCHOBE ONHOPA30BHIX MApoJiell PEATU3YIOTCH B
BUAEC MUHHUATIOPHBIX YCTPOWCTB CO BCTPOSHHBIM MHUKPONPOLECCO-
pOM, BHELIHE MOXOXHMX Ha IUIaTeXHble IUIACTHKOBBIE KapToyku. Ta-
KM€ KapThbi, 00bIYHO HAa3bIBAEMbIE KJIIOYaMH, MOTYT UMETh KJIaBHaTy-
py ¥ HebonbLIOE THUCIUIEHOE OKHO.

B xavecTBe npuMepa pacCMOTPHUM TEXHOJIOTMIO ayTeHTUUKALMK
SecurlD Ha ocHOBe OZHOPA30BLIX NapoJieil ¢ UCIIOAB30BAHMEM arlfa-
PaTHBIX KTIO4YeH U MEXaHH3Ma BpeMEHHOM CMHXPOHM3aLWK. JT1a Tex-
HOJIOrMs paspaboraHa koMnaHuei Security Dynamics ¥ peanusoBaHa
B KOMMYHMKAUMOHHBIX CEpBEpax psja KOMIIAHWH, B YaCTHOCTH B
cepsepax koMnaHuu Cisco Systems # ap.

Cxema ayreHTMPUKALKMK C MCMOAL30BAHMEM BPEMEHHON CHMH-
XPOHM3aLMK 0asupyeTcs Ha AJITOPUTME FeHepaliii CAyYalHbIX YUCen
yepes ONPeNcACHHbI UHTEPBa BPEMEHH. DTOT UHTEPBAJI YCTAHAaB-
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JIMBAeTCd U MOXET ObITb M3MEHEH anMHMHHUCTpaTopoM cetH. Cxema
ayTeHTH(UKAUKU UCTIONB3YET IBa NapaMeTpa:

s CEKPETHBIN K04, OPeACTABASIONMI coGOil yHUKabHOe 64-
OMTHOE YUMCJIO, HA3HAYAEMOE KaXIOMY TMOJb30BaTENIO U XPaHsI-
weecsd B b/l ayreHTrdOUKalIMOHHOrO CepBepa W B aniapaTHOM
KJIIOUe TIONTb30BATEA;

e 3HAUYEHUE TEKYLIETr0 BPEMEHHU.

Korna ynaneHHBIH N0JIb30BATENb AEJAET IONBITKY JIOTHYECKOTO
BXOJa B CE€Tb, €My NPEAJIaracTcs BBECTH €r0 NMEPCOHATBHBIH UAESHTH-
dukauoHHeit HoMep PIN, coctosminii u3 4eThipex AEeCSITHYHBIX
uudp, U 1wecTb HUdp CAyYaHOTO YMcaa, 0TodpaxaeMoro B 9T0T MO-
MEHT Ha JuCIUiee annaparHoro kawoua, Mcrons3yst BBeIeHHBIA TIONb-
3oBaresiem PIN-kom, cepBep usBiekaeT u3 BJI cexperHslit Kinou
MMOJTB30BATENA U BHITIOJIHAET AJITOPUTM TeHEpauy CIyYaifHOro YUC-
Jla, MCHIONB3Ysi B KAYECTBE IapaMETPOB M3BJCYEHHBIM CEeKPEeTHBIN
K04 U 3HAYEHHWE TEKYIIero BpPEMEHU. 3areM CepBep IpoBEpseT,
COBIAJAIOT JIA CTEHEPUPOBAHHOE YUC/I0 Y YKCIIO, BBEACHHOE TOJb30-
BaTeneM. Eciaw 3Tw umcia COBIAfAoOT, TO CEPBEP paspeliaeT Mmojb30-
BaTENIO OCYIIECTBHTD JIOTHYECKUI BXOJ B CHCTEMY.

IIpy HCHONBL30BAHMM 3TOH CXEMBI ayTeHTH(HKALUU TpedyeTcs
JKECTKasl BpeMEHHAs! CUHXPOHU3aLMsI alrapaTHoro KJIo4a U cepBepa.
Co cxemoii ayrenTnduKaniy, oCHOBAHHON HA BPEMEHHOI CHHXPO-
HU3alMH, CBSI3aHa ellle ofHa npobnema. I'eHepupyemoe arnapaTHBEIM
KTIOUOM CIYYAiHOE YMCIO SIBMSICTCS JOCTOBEPHLIM NApOJieM B Teuye-
Hre HEOOJBUIOTO KOHEYHOIO IPOMEXyTKa BpeMeHu. IlosTtoMy BO3-
MOXHa KpATKOBpEMEHHAsi CHUTyalHsl, KOIZa MOXHO HepexBATUTh
PIN-kon m ciy4aiiHoe 4yMCiio, 4TOOBl MCTIONB30BaTh UX M AOCTYNA
B CETh. JTO — YSI3BUMOE MECTO CXEMBHL.

OpnuM B3 HauGonee PaCIIPOCTPAHEHHBIX MTPOTOKO/OB ayTeHTHhK-
KallM¥ HAa OCHOBE OJHOPA30BbIX Napoiel SIBISETCs CTaHIapTU30BaH-
Heiii B Unreprere nportokon S/Key (RFC 1760). Dot mporokosn pea-
JIM30BaH BO MHOTUX CHUCTeMaX, TPEOYIOIIUX NPOBEPKH IOMIMHHOCTH
yHANEHHBIX MOJIb30Baresieli, B yacTHocTH B cucreMe TACACS+ koMna-
Huu Cisco. IIporokon S/Key nmoapobHo paccmarpupaercst B 1. 13.

7.2.3. Ayrentugurkayns Ha ocHose PIN-kopa

Hawnbosee pacnpocTpaHeHHBIM METONOM ayTeHTH(hUKALMK Jep-
KaTensl IWIACTUKOBOM KapThl M CMapT-KapThl ABJISETCS BBOJ, CEKPET-
HOTO YMCIa, KOTOpoe OOLYMHO Ha3biBaloT PIN-xodom (Personal Iden-
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tification Number — nepcoHatbHblil UOEHMUPUKAYUOHHBI KOO) WK
unorna CHV (CardHolder Verification). 3awura PIN-xoma xaptsl
SIBJISIETCSA KPUTHYHOM s 6e3onacHOCTH BCeH cuctembl, KapTwl mo-
IyT ObiThb NMOTEPSAHBI, VKPaAeHbl WM nomnenaHnl. B Takux cayyasx
€AMHCTBEHHON KOHTPMEPOi NMPOTHB HECAHKIIMOHUPOBAHHOIO JOCTY-
ma ocraercs cekpeTHoe 3HadeHue PIN-koma. BoT nmoueMy oTKphiTas
dopma PIN nomxHa ObITh M3BECTHA TOJBKO 3aKOHHOMY AepiKaTeslio
Kaptbi. QuesunHo, 3HaueHMe PIN HyXHO JAepXaTk B Cekpere B Teue-
HME BCETo CpOKa ACHCTBUSI KapThl.

Janna PIN-koma nomksa OBITb HOCTATOYHO OO0JBINON, YTOOBI
MMHMMU3UPOBATL BEPOSATHOCTL onpeAeeHus NpaBuibHoro PIN-xo-
jJa metonom npob u omudok. C Apyro#i croponsi, anuHa PIN-xona
[OJDKHA OBITh JOCTATOYHO KOPOTKOM, YTOOBI 1aTh BO3MOXHOCTL J€p-
XKaTesisiM KapT 3aNOMHMTH ero 3HaueHue. COmIacHO peKOMeHJalnu
cranzapra ISO 9564-1, PIN-kon goixeH coaepxarh ot 4 10 12 6yk-
BEHHO-IUM(POBLIX CUMBOJI0B. OXHAKO B OONBLIMHCTBE CIYyYa€B BBOJ
HeIU@POBEIX CUMBOJIOB TEXHHYECKM HEBO3MOXEH, MOCKOJBKY J0C-
TynHa Tonbpko uudposas kiasuarypa. [loatomy obGbruno PIN-xoa
npeacTaBaseT co00# YeThIpeXpaspsaHOe YUCHO, Kaxaas uudpa Ko-
TOPOTO MOXET MPUHUMATL 3HayeHue ot 0 1o 9.

PIN-kon BBOOUTCA C NOMOUIBID KJIABHATyphl TepMHHAIa WIH
KOMIIbIOTEDA M 3aTE€M OTHpaBiseTcs Ha cMapT-kKaprty. Cmapr-kapra
cpaBHMBaeT nonyieHHoe 3HaueHue PIN-koma ¢ 3TaloHHBIM 3HaYCHH-
€M, XPaHUMBIM B KapTe, U OTIPABILET pe3y/bTaT CPaBHEHKS Ha Tep-
MuHan. Beoag PIN-kona oTHoCcHTCS K MepaM 0e30MacHOCTH, 0COOeH-
HO 1 $UHAHCOBBIX TPAH3aKUWH, M, CIeA0BATEIBHO, TpeOOBAHMA K
KJTaBHATYPE YaCTO ONPeAeasioTcs B NpukiIafHoi obractu. PIN-xia-
BHATYPHl MMEIOT BCE MPH3HAKK MOoAy/sA 0e30MacHOCTH U IU(ppPYIOT
PIN-kon cpasy npu ero BBoae. 10 06eCrieYuBaeT HAAEXKHYIO 3aILHTY
OT NIPOHMKHOBEHUS B KIaBuaTypy i nepexsara PIN-koaa Bo BpeMst
BBOJA.

Tlpu nnenTudukaumuy KiavenTa mno 3qayeHnio PIN-kona u npeab-
SIBJIEHHOW KapTe UCMOJB3YIOTCS [Ba OCHOBHBIX Crioco0a mpoBepKH
PIN-koaa: HearOpuTMHYECKUN M aNTOPUTMHYECKI [29].

Heanzopummumecxuti cnoco6 nposepxu PIN-koda He TpeOyeT mpH-
MEHEHHSsI ClielMAIbHBIX anropuTMoB, IIposepka PIN-kona ocyuecT-
BJISIETCH TIYTEM HENOCPEICTBEHHOIO CPAaBHEHUS BBEICHHOTO KJIHMEH-
toM PIN-kopa co 3HayeHMsaMu, xpaHuMmeiMn B BJl. O6wrano B/1 co
sHayeHUsIMM PIN-KO#OB KJIMEHTOB 1H(PYETCH METOAOM Ipo3pad-
HOTO LIH@pOBaHUs, YTOOBI IMOBBICUTh €€ 3alUILUEHHOCTb, He YCIOX-
Hsis IPOLIeCCa CPaBHEHMSL.
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Aneopummuneckuti cnocob npogepxu PIN-xoda 3akmodaercs B
TOM, UTO BBEAECHHBINM KivMeHToM PIN-Kkon mpeoGpasyior no ompene-
JICHHOMY ajJIrOpUTMY C MCIOJIb30BAaHMEM CEKPETHOrO KIIo4a M 3aTeM
CpaBHMBAIOT CcO 3HauyeHmeM PIN-koma, xpaHsimuMmcs B onpesiesieH-
Ho#l hopMme Ha KapTe. JJOCTOMHCTBA 3TOro METONA IPOBEPKMU:

« orcyrcTBHEe Konuu PIN-Kona Ha ITaBHOM KOMITBIOTEPE UCKIIIO-

4aeT ero pacKphITUE OOCIYKUBAIOLIUM TePCOHAIOM;

e orcyrcTBHe nepenauv PIN-koma mexny 6aHKOMAaTOM WIM Kac-
CHPOM-3BTOMATOM U [IaBHBIM KOMIIBIOTEPOM 0aHKa MCKIIOYa-
€T ero IepexpaT 3JOYMEIIUIEHHUKOM WJIH HaBsi3bIBaHHE pe-
3yJAbLTaTOB CPaBHECHUSI;

e VIIpoIeHHE paboThl MO CO3TAHMIO TPOTPaMMHOro obecrede-
HHUS CUCTEMBI, TaK KakK YyXe HeT HeoOXOXMMOCTH JeHCTBHI B
peajbHOM Maciutabe BpeMeHH.

7.3. Crporas ayreHTMdMKaumusa
7.3.1. OcHOBHbI® NOHATHSA

Wnes crporoit ayreHTH(dHKaLuK, peaausyemMas B Kpuirrorpadu-
YeCcKHUX MPOTOKOJMAX, 3aKimouaercsa B cieayomeM. [Iposepsemast (no-
Ka3bIBaOLasA) CTOPOHA NIOKA3bIBAET CBOIO MOUTMHHHOCTbL MPOBEPSIO-
el CTOpOHE, NEMOHCTPUPYs 3HaAHHUE HEKOTOpOro cekpera [54, 62].
Hamnpumep, 3TOT cexper MOXeT ObITh TMPEABAPUTENBHO PaClpeaeicH
0€30MacHbBIM CHOCOOOM MEXAY CTOpPOHAMM ayTeHTH(PUKAIIMOHHOIO
obmeHa. [loKa3aTesbCTBO 3HAHMS CEKPETa OCYIHECTBISAETCS C MOMO-
IIBI0 TMOCIEA0BATENIHHOCTH 3aIIPOCOB M OTBETOB C HCIIO/IB30BAHUEM
KpUnTorpapuyecKux METOI0B M CPEJICTB.

CyliecTBEHHBIM sABAsSIETCA (PAKT, UTO IOKA3BIBAIOIIAS CTOPOHA
JeMOHCTPUPYET TOJbKO 3HAHWE CEKpeTa, HO CaM CeKpeT B XOje ay-
TeHTU(PHUKAITMOHHOTO OOMeHa He pacKpbIBaeTcs. DTo obecrneynBaeT-
CH I[OCPENCTBOM OTBETOB JOKAa3BIBAIOUIEH CTOPOHBI HA pa3iuyHbIe
3arpochl MPOBEPSIONIEH CTOPOHBL. [IpU 3TOM pe3yNbTUPYIOIIil 3a-
TIPOC 3aBUCUT TOJBKO OT TMOJIB30BATEILCKOFO CEKpeTa M HAYaabHOro
3arpoca, KOTOpbI OOBIYHO TIPEACTAaBISIET NMPOU3BOJBHO BHIGpaHHOE
B HayaJie MMpOTOKOJIA OOJIBIIIOE YHUCIIO.

B GosbIIMHCTBE CilyyaeB CTporas ayTeHTUUKALUS 3aKI1I04aeTCs
B TOM, YTO K&XABIH MMOJB30BATENIb AYTCHTHGULMPYETCS IO MPU3HAKY
BIRAJICHUS CBOMM CEKPETHbIM KiouoM. MHadye ToBopsi, nonb3oBaTellb
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HMEET BO3MOXHOCTh OMPENETUTh, BAANCET JIM €r0 NapTHEP MO CBA3M
HaJIeKallMM CEKPETHBIM KJIIOUOM WM MOXET JITH OH HCNONb30BATH
9TOT KJTIOY ISl MOATBEPXKICHUSA TOTO, YTO OH JIEHCTBUTENILHO SIBJISET-
¢s1 MOIMHHBIM NApTHEPOM 110 HHMPOPMALIMOHHOMY OOMEHY.

B cootBeTCTBUM C peKOMeHIAUMAMHE cTaHaapTa X.509 pasnuuaror
TIPOUEAYPH! CTPOroi ayTeHTH(MHUKALIMH CIASAYIOIIUX TUIIOB;

e OIHOCTOPOHHSISI ayTeHTH(MDUKALIUS

» IBYCTOPOHHSISI ayTeHTU(DUKALUS,;

¢ TPEXCTOPOHHSIA ayTeHTH(UKALINA.

Odnocmoponnas aymenmupuxayus npeaycMatpuBaeT oOMeH UH-
¢opMalKei TOMBKO B OHOM HAIpaBlIeHUH.

Jeycmoponnas aymenmugpuxayus no CPpaBHEHUIO C OJHOCTOPOH-
HEW COIEPXMT ZOTIOJIHUTENbHBIN OTBET NPOBEPSIIOLICH CTOPOHBI XO-
Ka3bIBalOLIEH CTOPOHE, KOTOPHIN JO/IKEH YOeauTh €e, YTO CBs3b yC-
TAHAB/IUBAETCS UMEHHO C TO} CTOPOHOH, KOTOpO#l ObUTH MpeaHasHa-
YEeHB! ayTeHTHU(bUKALMOHHbIE JaHHEBIE;

Tpexcmoponnas aymenmuguxauus COIEPKHUT IOMNOJHUTENbHYIO
nepenavy AaHHbIX OT JOKA3biBAlOLIEH CTOPOHbI MPOBEPAOLIE. DTOT
MOAXOA MO3BOJISET OTKA3AThCS OT MCIONb30OBAHHSA METOK BpPEMEHHU
1pY TIPOBEACHUHN ayTeHTU(DHKALUH.

Cnenmyer OTMETHUTD, YTO JAHHAA KIaCCH(DMKALUUS AOCTaTOYHO YC-
JnoBHa. Ha npakruke HaGop MCNoab3yeMblX NPUEMOB M CPEICTB 3a-
BUCHUT HENOCPEICTBEHHO OT KOHKPETHBIX YCJIOBMIl peaiu3aluu mpo-
ecca ayreHTHduKauuu. HeoOGXxonuMo y4uTHIBaTh, YTO IPOBEJECHUE
cTporoii ayreHTHdUKAIMM TpeOyeT 06s3aTebHOTO COFaCOBaHMSA
CTOPOHAaMHU HCIOJIb3YeMbIX KPUNTOrpapuuecKux airopuTMOB U J0-
ITOIHUTENBHBIX 1apaMeTpoB [9, 54].

Ipexae yeM nepeiiTi K pacCMOTPEHHIO KOHKPETHBIX BAPHAHTOB
IPOTOKOJIOB CTPOroi ayreHTM(hHUKAUUU, CJeAYEeT OCTAHOBUTHCH Ha
HA3HAYEHUU M BO3MOXHOCTSAX TaK Ha3blBaeMbIX OJHOPA30BbIX Iapa-
METpPOB, MCTIONb3YEMBIX B MPOTOKONAX ayTeHTUdukauuu. Onnopaso-
BbIE IapaMeTphl MHOIIA HA3bIBAIOT TAKKE HONCES — 3TO BEJIMYMHA,
UCIIONIb3yeMasi sl OMHOM W TOH Xe uenu He Oosiee OZHOro pasa.
Cpeau HMCHOAB3YEMbIX Ha CETONHSIIUHWN JEHb ONHODPA3OBBIX Mapa-
METPOB CJIEyeT BRIICIUTD. CIydaliHbie YNC/ia, METKM BPEMEHU U HO-
Mepa MoCNAeOBATEIbHOCTEH.

OnHopaszoBble TapaMeTpbl MO3BOJISIOT M36eXarh MOBTOpa Nepe-
JIa4M, IMOAMEHDb! CTOPOHBI ayTe HTU(PHUKAIIMOHHOTO OOMEHa W aTak# ¢ -
BLIGOPOM OTKPBITOTO TeKcTa, C MX TOMOLIBI0 MOXHO OOecHeYUTh
YHUKAILHOCTb, ONHO3HAYHOCTh M BPEMEHHbIC rapaHTWM Hepenabae-
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MBIX COO0IeHUI. PasnuyHble TUIIEI OMHOPA3OBEIX NAPAMETPOB MOTYT
yNoTpeGAATHCS. KaK OTAEIBHO, TaK M JAOTOHATh IPYT Apyra.

CrnemyeT OTMETHTb, YTO OTHOPA3OBLIE MAPAMETPLI IIUPOKO WC-
MONB3YIOTCS M B APYIMX BapHaHTaxX KpUINTorpagpHuIecKux TpOTOKOJIOB
(HampuMep, B NMPOTOKOJIax pacnpee/eHus KIoYeBoi nH(opMaiin).

B 3aBMCHMOCTH OT HCITOJIb3YEMbBIX KPUITTOrpadu4eCKUX ajJrOpPHUT-
MOB MPOTOKOJIbI CTPOrOi ayTeHTH(MUKALIMM AEJSTCS HA MPOTOKOJIBI,
OCHOBAHHbIE!

¢ HA CUMMETPUMHBIX AITOPUTMaX HIH(POBAHMS;
OJIHOHATIPABJIEHHBIX KIIIOUEBBIX XOII-(YHKIHSIX;
ACMMMETPUYHBIX aITOpUTMax umdpoBaHus;
aNropuTMax 3AEKTPOHHON HU(MPOBOI MOMMKUCH,

7.3.2. Crporas ayreHTM¢hnKaums, oCHOBaHHas
Ha CHMMETPHYHbBIX anrOPHUTMax

Jns paGoTel TMPOTOKONOB ayTeHTU(DUKAIIMHA, MOCTPOESHHBIX Ha
OCHOBE CHMMETPUYHBIX AJITOPUTMOB, HEOOXOAMMO, YTOOBI MpPOBE-
PAOIIMHA 1 J0KA3BIBAIOHIMIA C CAaMOro Hayaia WMENU OQUH M TOT XKe
CEeKpEeTHBII K04, [I1si 3aKpBITEIX CHUCTEM C HeOONBIIMM KOJIUYECT-
BOM TIONB30BATENEN KaxIas Iapa NOJb30BaTeleli MOXET 3apaHee
paszeauTh ero Mexnay coboil. B Gonbluvx pacnpeacneHHBIX CHCTE-
Max, NPUMEHSIOLIMAX TEXHOJNOTHIO CHMMETPUYHOIro IrM¢ppoBaHus,
4aCTO MCHOJIb3YIOTCS MPOTOKObI ayTeHTUDUKAUUN C YYACTUEM HO-
BEPCHHOrO CepBepa, ¢ KOTOPBIM Kax[asi CTOpPOHA pa3fessieT 3HaHMe
Kmoua. Takoi cepBep pachpenensieT CeaHCOBble KITIOMH ST KaKIOM
napsl MOJIb30BaTeNe BCIKUM pa3, KOTAa OAMH M3 HMX 3alpalliMBaeT
ayTeHTUHKaLMIO Apyroro. Kaxymascs nmpocrota JaHHOTO TOAXOAA
SIBJIIETCSI OOMAHYMBOI, HA caMOM Jejie pa3paboTKa IIPOTOKOJIOB ay-
TeHTU(VKANHUU STOr0 THUIIA SIBJISIETCS CAOXHONW M C TOYKU 3pEHHUS
0€30MMACHOCTH HE OYEBUAHOM.

fporoionbl ayTeHTMMKaLIMM C CUMMETPHUHBIMM aNTOPUTMaMMH
wmdpoBaHMa

Hwxe npuBoasTcs Tpy NMpHUMepa MMPOTOKOJIOB ayTeHTH(UKAIINH,
cuenudunimpoBannsix B ISO/IEC 9798-2. BT npoToKOIsl Npeano-
JIATalOT TIPEABApUTEIILHOE DacTpele/icHHE pa3iefisieMbIX CeKpPEeTHBIX
Kiroueit {54, 62].
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Paccmotpum crienyloliyue BapuaHThl ayTeHTR(MUKALMN:

e ONHOCTOPOHHSISE AyTeHTHMUKALMSI C UCIONAL30BAHUEM METOK
BpEMEHU;

» OJTHOCTOPOHHSISI AYTEHTH(hMKAIIUS ¢ MCIIONB30BaHWEeM Ciay4ya-
HBIX YUCEN;

s JBYCTODOHHSIA ayTreHTH(PUKanus.

B kaxaoM 13 3THX CJIy4aeB ITONb30BATENb JOKA3bIBAET CBOIO MO~
JIMHHOCTb, JI¢MOHCTPHMPYSL 3HaHUE CEKPETHOTO KJI04Ya, TdK KakK Mpo-
M3BOAHT pacuinhpoBbIBAHHE 3aIIPOCOB € HOMOIUBIO 3TOIO CEKPETHO-
ro KJI104a.

{Ipu vcnosB30BaHHM B MpoHecce ayTeHTU(MHKALUM CUMMETpHY-
HOro 1KU¢pPOBAaHUS HEOOXOOUMO TakKe peanu3oBaTh MEXaHU3MbI
obecrieyeHusT LEJIOCTHOCTH NMEPeJaBaeMbIX JJaHHBIX HA OCHOBe of1ile-
TIPUHSATHIX CHIOCODOB.

Beenem crepywomue 0603Ha4eHUS:

r, — Cly4aliHOe YUCJIO, CTEHEPHMPOBAHHOE YYaCTHUKOM A;

rp — CAy4aiHOe YHCIIO, CTEHEPUPOBAaHHOE YYaCTHUKOM B;

t, — METKa BPEMeHH, CTCHEpUPOBAHHAs YYaCTHMKOM A,

E, — cummerpuuHoe mwudpopanue Ha xmoue K (onoy K nomkeH
OBITh NIPEABAPUTENBHO paclipenencH Mexay A U B).

1. OnHOCTOPOHHSAS ayTeHTU(UKALUsE, OCHOBAHHAS Ha MeTKax
BpEMEHH;

A B: Eit, B). (1)

Tlocne nosnydeHnst ¥ paciiM(ppOBBHIBAHMS JaHHOTO COOOUIEHMS
Y4acTHHK B yGexnaercs B TOM, YTO METKA BPEMEHHU !, ICUCTBUTETbHA
W uaeHTUOUKATOp B, yKazaHHBI B COODUIEHHM, COBIAAAET C €ro
co6eTBerHbIM. TlpegoTBpaneHe MOBTOPHOM MepeAayym AaHHOIO CO-
OOLIEHUsT OCHOBEIBAETCSI HA TOM, YTO 6€3 3HaHUA KII0Ya HEBO3MOX-
HO M3MEHHUTh METKY BpeMeHHU ?, u uaeHtudukarop B.

2. OgHocTopoHHSS ayTeHTUGHKALUWA, OCHOBAHHAS HAa MCIONB30~
BaHUH CITyYaiHBIX YHCEN:

A B:ry, (1)
A= B: Eg(ry, B). )

YyacTHUK B oTmpaBisieT y4acTHUKY A CllyyaliHOe YHCHIo 7, Yua-
CTHHK A WudpyeT COOOUIEHUE, COCTOALIEE M3 TTONYYEHHOTO YUCIIA Fy
u uaeHTHdUKaTOpa B, M oTnpapnser 3altudpoBaHHOE COODOLIEHME
y4acTHHKY B. YuactHuk B pacimmdposbiBaeT NOMYYEHHOE COOOILE-~
HME ¥ CPaBHMBAET CIyYailHOE UMCIIO, COOEpXKalleecs B COODILEHHH,
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¢ T€M, KOTOPOE OH TIOCJIajl YYACTHUKY A. JIONONHMTEIbHO OH IpOBe-
pseT UMsI, YKa3aHHOE B COOOIICHHUU.

3. IBycroponHsisi ayreHTH(hOUKAUMS, UCTONB3YIOILAS CAydYaliHble
3HAYCHUSI:

A« B: ry (1)
A - B: Ei(r,, rp, B); 2)
A<« B: E(ry, rp); (3)

IIpu nomyvyeHnu coobuieHUs (2) y4acTHUK B BHINOIHSET Te Xe
NPOBEPKH, YTO U B MPEABLIYIIIEM ITPOTOKOJIE, M JIOMOJIHATENILHO pac-
LM PPOBBIBAET CAyYailHOE YMCIO 7, WIS BKIIOYEHHUS €ro B coobille-
Hue (3) mia yyactHuka A. CooGuienune (3), MONy4eHHOE Y4ACTHH-
KOM A, TI03BOJISIET €My YOeanTbCS HA OCHOBE MPOBEPKU 3HAYEHUH 7,
U rp, YTO OH MMEET €0 UMEHHO C YYaCTHUKOM B.

Hupoko M3BECTHBIMU IIPEACTABUTE/ISIMH IIPOTOKOIIOB, obecrie-
4YMBAIOIIUX AyTeHTHDUKAINIO MOMB30BaTeNIeH C IPUBJIEYCHUEM B
npolecce ayreHTUGHUKALIMA TPeTbeil CTOPOHEBI, SIBJSIIOTCS TIPOTOKON
pacrnpeaesieHusl ceKpeTHbix kinoueit Huaxama u Hlpenepa u nporo-
kol Kerberos.

fIpoTOKONBI, OCHOBAaHHbIE HAa MCMIONL30BAHMM ORHOHANPABNEHHBIX
KMIOYEBbIX X3W-hYHKLMHA

I poToKoIbl, TIPENCTaBIeHHbIE BHIIIE, MOTYT ObITh MOIUGDHUIIMPO-
BaHBI MyTeM 3aMEHBI CUMMETPUIHOIO IHMPOBaHMs Ha 1KudpoBaHue
¢ TIOMOIIBIO OJHOCTOPOHHEH KMIOUeBOH xam-GyHKuuu [45, 62]. Do
ObIBACT HEOOXOMUMO, €CIIM aJiTOPUTMbl OJIOYHOTO IM(POBAHUS HE-
JOCTYTIHBI WJTH HE OTBEUAIOT MPEIBSBIIEMBIM TPpeOOBaHUAM (HAHpPH-
Mep, B CIydae SKCIOPTHBIX OrPaHHYCHHIA).

Cpoeobpasue 1HGPOBaHUSA C TIOMOUIBIO OJAHOCTOPOHHEH X3II-
(bYyHKUWY 3aKTI04a€TCH B TOM, YTO OHO ITO CYILUECTBY SIBJISIETCS OIHO-
CTOPOHHUM, T. €. HEe CONpPOBOXIAeTCsl OGpaTHBIM IpeoOpa3oBaHM-
eM — pacingpoBEIBAHHEM Ha MPHEeMHOM cTopoHe. O6e CTOPOHBI
(oTnpaBuTeNb K MOJTYYaTeNb) MCHOIB3YIOT ONHY U Ty X€ IIPOLEAYPY
OIHOCTOPOHHETO 1udpoBanus [45].

OnHoctopoHHsIst X3UI-GYHKIMS A,(-) ¢ MapaMeTpoM-KIiouoM K,
NMPUMEHEHHass K 1LM@pyeMsIM JaHHBIM M, HaeT B pesyjibTare
X3II-3HaYeHne m (AalikecT), cocTosiiee 13 (PUKCHPOBAHHOTO He-
bospLoro yucna 6adt (puc. 7.3). Haitnxkect m = h (M) nepenaercs
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Puc. 7.3. IIpumeHenne ais ayTeHTUOUKAUUH OXHOCTOPOHHEH XaUI-QYHKIMM
C NMapaMeTPOM-KITIOYOM

MOJIYy4YaTeso BMECTE C UCXOMHBIM coobureHueM M. Iloayyarenb coob-
LIEHHs, 3Has, Kakasi OHOCTOPOHHSS X3L-DyHKLMs ObUT1a IPUMEHEHA
Ui TIONYYeHHMs! JaWKeCTa, 3aHOBO BBIYMC/SICT €€, UCIIONb3Ysl pac-
windposaHHoe cooduieHue M. Eciu 3HaYeHHMs: ITONYYSHHOTO NaiKe-
CTa m H BBEIMMCJICHHOTO JAaHJXecTa ' COBNAJAIOT, 3HAYUT COAEPXH-
Moe coobieHuss M He ObUTO TTOABEPrHYyTO HUKAKHM MU3MEHEHMSIM.
3HaHue JafIKecTa He HaeT BO3MOXHOCTH BOCCTAHOBUTH MCXOZX-
HOE COOOLIeHHe, HO TIO3BOJISIET TPOBEPHUTh LEJOCTHOCTh JAHHBIX.
JaimkecT MOXHO pacCMaTpuBaTh Kak CBOErO poja KOHTPOIBHYIO
CyMMY sl UcxomHoro coofieHusa. OZHAKO MEXIy AaiKECTOM H
OOBbIYHOM KOHTPOJBHON CyMMO# UMEETCS U CyIlieCTBEHHOE pasiduue.
KOHTPONBHYIO CyMMY MCTIONbL3YIOT KaK CPEACTBO MPOBEPKM LIEIOCT-
HOCTH TI€peiaBaeMbIX COOOIICHHMI MO HEHAACKHBIM JMHUAIM CBSI3H.
DTO CPEelCTBO MPOBEPKH HE PACCUMTAHO Ha G0pbly CO 3MOYMBIIUICH-
HHMKaMH, KOTOPbIM B TaKOW CHUTYallMH HUYTO HE MeIlaeT ITOJIMEHNTH
coobierue, 100aBUB K HEMY HOBOE€ 3HAYEHUE KOHTPOJIBHON CyMMBI.
Tosyyarenb B TAKOM CJIydae HE 3aMETUT HUKAKOM MOJMEHDI.

B omigume oT OOBLIMHOVM KOHTPOJNBHOH CyMMBI NMPU BBIYHCICHUM
JafpkecTa TMPUMEHSIIOTCS CeKpeTHbIe Kmioud. B ciayuae, ecind s
NMOJIy4eHNs AaWIXeCcTa UCIONb3YeTCs OMHOCTOPOHHSS X31-QyHKUuUs
C NapaMeTPOM-KJIIOYOM K, KOTOpPBIH M3BECTEH TOJbKO OTNPABUTENIO
W nojayyareno, aobdas MoaubUKauMs MCXOXHOro COoOuIeHUs Oyner
HEMeUIEHHO OOHapyXeHa.

Ha puc. 7.4 noxa3aH Apyroi BapMaHT HMCHOJIb30BaHUS OLHOCTO-
POHHEN X3UI-(PYHKLIMH JI/1sl IIPOBEPKH LIENOCTHOCTH XaHHBIX. B aToM
clIy4ae ONHOCTOPOHHAS x3ui-QpyHKUMS A(-) He HMeeT napamer-
pa-Kioya, HO TIPUMEHSIETCSL He TIPOCTO K coobuleHuio M, a x cool-
UIEHHUIO, JONOJHEHHOMY CEKPETHBIM KTOYoM K, T. €. OTHpaBUTE/Ib
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OTtnpasutens Nonyuatens

Danmpxecr m’

Puc. 7.4. [IpumeHeHue OLHOCTOPOHHEH XII-PYHKIMH K COOOIICHMIO,
JIOTIOTHEHHOMY CEKPeTHBIM KIIo4oM K

BhIUUCHsieT namxkect m = (M, K). [lomyyaTenn, H3BIeKass ACXOIHOE
coobreHue M, TakxKe JOIOTHSET eT0 TEM Xe U3BECTHbIM €My CEKpeT-
HBIM KJ1Io4yoM K, rociie 4ero NpUMEeHsIET K MOAyuYeHHbIM TaHHBIM Of-
HOCTOPOHHIOIO0 X3UI-GyHKIMIO A(-). PesynbrarT BolYMCIeHUM — nai-
IKECT m' — CPaBHHUBAETCS C NMOJIYYEHHbBIM 10 CETH AANIKECTOM M.

IIpu WCnoNb30BaHUM OJHOCTOPOHHUX (PYHKUMH LM poBaHUS B
pPACCMOTPEHHBIE BbIIIE ITPOTOKOIBI HEOOXOTMMO BHECTU CIEIYIOLIE
W3MEHECHUS:

o ¢yHKIMS cumMmeTpauHoro uudposanus E, 3amensieTcss GyHK-
e hg;

e MPOBEPSAIOLIMIA BMECTO YCTAHOBIEHHS (DaKTa COBMAAEHMS IIO-
Jeil B paciindpoBaHHBIX COOOIIEHMSX C MPEanojgaraeMbiMU
3HAYEHUSIMM BBIYMCIISIET 3HAUYECHHE OJHOHAMNPABJIECHHOM (PYHK-
MM 1 CPAaBHMBAET €r0 C IIOJyYeHHBIM OT JPYroro y4yaCTHHKA
ob6MeHa HPpOpMaLUei;

o ISl 00eCIIeYCH NS HE3aBUCHMOTO BbIYMCIIEHUS 3HAYEHHUS OJHOHA~
TIpaRIEHHON (PYHKIIMM TIOJIydaTeieM COOOHICHMS B TIPOTOKOME 1
METKa BPEMEHH !, JODKHA TEPEeNaBaThCst NOTOTHMTENBHO B OT-
KPBITOM BUJIE, 4 B cOODIIEHNH (2) MPOTOKOa 3 CiTy4yaifHoe YHCIo
¥, IOJDKHO TIEpefaBaThCsl JOMOJHATENBHO B OTKPHITOM BUIE.

MoauduMpoBaHHBI BapWaHT MPOTOKOJA 3 ¢ yyeroM chopmy-

JIMPOBAHHBIX U3MEHEHUI HMEET CIIEAYIOIYIO CTPYKTYpY:

A<« B: ry (D
A B:r, h(r,, rp B); 2)
A« B: hy(r,, rg, A). (3)
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3aMeTuM, 4T0 B coobuieHue (3) npoToKOa BKIIOYEHO mone A
Pe3ynbTHpYIOILUI TIPOTOKO 06eCreynBaeT B3aUMHYIO ayTeHTU(UKA-
LMI0 U u3BecTeH Kak nporokoa SKID 3 [54, 62].

7.3.3. Crporas ayTeHTuthbmunayms, ocHOBaHHas
Ha aCMMMETPHYHBIX aNrOPHUTMAEx

B nporoxkonax crporoii ayreHTHhMKauuy MOTYT ObITh HCHO/B30-
BaHbl aCHMMETPHYHBIE AJTOPUTMBI ¢ OTKPBITHIMHU KiI04aMu. B sToM
CIyyae JOKA3BIBAIOIIMI MOXET INPOACMOHCTPUPOBATL 3HAHHUE CEK-
PETHOIO KJII04Ya OAHMM U3 CIEAYIOIIUX CIIOoCO0O0B!

» pacuindpoBaTs 3anpoc, 3audpoBaHHbIit Ha OTKPBITOM KIIIOYE,

e TIOCTABHTh CBOIO LKU(PPOBYIO NOANKUCH Ha 3ampoce [54, 62].

IMapa xmoueit, HeoOxoaumas I ayTeHTAUKALUN, HEe OO/MKHA
HCIONIB30BaThCA I APYrUX Hejeit (Hanpumep, sl WHdpoBaHHS)
IO COOOpaKEHUAM Oe3omacHOCTH. BaxkHO OTMETUTB, UTO BHIOpaHHAd
CHCTEMA C OTKPHITHIM KJIIOUOM JOJDKHA OBbITh YCTOMYMBOM K aTakaM C
BHIGOPKOH ITHGDPOBAHHOTO TEKCTA aXe B TOM CJIy4ae, eclld Hapylllu-
TENb TILITAETCA NONYYHTH KPUTHYHYIO HH(MOPMALINIO, BblTaBas cebsi 3a
ITPOBEPSAIOIICTO U NeHCTBYS OT €70 UMEHU.

AyTeHTM(OHKALMA € MCNONL3OBAHHEM ACMMMETPHYHLIX ANIFOPHTMOB
umcposaums

B kauecTse nmpumepa MpoTOKOJia, MOCTPOCHHOTO Ha MCIOIb30Ba-
HUM aCHMMMETPUYHOTO aaropuT™a HimdpoBaHUs, MOXHO MPUBECTH
CIENYIOLIMIA MTPOTOKOT ayTeHTU(DUKALUH:

A« B: i(r), B, P(r, B), (§))
A-> B r. 2

VYuyacrauk B BeIOupaeT caydalHBIM 00pa3oM r M BBIYMCIIeT 3HA-
yeHue x = hA(r) (3HaUCHUE X AEMOHCTPUPYET 3HaHUE r 63 PaCKphITUS
CaMOro 3HAuYeHUs ), Aajee OH BBIMMCIAET 3HayeHue e = P(r, B).
Mon P, nonpasymeBaeTcs airoOpuMT™M aCMMMETPUYHOIO K(POBaHKs
(nanpumep, RSA), a non A() — xow-dyHkuusa. YyactHuk B or-
npapiser coolbueHue (1) yyactHuky A. YuacTHUK A4 paciimpoBbI-
Baer e = P(r, B) u noayuyaer 3HaueHus 1, 1 B, , a TaKKe BBIYUCIAET
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x, = h(r,). locne 3Tor0 TIPOM3BOAMTCA PSI CPABHEHU, HOKA3bIBAIO-
WMX, YTO X=X, U YTO MOJYYECHHbIH WACHTU(GUKATOP B, AeiCTBU-
TeJIBHO YKa3bplBaeT Ha ydacTHHKa B. B ciyyae ycrelrHoro nposeje-
HUSI CPaBHEHMS Y4acTHUK A moceutaet r. [lomyuusr ero, yyactHuk B
MpOBepsieT, TO M 3TO 3HAaUYE€HUE, KOTOPOEe OH OTIpPaBWI B cooOIie-
uuu (1).

B kayectBe apyroro mpumepa IpHUBeIeM MOTH(ULIMPOBAHHBIH
nporokon Hwuaxama v 1lpenepa, oCHOBaHHBIH HA aCHMMMETPUYHOM
urMgpoBaHUU (IOCTATOYHO NMOAPOOHO OH OMHUCAH B pas3lelie, TOCBs-
LIEHHOM paclIpefe/IEHHIO KAIoueBol WHGOPMAaLIH, NMOCKOJbLKY OC-
HOBHOU BAPWAHT MPOTOKONA UCNIONBIYETCS VIS ayTeHTU(MMKALIMOH-
HOro o6MeHa KIi0ueBoi MHPOpMALNH).

PaccmatpuBast BapuaHT nporokoia Humxsma u Ilpenepa, wc-
MOJL3yeMblid TOJILKO IJISi ayTeHTU(dDHMKAUWK, OydeM noapasyMeBarb
nox P, anroput™ WHGPOBaHUS OTKPHITBIM KJIIOYOM YYyacTHHKa B.
ITpOTOKON UMEET CICAYIOLLYIO CTPYKTYPY:

A— B: Pyr, A); (D
A« B: P(r, 1); 2)
A< B:r, 3)

AyTeHTu(HKaLMS, OCHOBAHHASA HA MCMONb30OBaHMM LUMDPOBOM
noAnMcH

B pexoMeHmanuax cranaapra X.509 cneuumduuuposana cxeMma
ayTeHTU(UKAIIMKM, OCHOBAHHAsI HA WCITOAb30BAaHUM LMGPPOBOI NMOMI-
MMACHY, METOK BPEMEHHU W CIyYaWHBIX YMCe.

HAnst onucaHusi 3TOH CXeMBI ayTeHTH(MUKAIIUK BBEAEM CJIEAYIO-
e o003HaAYEHUS:

t, 'y U ry — BPEMEHHAH METKAa M CJIYY3HUHBIE YMCIA COQTBETCT-
BEHHO;

S, — moanuce, creHepupoBaHHad YYACTHUKOM A,

Sy — NoARKCH, CrEHEPUPOBAHHAS YYACTHUKOM B,

cert, — cepTU(dUKaT OTKPLITOTO KJIIOYa YYacCTHHKa A;

cert, — ceprmdHKaT OTKPHITOrO KJIOYa YYacTHHKA B.

Eciu y4aCTHMKN MMEIOT ayTEHTUYHBIE OTKPBIThIE KITIOYH, I1ONY-
YeHHBIE JPYT OT APYra, TO MOXHO HE MOJb30BATLCH CepTH(hNKATAMHU,
B [IPOTHBHOM CJIy4ae OHW CJIYXaT Ui TIOATBEPXACHUSI TIOIUTMHHOCTM
OTKPBITHIX KJIIOYECH.
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B xayecTBe NMpUMEpPOB MPUBEAEM CIEAYIOLIME TPOTOKO/bLI ayreH-
THQUKALNH.

1. OnHocropoHHss ayTeHTUDUKALIMA C IPUMEHEHUEM METOK Bpe-
MEHMU:

A— B:cert, t, B, S,(t, B). ¢

Ilocne npHHATHS DAHHOTO COOOLUCHUS Y4acTHUK B nposepsieT
NIPaBUJILHOCTh METKM BPEMEHH ?,, IOJIy4eHHbI naeHTudukarop B u,
UCIONBL3YS OTKPBITHIA KoY M3 ceprudukarta cert,, KOPpeKTHOCTh
uudposo# noanucu S,(z,, B).

2. OnIHOCTOPOHHSAS ayTeHTU(MHUKALIKS C UCITONB30BAHUEM ClIy4aid-
HBIX YHCET:

A« B:ry (1)
A— B:certy, r, B, S(r,, rs, B). 2

YyacTHUK B, nonydus coOOIIeHHE OT yJaCcTHUKA A, ybexnaercs,
YTO MMEHHO OH ABJISIETCS aAPeCaTOM COOOLIEHHS; UCTIONb3YS OTKPhI-
ThIi KJIOY y4yacTHUKA A4, B3ATBIA U3 cepTudumkara cert,, rnposepser
KOPPEKTHOCTb noanucu S (r,, rs, B) non 44cnom r,, nOAy4eHHbIM B
OTKDBITOM BHMIE, YUCIAOM ry KOTOpoe ObUIO OTOCHaHO B cooOlue-
Huu (1), u ero ugentudukaropoM B. [MoanucanHoe cayvaitHoe 4uc-
JIO r, NCTIONBL3YETCsl ISl MPeJOTBPAINEHUST aTak ¢ BBIOOPKOHA OTKphI-
TOTO TEKCTA.

3. JpycroporHsas ayreHTHdMKaLUg C WUCHONB30BAHHUEM CIIyYaid-
HbIX YHCE;

A< B:ry )
A— B:cert,, r,, B, S(r,, rs B); (2)
A« B: certy, A, Sir,, 1y A). 3)

B nanxoM nporokosne obpabotka coobwenuit (1) u (2) BeINONA-
HSETCS TaK Xe, KaK U B MpeablaylieM NpoTokoie, a coobiieHue (3)
00pabarbiBaeTCss AHATOTHYHO COO0IEHUIO (2).

7.4. BuomeTpuyeckan ayTeHTMbMKaLmMs nonb3oBaTens

IMpouenyppl uaeHTUGUKALMMY U ayTeHTUDUKALIMK [ONb3OBATENS
MOryT 6a3sMpOBaThCA HE TOJBKO Ha CEKPETHOM MHGMOPMALIMH, KOTO-
poil obGJanaer nosip3oBaTelb (MApoib, NePCOHANLHBINA HaeHTH(DHKA-
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TOpP, CeKpEeTHBIH K04 M T. I.). B mociaennee BpeMss Bce OoJibliee
PacHpOCTPaHEHUE TOAYYACT GuomMempuueckas aymeHmupurayus nolob-
308ameas, NO3BOJISIONIAS YBEPEHHO AYTCHTHUIIMPOBATh IMOTEHIIH-
aJlbHOTO TOJAB30BATENS IyTeM HM3MepeHHs (DHM3MONOTHYECKHX Tlapa-
METPOB M XapaKTePUCTUK YEJIOBEKa, OCOOCHHOCTEN €r0 MOBEAeHUS.

OCHOBHBIE AOCTOMHCTBA OHOMETPHYECKHX METOIOB:

» BBICOKAst CTENEHb IOCTOBEPHOCTU AyTEHTH(MUKAIMHU IO OHO-

METPUYECKUM TMpU3HaKaM (M3-3a UX YHUKAJIBHOCTH);
¢ HEOTIEJIMMOCTb OHOMETPHUYECKHX IIPU3HAKOB OT Ae€CIOCOOHOM
JIMYHOCTH;

e TPYNHOCTb PasbcuUKaiiui OMOMETPUYECKHX ITPU3HAKOB.

AXTVBHO UCTIONB3YIOTCS CHEAYIOUIHE OMOMETPHIECKHUE TIPU3HAKH:

* OTIEYATKW IMAJILLEB;

e reoMeTpruecKas (popMa KUCTH PYKH;

« hopMa 1 pasMepHl JUIA,
0COOEHHOCTH T0JIOCa;

e Y30p panmyXHOW OOOJIOUKH U CETYATKH IJIas3.

PaccmoTpum THUNMUHYIO cxeMy (GYHKUMOHMPOBAaHHS OHOMETpH-
4YeCKOM IToACHCTeMB ayreHTH(GUuKAmuK. [1pu perucrpanmnu B cucreme
MOJIb30BaTeNb IOJKEH TIPOACMOHCTPHPOBATE OAMH WIH HECKOJIBKO
pa3 CBOM XapakKTepHbIe OMOMETPUYECKHE NPHM3HAKH. DTU MPU3HAKHA
(M3BEeCTHBIE KaK TMOMIUHHBIE) PETUCTPUPYIOTCS CHCTEMOR KaK KOH-
TPOJAbLHBIA «0Opa3» (OuoMeTpHuecKast TOANKMCh) 3aKOHHOTO MOJIb30-
BaTesist. JTOT 00pa3 TMOJb30BATENS XPAHUTCS CHUCTEMOM B DJICKTPOH-
HoW ¢opMe ¥ KHCIOAb3YETCS ISl IPOBEPKU UAEHTUIHOCTH KaXKIOTO,
KTO BBLIAET ceOsl 3a COOTBETCTBYIOIIETO 3aKOHHOTO ITOJIB30BATEIS.
B 3aBucMMocCTM OT COBIIANEHWs WIH HECOBMAJECHHS COBOKYITHOCTH
OpeXbABACHHBIX TPUIHAKOB C 3aPETUCTPUPOBAHHBIMU B KOHTPO/Ib-
HOM 00pa3e NpeAbsBUBILKNA UX NMPU3HAETCS 3aKOHHBIM TI0JIH30BATE-
JeM (TpY COBNIalCHUM) UM HE3aKOHHBLIM (TIPYM HECOBIIANECHVIN).

C Touku 3peHMs norpedurens, 3¢¢GeKTHBHOCT OGHOMETpUYe-
CKOH ayTeHTU(DUKALIMOHHON CUCTEMBI XapaKTeEPU3YyeTCsl IBYMs Tapa-
MeTpaMHu;

e KO3 puimenToM olmbounnix otkazoB FRR (false-reject rate);

« ko3hhunmeHToM OmMOOYHbIX noatBepxaeHuit FAR (false-

alarm rate).

Owiubounsii omxa3 BO3HUKAET, KOTAa CUCTEMAa HE IMOATBEPXIACT
AWYHOCTh 3aKOHHOIO TONb30BaTeist (THnuyHbie 3Hadenmst FRR —
nopsika onHoit ournOknA Ha 100). Cwubounoe nodmeepxcoenue mpo-
HUCXOOMT B CIy4ae ITOATBEPXKICHHUS JTHYHOCTH HE3aKOHHOTO IOJAB30-
BaTedast (tmmmuHble 3HaueHHss FAR — nopsiaka omHoit ommmbku



166 Yacmo 2. Texnoaozuu 3auumol OQHHLIX

Ha 10 000). 914 xo3ddUUMERTH CBA3aHbI APYT € APYTOM: KAXIOMYy
KoapPuUHeHTY OLIMOOYHBIX OTKA30B COOTBETCTBYET OMPEACICHHBIA
KOa(pPUIHEHT OIIMGOYHBIX NOATBEPKIACHMIA.
B cosepuieHHOlM OGuoMeTpHYecKOM cuCTeMe ofa napamerpa
o1MOKK A0MKHBI ObITh paBHE Hymo. K coxanenuio, SuoMerprie-
CKHE CHCTEMBbl TOXe He maeanbHbl. OOBYHO CUCTEMHBIE NapaMeTPhI
HACTPaUBaioT TaK, YT00b! JOOUTHCA TpebyeMoro Ko3(GULHEHTA O -
GOUYHBIX MOATBEPKACHMIA, YTO OMPEIE/SAET COOTBETCTBYIOIMI K03(-
¢umeHT OLIMOOYHEBIX OTKA30B.
K HacrosieMmy BpeMeHHM pa3paboTaHbl M MPOJO/IKAIOT COBEP-
IHEHCTBOBATBCH TEXHONOIMM ayTeHTM(HUKALIMY 110 OTIe4aTkaM najb-
1eB, panyxHoii 000j04Ke I1a3a, 1o HopMe KUCTU PYKU M JIANOHH,
no ¢opme M pasMepy Julia, N0 IFOJIOCY W «KJIaBUATYPHOMY ITOUEPKY».
Yaire BCero OMOMETPHYECKHE CHCTEMBI MCIIONB3YIOT B KayecTBe
napaMeTpa MaeHTHGHUKALIMM OTIEYATKH NanbLeB (JAKTHIOCKOINYe-
CKHe CHUCTEMb] ayTeHTH(MKaLHM). Takue CUCTeMbl NPOCTH W yAOO-
HbI, 00/1a1a10T BHICOKOH HAJEXHOCTLIO ayTeHTU(hHKALMH.
JakTunockonnyeckue cucTemMsl ayreHTM(gHKanun. OIHa U3 OCHOB-
HBIX APUYHH HIMPOKOTO PacipOCTPAHEHN TAKUX CHCTEM — HATHYME
BosblIvx GAaHKOB JaHHBIX OTHEYaTKoB mnanbleB. [lonb3oBarensmu
noaoOHBIX CHCTEM ITIABHBIM 00pa3oM SBIAIOTCS MOJULIMA, pasjiny-
HbI€ rOCYJapCTBEHHBIE U HEKOTOPBIE GAHKOBCKIE OpPraHHU3alUY.
B ofimem ciyyae OMoMeTpHYecKast TeXHOJIOTHS! PACclio3HaBaHuUs
OTIIEYaTKOB Ma/bLEB 3aMEHSET 3allMTY AOCTYNa C MCHOJb30BAHUEM
napoyia. BOABUIMHCTBO CHCTEM MCHOJB3YIOT OTIIeYaTOK OJHOrO
najbla.
OCHOBHEIMH 371EMEHTAMH JAKTHIOCKONUYECKONH CHCTEMEI ayTeH~-
THPUKALUM SBISTIOTCS:
e CKaHep;
o 10 unentnoukanuu, dopmupyioliee HICHTUPUKATOP NOIB30-
BaTes;

o 110 ayreurudukauyn, npou3Bojsiliece CPAaBHEHHUE OTCKAHHPO-
BaHHOTO OTMHevYaTKa nanpua ¢ uMerommMuca B bl «macnopra-
MH» [OJb30BATEIEN.

JlakTHiockonuyeckad cucTeMa ayTeHTHdMKanuu paboraer cie-
ayoiuM obpasoM. CHavana DPOXOIMUT PErMCTpauusi TOMb30BATENS.
Kak npaBuio, npoM3BOAMTCS HECKOJIBKO BapMAHTOR CKAHUPOBAHMS
B Pa3sHBIX NMOJOXEHMAX Manbia Ha ckaHepe. [loHATHO, 4TO 06pAa3LH
GyayT HEMHOINO OTIMYATBCS, M IM03TOMY Tpebyercst cHopMupoOBaTh
HEKOTOpLI 06001IeHHbI# 06pa3el — «nacnopr». Pesyiabrarsl 3amo-
muHawtcst B BJl ayrentudukauuu. [pu ayreHTuguKaLun 1poH3Bo-
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JIUTCSI CPABHEHUE OTCKAHMPOBAHHOTO OTIEYaTKa Maiblia C «IacIop-
TaMM», Xxparsaiuamuca B bJI.

3agada GOpMHMPOBAHMS «JIIACHIOPTa» W 3ajavya pPacro3HABaAHMS
MpeabIBAsIEMOT0 o0paslia — 3TO 3a1a4H Paclio3HaBaHUS 06GPa3oB.
s MX peleHUs: UCIIONB3YIOTCS PasiuYHbIC aJITOPUTMBI, SIBJISIO-
HIecs: Hoy-xay bupM-TIpOU3BOIUTENCH MOJOOHBIX YCTPOMCTB.

Ckanepvr omnewamkoe naisues. MHOIME TIPOM3BOXMTENMU BCE
4alle MepexoisT OT JAKTUJIOCKOIMYECKOro o0OopymoBaHMS Ha Oase
ONTHKU K OPOAYKTaM, OCHOBAaHHBIM Ha WHTErpaJbHBIX cxemax. Ilo-
CJleIHUE UMEIOT 3HAYMUTEILHO MEHBINHE pa3Mephbl, YeM OINTHYeCKHe
CUMTHIBATENU, W MTO3TOMY UX MPOIIE peaNu30BaTh B LIMPOKOM CIIEK-
Tpe TepudepUHBIX YCTPOMICTB.

HekoTtopsie npousBonuTen KOMOHMHHUPYIOT OHOMETPUYECKHE CHC-
TeMbl CO CMapT-KapTaMM M KapTaMu-kiawoyamu. Hanpumep, B O6uo-
METPUYECKOH WASHTH(UKALMOHHON cMapT-Kapre Authentic peamu-
30BaH caeayoluuil noaxon. O6pasen orreyaTka Najibia M0/1b30BaTe-
JIsl 3aIIOMHAHAETCST B MaMSTH KapThl B MPOLIECCE BHECEHUSI B CHHUCKH
MIEHTU(PUKATOPOB TOJIL30BATENEH, YCTAHABINBAs COOTBETCTBHE MeE-
XKy 00pa3iioM 1 IMYHBIM KNnodoM mudpoBanus. 3aTeM, KOraa mojb-
30BaTe/Ib BBOIHUT CMAPT-KapTy B CYNTHIBATETb H TIPUKIIAIBIBACT ITajlel]
K CEHCOpY, KJIIOY YAOCTOBepsieT ero. JIMIHOCTh. KoMGuHaumsg 6uomMer-
PHYECKHMX YCTPOMCTB M CMapT-KapT SIBASETCS YAAYHBIM pPEIICHHEM,
MOBBILIAIONIUM HAACKHOCTh MPOLIECCOB AYTEHTUGIUKAIIMA U aBTOPH-
3aLMH. :
HeGonplioil pasMep W HEBBLICOKAas HEHA HATYMKOB OTIIEYATKOB
MajgblieB Ha 6a3e MHTETPANbHBIX CXEM IPEBPAILAET UX B MICATBHBIN
uHTepdeiic 11 cucTeM 3alIUThl. X MOXHO BCTpOUTH B OpeyioK mjist
KJIXOYEN, M MOAb30BATEN ITOIYYaT YHUBEPCAJIBHBIA K04, KOTOPbIA
obecneyuT 3aIUIICHHBIA JOCTYIT KO BCEMY, HAYHHAS OT KOMITBIOTE-
POB 10 BXOIHBIX ABEPEH, ABepeil aBTOMOOUNEl U DAHKOMATOB.

Cuctempl ayrenrudmxanun no gopmMe JaaoHM MCIIOIb3YIOT CKaHE~
pul opMBI JTaNOHH, OOBIYHO YCTaHaBiuBaeMble Ha cTeHax. Ciexyer
OTMETUTH, YTO MOJABISAIOLIEE OOMBITHHCTBO NOJIb30BaTENEH npenno—
YATAIOT CUCTEMBI 3TOTO THIIA.

YeTpoiicrsa cuMTHBaHKUS (GOPMBI JTaJOHU CO34aI0T OOBEMHOE U30-
OpaxeHue JIanOHW, U3MEDss UIMHY TANbIEB, TOJIIMHY ¥ TUIOLIA/b
NOBEPXHOCTH JiagoHu. Hanpumep, npoaykrer Komrnauuy Recognition
Systems BhITIONHAIOT Oosee 90 M3MepeHMit, KOTOphle IpeoBpaszyioTcs
B 9-pa3psigHblii 00pasell IS AaJbHEeIHIMX cpaBHeHHH. BToT 06pasel
MOKET OBITh COXpPaHEH JOKATbHO, HA HHIAMBHAYATbHOM CKaHepe Jiafio-
HY OO0 B LeHTpain3oBaHHol BJI.
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Ilo ypoBHIO 1OXONOB YCTPOICTBA CKAaHMPOBaHYs (hOPMBI NaIOHH,
3aHKMMAIOT 2-€ MeCTO cpeld OMOMETPUYECKHX YCTPOMCTB, HO DPEAKO
TIPUMEHSIOTCS B CETeBOM cpelie M3-3a BBICOKOI CTOMMOCTH M pa3Me-
pa. OnHako cKaHepbt POPMbI JIAOHH XOPORIO TTOZXONAT JISI BBIYMC-
JINTENIBHBIX CPEl CO CTPOTMM PEeXMMOM Ge30MacHOCTH M HAINPSKeH-

HbIM TpagMKOM, BKJIIOYAst CEPBEPHBIE KOMHAThl. OHHM HOCTAaTOYHO

TOYHBI ¥ 06131310T ZOBOJBHO HU3KHUM KO3(POUIHMEHTOM OLIHGOYHO-
ro otka3a FRR.

Cucrtembl ayreHTH(HKANHHA IO MY M roJ0Cy Hanbonee JOCTYIHbL
HM3-3a UX JlelileBU3HbI, TTOCKOABbKY OONBIIMHCTBO COBPEMEHHBIX KOM-
NBIOTEPOB UMEIOT BUIAEO- M ayauocpeacTea. CHCTEMBI JaHHOTO Kiac-
ca MPUMEHSIIOTCA NpU yIAJeHHOW uIeHTHU)UKAanuM CyObeKTa A0CTy-
Ma B TEICKOMMYHHMKAIIMOHHBIX CETSX.

Texnono2us cKaHUposaHus wepm Auya TOAXOAUT IUIST T€X MPWIIO-
XKEHHM, Tae npoyne OHOMETPUYECKHE TEXHOJIOTMH HENMPUIOIHEL.
B stoM cayuae i uaeHTAdHKanuu ¥ Bepru@uKauui TUUHOCTH HC-
NOJIL3YIOTCH 0CcOGEeHHOCTH I1a3, Hoca M ry0d. IlpoumsBoawtenu ycr-
POICTB pacno3HaBaHMs YepT JMIA MPUMEHSIOT COOCTBEHHbBIE MaTe-
MATHYECKHE AITOPUTMBI ISl MAeHTUDUKAaLMKY noTh30oBaTe el

Uccnenosanus, nmpoBogriMbie KOMIIaHHel International Biometric
Group, roBOpST O TOM, YTO COTPYIHUKH MHOTHX OpraHU3aluil He 10-
BEPSIIOT YCTPOMCTBAM pacro3HapaHus 1o yeprtam auua. Kpome Toro,
M0 JAHHBIM 3TOi KOMNAHWM, CKAHUPOBAHME 4epT AMLA — EIHHCT-
BeHHBI MeToa GHOMETpUYECKO ayTeHTU(HUKALIMH, KOTOPLIH He Tpe-
Oyer cornacusi Ha BBIIIOJIHEHHE IIPOBEPKM (M MOXET OCYIIECCTBIATHCS
CKpBITOM KaMepoit), a MOTOMY MMEET HETaTUBHBLIHA AJ151 NOIb30BATENCH
MTOJITEKCT,

CnenyeT OTMETHTb, YTO TEXHOJOIMM PACHO3HABAHHUA YepT JMLA
TpeOyIOT HalbHeHIIero CoBepLICHCTBOBaHMSA. bosbluas 4vacte anro-
PUTMOB pPACMO3HABAHUS 4YEPT AWLA YYBCTBUTENbBHA K KOJNEOAHUSIM B
OCBEHICHHHM, BbI3BAHHBIM M3MEHEHWEM HHTEHCUBHOCTH COJHEYHOTO
CcBeTa B TeueHHe AHS. MI3MeHEeHHWe TOMOXEHHS JIMLA TAKXE MOXEeT
TIOBJIMSITH HA Y3HABAEMOCTh. Pazinuye B rojioxeHuu B 15 % mexay
3ampaiiipaeMbiM M300paXeHUeM W U300paXEHHEM, KOTOpOe Haxo-
mutcd B B/, HanpsMyio ckasbiBaetcsl Ha 3(¢deKTUBHOCTH: NpU pas-
JIMYMH B 45° pacno3HaBaHWe CTAHOBUTCH He3(DDEKTUBHBIM.

Cucmembl aymenmugukayuu no 2040cy SKOHOMMUYECKHM BHITOJHBL
Mo TeM XK€ MPUYMHAM, YTO M CHCTEMBI DACTIO3HABAHMS TIO YEPTaM
auua. B 4acTHOCTH, HMX MOXHO YCTaHaBIMBaTh ¢ OOOPYyIOBAHHEM
(sanpumep, MUKpodOHaMu), MOCTABASEMbIM B CTAHZAPTHOH KOM-
mwekrarun co MHorumu I1K.
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Cucremnl ayreHTH(HKAIIMA 110 roJiocy TIpU 3alMcu o0paslia H B
npouecce Tocnenyomeit MIeHTUOHKAIIMY OTTMPAIOTCs Ha Takhe 0co-
OEHHOCTH T0JI0Ca, KaK BBICOTA, MOAYJISIIHS M 4acTOTA 3ByKa. DTH 1O~
KazaTeJn OMNpeneysiorcss PU3NYECKUMH XapaKTePUCTHKAMU T'OJIOCO-
BOTO TpaKTa M YHMKAJIBHBI IS KaXAoro 4eloBeka. PacmosHaBaHune
rojoca PUMEHSIETCSl BMECTO Habopa HoMepa B ONpene/eHHBIX CHUC-
temax Sprint. TexHojgorusi pacro3dHaBaHus IoJ0Ca OTJINYAETCH OT
pacro3HaBaHUsl pevyH: MOCHEIHSISA MHTEPIPETHPYET TO, YTO I'OBOPUT
abOHEHT, a TEXHONOrWsd Pacro3HaBaHMs rojfoca abOHEHTa IMOITBED-
XKIAET JTUYHOCTb TOBOPSIIETO.

HockosbKy T0/10C MOXHO MPOCTO 3aITHCaTh Ha TUICHKY WIH Ipy-
rvie HOCUTENU, HEKOTOPHIE NPOU3BONUTETN BCTPAHBAIOT B CBOHM IPO-
NYKTHI OTIEpaIInIO 3aT[poca OTKIWKA. BTa (HYHKLUS IIperiaraeT nojb-
30BaTE/IO TIPU BXOAE OTBETUTDH HA IPEABAPHTEIHLHO ITOATOTOBNEHHBIN
U peryJsipHO MEHSHOLIHICA 3ampoc, Hampumep Takoil: «IloBropure
ypcna 0, 1, 3».

O6opynoBanue ayTeHTHPUKAHUN 110 ToJI0Cy OoJiee MPUTrOTHO ISt
UHTETPALIMA B TPWIOXeHUS TenedOHUM, 4eM IS BXOJa B CETh.
OO6GBIYHO OHO MO3BOJSET A0OHEHTAM TOJYYUTH NOCTYI B PUHAHCO-
Bbl€ FUIM IIPOYME CHUCTEMBI MOCPEICTBOM Te/1e(DOHHOM CBI3H.

TexHo0rUM pacno3HABaHUS TOBOPSAIIEN0 UMEIOT HEKOTOPBIE OT-
paHuyeHns. PasnmuyHble OIU MOI'YT TOBOPUThH TOXOXHMH FOIOCAMU,
a rojoc Jaod0ro yeaoBeKa MOXET MEHSIThCSI CO BPEMEHEM B 3aBHCH-
MOCTH OT CaMOYYBCTBHS, SMOLIMOHANBLHOIO COCTOSIHHMS W BO3pacTa.
bosee Toro, pasHuiia B MogudrKauun TeaedOHHBIX annaparos U Ka-
4eCTBO Tesie(DOHHBIX COEIVMHEHHIT MOIYT CEPBE3HO YCIOXKHHUTh PACIIO-
3HaBaHUE.

ITockonbKy rojoc caMm 1o ceGe He 0OOecTieurBaeT AOCTATOYHOM
TOUHOCTH, PAclio3HaBaHKUE O TOJNOCY CAEAYET COYETaTh C APYTHMHM
OHMOMETpUKaMU, TAKMMH KakK pacrio3HaBaHUE YepT JMIA WIM OTIle-
YaTKOB MAJBLICB.

Cucrembl ayrenTduxkanuu 0o y3opy paayxHoii 000JI0YKH M CeT-
YaTKH FJ1a3 MOTYT ObITh paslieieHbl Ha ABa KJacca:

* VICTIOJB3YIOIINE PHCYHOK PanyXHOU 000J0YKHM I71a3a;

e UCHONB3YIOIIME PUCYHOK KpPOBEHOCHBIX COCYIOB CETYATKH

rnasa.

CeTyaTKa 4€JI0BCYECKOrO I/1a3a MpeacTaBisieT coOol YHUKalb-
HBIH OOBEKT Wi ayTeHTU(HUKAUNH. PACYHOK KPOBEHOCHBIX COCYIOB
[Ma3HOIrO JHA OTJIMYAeTCsl Jaxe y Oau3HeloB. I1OCKOMBKY BEpOST-
HOCTb MOBTOPEHMSI TApaMETPOB pamyXHOH OOOJIOYKH M CeT4aTKH
r1as3a MMeeT nopsgok 107%, Takue cucTeMBbI ABISIOTCS. Hauboee Ha-
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JEXHBIMM Cpey BCEX OMOMETPHYECKHX CUCTEM U NPHUMEHSIOTCS TaM,
rae TpebyeTcss BHICOKHt ypoBeHb 0€30MacHOCTU (HanmpuMep, B pe~
>KHMHBIX 30HaX BOEHHBIX U 0DOPOHHBIX OOBEKTOB).

BuomeTrpuyeckuil TIONXO0N N03BOASIET YIPOCTUTL MPOUECC BHISIC-
HEHUSl «KTO ecTb KTo». IlpM HMCIOIb30BaHUM TAKTHIOCKOITHYECKUX
CKaHEPOB ¥ YCTPOICTB pacITO3HABAHUS I'OJIOCA JUIA BXOJA B CETH CO-
TPYEHHKH M30aBISAIOTCS OT HEOOXOAMMOCTU 3allOMUHATH CIOXHLIE
naponu. Papg koMnaH#it MHTETPUPYIOT DMOMETPHYECKHE BO3MOXHO~
CTH B CMCTEMBI OXHOKpaTHO ayreHTduUKatmu SSO (Single Sign-On)
Macuitaba npeanpusatus. [TogoGHasg KOHCOAUAALMS TTO3BOSIET CeTe-
BbIM 3IMUHUCTPATOPAM 3aMEHMTD CJIyKObl OMHOKPATHOH ayTe HTHU(U-
KAl napoieil OHOMEeTPpUYECKUMH TEXHOTOTHIMH.

BuomeTtpuyeckast ayreHTHdUKAUUA MOJNb3OBATENA MOXET ObITH
WCHOIb30BaHa NPHU wudposanuu B BUIe Monyjaei 6JIOKMPOBKH JOCTY-
Na K CEKPETHOMY KJIIOYY, KOTODBIil MO3BONSET BOCIIONL30BATHCS ITOH
nHOpPMAUMEH TONBKO HCTUHHOMY BJale/bly YacTHOro Kiova. Brna-
Jiejiell MOXEeT 3aTeM IPMMEHSTh CBO# CEKpeTHbI Koy s mudpo-
BaHust WMHGOpMALIMK, NEPENaBAeMOM TI0 YaCTHHIM CETAM WIH TI0
Internet. AXm1€COBOM NATONH MHOTHUX CUCTEM LIM(DPOBAHUS ABISIETCS
nipofiema Be30IaCHOTO XpaHeHusi CaMoTo KpuniTorpapuueckoro cex-
PETHOrO Kimoua. 3a4acTylo HOCTYIT K KJTIO4Y AauHO# 128 paspsnios
(wmm gaxe Gojpllie) 3alMUINEH JTHIIbL NApoieM U3 6 CHMBONOB, T. €.
48 paspsiioB. OTnevaTKy Najibies 06ecneynBaoT HaMHOro GoJjiee Bbl-
COKMI YpOBEHb 3alMTHl M, B OTIMYME OT TAPOJiA, MX HEBO3MOXHO
3a0bITh.



Yacte 3
TEXHOJNOIrmMM 3 ALLLMATDI
MEXCETEBOIoO ObMEHA [1AHHbIMM

Pazsutue rnobaibHBIX KOMIBIOTCPHBIX CeTeil, TosiBjieHMe HO-
BBIX MEPCTIEKTUBHBIX WH(opMalLModHbix TexHonoruit (MT) npusie-
KaroT Bce 0oaplice BHUMaHUE. [7106abHBIE CETH ITPUMEHSIOTCS ISt
nepenaur KoMmepueckoli uHOOPMannivi PasiVuHOTO YPOBHSI KOH-
(pumeHIMAaNbHOCTH, HANIPUMEDP IUISL CBA3H TOJOBHOM I1NTaG-KBapTH-
pPbl OpPraHu3aluy ¢ YIAJICHHBIMH oducaMu Wi coszganuss Web-caii-
TOB OpPraHM3alMM € PAa3MCIICHHONW HA HUWX PEKIAMOM M JeOBBIMH
npeuIoXeHUsIMU, MHOrne OpraHM3alldd IIPUHUMAIOT PelieHue o
NOAK/TIOYEHUM CBOMX JIOKAJBHBIX W KOPHOPATUBHBIX CeTell K OT-
KpbiTO# rirodanbHOi ceTH.

OnHako MOAKIIOUCHHE K OTKPBLITOM DIOOAILHOW CETH MOXET
UMETh U HEraTMBHBIC [IOCAEACTBUSI, TIOCKOIbKY HOSBJSIOTCA YIpO3bl
HEIIPABOMEPHOTO BTOPXCHHUSI U3 BHEIUHEH CETH BO BHYTPEHHIOIO
ceThb. Takoe BTOpXKEHWE MOXKET BBIIONHATLCA KAaK C LiEAbI0 HECAHK-
IIMOHUPOBAHHOTO MCIIONb30BAHUS PECYPCOB BHYTpPeHHeH CeTH, Ha-
npuMep xuileHus: HHOOPMaLMHU, TaK U ¢ LEIbI0 HApylueHUs ee pabo-
tocnocobHocTH. KonuuecTro ys3pumocTeit ceteBbix OC, mpukiian-
HBIX MMPOrpaMM U BO3MOXHBIX arak Ha KU C nocroguHo pacter. bes
COOTBETCTBYIOLIMX CPEACTB 3AlUUTHl BEPOSATHOCTb YCICIHONH peayH-
3aLMH TaKUX YrPO3 SIBJISIETCS LOCTATOYHO BBICOKOIA.

Exerogubsie morepu, OGYCHAOBJICHHbBIE HEAOCTATOYHBIM YPOBHEM
3aLIUIIICHHOCTH KOMIIbIOTEPHBIX Ceredl OpraHd3aluii, OIleHUBAIOTCS
MuIMapaaMm nonnapos. [lostomy npy noaximiodeHud K Internet jio-
K&JIbHOW WIH KOPIIOPATMBHON CETH HEOOXOAMMO M03a0OTHUThCS 00
obecrieyeHur UHPOPMALMOHHON 6e30TMaCHOCTU 3TOl CEeTH.

[IpoGnema 3amUTBl OT HECAHKIIMOHUPOBAHHBIX IEWCTBHH IIpH
B3aUMOIEHCTBUMA C BHELIHUMM CETSIMH MOXeT OBITh YCMEIHO perie-
Ha TOJIBKO HA OCHOBE KOMIUIEKCHOM 3alUTHI KOPIIOPATUBHEBIX KOM-
HBIOTEPHLIX ceTell. K 6a30BbIM CpeicTBAaM MHOIOYPOBHEBOI 3alLKTHI
MEXCeTeBoro oOMeHa AaHHBEIMH OTHOCSTCS 3ammiieHHule OC, MD,
BHPTyaJIbHbIE 3alllMIleHHbie ceTH VPN, NpoTOKOJIBI 3alIMThl HA Ka-
HAJTbHOM, TPAHCIIOPTHOM U CETEBOM (11poTOKOI IPSec) ypoBHsIX.



Fnasa 8
OBECINEMEHME BE3ONACHOCTH
ONEPALLUMOHHBLIX CUCTEM

8.1. NMpobnembi obecneuenua 6esonacroctu OC

BonbUIMHCTBO NPOrpaMMHBIX CPENCTB 3alIMUThl HHGOpPMAlMU AB-
JISTIOTCS. IPUKJIAIHBIMY IpOrpaMMaMu. J11s1 X BBINOHEHUS TpebyeT-
ca noaaepxka OC. Okpyxenue, B kKotopoMm ¢yHkumoHupyer OC,
Ha3bIBaeTCs dogepennoli eviuucaumenvrol 6azou (IABB). JIBb Bxmoua-
eT B cebs1 monHelii Habop sMeMeHTOB, obecnieyrBaomnX MHboOpMa-
HUOHHYI0 6e3omacHocTh: OC, nporpaMmsl, ceteBoe 060pYAOBaHHUE,
cpencTBa HHU3MYECKON 3aIUMTH ¥ J1aXe OpraHu3allMOHHBIE MpoLEay-
pol. KpaeyroibHbiM KaMHEM 5TOH MHUPAMMABI SIBASETCHS 3aLUILEH-
Hast OC.

8.1.1. Yrpoaw 6ezonacHoctu OC

Oprauusauus 3¢dexkTuBHON U HagexHo# 3auwmTtet OC HeBO3-
MOXHA 6€3 MpeABAPUTENHHOIO aHAMNU3a BO3MOXHbBIX YIpo3 ee 6e30-
nacHocTH. Yrpossl 6e3onacHoctd OC CyLIECTBEHHO 3aBUCSIT OT YCIIO-
BMI 3KCIUTYaTallMM CHCTEMBI, OT TOTO, KakKasi MH(POPMALUs XpaHUTCH
u obpabarbiBaeTes: B cucreMe, U T. 1. Hanpumep, ecin OC ucnons3y-
eTCsl JUIA OPTraHM3aLMM NIEKTPOHHOIO JOKyMEHTOO00poTa, Hanboee
OMacHBl yrpo3bl, CBS3aHHBIE C HECAHKLHUOHHMPOBAHHBIM JOCTYIIOM
(HCH) x daitnam. Ecimu xe OC ucnonp3yercs Kak nnardopma npo-
sayinepa Internet-yciayr, oueHb ONACHbI aTakKH Ha CETEBOE nporpaMM—
Hoe obecnevyerue OC.

Yrpoabl GesonacHocTt OC MOXHO KiacCHUUUPOBATh MO pas-
JVYHBIM acneKTaM MX peanusauuu [56].
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1. o yeau amaxu:

e HECAHKIHMOHMPOBAHHOE YTeHHE MH(POPMALINY;

¢ HECAHKLMOHUPOBAHHOE U3MEeHeHUe MHGMOpMaLHy;

o HECAHKIIMOHMPOBAHHOE YHUUTOXEeHNE WHHOpMALIUH;

« TIOJHOE WAHM YacTHuHoe paspyuwenue OC,

2. Ilo npunyuny eo30elicmeus Ha OREPAUUOHHYIO CLCHIEMY.

e WICIIOJIb30BAHME H3BECTHBIX (JlerajibHBIX) KaHAaJOB IIOJydYe-
HUS WHGODOPMAIIMHK; HANpPUMEP Yrposa HECaHKIIMOHMPOBAaH-
HOTo yTeHMs (hailia, JOCTYI MOJib30BaTeNIEl K KOTOPOMY OIl-
peaecieH HEKOPPEKTHO, T. €. pa3pelieH IOCTYH NOJb30BaTe-
JII0, KOTOPOMY COIJIACHO MNONHTHKE 0€30MacHOCTH HOCTYI
HOJDKEH OBITh 3alipelieH;

* WICTIO/Ib30BAHUE CKPBITEIX KAHAJIOB HOJTYYeHUS MH(bopMamm
HanpUMep yrpo3a UCMOAB30BAHUS 3J0YMBIIUIEHHUKOM He-
JOKYMEHTHPOBAHHBIX BO3MoxHocTeit OC;

¢ CO3AaHME HOBBIX KAHAJIOB NMOAYUYSHHS WHGMOPMALIHI C TIOMO-
b0 [IPOrpaMMHBIX 3aKIAIO0K.

3. ITo muny ucnoas3yemoli 310y MbIUACHHUKOM YA36UMOCTIU 3QUUMDbL.

s HeanekBaTHasl IMOJMTHKA 6e30MacHOCTH, B TOM 4YMCIE H
OUIMOKY aIMUHHCTPATOPA CHCTEMBI,

« OLIUOKM H HEAOKYMEHTUPOBAHHbIE BO3MOXHOCTH TIPOTpaMM-
Horo obecriedeHust OC, B TOM 4YHUCIE M TaK Ha3bIBaeMble
AI0KU — CIIYYaHO WM NMPETHAMEPEHHO BCTPOEHHBIE B CUCTE-
MY «CJyKeOHBIE BXOAbl», TIO3BOJISIOLIME OOXOIHUTb CUCTEMY
3ALIMUTHI;

e paHee BHeIpeHHasi MPOrpaMMHAasT 3aKIaaKa.

4. Tlo xapakmepy eo3delicmeus HA OREPAYUOHHYIO CUCMEMY.

e AKTUBHOE BO3NEHCTBUE — HECAHKLIMOHUPOBAHHEIE ACHCTBUS
3JI0YMBIIUTEHHUKA B CHCTEME;

e TIACCHBHOE BO3ACHCTBHE — HECAHKLIMOHMPOBAHHOE HAG/IO-
JEHME 3M0YMBIILTEHHNKA 33 MPOecCaMy, IIPOACXOISILME
B CHCTEME.

-¥Yrpossl GesorracHocT OC MOXHO TakXe KJIaccudUIMpoBaTh 10
TaKUM TIPU3HAKAM, KaK: CMOCO0 NeHCTBUI 3JI0YMBILIICHHHKA, UC-
TIOJIB3YEMBIE CPEACTBA aTaKW, OOBEKT aTaku, criocod BO3ACHCTBUS Ha
00BEeKT aTaku, COCTOsIHUE aTakyeMoro oobekra OC Ha MOMEHT aTaku.

OC MOXeT MoABEPTHYTHLCS CIEOYIOUIMM THITHYHBIM aTaKam:

s CKaHupoganuro aiineeoli cucmemsl. 3NOYMBILUIEHHUK TIpOCMAT-
puBaet GaiiIoByI0O CHCTEMY KOMITBIOTEPA U TILITAETCS MPOYECTh
(v cKoTMpoBaTh) Bee (aiinbl noapsia. Pano wiv mosaHo 006-
HapyxuBaeTcs XOTsa Obl onHa olMbka agMHHHCTpaTopa. B pe-
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3yJIbTaTe 3TOYMBILIEHHUK TI0Ny4aeT JocTyn K uHpopmauuu,

KOTOpBIN HO/KEH OBITh €My 3alpelicH;

nod6opy napoas. CyuleCTBYIOT HECKOJIbKO MeToA0B noadopa na-

poJieit MOIb30BaTeNeiH:

— TOT&IbHbIH nepedop;

— TOTAJbHBIN nepebop, ONTHMHU3UPOBAHHBIA NO CTATUCTHKE
BCTPEYaEMOCTH CUMBOJIOB MJIV € IIOMOLIBIO CIOBapei;

— 1oxbop Maponsi ¢ UCTIONB30BAHKEM 3HAHUI O MOJIL30BATENE
(ero uMenu, haMUANU, NATHI pomeﬂnﬂ HoMepa resedona
MT. L),

Kpaxce KAoveeol urgopmayuu. 3NOyMBILITEHHUK MOXET ITOICMOT-

peTh Naposb, HabUPaeMBblit MOJIB3OBATENEM, WK BOCCTAHOBUTH Ha-

OupaeMBIii TTOAB30BATENIEM M1ApOJb 110 NBUXKEHUSM €ro pyK Ha

kiasmarype. Hocurens ¢ Kmouesoii uHgopmaimeit (cMapr-KapTa,

Touch Memory u T. 1.) MOXeT ObITh HPOCTO YKPAIEH,

» coopre mycopa. Bo mHorux OC undopmaumsi, yHUUYTOXEHHAS
MONb30BATEIEM, HE YHUYTOXACTCS (PU3MYECKH, a NoMedaercs
KAK YHMYTOXeHHad (TaK Ha3blBaeMBIA Mycop). 3l0YMBILUIEH-
HHUK BOCCTAHABIMBACT 3Ty HHGOPMALMIO, MPOCMATPUBAET €€ U
KOIMHPYET MHTEPECYIONINE ero (hparMeHTsl;

* NPeBbIUEHUI0 NOAHOMOYLY. 3TIOYMBILUIEHHUK, UCIIOIb3ysl OlNG-
KU B riporpaMmMHoM obecnieyernu OC uny nonutuke Gesonac-
HOCTH, MIOJNy4aeT MOJHOMOYHUSA, NPEBBIILUAIOLIME T, KOTOPHIE
€My TPeAOCTABICHBl B COOTBETCTBUU € HONMTUKOMH Be3onacHo-
cti. OGBIYHO 3TO IOCTUraeTCs MyTeM 3aMmycKa IPOrpaMMbl OT
UMEHU JpYroro MoJjb30BaTeNnd,

» npozpammHbim 3axaadxam. TIporpaMMHbIE 3aK/IaIKH, BHeEIpsie-
mbie B OC, He HMMEIOT CYLIECTBCHHBIX OTAMYMUM OT JIPYrux
KJIACCOB NMPOrpaMMHBIX 3aKJI30K;

o JCAOHBIM NPOZPAMMAM — 3TO NPOrPaMMBI, MPEAHAMEPEHHO 3a-
XBATHIBAIOIHE 3HAYUTENIBHYIO YacTh PECypCOB KOMIIBIOTEPA, B
pe3y/bTaTte uero APYTHE IPOrpaMMbl HE MOTYT BhITIOJIHATHCSA
WM BBIIOTHSIOTCS KpailHe MeaieHHO. 3amyck >XKaaHo# mpo-
rpaMMBbl MOXET ITpuBecTH K kpaxy OC [56].

8.1.2. lNouarne sauwpiyeHHors OC

OnepalroOHHYI0 CUCTEMY HA3BIBAIOT 3aUjUueHHOU, €C/IH OHA TIpe-
JAyCMaTpMBAeT CPEACTBA 3aLIMTHL OT OCHOBHBIX KJIACCOB Yrpo3. 3ailu-
wieHHass OC 06s3aTeJIbHO ZO/DKHA COAEPXaTh CPECTBA pasrpaHuye-
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HMS OCTYIa MOJb30BaTeNeli K CBOMM peCypcaM, a TakkKe CpeACTBa
NPOBEPKH MOMIMHHOCTY T0/IB30BaTes, HaUMHawiIiero padory ¢ OC.
Kpome Toro, 3amwmmenHass OC noyikHa coliepXaTh CPeACTBa MPOTH-
BOACHCTBUST CIAyYalHOMY WIM mnpeaHamepeHHoMy BbiBony OC u3
CTPOSL.

Ecin OC npenycMaTpuBaeT 3alIMTy HE OT BCeX OCHOBHBIX KJlac-
COB yrpo3, a TOJABKO OT HEKOTOPHIX, Takyld OC Ha3BIBAIOT YACMUYHO
squuwenrol [56, 88].

Moaxoabl K NOCTPOeHMIO 3almMueHHbIXx OC

CylecTByIOT 1Ba OCHOBHBIX NOAXOAA K CO3IaHMIO 3alIMIEHHbIX
OC — oparmeHTapHblii ¥ KoMiuieKcHbIU. Tlpu  @paemenmaprom
MOJX0[e BHAYAIE OPraHU3yeTCsl 3alUTA OT OJHOM YIrpo3bl, 3aTEM OT
apyroit u T. A. Ilpumepom ¢dhparMeHTapHOTO MOAXOAa MOXET CIy-
JKWATb CHTYallMsl, KOTAA 33 OCHOBY Oepetcsl HesammuieHHas OC (na-
npuMep, Windows 98), Ha Hee yCTaHABIMBAIOTCA AaHTHBUPYCHBIH Ia-
KeT, cucTema umbpoBaHs, CACTeMa perucTpauyy IeHCTBUNA T10Jb-
30BaTEAEH U T. 1.

Tlpu npuMeHennu pparMeATapHOrO MOAX0/a NMOACUCTEMA 3allK-
ol OC npexacraBasier co6oii HAGOp Pa3pO3HEHHBLIX MPOTPAMMHBIX
NPOAYKTOB, KaK NPaBWIO, OT PAa3HbIX MPOM3BOAMTENEH. DTH Ipo-
rpaMMHBIE CPEJCTBA paboTaIOT He3aBUCUMO APYT OT APYIa, MPX 3TOM
NPaKTUYSCKU HEBO3MOXHO OPTaHM30BAaTh MX TECHOE B3aMMOAEHCT-
Bue. KpoMe Toro, otaenbHble 3J€MEHTHI TAKOH MOACHMCTEMBI 3a1LMTHI
MOTYT HEKOPPEKTHO paloTaTh B MPUCYTCTBHU APYT [PYra, YTo NpU-
BOAWT K PE3KOMY CHIXKEHUIO HANCKHOCTH CUCTEMBI,

Ilpu xomnsexcrom noaxoae 3awuTHEIE GyHKUNK BHOcsiTca B OC
Ha 3Tane NMpoeKTHpoBaHus apxUTekTypbl OC U SBJISIOTCH €€ HEOTh-
emeMoii yacTsio. OTHelIbHBIE 3IEMEHThI MTOACUCTEMbBI 3aLUMThI, CO3-
HaHHOM Ha OCHOBE KOMIUIEKCHOTO IOIX0/a, TECHO B3aMMOIEHCTBYIOT
JApYr C IpyroM IPH PEIIEHWH PAadTUYHBIX 3a/ad, CBI3aHHLIX C Opra-
HU3aLMed 3a10UThl WHGOPMALMH, TO3TOMY KOHMIMKTHI MEXAY ee
OTAEAbHBMA KOMOOHEHTaAMH TIPaKTH4YeCKH HEBO3MOXHBL. [loacucre-
Ma 3alIuThi, CO3NAHHAs Ha OCHOBE KOMILUIEKCHOIO MOAXOAA, MOXET
OBITH YCTPOEHA Tak, 4TO Tpy (haransHBIX CO0sX B PYHKUMOHUPOBA-
HUM €€ KII0YeBbIX 3AEMEHTOB OHa BbI3biBaeT kpax OC, 4To He TO-
3BOJISIET 3JIOYMBILLIEHHHKY OTKITIOYATb 3alllUTHbIE (DYHKIIMH CHCTE-
mel Ilpu pparMeHTapHOM TOIXO/E TaKasi OpPraHU3aust MOACUCTEMBI
3alATE HEBO3MOXHA.
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Kak npasuno, noacucremy 3amtutbl OC, CO37aHHYI0 HA OCHOBE |
KOMIUIEKCHOTO TIOAXOJa, NPOEKTHPYIOT TaK, YTOObl OTHE/IbHbE €e |
a/1eMeHThI GbK 3ameHsieMbl. COOTBETCTBYIOIINE NMPOrPaMMHbie MO- |
JyAH MOTYyT ObiTh 3aMeHEHbBI APYTUMH MOIYISIMM.

ALMMHUCTPATHBHBIE MepPbl 3aLMTDI

IMporpaMMHo-anmnaparHsie cpeacTsa sammTel OC 0653aTenbHO |
[OKHBI JOIMOJIHATLCH AAMHHMCTPATUBHBIMM MepaMmu 3aiiuTel. bes
NOCTOSIHHOM KBanuUIMPOBAHHON TMOIIEPXKH CO CTOPOHBI aIMU-
HHMCTpaTopa Jaxe HalexXHas NPOrpaMMHO-anmnaparHas 3ailura Mo- |
XeT mnasath cOou. [lepeyncianm OCHOBHbIE aAMUHUCTPAaTUBHBIE MEPHI
3aUINTHI.

1. Hocmosarneii KoHmpoav Koppekmuocmu @yukuyuonuposanus OC, |
0cOGEeHHO €e MoacuCcTeMb! 3aLUThl. Takoil KOHTpOAbL yI10GHO opra-
HH30BaTh, ecid OC NORAEPXUBAET aBTOMATHYECKYIO PETHCTPALIMIO
Haubosiee BaXHbIX cOObITH (event logging) B CIELUAIILHOM XYpHANe.

2. Opeanusauyus u noddepiycanue adexeamwuoi noaumuku Gesonac-
nocmu. Tonnruka 6esonacHoct OC IONXHA TOCTOSHHO KOPPEKTH-
pOBATHCS, ONEPATHBHO pearMpysi Ha TIONbITKM 3I0YMBIIJIEHHUKOB
npeonoaers 3amury OC, a Takke HA U3MEHEHMS B KOHOUrypauun
OC, yCTAaHOBKY U YIAIEHHME NPUKIAIHBIX POTPaMM.

3. Uucmpyxmupoeanue noav3oeameneti onepayuoHHOU cucmembl O
HeoGxoauMocTH cobmoneHnst Mep 6e3onacHocTu 1ipu padorte ¢ OC u
KOHTPOJIb 33 COOMIOACHHEM ITHX MED.

4. Pezyasproe cozoanue u 0GHOBAEHUE Pe3epPBHbIX KONUE TIPOTpaMM
u panubix OC.

5. Ilocmosnnbili KOHMPONL UMEHERUI 8 KOHPUSYPAUUOHHBIX OAHHBIX
u noaumuxe 6ezonacrocmu OC. UHboOpMaLnio 06 3TUX M3MEHEHUSIX
nenecoobpasHO XpaHWTh HA HEJJIEKTPOHHBIX HOCHUTENAX WHGOpMa-
LMK, IS TOro YTOOBI 3JIOYMBILLICHHHUKY, NPEOHOEBIIEMY 3allHTY
OC, 6bUIO0 TpymHee 3aMacKUpOBATh CBOM HECAHKIHOHMPOBAHHBIC
nehCTBHUs.

B xonkperHpix OC moryT oTpeboBaThCs M APYTue anMUHHUCTPA-
THBHBIE MepbI 3aIUTH HHopMaiuu [56].

AJjeKBaTHas noOnNMTHKA 6e30nacHoCcTH

Bribop ¥ noamepxaHue aneKBaTHON IMOJUTMKU 06e30MacHOCTH
SABJISIIOTCS OAHOM M3 HanGojee BAXHBIX 3ama4y anMuHucTpatopa OC.
Eciu npunstas B OC nonurnka 6€30MacHOCTH HeaneKBaTHa, TO 3TO
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moxkeT nipusectd K HCJl 3noymbllvieHHMKa K pecypcaM CUCTEMbBL M
K CHIXEHUIO HaJeXHOCTH MyHKUuMoHupoBanus OC.

N3BecTHO yrBepxkmeHue: yeM Jjyduie saiumiieHa OC, TeM Tpyn-
Hee ¢ HeW padoTaTh MOAL3OBATENSIM M agdMHUHUCTpaTOpaM. 310 00y-
CJOBICHO CENYIOIIMMHU (PAKTOpaMHU:

e CHCTEMA 3alllUThl HE BCEra CIOCOOHA OMNPENEIUTh, SIBISETCSA

A¥ HEKOTOPOe NeWCTBUE NOJIbL30BaTeNst 3oHaMepeHHbIM. [To-
3TOMY CHICTEMA 3aLUMTHI JM0O0 HE MpeceKaeT HEKOTOPHIE BUIHL
HCJI, nu6o 3anpeniaer HEKOTOpbIE BIIOJIHE JETATbHBIE AEHCT-
BUsl TIO/IB30BaTeNcil. UeM BBILIE 3aMIMLIEHHOCThL CUCTEMBI, TEM
LIUPE KIACC TeX JAETATbHBIX ACHCTBUI MOAb30BaTE/ICH, KOTOPHIE
paccMaTpUBAIOTCS TOACUCTEMOM 3allMTHl KaK HECAHKIIHOHUPO-
BaHHbLIE;

« J100as CUCTEMa, B KOTOPOU MPEIyCMOTPEHbI (PYHKIIMH 3alIHAThI
uHdopmany, TpebyeT OT aIMMHMCTPATOPOB OMNpPEIETEHHbIX
YCWIMHA, HAapaBJIeHHbIX Ha NO/IepKaHHe adeKBATHOM MTOJIMTH-
ku GesonacHocti. Yem OGonbiie B OC 3amIUTHBIX (DYHKUMIA,
TeM OOJIBILE BPEMEHU U CPEICTB HYXKHO TPaTUTh Ha MOAIEPXa-
HHUE 3aILMTHI;
nofgcucrema 3autbl OC, kKak ¥ mobod Ipyroil nporpaMMHBIiA
TaKeT, MOTpeONsieT amnmnapaTHele PECYpChl KomibioTepa. Yem
CJIOXHEe YCTpoeHb! 3aiuuTHbie dhyHkuuu OC, TeM 6oJbile pe-
CYpPCOB KOMIIbIOTepa (TIPOHECCOPHOIO BpEMEHH, OIEPaTHBHOM
MaMsITH U Op.) 3aTpadyuBaeTcs Ha noaaepxaHue GbyHKIMOHHPO-
BaHMs TOACUCTEMBI 3AIIUTH U TEM MEHbIIE PECYPCOB OCTAETCS
Ha J0JII0 MPUKIAIHBIX TPOrpaMM;

¢ TIOIIEPKAHHUE CHMALIKOM JKeCTKOW IOJHTHKH 0e30IaCHOCTH

MOXET HEraTHBHO CKAa3aThCs HA HAAECXKHOCTH HYyHKUMOHMPOBA-
Hust OC. YpesaMepHO XKecTKas MOJUTHKA Ge30MACHOCTH MOXET
MPUBECTH K TPYIHO BHISBJISIEMBIM OMMOKAM U cOOSIM B IIPO-
uecce ¢pynkuuoHuposanusa OC u maxe K ee Kpaxy [56, 88].

Onmumaivhas adekeamuas noaumuxa be3onacHocmu — 3T0 Takas
NoJIMTHKA 0€30MacHOCTH, KOTOpas HE TOJABKO HE TTO3BOJSET 3710-
YMBILIJICHHUKAaM BBITTOJIHATh HECAHKUIMOHHMPOBAHHBIE NEHCTBUS, HO
¥ HE MIPWBOIMT K OTTMCAHHLIM BEIIe HETATUBHBIM 3P dekTaM.

AnexkBaTHas TOJIMTHUKA 0€30IIaCHOCTH OMpeaeNsieTcs: He TOJNBKO
apxurexkrtypoit OC, HO u ee KOH(pUrypalueil, ycTaHOBJIEHHBIMU TIPH-
KIaIHBIMHA TiporpamMmaMu u T. A. QopmupoBaHne ¥ TOAAEpKAHUE
aZlekBaTHOM ToAWTUKU Ge3onacHocTh OC MOXHO pas3me/uTh Ha psii
3TaIoB.
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1. Anasusz yepos. Anmunuctparop OC paccMaTpuBaeT BO3MOXHBIC
yrpo3sl Oe3onacHocTH gadHoro sk3eMisipa OC. Cpeau BO3MOXHBIX
YIpo3 BHIZE/BIIOTCSL Haubojiee OMAaCHbIE, 3alUTe OT KOTOPLIX HYXHO
YAENATb MAKCHMYM CPEJICTB.

2. Popmuposanue mpeboeanuli K noaumuke 6e30nacHOCMU. AlIMI/I-
HHUCTPATOp OMpeleasieT, KakKue CPeACTBa M MeTonsl Oyayr npume-
HATBCS JJIS 3alUTHI OT TEX WIM MHBIX yrpo3. Hampumep, 3auiury OT
HCJ x nexoropoMy o6bexty OC MOXHO periath JIMGO CpeACTBaMHU
pasrpaHW4eHnsd aoctyna, aubo kpuntrorpaduyecKMMM CpelCTBaMM,
60 MCIIONB3YSl HEKOTOPYIO KOMOGHUHALHUIO 3TUX CPELCTB.

3. Dopmanvroe onpedenerue noaumuky 6esonacnocmu., AIMAHHUCT-
paTop ompejeseT, KaK KOHKDPETHO IOJDKHBI BBITIONHSITECS TpeGoBa-
Hus, cHOpMYIUMpOBaHHBIE HA NpeabiayuieM artane. QopMyaupyloTcs
HeobxonauMele TpeboBaHusa K KoHdurypauuu OC, a takxe Tpebopa-
HHA K KOHOHUIYpALHX HOMOJHUTENBHBIX [TAKETOB 3allMThl, €C/IM YC-
TAHOBKA TaKUX TMakeToB HeoOxoauma. Pe3ynbraTroM JaHHOTO 3Tama
SBASETCS PA3BEPHYTHIA mepeuyeHb HacTpoek KoHdwurypauun OC u
JOTIOTHUTEIBHBIX MAKETOB 3alLUTHI C YKA3aHUEM TOFO, B KAKHX CH-
TyallMsiX, KaKyde HacTPOiKH JOMXHbBI ObITh YCTAHOBJICHBI.

4. Ilpemeopenue 8 Hcusnv noaumuxu besonacwocmu. 3anadeil naw-
HOro STana gsiaserca npupeneHue KoHdurypaumu OC u gononHu-
TeNbHBIX MMAKETOB 3aHIMTHl B COOTBETCTBHE C MOJHTHKOM G€301acHO-
ctH, opMaTbHO oNpele/leHHON Ha TIPEAbIIyleM JTare.

5. Mloddepawcanue u koppexyus noaumuru Gezonachocmu. B 3a-
Jady agMHHHCTPATOpa Ha NAHHOM 3Tane BXOAUT KOHTPOIbL CO-
G0eHUS MOJHTHKU 6e30MacHOCTH M BHECCHHE B Hee HEOOXOIH-
MbIX U3MEHEHHWH 10 Mepe TOSBJICHWS M3MEHEHUH B (HYyHKUMOHHM-
posanuu OC,

CrnenuaibHbiX CTaHZapToB 3amuuiuieHHoctd OC He cyulecTByer.
g ouenky saiupmeHHocTd OC UCNOMB3YIOTCH CTAHAAPTHI, pa3pa-
OoTaHHble A1 KOMIBIOTEPHBLIX cucTeM Boobute. Kak mpasuno, cep-
tudukanus OC no HEKOTOPOMY KJaccy 3alllMThl COTPOBOXAAETCS
COCTaBJeHUEM TpeOOBAHMI K aeKBaTHOM MOJUTHKE 0e307acHOCTH,
npyu 6e3ycAOBHOM BRINOTHEHUM KOTOPOW 3al{UIUHEHHOCThH KOHKpET-
Horo 3K3emiupipa OC OyneT cOOTBETCTBOBATh TPEOOBAHUSIM COOTBET-
CTBYIOILIETO KJ1aCCa 3ali{UThl.

Ornipenesist anekBaTHYIO NOJUTHKY 0Ge30MacHOCTH, aIMUHHCTPA-
Top OC IO/XKeH B MEPBYIO oYepeab OPUEHTHPOBAThCs Ha 3aiury OC
OT KOHKPETHbIX yrpo3 ee GezonacHocty [56, 88].
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8.2. ApxureKTypa noAcMcTeMbl 3aumTel OC
8.2.1. OcHoBHble pyHKUMM nogcHcTeMbl 3awmrer OC

Iloncucrema 3amuTel OC BHINOJIHSET CACAYIOIINE OCHOBHBIE
byHKImIn.

1. Hoenmupuxayus u aymenmuguxayus. Hu onMH nosszoBaTens
He MoxeT Hauath pa6oty ¢ OC, He umeHTHhULHPOBAB cebd U He
MPeAOCTABMB CHCTEME AYTCHTUGMUIHUPYIOIIYI0 HHOpMALMIO, HOMI-
TBEPXKAAMOLIYI0, YTO II0Jb30BATEIb AEHCTBUTENLHO SIBJISETCS TEM,
KeM OH cels 3asBIIsier.

2. Pasepanuuenue docmyna. Kaxaplit ois30Baresib CHCTEMBI HMe-
€T JOCTYI TOJIBKO K TeM 00bekTaM OC, K KOTOPBIM €My IpedoCTaBIeH
[OCTYIl B COOTBETCTBUM € TEKYIIEH MONUTUKON 0€30M1aCHOCTH.

3. Ayoum. OC perucTpypyeT B CIELKAIbHOM KypHajie cOObITHSI,
NMOTEHLAMbHO ONMACHBIC JUIST OANEPKaHUS 6€30MaCHOCTH CUCTEMBI.

4. Ynpasaenue noaumuxot 6ezonacuocmu. IMoautHka 6GesonacHo-
CTH NOJKHA TIOCTOSTHHO TIOAZIEPKUBATLCH B aA€KBAaTHOM COCTOSTHUM,
T. €. JOJDKHA M'MOKO pearnpoBaTh Ha M3MECHEHMsSI yCaoBui GHyBKIMO-
HupoBanusg OC. YnpasieHUe MOJUTHKON OE30TIACHOCTH OCYIIECTB-
JieTCH AIMUHHUCTPATOPAMM CUCTEMbI C MCITOJIb30BAHHEM COOTBETCT-
BYIOILUX CPEACTB, BCTpoeHHBIX B OC.

5. Kpunmoepaguueckue chynxyuu. 3anmra mHPOPMalMH HEMBbIC-
AuMa Ge3 WCTIONB30BAHUS KPUTITOrpadM4eCcKuX CpPeACTB 3ailUTHI.
HIudposanue ucnonbsyercs B OC npu XxpaHeHUH U Nepenade 1o Ka-
HajiaM CBfI3U HapoJieil moab30BaTeieil U HEKOTOPBIX APYTHX JAHHBIX,
KPUTHYHBIX [yist O€3011aCHOCTH CHCTEMBI.

6. Cemesvie gpynxyuu. CoBpemerdnsle OC, Kak rnpasuio, pabora-
0T HE W30JMPOBAHHO, & B COCTaBe JIOKAJIBHBIX W/MIU TJI00AIbHBIX
KOMIBIOTepHbIX ceteil. OC KOMNBIOTEPOB, BXOASIIUX B OAHY CETh,
B3aUMOIEHCTBYIOT MexXny COOOH Misi pelieHus pa3InyHbIX 3aJad, B
TOM YMCJIEe M 33/iay, MMEIOLIUX NTPSIMOE OTHONIEHKE K 3aluTe HHGOpP-
MaLHu.

HNonocucrema 3aimuTel OOBIYHO HE NPEACTABALET COOOW eAWHbIN
rnporpaMMHbIii Moaynb. Kak rpaBwino, Kaxnass M3 NepedyHclIeHHBIX
(GYHKUIMH TOACUCTEMBI 3aLNTHI PEIIAETCS OOTHHM MU HECKOIBKUMU
NPOTPAaMMHBIMH MoIyiasaMu. Hekoropbie (GYHKUMM BCTpamBaioTCs
HerntocpencTBeHHO B sapo OC. Mexny pasiMuyHbIMU MOAYASMH O~
CHCTEMBI 33ILMThI JOJLKEH CYHIECTBOBATH YETKO OIPENENEHHBLIN WH-
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Tepdeilc, ucronap3yeMblii TIpH B3AUMOACHCTBIKM MOYJCH st pelie~
HHASA O001IMX 3a7ad.

B taknx OC, kak Windows XP, noacucrema 3auifdThl 4€TKO BbI-
nensiercss B obuied apxurektype OC, B apyrux, kak UNIX, zawmnr-
Hbie (PYHKUUU paclpeeseHbl MpakTUIecKu Mo BceM 3ieMeHTaMm OC.
Onnako mobass OC, ynosaeTBopsiiollasi CTaHAAPTY 3aHIMIICHHOCTH,
JOJIXHA COMEPXaTh MOJACHUCTEMY 3alLMThi, BLINOJIHSIOUIYIO BCE BBIILIE-
nepeyucieHHble byHKumn. O0prvHO noacucrema saumthl OC no-

NYCKAeT PacliMpeHHe MOIMOJHUTEIbHBIMA MPOrPAMMHBIMH MOZIYJISI-
MH [56, 88].

8.2.2. Upentupuxaums, ayTeHTHHKAUMA M aBTOPH3AUMA
cyb6beKkros gocryna

B zammmennoit OC mo6oi mons3osarenb (CyObeKT NOCTyHa),
fiepesl TeM KaK Ha4yaTb pabGoTy ¢ CUCTEMOil, AOJEXKEH NpONTH HMACHTU-
dukanuo, ayreHTHGUKauuo ¥ apropusaumioo. Cybsexmom docmyna
(nayu OpocTo cyGeexmom) HA3BIBAIOT JMIOOYIO CYUIHOCTh, CHOCOOHYIO
HHHLMHPOBATE BHINOJHEHMe onepaiMit Haj sneMenramu OC. B ya-
CTHOCTH, NOJ1b30BaTE/IM ABISIOTCH CYObeKTaMy HOCTYIA.

Hoeumugpuxayus cyOpekTa AOCTYNA 3aKIIOUaeTcss B TOM, YTO
cyobekt coobiiaetr OC udenmugpuyupyrowyro ungpopmauuro o cede
(uMs1, yYeTHEIT HOMED M T. [.) M TaKuM oOpa3oM MAEeHTUPULHMPYET
cebsi.

IIns Toro 4To6Bl YCTAHOBUTH, YTO TMOJIB30BATENh UMEHHO TOT, 34
koro cebst BblgaeT, B MHGOPMALMOHHBIX CHCTEMax NpPeayCMOTpeHa
npouesypa aymenmuguxayuy, 3anada KOTOpOid — MperoTBpallieHue
JIOCTYINA K CUCTEME HEXETaTeIbHbIX JIHIL.

Aymenmugurayus cydrexTa NOCTYIA 3aKJOYaeTCs B TOM, UTO
cyonekT npenoctapisger OC nomuMo uaeHTHdULMpyoUeil UHGOP-
MAaLMK Clle U aymeHmupuuupyrowyo ungopmayuro, TOLTBEPXKA0-
LIYIO, YTO OH AEHCTBUTENbHO SIBISIETCS TeM CYOBEKTOM OCTYIa, K
KOTOPOMY OTHOCHTCS WleHTHhUnUpyomasn nHbopmanys (cM. 1. 7).

Aemopusayus cyObekrta JOCTyNa HPOUCXOOUT TOCE YCTEUIHOM
uaentndukanuy v ayrentudukauuu. Ilpu asropusauuu CcyObexra
OC BBHINOJNHAET JEHCTBHA, HeOOXOMHMBIE 1Jisl TOTO, 4TOObI CYOBEKT
MOT Ha4aTh padoTy B cucreMe. Hanpumep, apropu3aiius nojb3oBare-
ns B onepannontoii cucteme UNIX pronowaer B ce®si nopoxnenue
Tipoliecca, SBISIONIETOCS OIeparlMOHHON 000J04YKOH, ¢ KOTOPO# B
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nanmbHeleM 6ynet pabortats monb3osareib. B OC Windows NT aB-
TOPH3ALMS TIONIE30BATENS1 BKIIOYAET B cebs CO3MaHNEe MapKepa HOCTY-
na noJab30BaTeNs, co3AaHue pabouero CToIa M 3alyCK Ha HEM OT UMe-
HHM aBTOPU3YeMOTO NOJIb30BaTes Mpouecca Userinit, HHUIMAIN3H-
pYIOIIETO WMHIMBHAYAJIBHYIO ITIPOTPAMMHYIO Cpeny ITO/Ibh30BaTENs.
ABTOpH3alIMSl CyOhEKTA HE OTHOCHUTCSI HATIpAMYIO K TMOACHCTEME 3a-
wntel OC. B npornecce aBropusauyy pelaloTcsl TEXHUUECKHE 3aa-
UM, CBI3aHHBIE C OpraHu3aumeii Havana paboTel B CUCTEME yXe HICH-
TAQUIIMPOBAHHOTO W AyTEHTHHhUIIUPOBAHHOTO CyOBhEeKTa HOCTYyIIA.

C Ttouku 3penmsi obecnedeHust 6e3omnacHocTH OC mponeaypsl
uIeHTUDHUKALNY ¥ ayTeHTU(UKANNM SIBIISIIOTCS BEChbMa OTBETCTBEH-
HbIMH. eHiCTBUTENIEHO, ECNIH 3TTOYMBILIJIEHHUK CYyMeNT BOUTH B CHCTe-
MY OT UMEHU APYroro Mojb30BaTesIsl, OH JIETKO MOJAYYaeT AOCTYH KO
BceM o0bekTaM OC, K KOTOPBIM HMMEET AOCTYII 3TOT I0JIb30BATEb.
Ecau rnpu 3TOM NOACUHCTEMA ayauTa reHepUpyeT COOBIIeHus 0 COObI-
TUSIX, IOTEHLMAABHO ONacHbIX mis Ge3onacHoct OC, TO B XKypHaI
ayauTa 3alMChIBACTCS HE UMS 3IOYMBIIIUTIEHHUKA, a UMS T10/Ih30BaTe -
JIsI, OT UMEHHU KOTOPOTO 37I0YMBIIIUICHHUK PabOTaeT B CHCTEME.

MeTtoan! uaeHTUMVKALMY U aYTEHTH(UKAIIAY C TIOMOLLBIO UME-
HA W I1apoJsi, BHELUIHUX HOCUTENEN KJloyeBoil MH(popmalyu, OHo-
METPUUYECKHX XAPAaKTEPUCTUK MONB30BaTeAeil MOAPOOHO paccMOTpe-
HBI B 171. 7.

8.2.3. Pasrpannuenue gocryna k o6vekram OC

OCHOBHLIMU MOHATHSAMM MpOLiecCca pa3rpaHMYCHHS HOCTYIAa K
o6sekTamM OC siBstIOTCSE OOBEKT AOCTYNA, METOM AOCTYNA K OOBbeKTY
U CYOBEKT AOCTYHA.

Obsexmom docmyna (WIH HPOCTO o6aelcmom) Ha3bIBAIOT JII00O0H
anemeHT OC, TOCTYI K KOTOPOMY IIO/b30BATE/I€i U ApYyrux cyObeK-
TOB IOCTYIIa MOXeT OBITb IMPOM3BOJILHO OrpaHuyeH. Bo3MOXHOCTH
moctymma K obbektam OC. omnpenensieTcst He TOITBKO aApXHUTEKTYPOMH
OC, Ho m Texyiel noautukoi 6e3onacHocTy. Ilox obbekTaMu Ioc-
TyIa MOHUMAIOT KaK PeCcypChl 000pYyIOBaHMS (IIPOLIECCOP, CETMEHTEI
MaMSITH, NMPUHTEP, AACKU ¥ JICHTHI), TAK U NPOTPAMMHEIE PECYPChI
(daitnpl, nporpaMmel, cemMadopsl), T. €. BCe TO, AOCTYIT K YeMy KOH-
Tponupyercst. Kaxnpiii 00beKT MMEET YHUKAIBHOE MMSI, OTJIMYatollee
€ro OT JpPYrAX OOBEKTOB B CMCTEME, M KaXIbl U3 HUX MOXET OBITh
JIOCTYTICH Yepe3 XOpOLIO ompeaeeHHbIE ¥ 3HAYUMbIE OIEpaliu.
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Memodom docmyna K 00BEKTy HA3bIBAETCS ONEpaLiys, onpeacieH-
Hast i o0bekTa. Tum onepaunu 3aBUCUT OT 06bekToB. Hampumep,
TIPOLIECCOP MOXET TOJbKO BBIMOJIHATE KOMAH/bI, CETMEHThI ITAMATH |
MOTYT ObITh 3aIIMCaHbl ¥ MPOYMTAHBl, CUUTHIBATE/Ib MATHUTHBIX KapT
MOXET TOJbKO YUTaTh, a 11t GaiioB MOTYT ObITE ONPENEeNEHB METO-

bl JOCTYTIA «YTCHUE», «3allUCh» U «po0aBIcHUE» ()IOHMCbIBaHI/IC MH-

tdopmanmu B Konen daiina).

Cybsexmom Oocmiyna Ha3blBAlOT JIOOYI0 CYLLHOCTb, CIIOCOGHYIO
WHHLYPOBATH BHIMOTHEHME OTiepalivii Haj oObeKTaMHU (00paluarbes
K OOBEKTaM 1O HEKOTOpbIM MeTonaM goctyna). OObIYHO roJaraiot,
YTO MHOXECTBO CYOBEKTOB HOCTYIIAa U MHOXECTBO OOBEKTOB JOCTYIA
He nepecexaworcs. UHorna K cy0obekraM JOCTyIla OTHOCHT NPOLIECCH,
BHINOJIHsIOLIHECH B cuctemMe. OQHAKO JIOTUUHEE CUMTATh CyOBEKTOM
JOCTYIla UMEHHO IONb30BaTe/isl, OT HMEHM KOTOPOTO BBINONHAETCH
npouecc. EcrecTBeHHO, moa cyOBEKTOM AOCTYIA HOAPA3yMEBaioT He
(pU3MYEeCKOro Mmoyb30BaTeNst, paboTaloWero ¢ KOMIOBIOTEPOM, a «JIo-
FHYECKOTO» 0JIB30BATENIA, OT MMEHU KOTOPOTO BBIMOJHSIOTCS IMPO-
neccel OC.

TakuM o0pa3oM, obsexm docmyna — 3TO TO, K YEMY OCYILIECTBIIS~
eTcsi IOCTyN, cyfsekm docmyna — 3TO TOT, KTO OCYLUIECTBISIET HOC-
TYI, U Memod docmyna — 3TO TO, KaK OCYLIECTBISETCA NOCTYIL.

Inst o6pexTa KOCTyNa MoxeT ObITb ONpeacsieH gradeely — CyOb-
€KT, KOTOPOMY NIPHHAVIEXHT JAaHHBIl O0bEKT U KOTOPBIA HECET OT-
BETCTBEHHOCTb 32 KOHGUACHIMANLHOCTL COmepXaleics B o0beKTe
nH(pOpMaLINK, a TAKKE 32 HEJTOCTHOCTh ¥ JJOCTYNHOCTh O0BeXTA.

OG6b1yHO BIAJENIbIEM O0BEKTa ABTOMATUYECKY Ha3HavYaeTcs cyOb-
€KT, CO3JaBlIMi HAaHHbI 00BEKT, B HANbHEHILIEM BJIaACACH, 00BEKTA
MOXeET GhITh H3MEHEH C MCIIONIb30BAHHEM COOTBETCTBYIOILETO MeToAa
pocTtyna K o6vexty. Ha Bragenbua, Kak npaBWio, BO3JAraeTcs OTBET-
CTBEHHOCTb 32 KOPPEKTHOE OTpaHWYEeHHE NPaB JOCTYNA K JaHHOMY
00BEKTY OPYTHX CYOLEKTOB.

Hpasom docmyna K 0OBEKTY HA3bIBAIOT TPABO HA BBHIOTHEHUE
JOCTYyNa K -00beKTy IO HEKOTOPOMY METOIY WV TpYTINe METOHOB.
HanpyuMep, eciyd nojib30BaTedb MMEET BO3MOXHOCTb 4YMTaTh (hailn,
TOBOPSIT, YTO OH MMEET IIpaBo Ha YTeHue 3toro daiina. F'osopart, uro
CYOBEKT MMEET HEKOTODYIO Hpugusesulo, eciii OH MMEET MpaBo Ha
JIOCTYN 10 HEKOTOPOMY METORY WJIM TPYIIIE METONOB KO BCeM 0OBEK-
taM OC, nonnepUBaOUIMM JAHHBIA METOA OCTYNA.

Pazzpanuyenuem docmyna cyGpeKTOB K 00BEKTaM sIBISI€TCH COBO-
KYNHOCTb TIpaBWjl, ONpeAensiouias Ml Kaxnoi Tpo¥ku cybb-
eKT—00BEKT—METO/, pa3pelieH A1 JOCTYN HAHHOTO CyOhekTa K JaH-
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HOMY OOBEKTY MO JaHHOMY MeTomy. I1pu M30HpaTebHOM pa3rpaHu-
4eHHUU HOCTYIIa BO3MOXHOCTH JOCTYIA OIpeie/ieHa OIHO3HAYHO Juis
KaXIOW TPOHKU CyOBEKT—OOBEKT—METO/, IPH ITOTHOMOYHOM pas-
rpaHNYEHUN JOCTYIA CUTYallUsT HECKONBKO CIOXHEE.

CyObeKTa 10CTyNa Ha3bIBAlOT CYNEPHOAbI08Amenem, eCau OH UMe-
€T BO3MOXHOCTb MTHOPHMPOBATH TIPABHJIA pasrpaHHYCHHUs TOCTyNa K
o6BbeKTaM.

TlpaBuia pasrpanmdenss xocryna, aeidcrsyromipe B OC, ycra-
HaBJIUBAIOTCS aIMUHUCTPATOPAMH CHCTeMbl MpPHU OIpEHe/eHUU Te-
Kyuiefd MOJMTUKM 0€30macCHOCTH. 3a COOMI0oAeHWEM 3THX IpaBH
CyOBeKTaMM JAOCTYIIA CIACAUT MOHUMOP CCbIAOK ~— YACTh TIONCHCTEMBI
3aumTel OC,

IlpaBuia pasrpaHUdEHHS NOCTYN2 JOKHBI YIOBJIETBOPATH Cle-
AYIOLIMM TpeOOBaHMSIM.

1. CooTBeTCTBOBaTh AHAJOTHYHBIM MPABWIAM, TIPHHSITEIM B Opra-
HH3allMM, B KoTopoii yctaHoBaeHa OC. MHbIMM CjIOBaMH, €CIH CO-
[JACHO TPAaBWIaM OpPraHM3allMM AOCTYN HMOJNb3OBATENst K HEKOTOPOii
UH(pOPMALIMKM CUYATAETCS] HECAHKIIMOHMPOBAHHBIM, 3TOT JOCTYIH IOJ-
XeH OBbITh €My 3amnpellcH.

2. He momxHel momyckaTh paspyluaiouiie BO3NEHCTBHS CYOheK-
ToB goctyna Ha OC, BeIpaxawouiyecs B HECAHKIHOHUPOBAHHOM W3-
MEHECHWH, YIJICHUH WM APYIOM BO3ACUCTBUM HA OOBEKTHI, XKU3HEH-
HO BaXKHBIE 151 HOpMaibHOU padorsl OC.

3. JI1060i#f 00BEKT AOCTYIa OOJIXEH MMeTh Biagesibiia. Henmorryc-
THMO TIDUCYTCTBUE Huuelinbix 006exmoe — OOBEKTOB, HE HMMEIOIINX
BJIAJIEJIBLIA.

4. He momyckath IPUCYTCTBUSI HEOOCMYHHBIX 06seKkmog — OObeK-
TOB, K KOTOPBIM HE MOXET OOpPaTUTHCS HU OIUH CyOLEKT AOCTYNA HU
10 OHHOMY METOIy JAOCTYIIA.

5. He gonyckaTs yTeuku KOHMuueHIHaIsHOM nHdopManmu.

CyuIeCTBYIOT JIB€ OCHOBHBIE MOIE/H PATPAHMYCHUA AOCTYNA;

« W3bupaTesbHOE (IMCKPEUMOHHOE) pa3srpaHUYeHUe JOCTYIIA;

s TIOJTHOMOYHOE (MaHIaTHOE) pa3rpaHUYEHHUE JOCTYIIA.

[Tpw usbupamenvrom pazepanuuenuu docmyna onpeacaeHHbIE Ome-
paLiMy Hal KOHKPETHBIM DECYDCOM 3alIpellaloTCs MJIM pa3pelarorcst
cyObeKTaM wiH rpymnnaM cyobekrtos. bonsmuncrso OC peaausyior
UMEeHHO U3bmpaTenbHOE pasrpaHudernue aocryma (discretionary access
control).

lloanomouroe pasepanuuenue docmyna 3aKTIOMAaeTCsd B TOM, YTO
BCe OOBEKTHI MOTYT MMETh YPOBHM CEKPETHOCTH, a BCE CYOBEKTHI Je-
JIITCSL Ha rpymniibl, oOpasyiolie Uepapxuio B COOTBETCTBHH C YPOB-
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HEM J0IIyCKa K HHQ)OpMaI_[I/IM. Huorga 9TY MOJACb Ha3bIBAlOT MOAC- |
JIbiO MHOFprOBHeBOﬁ 0€30MacHOCTH, MpeAHA3HAYCHHON Ui XpaHe-
HUs CCKPETOB.

M3bupartenbHoe pasrpaHMveHse AOCTYNa

CucremMa npaBwI u3bupamensrozo pasrpaHuueHMst gocryna dop-
MYJIUPYETCS CACAYIOIIUM 00pa3oM.

1. daa moboro oobekta OC CyLIECTBYET BALEIELL.

2. Branenei oObeKTa MOXeT MPOU3BOJIBHO OTPaHUYMBATD JOCTYIL
ApYIUX CYyOBEKTOB K JaHHOMY OOBLEKTY.

3. Ina Kaxnoi Tpolku CyOBbeKT—OOBEKT—METOA BO3MOXHOCTD
JOCTyTIa onpeaeseHa OXHO3HAYHO.

4. CymiecrByetr x0T GBI OJWH IIPUBMIIETMPOBAHHLIA MOJIb30BA-~
TeNb (AAMUHUCTPATOP), HMEIOHMIMI BO3MOXHOCTb OOpPATUTLCS K JIIO-
bomy 00BEKTY O JI0OOMY METORY JIOCTYIIA.

IpusunervpoBaHHEBIN MOJIB30BATE/Ib HE MOXET HIrHODHpPOBATH
pasrpaHuyeHue nocTyna K odrekraM. Hanpumep, B Windows NT an-
MUHHCTPATOP IIS1 OOpallleHUS K 4yXXOMY 00BeKTY (MpuHaLiexaeMy
JpyroMy cyOBeKTY) IOJDKEH CHa4Yana oOOBSBHTbL Ce0s BlamesbLieM
3TOro0 009BEKTa, MCIO/Ab30BAB MPHUBHWJIETHIO aiMUHHCTpPAaTOpa OObAB-
187b cebs BraneablueM 1oboro oObeKTa, 3aTeM Jarh cede Heobxonu-
MBbI€ paBa M TOJBKO THOC/E 3TOro MoxeT 06paTHThes K o6bexTy. [lo-
cienxee TpeOOBAaHME BBEACHO IS PEAU3AIlMM MEXaHHU3Ma YaaneHUs
MOTEHLIMAIBHO HENOCTYMHBIX OOBEKTOB.

IIpu co3gaHuu OOBEKTA ero BIANENbileM Ha3HaudaeTcs CyOheKT,
cO3JaBlIKiK JaHHBI 00beKT. B nanbHeiiem cybnexr, obiagaronuii
HEOOXOAMMBIMY TIpaBaMHU, MOXET HA3HaYUTh OOBEKTY HOBOIC Bja-
geapta. Ilpu aToMm cyGbekT, H3MEHsIONIMI Banenslua obbeKra, Mo-
KET HA3HAYMTh HOBBIM BjiajelblleM o0nekTa TonbkKo cebst. Takoe or-
paHWYEHHE BBOMUTCS ISt TOTO, 4TOOBI Biageaell 00beKTa HE MOT OT-
JaTh <«BAaICHUE» OOBEKTOM APYroMy CyObeKTy H TeMm caMbIM CHATbH C
ce0sl OTBETCTBEHHOCTDb 334 HEKOPPEKTHbBIC NENHCTBUS C OOBEKTOM.

s ompenenacHHs MpaB AOCTyna CyGbeKTOB K OOBbEKTaM IPH U3-
OMpPATEIbHOM Pa3rPAHUMEHUU JOCTYIAa MCHOAL3YIOTCS TAKHE TOHS-
TUS, KaK Mampuua docmyna n domen Ge3onacrocmy.

C KOHUENTyaJIbHOM TOUYKW 3PCHUS TEKYLLee COCTOSIHUE TIpaB
JOCTYNa npyu U30MpaTeIbHOM pa3rpaHUMeHMU NOCTYNA OITHChIBAETCSA
Mampuyell, B CTPOKaX KOTOpPO#l MEpEeYUCACHbl CYOBEKTHl JOCTYIIa, B
cronbuax — OoOBEKTH JOCTYNA, a B SYCHKAX — ONepaluM, KOTOpble
CyOBEKT MOXET BHITIOJHUTb Haj OOBEKTOM.
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Jomen Gezonachocmu (protection domain) omnpenensier HaGop
O0BEKTOB M THUNOB ONEpalMii, KOTOpbie MOIYT NMPOW3BOAMTHCS Hal
KaxapiM o6nexTom OC.

Bo3MOXHOCTE BBITIONHATH ONEpPaliUM Haa OOBEKTOM €CTh Mpaso
docmyna, ¥Kaxioe W3 KOTOPBIX €CTh YIIOPSIOYEHHAas Iapa
<object-name, rights-set>. Takum o0Opa3oM, domen eCTb Habop npas
docmyna. HampuMmep, ecnu noMeH D umeer mpaso gocryna <file F,
{read, write}>, 3To O3HayaeT, YTO NPOLECC, BHINOJHIEMBIA B JOME-
He D, MOoXeT YMTaTh WIM nmucath B ¢aiti F, HO He MOXET BBITIOJHATE
IPYTHX Onepauuil Haa 3TUM o0BeKToM (puc. 8.1).

HOMQHO'S”G” F1 F2 F3 | Printer
D1 read execute
D2 ‘ read
D3 print
D4 | e wie

Puc. 8.1. CrieunduuuposaHue Tpas ZOCTYyIa K pecypcam

CBs13b KOHKPETHBIX CyObeKTOB, QyHKIHouupywiinx B OC, Mo-
XeT ObITh OPraHU30BaHa CIEIYIILUM 00pa3oM:

e KaXABl MO0Jb30BaTEAb MOXET ObiThb AOMcHOM. B 3TOM Ciyyae
Habop OOBEKTOB, K KOTOPBIM MOXET ObITh OpraHH30BaH I0C-
TYTI, 3aBUCUT OT WACHTH(MOUKAIUH ITOJIb30BATEIS;

e KaXIBIM MPOLIECC MOXET OBITb ZOMEHOM. B 3TOM ciyuyae Ha-
60Op HOCTYNIHBIX OOBEKTOB OIpeaeasIeTcs uneHTHdUKalmei
poiecca;

e KaXOasi Mpoueaypa MOXET ObITb JOMEHOM. B 3TOM ciydae Ha-
OOp IOCTYITHbIX OObEKTOB COOTBETCTBYET JIOKAILHBIM NEpeMeH-
HBIM, OTpPENeIeHHBIM BHYTpH TIpONenypsl. 3aMeTHM, YTO, KO-
r1a nMpoletypa BBHINOJHEHA, IIPOUCXOIUT CMEHA JOMEHA.

Monens 0Ge3omacHOCTH, CIHeHNUGUIMPOBAHHAA Bbille (CM.

puc. 8.1), umeer BUA MATPULIBI MU HA3BIBAETCS Mampuueli docmynd.
CronOust 370l MaTPULIB NPEICTABISIOT COGOM 0OBEKTbI, CTPOKH —
cyOBeKTHl. B kaxpoit suelixe MaTpUlibl XPAHUTCST COBOKYITHOCTD ITpaB
JIOCTYNa, NPEAOCTAaBICHHBIX aHHOMY CYObEeKTY Ha JaHHBIH OOGBEKT.



186  UHacmw 3. Texnonozuu 3auumel Mexccemesozo o6mena Oanubimu

IMockoabKy peaibHasi MaTpHila JOCTYNA OYE€Hb BeIMKA (TMHWYHBINA

06beM is coBpeMerHoi OC cocTapisieT HECKONBKO JECATKOB Mera- |
6aitToB), MATpULY HOCTYNAa HUKOILA HE XPAaHAT B CUCTEME B SIBHOM |

Buje. B oblueM ciayuae 31a MaTpuia Oyaer pa3pexeHHO#, T. €. 60J1b-

LIMHCTBO €€ KJIETOK OyayT NMyCThIMH. MaTpuily JOCTYNa MOXHO pa3-

JIOKHTH 110 CTOAGLAM, B PE3yJAbTATe 4YEro TOJYYAIOTCH CRUCKU npaé
docmyna ACL (access control list). B pesynbrare pa3znoxeHusi MaTpH-

i

IIbl TIO CTPOKAM ITOJIy4aloTCst Manoams: 8o3moxcHocmeli (capability list, -

uin capability tickets).

Cnucox npae docmyna ACL. Kaxnasg KonoOHKa B MATpPHLE MOXET
ObITh peanv30BaHa Kak CIMCOK HOCTyna s ogHoro obwekra. Oue-

BHIHO, YTO MYCTbIE KIIETKH MOTYT HE YIUTHIBAThCsl, B pesynprare Ans
KaXxmoro o6bheKTa MMeEeM CITMCOK YhopsaodeHHplx nap <domain,
rights-set>, KoTopbIi onpefensieT BCE AJOMEHB ¢ HEMycThIMU Habopa-
MM TIpaB sl JaHHOTO O0BEKTA.

OneMeHTaMu cnMcka Tpas goctyna ACL mMoryt ObITh NPOLECCHI,
NONIB30BATENIM WIH I'pYIHibl nojb3osarenci. Tlpu peanmmsanum wmpo-
KO TIPDUMEHSETCSL IIPpeJOCTaplieHUe AOCTYMAa MO YMONYAHHMIO IS
oJb30BaTeNIei, Npasa KOTOpbiX He yKazaHel. Hanpumep, B OC Unix
BCE CyOBbEKTHI-NOB30BaTENM PA3ACIAECHbl Ha TPY IPYHIIbI (Blajenel,
TPYNIa ¥ OCTaNbHble), M LIS YICHOB KaXAOH TIpynnbl KOHTPOJUPY-
I0TCS ONIepalldy YTCHMS, 3aI1MCH M UCTIoNHeHust (rwx). B nrtore ume-
eM ACL — 9-6uTHbIif KOz, KOTOPbIit SIBAsSIETCS aTpubyTOM pa3sHoo6-
pasHbeIx 0o0bexToB Unix.

Manoamut eozmoxncrocmerl. KaKk 0TMEUasioch BEILIE, €CJIM MAaTPULLY
JOCTYia XpaHUTh IO CTPOKAM, T. €. €CJIM KaXHblii CYyOBEKT XPaHUT
CIHMCOK OOBEKTOB W IUISE KAXAOTO 00beKTa — CITHCOK JOINYCTHUMBIX
ornepanui, To TaKOM Croco® XpaHEHWS HA3LIBAETCH «MAHIATHI BO3-
MOXHOCTe» WM «IiepedHH BO3MOXHOCTEH» (capability list). Kaxnbiit
MONB30BaTE/ b 00J1a/1aeT HECKONBKMMH MaHAaTaMH U MOXeT MMETh
ApaBo TepenasaTh WX IpyruM. MaHaatbl MOTYT GBITh PACCESiHBI IO
CHCTEME W BCIENCTBUE OTOro NPEACTABIATH OOMBLIYIO Yrposy M
06€30NMacHOCTH, YeM CTIMCKHM KOHTPOJs goctyna. Mx xpaHeHue oIk~
HO OBITH TIIATEALHO IPONYMAHO.

WNabupatespbHOE pasTpaHUdMeHUe J0CTynma — Haubosee pacnpo-
CTpaHeHHBI! cHoco0 pasrpaHMdeHUs AOCTyna. D10 OOYyCIOBJIEHO
CPaBHHUTEJBHOM TPOCTOTOH €ro peanH3auuy W HeOOPEeMEHHTEIIbHO-
CTBIO NPaBWJI TAKOTO pasrpaHMYeHMs JOCTYNA ISl MOJB30BaTENEH.
I'nmaBHOe MOCTOMHCTBO M3OMPATENBHOIO pasrpaHUYEHUst JOCTyIia —
rHOKOCTh; OCHOBHBIE HEOCTATKH — PaccpelOTOYEHHOCTh YIIpaBle-
HMS ¥ CJIOXKHOCTh LIEHTPATMIOBAHHOTO KOHTPOJSL.
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Bmecte ¢ Tem, sammmeHHOcTs OC, MoAcHCTEMA 3allUTHI KOTO-
poif peaquzyeT TONBKO W30MpaTeIbHOE pasTpaHH4YeHMe AOCTYIIA, B
HEKOTOPBIX CJIy4assX MOXET 0KA3aThCs HETOCTaTouHO. B yacTHOCTH,
B CUJA zanpeieHo xpaHUTs WHMDOPMANMIO, COAepKAIIYIO TOCYIap-
CTBEHHYIO TailHY, B KOMMNBIOTEPHBIX CHUCTEMAaX, MOIAEPXHBAIOLINX
TOJIBKO M30UPATENBHOE PA3TPAHHYECHME JIOCTYIIA.

PacurupeHuem Moneny n30bMpaTeIbHOroO pasrpaHMYeHUs JOCTYya
SIBJISIETCST M30MMPOBaHHAsT (WIHM 3aMKHYTas) NporpaMMHasi cpena.

Ilpu ucnonp30BaHUY U30AUPOBAHHONM TIPOTPAMMHON CpPEBI Mpa-
Ba CyObEKTa Ha HOCTYIl K OOBEKTY OTPENesIIOTCS He TONBKO NMpaBaMHu
M MIPUBWIETHSAMHU CYOBEKTa, HO M TPOLECCOM, C TOMOLIBIO KOTOPOTO
cyOBexT obpaiuaercs K 00bekTy. MoXHO, HalpuMep, pa3pemuTh 06-
pawiarbed K dainaMm ¢ pacumpeHuemM .doc ToabKo nmporpammam Word,
Word Viewer u WPview.

H3onupoBaHHass MporpaMMHasi Cpela CYIIECTBEHHO MOBBIIAET
3aMMILEHHOCTh OTEePANMOHHONA CHCTEMbl OT pPa3pylIaiouiuXx IIpo-
rpaMMHBIX BO3INENCTBUI, BKJIIOHAsl MPOTPAMMHEIC 3aKIagKH H KOM-
NbIOTEPHBIE BUPYChL. KpoMe TOro, npu MCHO/b30BaHMH HaHHON MO-
J€TH TIOBBIIUAETCS 3alMUINEHHOCTh UENOCTHOCTH JAHHBIX, XpaHsi-
H{MXCST B CHCTEME,

NonHoMoOYHOE pasrpaHMueHMe 4OCTYNA C KOHTpoOneMm
MHDOPMAUMOHHBIX NOTOKOB

IlonHOMOYHOE, WM MaHOATHOE, pasrpaHUYEeHHE NOCTyra (man-
datory access control) 0OBIYHO TIPUMEHSIETCS] B COBOKYIIHOCTH C H3-
OupaTeNpHBIM pa3rpaHUYeHUHEM AocTyna. PaccMoTpyUM UMEHHO Ta-
Koii cryvait [56]. Tpapuia pasrpaHnyeHus HOCTYNA B JaHHOM Mone-
1 GOpPMYIHPYIOTCS CACLYIOLIUM 00pa3oM.

1. Jns nroGoro oobpekra OC cyinecTByeT Baageselr.

2. Branmesnew o0beKTa MOXET TIPOM3BOJILHO OrpaHUYUBAThH JHOCTYIT
JPYTUX CYOBEKTOB K JaHHOMY OOBEKTY. ‘

3. [ns kaxnoif 4YeTBEPKU CYOGbeKT—O0O0beKT—METOA—TIPOLECC
BO3MOXHOCTE JOCTYNa ONpeaeseHa OJHO3HAYHO B KaXIbIif MOMEHT
BpemeHU. IIpn M3MeHEHMU COCTOSTHMSI TIPOLECCa CO BPEMEHEM BO3-
MOXHOCTb IIPEAOCTABICHUSI XOCTYIIA TAKXKE MOXET WM3MEHHUTHCH.
BMmecre ¢ TeM, B KaXIblif MOMEHT BPEMEHM BO3MOXHOCTH HOCTYIIA
onpeneneHa onHosHauHo. ITOCKOMBKY mpasa mpoliecca Ha JOCTYI K
O0BEKTY MEHSIIOTCS C TEYCHUEM BPEMEHH, OHHU JIOJDKHBI POBEPATHCS
HE TOJIBKO MPU OTKPHITUH OOBEKTa, HO M Hepel BHITIONHEHHEM Hajl
00 BEKTOM TAKMX OTlepallnif, Kak YTeHUe M 3aMKucCh.
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4. CymiecrByer XoTs Obl OAMH IIPUBHIECTHPOBAHHBIN [10J1b30BA-

Teab (aAMUHHMCTPATOP), UMEIOILMH BO3MOXHOCTh yAAlUTh JIOGOH |

OOBEKT.
5. B MHoXecTBe OOBEKTOB BBIIECISIETCS MHONCECMB0 066816”106

“,

]
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|
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NOAHOMOYHO20 pasepanuveHus docmyna. Kaxipiii OOBEKT OXHOMOY-

HOTO pa3rpaHyyYeHMs TOCTyma uMmeeT rpud cekpeTHocTU. Yem Bbruie

YUCI0BOE 3HayeHHe rpuda CEKPETHOCTH, TeM ceKpeTHee o06bekT. Hy-

7eBoe 3Ha4eHue rpuda CEKPETHOCTH O3HAYAET, YTO OOBEKT HECEKpe-
teH. Eciv 00BeKT He SIBAsIeTCS 0OBEKTOM MONHOMOYHOIO pa3rpaHu-
YeHHMsl JOCTyIa WIU eClNM OObEKT HECEKPETEeH, aAMMHUCTPAaTOp MO-

XeT 0OpaTHThCA K HEeMY MO JIOO0My METOAy, KaK M B Npeabiayllei

MOJENH pa3rpaHUYCHHsI JOCTYTIA.

6. Kaxnpiii cyGbekT JOCTya UMeeT ypogeHs donycka. Yem shiilie
YHCI0BOC 3HAYEHWE YPOBHS IOIYyCKa, TeM OONbUIMIT TONMYyCK UMeEeT
cyorekt. HyneBoe 3HaucHuUe ypOBHS JOIYCKa O3HAYAeT, YTO CyOBLEKT
He uMeer gonycka, OGHIYHO HEHYJIEBOE 3HAUCHUE JONMYCKA HA3HAYa-
€TCsl TOJNIBKO CYOBeKTaM-TIONb30BATE/ISIM M HE Ha3HayaeTcs CyOheK-
TaMm, OT UMEHH KOTOPBIX BBITOJHSIOTCA CHCTEMHBIE POLECCHL,

7. Joctynm cyObeKkTa K OOBEKTY NOMIKEH ObITh 3arpellieH He3aBH-~
CHMO OT COCTOSTHHSI MATPUIIBI HOCTYTIA, €CITH:

s OOBEKT SABNSAETCS OOBEKTOM [MOJIHOMOYHOTO pasrpaHHYeHHs

JocTymna;

o rput cekperHOCTH OOBEKTA CTPOrO BBILIE YPOBHSI JONYCKa

cy0GBeKTa, 00palialoierocs K Hemy;

¢ CyOBEKT OTKPHIBAET OOBEKT B PEXKUME, NOMYCKAIOUIEM UYTEHUE

uHpOpMaLINH.
D10 npasuiio HaswBaOT npasusom NRU (Not Read Up — He yu-
TaTh BBILIIE),
8. Kaxnpiit nipouecc OC HMEET ypogeHb KOHOUOeHUUAIbHOCMU,
PaBHBIH MakKCHMyMYy M3 TPU(POB CEKPETHOCTH OOBEKTOB, OTKPHITHIX
MPOLECCOM Ha NPOTSKEHHUH CBOErO CYUIECTBOBaHMs. YpOBeHb KOH-
duneHUNANbHOCTH (PAKTHYECKH TipeAcTasiser coboii rpud cekper-
HOCTH MHMOPMALIMK, XpaHsIHEICs B ONEPaTUBHOM ITaMsITH NpoLiecca.
9. Joctyn cyObeKkra K OOBeKTY [J0JKeH ObITb 3ampelieH He3aBUu-
CHMO OT COCTOSIHHSI MaTpULBl AOCTYIIA, €C/IH:
e O0OBEKT sABNSETCA OOBEKTOM IIOJHOMOYHOIC pa3srpaHUYuCHHs
OCTYTia;

o rpu CEKpeTHOCTH OOBEKTa CTPOro HUXe YPOBHST KOHGUIEH-
IMaNbHOCTH Tpolecca, oGpallalollerocs K HEMY;

e cyOBeKT cobupaercs 3anuceBaTh B 00beKT MHGMOPMAaLUIO,
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3T0 MpaBHIO TIPEAOTBPALIAET YTEYKY CEKPETHOM HHGpOpMAaLNH;
ero HaswpiBaloT npasuao NWD (Not Write Down — He 3anuceBaTh
HUXKeE).

10. ITouusure rpud CEeKPETHOCTH OOHLEKTA HOJIHOMOYHOIO pas-
rpaHUYEHUS AOCTYIA MOXET TOABKO CYOBEKT, KOTOPHIi:

* UMEET AOCTYH K OOBEKTY COMIACHO TIPaBuy 7;

* o0nanaer crneUMaJIbHON TNMPUBMKIIETHEN, MO3BOJSIIOUIEN eMy IO-

HUXATh TpUbl CEKPETHOCTH OOBEKTOB.

Ilpw wmcronb3oBaHUM HAHHON MOAENM pPa3TpPaHHUYEHHUS IOCTyNa
CYHIECTBEHHO CTpamaeT mpousBoguresibHocTh OC, TOCKOJIbKY IpaBa
J0CTyIa K O0BEKTY HO/DKHBI NPOBEPATHCS HE TONBKO ITPH OTKPHITHH
o0beKTa, HO M TIpY KaXAo# onepanuy yreHue/3ammch. Kpome toro,
3Ta MOIEJNb CO30aeT TMONL30BATENAM ONpeaccHHbie Heyno0cTBa:
€CAU YPOBEHb KOH(MUIESHIIMAIBHOCTH TIPOLECCA CTPOI'o BBilile HYJIA,
TO BCS MHGPOpMALHS B TIAMATH Iponecca GakTHUECKU SBISETCA CeK-
PETHOH M HE MOXET ObITh 3aMCaHA B HECEKPETHEIN OOBEKT.

Ecniu mpouecc OMHOBpEMEHHO pabOTaeT ¢ IByMS OGBEKTAMM,
TOJIBKO OJIUH U3 KOTOPHIX SIBJISIETCS CEKPETHBIM, TO OH HE MOXET 34-
NUCHBaTL MHGOPMANMIO U3 NaMATH BO BTOpOM o6beKkT. Bta npoldie-
Ma peliaeTcsi IOCPEICTBOM HCHOMb30BAaHUS CHEHHAIBHOTO IIpO-
rpaMmMHoro MHTepdeiica API s paborer ¢ namsareio. O6macru ma-
MSATH, BbIIEISIEMBIE MPOLECCAM, MOI'YT ObITh OMMCAHBI KaK OOBEKTHI
ITOJTHOMOYHOTO PasTpaHW4eHUsl TOCTYIa, IOC/Ae Yero WM MOTYT Ha-
3Ha4YaThCs TPUPBI CEKPETHOCTH.

ITpu 4reHum cexperHoro daiiia Mpouecc JOMXKeH CYHUTATh CO-
AepxuMoe Takoro daiijia B CEKpeTHYIO 00/MacTh MaMsITH, WCIIONb3Yd
g atoro dyukuuu OC, rapaHTHPYOIIKE HEBO3MOXHOCTH YTEUKH
nHopmauuu. s paboTsl ¢ cekperHoit 06lacThiO NaMSITH IIPOLIECC
TAKXKEe NOMXEH HCIIONb30BaTh crenuanbHele GyHKOuM. ITockoiabky
yTeuka WHGQOPMaldY U3 CEKPETHBIX 00/1acTell TaMaTH B MaMATh po-
lecca HEBO3MOXHA, CYMTHIBAHHUE MPOLIECCOM CEKPETHOW HWH(popMa-
UUK B CEKpeTHbIE OOJACTH NaMSTH HE OTPaXaeTcs Ha YPOBHE KOH-
duaeHIMATBHOCTH TIpoliecca. Ecnu Xe npoiecc CYUTHIBAET CEKPET-
HYI0 MH(poOpMauuio B 00J1acTh NaMaTH, He OIMMUCAHHYIO KaK OOBEKT
NIOJIHOMOYHOTO Pa3rpaHUYECHUsI JOCTYNA, MOBBILACTCS YPOBEHb KOH-
GuneHUMATEHOCTY TIpoLiecca.

W3 BHIIIEH3I0XEHHOrO CAeayeT, 4To rnojib3oBaresu OC, peanu-
3YIOUIHUX JAaHHYI0O MOJEIb DPasrpaHAYeHMs [AOCTYNA, BBIHYXIECHBI
ucrionwioBars 110, paspaGoraHHoe ¢ y4eToM 3TOM Moaenu. B mpo-
THUBHOM cily4yae OHM OyoyT UCIBITHIBATH CEPbE3HbIE MPO6NEMEl B
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npouecce pa6orel ¢ oGvekramu OC, MMEIOWMMKE HEHYJIEBOH Tpud
CEKPETHOCTH.

Kaxnasi u3 paccMOTpPEHHbIX MOJIENeil pa3rpaHMUYCHMs NOCTyna
UMEECT CBOHN JOCTOMHCTBA U HEAOCTATKM.

B GonpludHCTBE CUTYALIMIA ITpUMEHEHHE H30UPATENLHOTIO pasrpa-
HUYeHus1 Joctyna Haubonee a(ddekTuBHO. - U30mupoBaHHYIO Npo-
IFPaMMHYIO Cpely Uenecoo0pa3sHo MCIONb30BaTh B Cly4asX, KOrIa
BaXHO 00eCIevuTh LEJOCTHOCTH NporpaMM M aaHHeix OC. [Tonxo-
MOYHOE pa3rpaHu4eHUe ROCTYIa ¢ KOHTPOJEM HH(POPMaLMOHHBIX
[IOTOKOB CJISAYET IPHUMEHSTh B TEX CIy4Yasx, KOraa /sl OpraHUusaniu
Ype3BLIYAHHO BaXHO OOeclreveHue 3aliUIIEHHOCTH CHCTeMBL OT He-
CaHKIIMOHUPOBAHHOM yTeuky MHGpoOpMaluu. B oCTalbHBEIX CUTYaLH-
SIX MIPUMEHEHME HTOM MOJENU HelleieCo00pasHo M3-3a PE3KOro yxya-
IIeHUsT FKCIUIyaTaluoOHHbBIX Kayects OC.

8.2.4. Ayanr

[lpoueaypa ayduma npumenntenpao x OC 3akmoyaercd B peru-
CTpalliKM B CHEUMATBHOM XYyPHAJc, Ha3blBAEMOM XCYPHAAOM ayouma
WM KYpHAaom Gesonachocmiu, cOObITUM, KOTOpblE MOFYT MpeENCTaB-
aars onacxocth st OC. Tlonw3oBarenn cMcTeMbl, 00analonIne
NIPaBOM YTEHHMsl KypHaJa ayJuTa, Ha3bIBAIOTCH aydumopamu.

HeobxoguMocTte BrnoveHus B 3aupyiieHHylo OC dyHkuuit ay-
AuTa OBYCTOBIEHA CAEAYIOIIMMU OOCTOATEIbCTBAMHU!

» OOHapyXeHH€e TIONBITOK BTOPXEHUS SIBAsETCs BaXHeW1IeH 3aa-
9eil CUCTEMBI 3aILMThI, TIOCKOAbKY €€ PEIeHME MO3BOJISIET M-
HMUMH3UPOBaTh yiep6 or B3oMa U cobuparb MHPOPMALKIO O
METOZaX BTOPXKCHNUS,;

e ogcucreMa 3amuthl OC MOXeT HE OTIMYMTB CJiydaifHble
o1uOKY Mob30BaTeliel OT 3/I0HAMEPEHHbBIX ACHCTBAN. AIMU-
HUCTPATOp, IIPOCMAaTpUBast XYPHa! ayauTa, CMOXET YCTaHO-
BUTb, YTO POU3OULTO NPU BBOIE TOJIb30BATENAECM HENPABUIBHO-
FO NIApOJst — OLIMOKA NETAJIBHOTO ITOIH30BATEA WM aTaka 3J10-
yMBILUIeHHUKA. Eciin nosb3oBaresb TLITANCS yrazaTbh Napoib
20—30 pa3, TO 3TO ABHAsA ITONBITKA NOAOOpA Iapos;

o anmuHUCTpaTOophl OC JOKHB MMETh BO3MOXHOCTH IOJIYy4YaTh
HHOOPMALIMIO HE TOJBKO O TEKYILEM COCTOSIHHH CHCTEMbI, HO

.- #u o ToM, Kak OC ¢(yHKIMOHHUPOBAAA B HEJaBHEM NPOLIIOM.
Takyio BO3MOXHOCTE obecTieurBaeT XypHan ayluTa;
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e ecyn agMunucrparop OC oOHapyXuil, YTO [IPOTHB CHUCTEMBI
NpPOBEICHA YCIEITHAS aTaKa, €My BaXHO BHISICHUTSL, KOTAa Gbuia
Hayara ataka U KakuM oOpasoM OHa OCYIUeCTBasIach. Kypnan
ayanuTa MOXeET coaepXaTh BCIO HEOOXOAUMYI0 HHPOpMALIMIO.

K uucay coObitiii, KOTOpbie MOTYT IPEACTABIATH OMACHOCTD

st OC, 0ObIYHO OTHOCHT CAEAYIONIHE:

¢ BXOJ WY BBLIXOH M3 CHCTEMBI;

o onepauuM ¢ aiknamMu (OTKPBITh, 3aKPbITh, IE€PEUMEHOBATH,
YOATIUTD);

e Oo0pauieHue K YIUTEHHON cucTeMe;

¢ CMEHY NPUBWIETHI WK NHbIX aTpUBYyTOB 6€30MaCHOCTH (pexu -
Ma ioCTyna, ypoBHsl 6/1arOHafieXXHOCTH T10/1b30BATENA U T. I1.).

Ecnu ¢uxcuposath B XypHaie ayauTa BCe COOBITUS, 0ObeM pe-
IUCTPAUMOHHON MHPOpMauyu OyldeT pacTh CAMUIKOM OBICTPO, yro
3aTpyAHUT ee 3ddekTuBHblin aHanu3. Heobxoaumo npeaycMmorpers
BbIOOPOYHOE MPOTOKOTMPOBAHHE KAK B OTHOLUEHMU TOMb30BATENE,
TaK U B OTHOLUEHUU COOBITHIA.

Tpebosanna k ayaury. Ilomcucrema ayaura OC nOIKHA yOBie-
TBOPATb CACAYIOIIUM TPEOOBAHUAM.

1. JoGasasTh 3anmcu B XypHal ayaura MoxeT Toabko OC. Ecin
NPeJOCTAaBUTh ITO NMPABO KAKOMY-TO (M3UYECKOMY NONB30BaTeNIo,
3TOT I10/Ib30BATENb NOJYYUT BO3MOXHOCTL KOMIIPOMETHPOBATH [py-
IUX Mofb30BaTeseil, H00aBisid B XypHal ayauTa COOTBETCTBYIOILIME
3aTIMCH.

2. PefakTupoBath MM yOAIATh OTAEIbHBIE 3aIIMCH B XYPHase ay-
JIUTa HE MOXET HM OOMH CYOBEKT TOCTYIIA, B TOM uMcie U cama OC.

3. TIpocMarpuBaTh XypHajl ayAMTa MOTYT TOJBKO IOJIb30BaTeNy,
obnagaloie COOTRBETCTRYIOWICH TPUBHANCTHEH.

4. OyuuiaTe XypHal ayAUTa MOTYT TOJBKO MOJIb30BaTENIU-ayau-
topbl. Tloce OYMCTKH XypHaia B HEr0 aBTOMAaTUYECKH BHOCHTCS 33-
TIMCh O TOM, YTO XypHal aynuta ObUT OYHILEH, C YKa3aHUEM BPEMeHH
OYMUCTKHM XYPHAJIIAa U MMEHM IIOJIB30BATENs, OYUCTHBIIETO XypHa,
OC nmonxna noazepXuBarb BO3MOXHOCTb COXPAHEHUs XypHana ay-
JATa TIepel OUYUCTKOM B ApyroM daite.

5. Ilpn nepenonnenuu XypHana ayauta OC aBapuitno 3aBepiua-
eT paboty («3aBucaet»). [locne mepesarpysku paboTaTh ¢ CHCTEMOM
MOTYT TOJBKO ayauTopsl. OC nepexoauT K oObIMHOMY PEXUMY paGo-
Thl TOJIbKO MOCHAE QUUCTKH XYPHAa/Id ayIHTa.

[71s1 orpaHAYeHuMs [OCTYNA K XYPHA1y ayauTa AOJKHBI NpuMe-
HSITbCSI CHELMATBHbBIC CPEJICTBA 3aIINATHI.
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IoaMTHKA aYJUTA — 3TO COBOKYMHOCTL MTPaBUJI, OOPEHEISIOLINX,
Kaxue COOBITHS HOMXHBI PErMCTPHPOBATLCA B XypHase aynura. s
obecnieueHUs HaAexHo# 3amuTel QC B XypHa/ie ayanTa NOJIXHBI
00s13aTeNIbHO PEerMCTPHPOBATHCS CEAYIOHINE COOLITHS:

» MOMBITKY BXOAA/BbIXOAa NOJB30BATENCH U3 CUCTEMBbL;

o IIOIMBITKM M3MEHEHMS CITNCKA NOAb30BaTeNneii;

 TONBITKM M3MEHEHMS TIONUTHKHI 0e30MacHOCTH, B TOM YHCIIE U

MOJIMTUKH ayIUTA.

OKOHYATENbHBIN BBIGOP COOLITUI, KOTOPBIC AOJKHbBI PErUCTPU-
POBaThCs B XypHaje ayAuTa, Bo3naraetcs Ha ayautopos. Ipu Bbi6o-
pe ONTHMAJAbHOH MONUTHKH ayaHTa CHCAYET YYMTHIBATH OXHIAEMYIO
CKOPOCTh 3anojJHeHust XypHana aynuta. [lommTuka aynura JO/KHA
OTEPATUBHO PearupoBaTh Ha uaMeHeHus B KoHburypauun OC, B xa-
pakTepe XxpaHuMoi 1 o6pabaTbiBaeMoil nHbOpMaLUU U 0COBEHHO Ha
BbIsIBJICHHbIE MONBITKY aTaku OC.

B nexoropeix OC nojgcucreMa ayaura MOMHMO 3aHMCH UHGDOP-
Mald{ O 3apervCTPUPOBAaHHBIX CODLITHSX B CIIELMAJbHLIA XypHal
APEIYCMaTPHBAEeT BO3MOXHOCTh MHTEPAKTUBHOIO OIOBELICHHSA ay-
JUTOPOB 00 3TUX COOBITUSX,
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TEXHOJIOr'MM MEXXCETEBbIX 3KPAHOB

Mexccemesoti axpan (M3) — 5TO CreHMAMM3NPOBAHHLIN KOM-
IUIEKC MEXCETEeBON 3allUThI, Ha3blBAeMbli TaKxKe OpaHOMayIpom WiV
cucreMoll firewall. M3® 1nosBoJsigeT pas3aenTh OOLIYVIO CETh Ha IBE
qacTy (uau 0ojiee) W peaiu3oBaTh HAGOpP IIpaBU, OIpPeesioLMX
YCIAOBUSL NPOXOXACHUS MAKETOB C JAHHBIMM Yepe3 CPaHMIly U3 Of-
HOW 4YacTu obmieil cetu B Apyryo. Kak npaBuio, 5Ta rpaHuna npo-
BOIMTCI MEXIy KOPIOPAaTHBHOM (JIOKAJIPHOM) CEThIO TpeMNIPHATHS H
m100aIbHOIL ceThlo Internet.

O6piyHo M3 3amMIIAIOT BHYTPEHHIOW CETh MPEANPUATHSA OT
«BTOpPXEHH» U3 rnobajbHOM cetn Internet, XOTA OHH MOTYT HCIOJb-
30BaThCsd ¥ AN 3allUThl OT «HANAAEHUI» U3 KOPIIOPAaTUBHOM MHTpa-
CETHU, K KOTOPO# TMOAKIIOUEHA JIOKATBHAS CeTh MpeanpusTus. TexHo-
norust MO onHa M3 caMbIX NEPBBIX TEXHONOTHH 3alIMTHI KOPIOpa-
TUBHBIX CETEH OT BHCUIHUX yTPO3.

st GoabUIMHCTBA OpraHu3anuil ycraHopka MO siensercs HeoO-
XOAUMBIM YCI0BUEM obecrieucHust 6e30IIaCHOCTY BHYTpEHHEH CeTH.

9.1. dyHKUMM M

Hnsi IpOTMBOACUCTBUST HECAHKIIMOHUPOBAHHOMY MEXCETEBOMY
nocTyrty MO no/kKeH paclosiaraThCs MeXAy 3alHIlaeMoil CEThIO Op-
FaHHM3aLUK, SIBJISIIOLIEICS BHYTpEHHEH, U MOTEHLUHAJIbHO Bpaxaeh-
HOM BHEWIHeH ceThio (puc. 9.1). IIpn sTOM Bce B3aumonelcTBust Me-
XKAY 9TUMU CETSIMM JOJIKHBI OCYIIECTBASITBCS TONBKO Yepe3 MD. Op-
raHU3alUuOHHO MO BXOAWT B COCTaB 3aIIMUINAEMOM CETH.

M3, sammmaloumii cpady MHOXECTBO Y3JI0B BHYTPEHHEH CeTH,
MPU3BAH PEILUTD:

* 33J1a4y OTPAHUYECHUS JOCTYIA BHEIUHHUX (ITO OTHOILHEHMIO K 3a-

IUMIIAEMOil CeTH) TNOJAb30BaTeNeld K BHYTPEHHUM pecypcam
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OTKpwiTan 3awmuaeman
BHELHAR CoTh BHYTPEHHSISt CETb

KnveHTb

M3

o = o o 1 o ot

Puc. 9.1. CxeMa NOAKIIOYEHHs MEXCETEBOro 3KpaHa MO

KopropatisHoii cetH. K TakuM monb30BaTe/isiM MOTYT ObiTh
OTHECEHBl TIAPTHEPBl, YIAAJEHHBIE MNOJAb30BATENIH, XaKepbl H
aXe COTPYNHMKH CaMOil KOMIAHUH, TIHITAIOLIHECS NOIY4YHTH
JOCTYIT K CepBepaM 0a3 IaHHBIX, 3aivinaeMbix MO,

e 3334y pasrpaHU4EHUs NOCTYNA NOJL3OBATENCH 3alUIIAeMOi
CETH K BHELIHHMM pecypcaM. Pelierue 3TOM 3a5a4yd MO3BOJLET,
HanpuMep, peryJupoBaTh AOCTYI K CEpBEpaM, HE TPEOYIOWMNM-
CS 1S BBIMOJTHEHMS CYXKeOHbIX 003aHHOCTEN.

Jo cux nop He CyuleCTBYET eiMHO¥ OOLICNIPM3HAHHONA KJacCH-
dukaupn MO, Ux MoxHO kinaccudulimpoBaTh, HalpUMep, 1o Ccle-
JIYIOIIMM OCHOBHBLIM Nipu3HakaM [32].

Ilo gpynxyuonuposanuio na ypogusax modeau OSI:

e NTAKeTHHIN GWILTP (FKPAHUPYIOIMIE MapLIPYTU3ATOp — Screen-

ing router);

¢ LIJII03 CEAHCOBOTO YPOBHS (3KpaHMPYIOLIUiA TPAHCHIOPT);

« NIpHKIanHol uunio3 (application gateway);

» LIUTI03 9KCIIEPTHOTO YPOBHS (stateful inspection firewall).

Ilo ucnoav3yemoil mexnoaozuu:

o KOHTPOJIb COCTOAHUS MPOTOKONa (stateful inspection);

e Ha OCHOBE MO[yJieil MOCPEIHUKOB (proxy).

ITo ucnoanenuo: '

* anmapaTHoO-NporpaMMHBbII;

s IIPOTPAMMHBINA.

Ilo cxeme nodxarouenus:

e CXeMa eIMHOM 3aLUTHl CETH;

e CXEMA C 3aLUMINAEMbIM 32KPBITBIM U HE 3aLIMIAEMBIM OTKDHI-
THIM CErMEHTAMM CETH;

e CX€Ma C Pa3iedbHON 3alUTON 3aKPHITOIO M OTKPBITOIO Cer-
MEHTOB CETH.
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9.1.1. ®dunvrpaums Tpachuka

OunbTpanivs MHOOPMAIMOHHBIX [IOTOKOB COCTOMT B HX BBIOO-
POYHOM MPOTYCKAHMH Yepe3 SKPaH, BO3MOXHO, C BHITOTHEHUEM HE-
KOTOpbix npeoOpa3opanuii |9, 32]. Ouabrpauns ocyniecTsagercs Ha
OCHOBe Habopa MpenBapUTeIbHO 3arpyKeHHbIX B MD npaswi, coor-
BETCTBYIOUIMX NPUHSATON noautTHke OesomacHoctu. Ilostomy MD
YAOOHO TIPEACTaBATh KaK MOCIAEAOBATEILHOCTL QunbTpoB, o6paba-
THBRAIOIUX HHOOPMAIMOHHHIN IOTOK (puc. 9.2).

MexceTeBsoi akpaH
dunurp 1 Sunsrp N
Bnoxuposanme BnokupoBaHme
nATOKA AaHHbIX TIOTOKA ABHKLIX
O6paborka ot O6paborka or
VIMEHM nonyyarens UMEHM nonyvarens _J
OTkpbITan i | MNepepaya Ha cne- -— Nepepava Ha cne- Sauvuaeman
BHELUMAS CETh || favouni gt || _ || Ayouws duntp | || | sryTpeHHas cets
Flponyckanue ees Nponyckakne
DononnurensHeie [lononsHurensHbie
percTeus AeAcTBuA

Puc. 9.2. CTpyKTypa MEXCETEBOIrO 3KpaHa

Kaxnbrit 13 GWibTpoB npeAHasHayeH IS MHTEPNPETALMH OT-
JEJIbHBIX NpaBHA QUIBTPALIUA TTYTEM:

1) ananuza uMHQOpMAUMM MO 33TAHHBIM B HMHTEPIIPETUPYEMBIX
NpaBMiIax KpUTEPUAM, HapuUMep MO aipecaM IMONy4yaTeas W OThpa-
BATENISL WIM 110 TUITY NPUIOXEHUS, LI KOTOPOTo 3Ta MH(MOPMAIUs
MpeAHA3HAYCHA;

2) OpuHSTHS. HA OCHOBE MHTEPHPETHPYEMBIX MPABUI OJHOIO H3
CAERYIOUX PEIICHMIA:

s HE NPONMYCTUTD JaHHbLIE;

o 00paboTaTh JaHHBIE OT UMEHM ITONy4aTesisi U BO3BPaTUTh pe-

3yJbTaT OTIIPABUTEINIO,

¢ TIEpefaTh JAHHBIC HA CIAEAYIOLIWK (GWIBTP TS NPOAO/LKEHHUS

aHaNIN3a;

* TIPONYCTUTH AAHHBIE, UTHOPHUPYS CIEAYIOIIME DUIbTPHI.

[Mpasuna duibTpauUyu MOTYT 3a8aBaTh U JOTOJHUTENBHbIE Jeii-
CTBUA, KOTOpbIE OTHOCATCS K (DYHKUUSIM NOCPEIHUYECTBA, HATIpH-



196 Yacms 3. Texuosozuu sauumpt mMexcemeeozo obmMena oannsimu

Mep npeobpazoBaHMe NAHHBIX, perucTpauus cobuituit 1 ap. Coor-
BETCTBEHHO MPaBWiIa GUAbTpPaLMM OIPEACISIOT MEpeYeHs YCIOBUI,
M0 KOTOPBIM OCYILECTRASETCA:
e paspelleHHe WK 3anpelleHrue JaTbHeHIel nepenaiu AaHHbIX;
o BLINOJIHEHHE IOMOTHHTEIbHBIX 3AIIHTHBIX DYHKIIHMA,
B xauecTBe KpuTEpHEB aHAIM33 WHGOPMAIIMOHHOTO HOTOKA MO-
IYT MCIIOJIB30BATHCA CJIELYIOLIME NapaMeTpsl:
¢ ciykeGHble IO MaKeTOB cOOGLICHMIt, colepxailine CeTeBhie
ajpeca, uneHtuduUKaTopsl, aapeca uHTepdeiicos, Homepa nop-
TOB K OPYTHE 3HAYUMBIE JaHHDIE;
* HEMNOCPEACTBEHHOE CONEPKMMOE MAKETOB COOOIIEHUH, MpoBe-
pfAeMoe, HanpuMep, Ha HAIMYUE KOMITBIOTEPHBIX BUPYCOB;
e BHEIIHUE XapaKTePUCTUKU MOTOKA HHMPOpMaumM, HATIpuMmep,
BpEeMEHHbIE, YACTOTHBIE XapaKTePUCTHKK, OOBEM JAHHEIX U T, A.
Hcnonb3yeMble KPUTEPUN aHANU32 3aBUCAT OT YPOBHEH MOIEId
OSI, Ha xorophix ocywecTBagercs ¢uibTpanus. B obmem ciyuae,
yeM Beiie ypoeeHs Mozenu OSI, Ha koropoM MO ¢mistpyeT naxe-
ThI, TEM Bblile U 00eCTEYHBAEMbIil UM YPOBEHD 3aIIMUTH.

9.1.2. Boinonnenne yHkumi nocpegHnuecrsa

Dyuxuyy nocpearyecTsa M3 BHITONHAET C TTIOMOLIBIO CHIEIH-
aTbHBIX TIPOTPAMM, HA3bIBAEMBIX 3IKPAHUDYIOWUMU A2eHMAaMU WIH
npoPAMMAaMU-nOCPpeORUKaml. DTH TIPOTPaAMMbl SIBJSIOTCS PE3UIEHT-
HBIMHU M 3alpeilaloT HeMOCPEACTBEHHYIO Tiepeady IMakeToB coobLe-
HMI1 MeXAY BHEUIHEH M BHYTPEHHEHN CeTblO.

TIpyn HeoGX0AUMOCTH IOCTYIIA M3 BHYTPEHHEH CETH BO BHEILHIO
ceTb WM HAo0OPOT BHAYasE NOJKHO ObITh YCTAHOBICHO JIOTHUYECKOE
COeIMHEHUE C TIPOTPAMMOM-TIOCPEOHUKOM, (PYHKIITMOHUPYIOLLEN Ha
xomiblotepe MD. IIporpamMmMa-nocpenHUK MpoBepsaeT J0NYCTHMOCTh
3alPOLIEHHOTO MEXCETEBOTO B3aMMOIEHCTBUSL M NPU €ro paspelie-
HMM CaMa YCTAHABJIMBAET OTHENBHOE COEAMHEHHUE C TPeOYyeMbIM KOM-
nepotepoM. anee oOMeH uHpopMaumMed MEXAY KOMNbIOTEpAMM
BHYTPEHHEH! M BHELIHE! ceTH OCYLLECTBISETCS Yepe3 NPOrpaMMHOro
TIOCPEIHMKA, KOTOPHIM MOXET BBITIOMHATH (PUIBTPALMIO NOTOKA CO-
OOILEHH, a TAKKE OCYLIECTB/ISATD APYrHe 3alUTHEE (PYHKITHH.

Crenyer uMmerh B BHAY, YT0 MD MOXeT BBINONHATH (QYHKLIMU
dunpTpaniu 6e3 NMPUMEHEHUs TIPOTPaMM-HOCPEAHUKOB, Obecreyn-
Basi MPO3PAavyHOEe B3aWMOJEICTBUE MEXIY BHYTPCHHEH U BHELIHEH
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ceThio. BMecTe ¢ TeM mporpaMMHBIe MOCPEIHUKM MOTYT U HE Ocyliie-
CTBIATh DWIBTPALINIO MOTOKA COOOILEHUH.

B obuieM ciydyae npoepammoi-nocpednuru, GJIOKMPYS NPO3Pa4HYIO
fiepenady moTOKa COOOLICHMI, MOTYT BBIMOJIHATH Clienyoume GHyHK-
LIMH:

 MIPOBEPKY MOJIMHHOCTH TePeiaBaeMbIX JaHHBIX; ,

o bUIBETPALIMIO M MpeoOpa3oBaHKe MOTOKA COOOIIeHNH, HATIpH-
MEp, IMHAMUYECKUI MONCK BHPYCOB M MpO3pavyHoe IIMdppoBa-
HUE MHOOPMALIMT;

e pasrpaHWYEHMe HOCTYIA K pecypcaM BHYTPEHHEH CETH;

e pasrpaHryYeHHe JOCTYIA K PECypcaM BHEIIHEH CeTH;

e KPILIMPOBAHUE JaHHBIX, 3aMPalIMBAEMbIX U3 BHELIHEW CETH;

o HICHTAPUKAIMIO ¥ ayTeHTU(DUKALMIO OJTb30BaTe e,

o TPAHCJISIIAIO BHYTPEHHMX CETEBBIX aAPECOB LIS MCXOMAIIMX
MaKETOB COOOUICHNT;

e PETUCTPALMIO COOBITHH, pearmpoBaHHME Ha 3aJaBaeMble COOBI-
THSI, a TAKXE aHANU3 3aperuCTPUPOBAHHON MHPOPMALIMK U re-
Hepauuwo otyeTos [9, 32].

[TporpaMMEI-TIOCPETHUKH MOTYT OCYILECTBJISITE HPOGEPKY NOOAUH-
HOCMU TIONYYaeMBIX ¥ TIEPEJaBAEMBIX MaHHBIX. DTO aKTyaJbHO He
TOJBKO [UTSL ayTEHTU(UKALMY 3IEKTPOHHBIX COOOIICHUH, HO U MUT-
pupytomux niporpamm (Java, ActiveX Controls), 110 OTHOIIEHHIO K
KOTOPDbIM MOXET ObITh BbIMOJHEH Nomror. [TpoBepka NMOITUHHOCTH
COOOILEHHIT M MpPOrpaMM 3aKJIIOYAETCS] B KOHTPOJE MX IH(POBBIX
TOIITUCEH.

IporpaMMbI-MOCPEIHUKK MOTYT BHINONHSITE paszepaHuyenue 00-
cmyna K pecypcaM BHYTPEHHEH WIM BHEIIHell CeTH, UCTOb3ys pe-
3yJABTAThl UACHTU(MHUKALIMY U ayTeHTM(UKALMY T0JIb30BaTEIeH Ipu
ux obpainieHuu Kk M3.

Crioco0OBl pa3rpaHMUYeHUs JOCTYNa K pecypcaM BHYTPEHHeE ceTH
MPAKTUUYECKHN HE OTAUYAIOTCA OT COCOGOB pasrpaHUyYeHHMs], NOAAEP-
>KMBA€MbIX Ha yPOBHE ONEPALIMOHHOM CHCTEMEL.

Npn pasrpaduyueHny J0CTyna K pecypcaM BHEUIHeil CEeTH uaille
BCETO MCIIOJb3YETCS ONMH M3 CACAYIOLINX MTOIXONOB:

¢ pa3pellieHHe JOCTYINa TOJIbKO IO 3aJaHHBIM agpecaM BO BHEII-
HEH cetu;

» (bWIbTpaUHs 3alpoCOB Ha OCHOBe OOHOBIISIEMBIX CITHCKOB HE-
JOTYCTUMBIX aIpecoB W GIOKHPOBKA MOMCKA WHGOPMAILIMOH-
HBIX PECYPCOB N0 HEXENATENBHEIM KITIOYEBEIM CIIOBaM;

» HAKOIUICHWE M OOHOBJICHWE AIMWHUCTPATOPOM CAaHKHHOHUPO-
BaHHBIX MHGOPMAIMOHHBIX PECYPCOB BHEIHE! CeTH B JHC-
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KOBO# maMsTH M3 ¥ NOJNHBIA 3aNpeT JOCTYNa BO BHEIIHIOIO
CETb.

C noMoUIbIO CHEIMATIBHBIX NOCPEAHHKOB NMONACPXKMBACTCH TaK-
Xe K3uupoeanue OanHbiX, 3anpaliuBaeMbix W3 BHeliHed cet. [lpu
BOCTYIIE TIOJIb30BaTeieil BHYTpEHHEN ceTH K MH(MOPMALIMOHHBIM pe-
cypcaM BHEWIHEH ceTH BCS MHMOpMaliMg HaKaIUIMBaeTCs Ha Mpo-
CTPAHCTBE XKECTKOro AMcka MDD, Ha3bBaeMOTO B 3TOM cliyyae
proxy-cepgepom. TIo3TOMY €CT NIPU OYEPETHOM 3alIpoce HYXHast MH-
dopMalLiMs OKaxeTcss Ha Proxy-cepBepe, T0 MOCPEIHHK NPEXOCTaBIIs -
€T ee Oe3 oOpalieHHss K BHELIHEH CETH, YTO CYIIECTBEHHO YCKOPAET
JOCTYI. AJIMHHHCTPATOPY CAEnyeT M03ab0THUTRCH TOMLKO O NEPUOIU-
YECKOM OGHOBJICHHH COAEPXUMOIO proxy-cepBepa.

DOyHKUMA K3UIMPOBAHMUS YCHELUIHO MOXET WCIIONb30BaThes WS
OrpaHHYeHHsSI JocTyna K MHGOPMAnUMOHHBIM pecypcaM BHEIHEH
cet. B oTOM Ciydae BCe CAHKIIMOHMPOBaHHBIE MH(MPOPMALUOHHBIE
pecypchl BHELIHEH CeTH HAKAIUIUBAIOTCS U OOHOBASIOTCS aiMHUHMCT-
paTtopoM Ha proxy-cepsepe. Ilonb3oBareasiM BHYTPEHHEH ceTH pas-
pelaeTcs AOCTYNI TOJBKO K MHPOPMALIMOHHEIM PECYpPcaM proxy-cep-
Bepa, a HEIOCPeACTBeHHEBIH NOCTYMN K pecypcaM BHEIIHEW CeTH 3a-
MpelIuaeTcs.

Quavmpayus u npeobpaszoearue NOTOKa COOOLLEHUN BHINOIHSIETCSA
MOCPETHUKOM Ha OCHOBE 3aJlaHHOrO HaGopa mpaswil. 34ech caenyer
pa3IMyaTh 1Ba BUIA IIPOrPAMM-TTOCPEIHUKOB:

o KPaHUPYIOLIME areHTbl, OPMEHTUPOBAHHBIC HA aHAJIU3 I0TOKA
COOOIIEHUI [nsi OMNpemeeHHBbIX BHAOB CepBUCA, HalpuMep
FTP, HTTP, Telnet;

* VHUBEpCAJIbHBIE 9JKPAHUPYIOLIME areHThl, oOpabaThIiBalolline
BECh IIOTOK COOOHICHMI, HANPUMEP areHTbl, OPUEHTUPOBAH-
HBlE Ha NOUCK U 00e3BpeXuBaHHE KOMITBIOTEPHBIX BHPYCOB,
WIH npo3payHoe M poBaHUE HAHHDIX.

IIporpaMMHBIi NOCPEAHUK aHAMM3MPYET MOCTYNAIOIKUE K HEMY
MaKeThl JAHHBIX ¥, €CIM KAKOMH-IMG0 00BEKT He COOTBETCTBYET 3aaH-
HBIM KPUTEPHSIM, TO J1M60 BI0KKMpPYyeT ero AajibHeIee MPOABIKCHUE,
JIKOO BHINONHAET COOTBETCTBYIOLIME NPeoOpa3OBaHusl, HANPUMEpP
00e3BpeXUBaeT OOHAPYXEHHBIE KOMIBLIOTEPHbIE BUPYCh!. [1pH aHanu-
3e CONEPXMMOro MMaKETOB BAXHO, YTOOBI IKPAHHPYIOLUMI areHT MOF
aABTOMATHYECKH PACIaKOBEIBATh Mpoxoasaiiue (HaiyloBble apXUBBL

M3 ¢ nocpenHHKaMH MO3BOISIOT TAKXKE OPraHU3OBBIBATH 3alH-
weHHble BupTyaibHbie cetd VPN (Virtual Private Network), Hanpu-
Mep 6e30MacHO OOBEAMHATD HECKOILKO NOKAIBHBIX ceTel, MOnKIo-
yeHHHIX K Internet, B 0IHY BUPTYaJIbHYIO CETb.
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9.1.3. HdononuutensHsie BO3IMOKHOCTH M3

IMomMuMo BpINONHEeHUs1 ¢GuiabTpaiK TpaduKa U GyHKUMIA 110-
CpeHUYECTBA HEKOTOpble MO MO3BOJISIOT PEAM30BEIBATD IPYTHE,
He MeHee BaxkHble PyHKIIMH, 6e3 KOTOphIX o0ecneueHue 3aluThl Ie-
pUMeTpa BHYTPEHHEH ceTH GbLTo OBl HEMOAHBIM [9].

Unentudukanua u ayrerrnduKaunsa mojb3osareieii. Kpome pas-
pellleHrs WM 3alpenieHusi NOMYCKa pPasiiMYHBIX IMPHIOXEHHI B
ceTb, MD MOTYT Takxe BHIIIOJIHATH aHAJIOTMYHBIE AEHCTBUA H IS
[10J1p30BATEIEH, KOTOPBIE XEAAIOT MOJYYUTh JOCTYIT K BHEIIHUM WIN
BHYTPEHHUM pecypcam, pasaensieMbiM M3,

TTpexne yeM nonp3oBaTENto OYIET NPEAOCTaBICHO MPABO UCIIONb-
30BaHUs KaKOro-aubo cepBuca, HEOOXOAUMO YOeAUTHCS, YTO OH He¥-
CTBHTENBHO TOT, 3a Koro celOst Beiaaer. UmeHmuduKauus U ayTeHTH-
dbukanus nosp3oBaTenei ABASIOTCS BaXHBIMM KOMIIOHEHTAMM KOH-
uenuud MO. ABTOpM3aLMs 1MOIb30BaTeid 0ObIYHO paccMaTpUBAeTCs
B KOHTEKCTE ayTeHTU(UKALKUHN — KaK TOJIBKO I10/1630BaTe/Ib ayTeHTH-
PULMPOBaH, AL HETO OTPEACAIOTCS pa3pelleHHBIE eMY CEPBHCHI.

WUneHtndukanmsa u ayreHTHPUKAMS TTOJb30BaTENd HHOrIA OCy-
LNECTBASIOTCH NPU NpeabsIBieHUH 00pYHOro naeHTUGuKaropa (uMe-
HU) 1 naposis. OfHaKo 3Ta cXeMa ysI3BKMMa C TOUKW 3peHws Gesonac-
HOCTH — TapoJib MOXeT ObITh MEpexBauyeH M MCIONB30BaH APYTUM
nunoM. MHorve MHUMAECHTH B CeTH Internet MpPOM3ONLLIM OTYACTH
U3-33 ySA3BUMOCTH TPaJAMLHMOHHBIX MHOTOPAa30BBIX MAapoieir. 3o-
YMBIIJICHHUKH MOTYT HAOJIIOAATh 33 KaHATAaMH B ceTH Internet u me-
peXxBaThIBaTh MEPEAIONIMECS] B HAX OTKPBITBIM TEKCTOM Iapojiu, Io-
3TOMY Takafg CXeMa ayTeHTHM(hUKAUWH CYMTAETCS He3(h(EKTUBHOM.
ITapose cnenyeT mepenaBaTh Yepe3 OOLIEAOCTYIIHBIE KOMMYHHKALUH
B 3amudpoBaHHOM Buae (puc. 9.3). D10 MO3BOJISET MPEIOTBPATHTD
NoJIyyeHHe HECAHKIMOHHMPOBAHHOTO JOCTYTA IYTEM TIEpeXBaTa ceTe-
BBIX TTAKETOB.

Bornee HameXXHbIM METOAOM AYTEHTU(PHKAIIUK SIBISETCS UCITONb-
30BaHHE€ ONHOPA30BbIX maposneit. HIupokoe pacmpocrpaHeHue mony-
YU TEXHOMOTUS ayTeHTUOUKAUWHA HA OCHOBE OJHOPA30BBIX Napo-
sqer SecurlD (cm. 1. 7 m 13).

‘YmobHO ¥ HageXHOo TakXke MpuMeHeHUe HudpoBbIX cepruduKa-
TOB, BbI1aBACMbIX JOBePEHHBIMM OPraHaMH, HANPHMED LIEHTPOM pac-
NpeneseHus Kmoyeil. boablMHCTBO NporpaMM-ToCpEeIHUKOB pa3pa-
0aTHBAIOTCS TAKAM O0pa3oM, YTOOB! [10JIb30BATEND AyTEHTUMHLHPO-
BAJICS TOJIBKO B Havyasie ceaHca pabors ¢ M3, Ilocne 3TOro ot Hero
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intemet MapuupyTusatop
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MexceTtesou
aKpaH
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PaGoyas Pafoyan  CT@HUMA
cTaHumMA cranuma

Puc. 9.3. CxemMa ayreHTHhHKALMEA [TOAB30BATENS 110 NPEIbABISSMOMY [IAPOTI0

He TpeGyeTcss NOMOJHMTENbHAS ayTeHTUGhUKAUMsi B TEYEHUE BpeMe-
HH, OIpPeeNIsieMOro aIMUHHUCTPATOPOM.

Tak kKak M3 MOryr LeHTpansM30BaTh yNpaBlieHHE HOCTYNIOM B
CeTH, OHM ABJISIOTCHA NOAXOASLIMM MECTOM Ul YCTAHOBKH TIPOTpamMMm
WIH YCTPOMCTB YCHIEHHOH ayTeHTHGHKauuu. XOTA cpeiacTsa ycH-
JIeHHO# ayTeHTU(hUKAUNK MOTYT HCIONb30BAThCA HAa KaXJOM XOCTe,
6ojee nmpakTUYHO uX pasmeltenue Ha M. TIpu orcyrerBun MO, uc-
HOJAB3YIOLIEr0 Mephbl YCIICHHOH ayTeHTU(MUKANUY, HeayTeHTUhUHM-
POBaHHBLH TpadMK TaKNX NpHIOXKEHMH, Kak Telnet unu FTP, moxer
HAMPSMYIO [IPOXOJHTh K BHYTPEHHHM CHCTEMaM B CETH.

Pan MO noamepxupaior Kerberos — omyH M3 pacnpocTpaHeH-
HBIX MeTojoB ayTeHTudUKauuu. Kax npasmio, GONbIUMHCTBO KOM-
MepyecKHXx MDD NoauepXuBal0T HECKOJIBKO Pa3IMYHbIX CXEM ayTeH-
TUDUKALIWK, NO3BOIAA 3AMUHHUCTPATOPY CeTeBOi Ge30MACHOCTH CHe-
J1aTh BbIGOD HauboNee NMpUEMAEMON CXeMbl AJisl CBOMX YCJOBMIL

Tpancnsimsa cereBbix apecoB. [lisi peann3aluM MHOTHX aTak
3JIOYMBIILIEHHUKY HepOXOAMMO 3HATh agpec CBoeil XepTBhl. UTOOH
CKDBITh 3TH aipeca, a TAKXe TOTIOJNOTHIO BCel ceTH, MO BHINONHAIOT
OYeHb BAXHYIO QYHKIMIO — TPAHCHASALMI0 BHYTPEHHUX CETEBBIX al-
pecos {network address translation) (puc. 9.4).
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Interet ~

«, 184.56.5.12
Mapuipytusatop

Mexceresoi

KommyTatop

183.157.3.210 (LGSR i oo
183.157.3.110  183.157.3.105

Puc. 9.4. Tpaucnsiiusa ceTeBBIX aIpecoB

HatHasi QyHKIIWsA peajn3yeTcs O OTHOILUEHUIO KO BCeM IaKe-
TaM, CJASOYIOUIUM H3 BHYTPEHHEH ceTd BO BHellHIOw. Jna sTtmx na-
KETOB BBLIMOJHAETICH aBTOMAaTWUeCKOe npeobpaszosanue IP-ampecos
KOMIIBIOTEPOB-OTIIPaBUTEER B ONMH «HanAeXHbI» [P-anpec.

TpaHcasiuusi BHYTPEHHUX CETEBBIX ANAPECOB MOXKET OCYIIEeCTB-
JIATHCS ABYMSi CIIOCODaMH — AWHAMHMYECKHM M CTaTHYECKH. B nepeom
clIyyae ajpec BBIIEISETCS Y31y B MOMEHT obpaiueHust K M3. Iocie
3aBEPLICHUSI COCIMHEHHs! aApec OCBOOOXAAETCSI W MOXeET OBITh HC-
TO1630BaH JIOOBIM APYTHM Y37I0M KOPIOPaTHBHOI ceTy. Bo BTOpOM
cJIyyae aJpec y3na BCErAa MNPUBS3BIBACTCI K OAHOMY aapecy MO, u3
KOTOPOTO MepeaaTes Bce ucxoasmme nakerst. 1P-anpec M3 crano-
BUTCS €AMHCTBEHHKM aKTUBHBIM IP-anpecoM, KOTOpPHIH IONagaeT BO
BHENIHIOW :ceThb. B pesynbraTte Bce uUCXOmsiide W3 BHYTPEHHEH CeTH
NAKETh! OKa3biBAIOTCS OTIPABICHHBIMU MDD, YTO UCKIIIOYAET IpIMOi
KOHTAKT MEXAY aBTOPM30BaHHO! BHYTPEHHEW CETBHIO M SIBJISTIOLIEICS
TOTEHHMATHHO OTIACHON BHENMIHEH CEThIO.

[Ipu TakoM moIxome TOMONOTHS BHYTPEHHEH CETH CKphiTa OT
BHEUIHHUX II0Jb30BaTENel, YTO YCAOXHSET 3alavyy HeCAaHKIIMOHUPO-
BaHHOro xocryrna. Kpome MNOBBIICHHS 0€30MACHOCTH TPAHCSILIUS
apecoB TO3BOASET UMETh BHYTPU CeTH COOCTBEHHYIO CHCTEMY ajpe-
call¥i, He COTJIACOBAHHYIO C afpecaliMeil BO BHEUIHEH CeTH, HanpH-
Mep B cetn Internet. 910 3hdekTHBHO peliiaeT NpobaeMy pacLIipe-
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HUSI apecHOro NPOCTPAHCTBA BHYTpEHHeH ceTy M Aeduuurta anpe-
COB BHEILIHEH CETH.

AZIMMHNCTPHPOBAHHE, PETHCTPAUMS cOOBITHI M reHepamus OT4eTOB.
Ilpocrota M ya06GCTBO aAMHUHMCTPUMPOBAHHMA SABASETCS ONHUM W3
KJTIOYEBBIX acHeKTOB B co3AaHMHu 3¢hdeKTHBHON ¥ HaAeXKHOW CHUCTe-
Mbl 3auuThl. OKOKY TIpH ONpPeae/IeHUH NpaBui A0CTyNna MOTYT 06-
pas’oBarhb DLIPY, Yepe3 KOTOPYIO BO3MOXEH B3jIoM cUcTeMbl. [1loaTomy
B GonmpiunHCTBE MDD peann30BaHbl CEPBUCHBIE YTHAUTHI, obaerdai-
H[ye BBOJ, yAaleHue, pocMoTp Habopa npasui. Hanuuue 3THX yTH-
JIUT TO3BOJIIET TaKXKe MPOU3BOANTL NPOBEPKH HA CHHTAKCHYECKHUE
WIH JIOTHYEeCKWE OUIMOKM TIPY BBOIE WAM PENAKTHUPOBAaHMS I1paBuil.
Kak mpaswio, YTHIMTBI MO3BOJSIIOT IPOCMATPHBATh HMH@OpPMALKIO,
CTPYIITUPOBAHHYIO TI0 KAKMM-JIM00 KPUTEPUSIM, HallpUMep BCE, 4TO
OTHOCHMTCS K KOHKPETHOMY TNOJIb30BaTEII0 HIIH CEPBUCY.

BaxupiMu dynxumamMu MD aBasiioTess pecucmpauus cobbimuil,
peazuposarue Ha 3adagaemvie CoOGbimus, a TAKKE aHAAU3 3apezucmpu-
POBAHHOU unopMayuu v cocmaesenue omuemos. M3, ABISSCH KPUTH -
YECKUM 3JIEMEHTOM CHUCTEMBI 3aHIMTbI KOPIOPATUBHOIN CETH, MMEET
BO3MOXHOCTh PETUCTpaliy Beex aedcTBuil, uM dukcupyembix. K ta-
KUM JEeHCTBUSIM OTHOCSATCS HE TOJIBKO HPONYCK WIX OAOKHpOBaHHWe
CETEBBIX MAKETOB, HO M M3MEHEHHE MPABWI pasTpaHUUYEeHHUS J0CTYIIa
aZIMUHUCTPATOPOM 0€30MacHOCTH | Jpyrue aeicTBud. Takas perucr-
palysi IO3BOJISIET OOPAIAThCsl K CO3JaBaeMbIM XypHanaM IO Mepe
HeoOxonuMocTH (B clydae BO3IHHWKHOBEHUS MHUMICHTa 6e30macHo-
CTH uny cOopa AOKA3aTeJbCTB ST TIPENOCTABACHUSI UX B CyleOHbIE
WHCTaHIIMY WIH [UIS1 BHYTPEHHETO PACCJIEIOBAHMST).

Tpu npaBwIbHO HACTPOEHHOM cHUCTeMe (PUKCALMU CUTHAIOB O
TTOO3PUTENBHBIX COORITHAX (alarm) MD MoXeT 1aTh AeTaAbHYIO UH-
dbopMaiuo 0 ToM, Gl u M3B MK ceThb aTaKOBaHBI WIH 30HIUPO-
BaHbl. COOMpPATh CTATUCTHKY WCHOJIb30BAHMS CETH M JOKA3aTe/bCTBa
€€ 30HIUPOBAHUA BAXHO ITO HECKOJBKHM npuumHaM. lpexne Bcero
HYXHO 3HaTh HAaBEPHSKA, 4TO M3 ycToiuuB K 30HAMPOBAHUIO U aTa-
KaM, M OMNpeAe]NTh, aAeKBaTHBI I Mepbl 3auTel M3. Kpome Toro,
CTATUCTHKA MCTIONL30BAHUA CETH BAXKHA B KA4YEeCTBE HMCXOMHBIX JaH-
HbIX TIPY MPOBENEHUM HCCICAOBAHUN M aHalIn3e pUcKa Iisi hopmy-
JIMpOBaHUs TPeOOBaHMM K CeTeBOMY OOODYAOBAHMIC U MPOrpaMMam.

MHorre M3 comepXaT MOLIHYIO CHCTEMY perucTpannu, cbopa u
aHanM3a CTATUCTHKHU. YYeT MOXeT BECTHCH IO aapecaM KIMEHTa M
cepBepa, HIEHTH(UKATOpaM MOAB30BATENCH, BPEMEHM CeaHCOB, Bpe-
MEHHN COEIMHEHMH, KOJMYECTBY HEPENAHHBIX/TIDMHATBIX HAaHHBbIX,
JeCTBUAM aIMUHUCTPaTOpa W monb3opareneil. CUCTEMBl yyeTa I10-
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3BOJITIOT MPOU3BECTH aHAIU3 CTATHCTHKM U IPENOCTABISIOT AIMUHM -
cTparopaM ITOAPOOHBIE OTYETHI. 3a CYET MCIMOJB3OBAHMS CIEHUATb-
HbIX HPOTOKOJ0B MD MOTYT BBIIIOJHUThL YIAJIEHHOE ONOBelIeHHe 06
ONpeneNeHHBIX COOBITUSX B PEXUME PEATHHOIO BPEMEHMU.

B kauecTtBe 06Gs3aTEIbHON peakilMM Ha OOHApYXEHHE IIONMBITOK
BBINOJTHEHUS HECAHKITHOHUPOBAHHBIX JEHCTBUIT JOJDKHO OBITH OTIpe-
JeJIEHO YBEOMJIEHME AAMUHMCTpATOpa, T. €. BblAAya Ipeaylpeiu-
TeJbHBIX CUTHAIOB. JII0Ooi MO, KoTOphlil He CIrocobeH MHOCHLIATH
TIPEAYIPEeIUTENbHBIC CUTHANDL TIPA OOHApYXeHWU HamageHus, HeNb-
39 cuUTaTh IPHEKTUBHBIM CPEACTBOM MEXKCETEBOM 3aILIUTHI.

9.2. Oco6eHHOCTH (PYHKUMOHMPOBAHMA MD Ha pasnMuHbIX
yposHsax mogenu OSI

M3 . nommepxuBaioT Ge30IMaCHOCTh MEXCETEBOr0 B3aUMOAEHCT-
BHUS1 Ha pasnuuHbIX ypoBHsX momenau OSI. Tlpu stom dbyukuum 3a-
IIUATHI, BBIMOJTHSEMBIC HA PasHBIX YPOBHSX OSTATOHHOM MOJENIH, CV-
LIECTBEHHO OTIMYaAlOTCA Ipyr oT Apyra. Ilo3ToMy KOMIUIEKCHBIIM
MO yno6HO TpPeACTaBATh B BHAE COBOKYMHOCTH HEXEAMMBIX IKpa-
HOB, KaXIbIA W3 KOTOPBHIX OPUEHTUPOBAH Ha OTACIBHBIH YPOBEHb
monermn OSI.

Yalile BCEro KOMIUICKCHBI# 3KpaH (PYHKIMOHUPYET HA CETEBOM,
CEaHCOBOM M NPUKJIAZHOM YPOBHSX 3TaNOHHOU Monenan. CooTBeTCT-
BEHHO pa3inyaloT Takue Heaeaumble MO (puc. 9.5), xax:

* DKPAaHHUPYIOMIUIT MapILIPYTH3ATOD;

e 103 CEAHCOBOTO YPOBHS (9KPaHUPYIOUINil TPAHCTIOPT);

o LIII03 OPUKJIAJHOTO YPOBHS (3KpaHUpyloumii ummo3) [9, 32].

Hcnonbizyemsie B cetsix npotokoasl (TCP/IP, SPX/IPX) He nion-
HOCTBIO COOTBETCTBYIOT dTaJioHHOM Moaenu OSI, mostoMmy 3KpaHb
MEepPEeYMCICHHBIX TUTIOB TIPH BBIMOJIHEHUU CBOMX (DYHKLIMA MOTYT OX-
BaTHIBATh ¥ COCENHUE YPOBHH 3TaNOHHOM Mozenu. Hanpumep, npu-
KJIaiHOM HKpaH MOXKET OCYIIECTBIATHh aBTOMATHYECKOE 3andpOBLI-
BaH#e COOOIICHHWI IIPU HX TIepeaye BO BHEIIHIOW CETh, a TAKXKE aB-
TOMAaTHYECKOE paciuudpOBEIBAHUE KPUOTOTpadUYEeCKn 3aKPbIThIX
NPUHUMaeMBIX JaHHBIX. B 3TOM ciydae Takoii skpaH QyHKIIMOHUPY-
€T He TOJbKO Ha MpHKjIagHoM ypoBHe Moxesu OSI, Ho m Ha ypoBHe
MPEICTABTEHUS.

[1l103 c€aHCOBOIO YPOBHSA IIpH CBOEM (PYHKIIHOHMPOBAHHM OX-
BATHIBAET TPAHCIOPTHLIA U ceTeBOi ypoBHM Moaeau OSI. Dxpanu-
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MpuknanHon ypoBeHb

YpoBekb npeacTaaneHus

Mpuknapnson umm}

MpuknagHoi ypoBeHb

CeaHCOoBLI YPOBEHDL

TPAHCNOPTHbLIR YPOBEHL

LLimo3a ceaHcoBoro
YPOBHSA

YposeHb NPe/iCcTaBNOHUA

ﬁ)

CeaHcoBbiit yposeHs

CeTenol ypopeHs

KaHanbHbi# YPOBEHL

-
~

OkpanupyoLmi
MapLIpyTU3aTop

TPaHCNOPTHBIK YPOBeHb

CeteBoii ypoBeHb

b

DN3INECKUil YpoBeHb

KararibHbilt ypoBSHL

DU3UYECKNIA YPOBOHL

Puc. 9.5. Tunsi MexceTeBbiX 3KPAaHOB, (DYHKLUMOHUPYIOLMX HA OTAENbHBIX YPOBHAX
moneaun OSI

PYIOLIMIA MapIIpyTH3aTOP MPU aHAIM3E NAKETOB COOOIICHMIA MpOBe-
PSAET MX 3aTONIOBKM HE TOJIBKO CETEBOIO, HO Y TPAHCIIOPTHOTO YPOBHSL.
M3 yka3aHHBIX THIIOB HMEIOT CBOM JOCTOMHCTBA W HEROCTATKH.
Muorne u3 Hcnodb3yeMblx MY aBstoTCS MO0 TIPUKIIATHBIMU
HUTIO3aMH, TM00 3KpaHMPYIOIIMMH MaplIpyTH3aTopaMu, He obecre-
yypad MOJHYI0 0€30MacCHOCTh MEXCEeTeBoro B3ammMopeiicTeus. Ha-
JEXHYIO 3alIUTy O0GECIIeYnBaIOT TOJIBKO KOMIIEKCHBIE MEXCETEBbIE
DKpaHbl, KAXIbId U3 KOTOPHIX O0OBEAUHACT IKPAHUPYIOLHUH Mapiupy-
TH3aTOP, 11103 CEAHCOBOIO YPOBHS, a TAKXKE MPUKIANHON LUTIO3.
PaccMoTpuM byHKIIMOHMPOBaHKE NIPHUKIATHOTO LUTIO3A.

9.2.1. lNMpuknagHos wmos

Ilpukaaduoli waro3, Ha3bIBAGMbLH TAKXKE IKPAHUDPYIOUWUM WAIOZ0M,
GyHKUHOHMPYET Ha NpukiIagHoM ypoBHe Mmomenu OSI, oxsarbiBas
TaKKe YPOBeHb NpeAcTaBjJcHMS, W odecneynpaeT Hanbosiee Haldex-
HYIO 3allUTy MEXCETEBBIX B3auMoneHcTsuii [9, 32]. 3awurHeie PyHK-
LMY TPHKIALHOIO 1ILTI03a, KaK M LLTI03a CEaHCOBOTO YPOBHS, OTHO-
cATCA K QYHKIUHAM MmocpeaHnyecTsa. OaHaKo NMpUKAaIHOH ULTIO3, B
OTIWYME OT LIUTI03a CEaHCOBOIO YPOBHS, MOXET BBINOJHATH CYUIECT-
BEHHO GOJibIliee KONMUECTBO (PYHKUMA 3alIUThi, K KOTOPHIM OTHOCAT-
co cnenyolye:

e MIACHTHPUKAUMSI M ayTeHTU(UKAUUS TOjIb30BaTEAeH IPU NO-

MBITKE YCTAHOBJIEHUA coearMHeHmit uepes M3;
« NPOBEPKA INOMIMHHOCTY HHMOPManMM, nepenaBacMoil depes
LIDTIO3;
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e pa3rpaHU¥eHHe AOCTyNa K pecypcaMm BHYTPEHHEH H BHEIIHEMH
ceTel;

o bunvTpanus 1 npeodpas’oBaHHe MOTOKA COOOLIECHWH, HATIpH-
MEp IMHAMWYECKUH MOMCK BUPYCOB M MPO3padyHoe IH(ppOBa-
HHue nHpOopMalLnY;

e perucTpauusl COOBITUI, pearMpoBaHle Ha 3alaBaeMble COOBI-
TUSL, 4 TAKXE aHANU3 3aperucTpupoBaHHON MHGOpMAIUU B re-
Hepalusg OTYETOB,

o K3IIUPOBAHNE JAHHBIX, 3aMPALIHBAEMbIX U3 BHELIHEH CETH.

Tlockonbky YyHKIMM TMPUKIATHOTO 1ILTI03a OTHOCATCS K (PYHK-

HUSM TIOCPENHMYECTBA, 9TOT LLTIO3 TpPEACTaBaAsieT COGOR YHMBep-
CaIbHBIM KOMITBIOTEP, HA KOTOPOM (PYHKLMOHUPYIOT IPOrpaMMHBIE
NOCPEIHUKU (PKPAHMPYIOLIUE arcHTHI) — MO OTHOMY IS KaXIOro
o0cayxmuBaeMoro npuxiagHoro nporokona (HTTP, FTP, SMTP,
NNTP u np.). Iporpammuslit nocpenuuk (application proxy) Kaxaon
cayx6sr TCP/IP opuentnpoBan Ha oGpaboTKy coOGHIEHHH W Bbl-
nojiHeHHe QYHKIMIH 3alMThI, OTHOCSIIIMXCS UMEHHO K 3TOH CiIyX0e.
TpukIagHoi 1IUTIO3 TIEPEXBATHIBAET C MOMOLIBIO COOTBETCTBYIO-
HIMX 9KPAHUDPYIOLIMX areHTOB BXOMSIIHE U MCXOISILME IAKEThbI, KO-
OUpyeT W TepeHanpasisieT MHGOpMaLWo, T. €. PYHKLUHOHHUPYET B
KauyeCTBe CepBepa-MOCPENHNKA, UCKITIOUAs IIPSAMEIE COSIUHEHUS Me-
XAy BHYTPeHHe# W BHeuHe#d cetpio (puc. 9.6).

TTocpenHuku, UCMOIb3yeMbIe TIPUKIIAAHBIM 1ILTI030M, UMEIOT BaX-
HbI€ OTJIMYUS OT KaHAJbHBIX MOCPEAHHNKOB LLTI030B CEAHCOBOTO YPOB-

TpuyknagHoi w3

DunLTPaLUs MNocpegnmk Web-cryxGui
notoka coobLieHuiA (HTTP)
He NpUKnasHoM MacpenHuk cnyxGb
yposhe | nepenaum davinos (FTP) 1] |
Orkpwiras Y [T~~~ 77 ™ Sawmuiaeman
BHELUHAR y TTocpaaHux cnyx6 BHYTPEHHAR
ceTb 1T - -"-"-~-~-- T SMEKTPOHHON nouTsl [ cotb
(SMTP, POP3, IMAP4)

MocpeaHuk criyx6b!
HoBocTen (NNTP)

Focpentuk criyw6ii
YOANeHHOIO ynpagsnexns
xoMnbloTepoM (Telnat)

Puc. 9.6. Cxema GyHKIMOHUPOBAHUS NMPUKAANHOTO HUIKO3a
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Hsl. Bo-TiepBbiX, 11OCPEAHKRKM MPUKIIAAHOIO LUII032 CBS3aHB! C KOH-
KPETHBIMHU NPUIIOKESHUSIMHU (TTPOTPAMMHBIMH CEPBEPAMHU), BO-BTOPLIX,
OHM MOTYT (PHIBLTPOBATh MOTOK COOOIIEHWI Ha MPUK/IATHOM YPOBHE
monenu OSI.

TpukiagHsie LUTIO3bI MCIIOAB3YIOT B KAUECTBE NTOCPEIHUKOB CIie-
HUAIbHO pa3paboTaHHbBIC WIJIA 3TOHM LieNd HPOrpaMMHBIE CEPBEPHI
KOHKpeTHbix cyx6 TCP/IP — cepsepst HTTP, FTP, SMTP, NNTP
# Ap. DTH NporpaMMHbIe CepBephl PYHKUMOHHPYIOT HAa MO B pe3u-
JEHTHOM DPEXUME M Pealn3yloT (PyHKHMM 3alIMThl, OTHOCSUIMECS K
cooTsercTByomiuM ciyxoam TCP/IP.

111103 NpUKIaAHOTO YPOBHA 06/MaaeT CASAYIOLIMMH AOCTOUHCT-
BaMH; ,

¢ obecreunBaeT BHICOKMI YPOBEHD 3allIUThHI JOKAIbHOMN ceTn bi1a-
ronapsi BO3MOXHOCTH BHINOJHeHMs OObIIMHCTBE (GYHKUMH
MOCPeIHNYECTBA;

e 32lIMTA HAa YPOBHE TNPWIOXKEHWH TNO3BOASAET OCYLIECTBISTD
60J1p11I0€ YHUCIIO AOMOJHUTENBHBIX NMPOBEPOK, YMEHbIIAS TEM
CaMBIM BEPOSITHOCTD TIPOBEAECHUS YCHEIIHBIX aTaK, BO3MOXHBIX
M3-32 HEAOCTATKOB NPOrPaMMHOro obecreyeHmsl;

e MPY HAPYLWIEHHMM eT0 paboTocrocoOHOCTH GIOKHpPYeTCs CKBO3-
HOE TIPOXOXACHUE TMAKETOB MEXJY DPasne/jsgeMbIMU CETSIMHM, B
pesynbTaTe 4ero 6e30nacHOCTb 3aLIMIIaeMO CETH HE CHHXKAET-
€Sl M3-32 BOSHMKHOBEHHUSI OTKA30B.

K HemocrarkaM NpUKIAAHOTO IIUTI03a OTHOCATCA:

 BbICOKME TpeGOBaHMS K MPON3BOIUTEIBHOCTH U PECYPCOEMKO-
CTH KOMITbIOTEPHOMI MaaTdopMbl;

s OTCYTCTBHE <«ITPO3PAYHOCTH» ISl TIOJIb3OBaTeNieit U CHUKEHUE
MPOIYCKHOM COCOOHOCTU OPH PEATM3aLIMY MEXCETEBbIX B3au-
MOICHCTBHUM.

9.2.2. Bapuautsi ncrnonneuus M3

CylliecTByeT ABa OCHOBHBIX BapHaHTa UCTIONHEHUss MO — mpo-
rpaMMHBIf ¥ NPOrpaMMHO-aTinapaTHblii. B CBOIO ouepenb rnporpam-
MHO-aNMapaTHeiii BApUAHT MMEET IBE Pa3HOBMAHOCTU — B BUIE Clie-
UHAIM3HPOBAHHOIO YCTPONCTBA U B BUAE MOAY/ISI B MaplIPYTH3aTOpe
WK KOMMYTaTope.

B Hacrosiiiee BpeMsi Yallle HCIIONB3YeTCS TPOTPAMMHOE pelie-
HHE, KOTOpOE Ha MEpBbill B3MISAA BBIISAUT OOJIEe TIPUBIEKATENb-
HBIM. BTO CBSI3aHO C TEM, UTO AJIS €r0 IIPUMEHEHMS JOCTATOYHO, Ka-
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3a70ch OBbl, TOJBKO- NMpuoOpecTH nporpaMMuoe obecredyeHue (I10)
M3 # yCTaHOBMTB Ha JI100O0OH KOMIBIOTEP, MMEIOHIUIACH B OpraHm3a-
uuy. OZHAKO Ha NPAKTUKE JAJIEKO HE BCErga: B OpraHU3aIM| Haxo-
IUTCS CBOOOMHBIN KOMIILIOTEP, YAOBIECTBOPAIOMIMIA JOCTATOYHO BhI-
COKMM TpeOOBAaHUAM IO CHCTEMHBIM pecypcam. IlostoMy ogHOBpe-
MeHHO ¢ npuobpeTeHueMm [10 npuobperaercd W KOMIILIOTED VIS €r0
YCTAHOBKHU. 3aTe€M CNeIyeT NMPOUEeCcC YCTAHOBKM HAa KOMMbLKIOTEP One-
pauyonHol cuctembl (OC) M ee HacTpoiiKa, YTO TaKkKe TpeOyeT Bpe-
MEHM M OIUIaThl paboThl YCTaHOBUIMKOB. M TO/JBKO rociae 3T0ro yc-
TaHaBAWBaeTcad U HactpausaeTca 110 cucteMbl oOHapyXeHHs aTak.
HeTpyaHo 3aMeTHTh, YTO MCIOJIB30BAHME OOBIYHOIO MEPCOHATBHOrO
KOMIIbIOTEPA JA/IEKO HE TaK MPOCTO, KAK KaXeTCsl Ha MepBblil B3IMIAL.
IMostomMy B nocnemuuie ToAbI 3HAYUTENLHO BO3POC WHTEPEC K
MPOrpaMMHO-AMNNAPATHLIM pelieHUAM [9, 32], koToprle MOCTENeHHO
BHITECHSIIOT «4HUCTO» TIporpaMMubie cucteMnl. HlInpokoe pacnpoctpa-
HEHUE CTAIM MONY4aTh CIEUATM3UPOBAHHbIE MPOTPAMMHO-AIIAPAaT-
HbIE PEIIeHUsI, Ha3biBaeMble security appliance. TlporpaMMHo-anma-
paTHBIM KOMILTEKC MEXCETeBOI0 SKpaHUPOBAaHHS OOBIYHO COCTOUT M3
KOMIILIOTepa, a Takxe (PyHKUnoHupyiolmnx Ha HeM OC u crienyuain-
Horo ITO. Cnenyetr oTMeTHTb, UTO 3TO crienuansHoe 1O yacTo Hasbi-
Batot firewall. Ucrione3yeMblit koMnbioTep TOKEH OGBITH JOCTATOYHO
MOILHBIM U HU3HYECKH 3AIMAILEHHBIM, HAMPUMEDP HaXOAUThLCS B Clie-
HUABbHO OTBEIEHHOM M OXpaHsSeMOM IoMelleHud. KpoMe Toro, oH
JIOJKEH UMETh CPEACTBA 3aluThl OT 3arpy3ku OC ¢ HECAaHKLIHOHUPO-
BaHHOTO Hocutesl. [IporpaMMHO-anmapaTHble KOMILIEKCH MCNOJIb-
3y10T CleHHaIu3upoBaHHbie WM oObrdHble T1O (Kak mpaBuio, Ha
6aze FreeBSD, Linux umn Microsoft Windows NT (2000)), «ypesan-
Hble» IS BHINOMHEHWSA 3ajaHHBIX (MYHKIMI M YIOBIETBOPSIOLINAE
psioy TpeOOBAHUIA:
e UMETb CPEACTBA Pa3rpaHMYEHUS NOCTYNA K PECYpCaM CHCTEMBI;
o OJIOKUPOBAaTh OOCTYII K KOMIBIOTEPHBIM pecypcaM B o6xon
MPeNOCTaBJIsIeMOro MporpaMMHOro HHTepdeiica;
* 3alpeliaTh TPMBUIETUPOBAHHEIA TOCTYI K CBOUM PECYypcam u3
JIOKaJILHOM CETH;
e COAEPXaTh CPEACTBA MOHUTOPUHIA/aymuTa MIOOBIX aAMHUHHUCT-
PaTUBHBIX e ACTBUI.
JlocToMHCTBA CHELUAIM3MPOBAHHBIX IPOrPpaMMHO-aIIapaTHhIX
PelUICHUH;
» IpOCMOmMA BHEOPEHUst 8 MEeXHOA02UI0 00pabomKky UHpopMayuU.
Takue cpencTBa TOCTaBISIOTCS C 3apaHee YCTAHOBJIEHHOI
v HacTpoeHHOW OC ¥ 3aUUTHLIMM MEXaHHU3MaMH, TOTOMY



208  Yacmo 3. Texnosoeuu 3amumst mMexccemesozo obmMena Oannbmu

HeOOXOAMMO TOJNBKO MOAKIIOYMTD UX K CETH, YTO BBITOJIHSETCSH

B TEYCHHE HECKOJbKHUX MHUHYT;

npocmoma ynpaeéaenus. JJaHHbIE CPEICTBa MOTYT YIIPABIAATHCS C

moboit paboueit crannun Windows 9x, NT, 2000 wiu Unix.

B3auMoneiicTBHE KOHCOMHU YIIPABACHUS C YCTPOHCTBOM OCYILE-

creasiercse M0G0 MO CTAHJAPTHBIM TPOTOKONAM, HAIPUMED

Telnet mian SNMP, 1160 npy momMoliu crneuUaIn3MpoOBAHHbLIX

WM 3alUMIIEHHBIX HpoToKoyoB, HanpuMmep SSH uim SSL;

omKazoycmoliuueocmes U 6bicokas docmynuocme, Wcnonnenne

M3 B BHIE CNELHAIU3NPOBAHHOIO NPOrpaMMHO-ANNIAPATHOIO

KOMILIEKCA TO3BOMSIET PEAIM30BaTh MEXAHM3MBI 00ecrieyeHus

He TOJbKO NMPOrpaMMHON, HO U araparHoN OTKa30yCTONYUBO-

CTH ¥ BBICOKOH JOCTYIHOCTH; ‘

BbICOKAA NPOU3BOOUMEAbHOCb U HAOeHCcHOCmb., 34 CHET MCKITIO-

yeHusi 13 OC BCeX «HEHYXHBIX> CEPBUCOB M MOACUCTEM, MPO-

rpaMMHO-aNmapaTHeI KOMITIEKC paboTaeT Gosiee 3dpeKTHBHO

C TOUKH 3peHUs TIPOM3BOAUTENBHOCTH ¥ HAIEXKHOCTH,

s cneyuasusauus Ha 3auume. PelieHye TONbKO 3a1ay obecrieye-
HHsA ceTeBOM 6e30M1acHOCTH HE MPUBOAMUT K 3aTpaTaM pecypcoB
Ha BBINOJHEHUE APYruX QYHKUMHN, HANpUMeEp MapLIPyTU3ALMH
U T 1.

9.3. Cxembl ceTeBOM 3awimTbl Ha 6Gaze MD

Tpy NOAKMIOUEHUH KOPITOPATUBHON MM NOKATBHON CETH K IJI0-
6aTbHBIM CETSM HEOOXOXUMBL:
 3a11IUTa KOPIIOPATHBHOM AWM NOKANBHOM CETH OT YAAJEHHOTO
HC co cropons! rmobaibHOM ceTH;

* COKPBHITHE MHGPOPMALMHU O CTPYKTYPE CETH U €€ KOMITOHEHTOB
OT IIOJIb30BaTeNel robanbHON CeTH,

e pasrpaHnyeHre JOCTYIA B 3alMIIAEMYIO CETh M3 IIOGANbHOM
CeTH Y U3 3alIUILAEeMOM CETH B IJIOGAIBHYIO CETh.

s addexTuBHON 3a1MTH MEXCETEBOFO B3aMMOACHCTBUA CHC-
Tema MO 10MKHA OLITh MPAaBWILHO YCTAHOBJCHA U CKOHGUTYpHPO-
BaHa. [laHHbBIA TIPOLIECC COCTOUT:

o 13 GOPMUPOBAHMS MOTUTUKU MEXCETEBOTO B3aUMOACHCTBUSI;

» BRIOOpA CXEMBI TIOAKTIOUEHUS M HACTPOUKM TMapaMeTpoB PyHK-

HUOHUPOBaHUS MD.
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9.3.1. MopmupoBaHHE MONMTHKM MEXCETEBOro
B3aMMO e CTBHA

TTonuTHKa MeXCeTeBOro B3aMMONEHCTBUS SIBJISIETCS COCTABHOM va-
CThI0 O0LLeH MOAUTUKH GE30IaCHOCTH B opraHm3auvu. OHa onpenens-
eT TpeOOoBaHUS K 0e30nacHOCTH WHGMOPMALIMOHHOTO O0MeHa OpraHu3a-
LMY ¢ BHEITHAM MHPOM M JAOJXHA OTpaXarh ABa acrrekra [9, 32]:

¢ MOJHATHUKY AOCTYNA K CETEBEIM CEpBUCAM;

e MTOJIMTHKY paGoTel M.

IlomMTHKA X0CTYNA K CETEBBIM CEPBHCAM OIPEAEISIET IIpaBua mpe-
JOCTAaBJICHUSI U MCIIOJB30BAHUSI BCEX BO3MOXHbBIX CEPBHCOB 3alllyi-
aeMoi KOMMbIOTEpHOM CeTH. B paMxax faHHOM NMOTMTUKU JNOJIKHbI
OBITb 32aHbI BCE CEPBUCHI, IIPEAOCTaBAsIeMEIe Yepe3d MD, u AomycTu-
MBI€ ajpeca KINEHTOB ISl Kaxmoro ceppuca. Kpome toro, misi mojb-
30BaTeicH JOKHBEI ObITh YKA3aHBI ITPaBUiIa, ONMUCHIBAIOLIME, KOLJA,
KTO, KAKUM CEPBHCOM M Ha KaKOM KOMIIBIOTEPE MOXKET BOCITOIB30-
BaThCs. 3aKal0TCs TaKxke OrpaHMYeHUsS HAa METOAbI JOCTYIA, HaIlpH-
MEp Ha Mcrnosib3oBaHHe IpoTokosoB SLIP (Serial Line Internet Pro-
tocol) u PPP (Point-to-Point Protocol). OrpaHnyeHne MeTOOOB J0C-
Tyna Heo6XOAUMO It TOro, 4TOObl TIOJAB3OBATENIM HE MOIJIH
00pamATLECS K «3anpenieHHbIM» cepBrcaM Internet oOXomHbIMM TIyTsi-
mu. Ilpasuna ayreHTMdUKALMU I0/b30BATEICi U KOMIBIOTEPOB, a
TakXe yCcA0BUS PabOTH NMOJIb30BATEIEH BHE JIOKAIbHOM CETH OpPraHM-
3aLMM JAOJXHBL ObITh ONMPEAEACHBI OTIEILHO.

st Toro 4To6bl MO yCNEIHO 3alKIal pecypchl OpraHu3atuu,
NMOJUTHKA JOCTYHa IOJh30BaTeNeil K CeTeBBIM CepBMcAaM [OJDKHA
ObITh PEWIUCTUUHON. PeaIUCTUYHON cuMTaeTcsi TakKas IIOJIMTHKA,
MpY KOTOpOH HaiaeH OanaHC MEXAYy 3alUTOH CEeTH OpraHu3aluy OT
HM3BECTHLIX PUCKOB U HeOOXOAMMBIM HOCTYIIOM MOJb30BaTesiel K ce-
TeBBIM CEPBHCAM.

TMoautuka paGorsi MO 3anaer 6a30Bbil NPUHIIMI YIIpaBIeHUs
MEXCETEBbIM B3aUMOJIEHCTBAEM, MOJI0XKEHHBIN B OCHOBY (DYHKIIHO-
HApoBaHHS M3B. Moxer ObiTh BHIOpaH ONUH M3 IBYX [PUHIIMIOB:

1) 3anpeileHo Bce, YTO SIBHO HE pa3pelIeHo;

2) pa3peuieHO BCe, YTO SIBHO HE 3alpelleHo.

®akTHyecKd BLIOOp NPUHITAIIA YCTAHABIMBAET, HACKOJBKO <«IIO-
JO3PUTEIbHOW» WIH «JOBEPUTENbHOI» JOKHA ObITH CHUCTEMa 3alllM-
ThI. B 3aBUCHMOCTH OT BbIOOpA, pelIeHHEe MOXeT ObITh TIPUHSATO KakK
B TOJB3Yy 0€30HacHOCTH ¥ B yuiepd ya00CTBY MCTONIb30BaHMUA CeTe-
BbIX CEPBUCOB, TaK M HaoOOPOT.
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Ilpu Beibope mpunnuna 1 MO HactpauBaercs Tak, 4robbi 6710-
KUpOBaTh JIOObIe SBHO HE paspeliieHHbIE MEXCETEBEIE B3aUMOACICT-
BHsi. DTOT TPUHLMII COOTBETCTBYET KJIACCHUYECKOH MOIENU NOCTYIa,
HUCIONb3yeMOi BO Bcex 00acTsAX MHGPOPMALMOHHON 0e30MacCHOCTH.
Takoil noaxoa Mo3BOASET aNEKBATHO pealv30BaTh MPUHLIMI MUHHK-
MM3ALHMH NPUBHIETUIM, NOITOMY € TOYKM 3peHMs 6e30MacHOCTU OH
SABISIETCS JIYYUIMM. AAMUHUCTPATOP 0€30MacHOCTH AOIKEH Ha Kax-
JbI THI pa3sperieHHOTO B3auMMOAEHCTBYS 3anaBaTh NpaBuia AOCTyna
(onHO U Gonee). AIMUHHMCTPATOP HE CMOXET 110 3a0BIBUMBOCTH OCTa-
BUTh pa3pelUCHHBIMU Kakue-aubo ITONHOMOYHS, TaK KakK I10 ymoj4a-
HHI0O OHM Oyayr 3anpelueHbl. JJOCTYNHBIE JNUIIHWE CEPBMCBHI MOIYT
OBITh MICTIONIL30OBAHBEI BO Bpes 0€30MIaCHOCTH, YTO OCOOEHHO Xxapak-
TEPHO I 3aKpeITOoro ¥ ciaoxHoro 10, B KoTopoM Moryr GuiTh pa3-
JINYHBIE OWIMOKKM M HeKOppeKTHOCTH. [TpuHuMn 1, B CyLIHOCTH, AB-
Jgercs mpu3HaHueM akra, yTo HE3HAHHWE MOXET NMPUYWHUTE BpEn.
Ciemyer OTMETUTD, YTO TIPABHIA JOCTYMA, CHOPMYIUPOBAHHBIE B CO-
OTBETCTBUM C 3THM TIPHHLMIOM, MOTYT JOCTABJISATH NOAb30BATENAM
OTpeae/icHHbIe HeY0OCTBa.

I1pu BeIGOpe npuHuMna 2 MD HacTpauBaeTcs Tak, 4ToObI OI0KHU-
pOBaTh TOJNIBKO SBHO 3alpeHICHHBIE MEXCETEBbIE B3aUMOIECHCTBUA.
B sTOM cydyae mOBBILIAETCH YIOGCTBO MCIONB30OBAHMS CETEBBIX CEp-
BMCOB CO CTOPOHBI TIONb30BaTeNEH, HO CHMXaercsli 6e30macHOCTh
MexceTeBoro BiamMopeucreus. Iloar3oBarenu umeloT Oonblle BO3-
MOXHOcTeH 000iiTH M3, HanpuMep, MOIYT HOJYYUTh JOCTYN K HO-
BBIM CEpBHCaM, HE 3alpeiliaeMbIM MOJIMTHKON (WM JaXe He yKa3aH-
HEBIM B MOJIHTUKE), MJIX 3AITYCTHTD 3alIpellIcHHbIE CEPBUCH] HA HECTaH-
napraeix noprax TCP/UDP, koTopele He 3ampeuieHbl MOJUTHKOM.
AJIMHMHUCTPATOP MOXET Y9eCTh HE BCE HEHCTBUS, KOTOPHBIE 3ampeliie-
HbI TIONTb30BatesiIM. EMy npuxoantcst paboTaTh B peXUMe pearuposa-
HYSI, TPEACKA3BIBAS W 3ampeliasl Te MeXCeTeBble B3aUMOJIEHCTBUS,
KOTOPBIE OTPULIATENBHO BO3MEHCTBYIOT Ha Oe3onacHocTb cetd. Ilpu
peanu3aluy NpUHIMIA 2 BHYTPEHHSIA CETh OKa3bIBAETCS MEHee 3aLlu-
LIEHHOU OT HAanaJeHU# XakepoB, MO3TOMY Npou3BoauTen M3 o6bIu-
HO OTKa3BIBaIOTCS OT €r0 UCTIONB30BAHUSA.

MDD sapiasercs cUMMeTpUYHBIM. /IS HEro OTHEABHO 331aI0TCH
MpaBuiIa, OrpaHMYWBAIOLINE JOCTYN M3 BHYTPESHHE!N CETH BO BHELU-
HIOK CeTb, U HaobopoT. B obuiem caydae ero pabora OCHOBaHA Ha
IMHAMWYECKOM BLITIOMTHEHUU IBYX QYHKLIM:

o QUIBTPALIAM NPOXOASIIHX Yepe3 Hero MHOPMALUOHHBIX I10-

TOKOB;
e NOCPEAHNYECTRBA TIPH Pealin3allid MEXCETEBbIX B3aMMOJCHCTBUH.
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B 3aBUCHMOCTM OT THMA 3KpaHa 3TH (DYHKLMHA MOTYT BBITION-
HATBCA C pasnuyHoil momHoTol. [IpocTteie M3 opueHTUpPOBaHH Ha
BHIITOTHEHUE TOJBKO OfHOMN m3 Hux. KoMmmmiekcubie MB obecnieyu-
BalOT COBMECTHOE BBITOJIHEHHME YKA3aHHBIX QyHKuui 3ammTei. Col-
CTBEHHAs 3alUMINEHHOCTh MO nmocTuraercsi ¢ TOMOILBIO TexX XKe
CPEICTB, YTO M 3allMIIIEHHOCTh YHUBEPCATBHBIX cucTeM [9].

Yrobsl 3hdekTHBHO 00ecreunBaTh 0O€30MaCHOCTh CETH, KOM-
MueKcHeI# M3 0053aH YNPAaBISITH BCEM TOTOKOM, TPOXOISIIINM
yepes HEro, ¥ OTCIIEXKWBAaTh CBOE COCTOsTHME. I IPpUHSATHS YIIpaB-
JISIIOLIMX PELLICHH 110 MCIOJIB3yeMbIM cepBUcaM MO HOJKeH nojy-
4aTh, 3aIIOMUHATh, BBIOWpPaTh U 00pabarbiBaTh WHGOPMALIMIO, TOJy-
YEHHYIO OT BCEX KOMMYHUKAUMOHHBIX YPOBHEH U OT APYTUX MIPUIO-
SKEHUH.

HeaoctaToyHo DpoCTO MPOBEPATH MAKeThi MO OTAeNbHOCTH. MH-
dopmaursi O COCTOSTHMH COENMHEHMS, NOJy4eHHass W3 HHCIEKIUU
COCAMHEHHMH B NPOLLJIOM M APYIUX NPUJIOXEHUI — TaBHBIA dakTop
B NPUHITUM YOPABJSIIOLIECIO PEIIEHUs] NPH YCTAHOBJACHUM HOBOTO
coenuHeHus. [Ipy npUHSTUN pEILICHUS YYUTHIBAIOTCA KaK COCTOSTHUE
coemMHEHUSs (TOJIy4eHHOE M3 IMPOIIIOro MOTOKa NAaHHBIX), TaK M CO-
CTOSIHUE NPWIOXKEHMS (TIOMyYEHHOEe M3 APYTrux npuaoxeHui). Ilox-
HOTa M TPAaBHJIBHOCTb YIIPABJCHHSA TPEOYIOT, YTOOK KOMILIEKCHBII
M3 nMen BO3MOXHOCTb aHAIM3a U UCTIONB30BaHUsE CICAYIOLMX DJIe-
MEHTOB:

o ungopmayuu 0 coedunenusx — WHGOPMAUMH OT BCEX CEMHU

YPOBHEH B NakeTe;
e ucmopuu coedunenuii — VHQGOPMALIMH, TTOJYYeHHOI OT mpeabl-
OYLIUX COCOUHEHUH;

* COCMOAHUA YPOBHA NPUAONCEHUs — WHOOPMALIMK O COCTOSTHHH,
MONY4CHHOM W3 ApYrUX IpuioxeHWH. Hanpumep, ayreHtudu-
LUPOBAHHOMY [0 HAaCTOSIUIET0 MOMEHTA I10JIb30BATE/NI0 MOXHO
TIPEJOCTABUTL JOCTYT Yepe3 M3D TONbKO M7 aBTOPM30BAHHBIX
BUJOB CEPBUCA;
azpecupyrouyux 31eMeHmog — BBIYUCICHUI Pa3sHOOOpa3HbIX BbIpa-
2KeHHi{, OCHOBAHHBIX HAa BCEX BbIIICTIEPEUHCICHHBIX (PakTopax.

9.3.2. OcHoOBHbIE CXeMBbI NOAKNIOYeHus MDD

IMpy NOAKIIOYEHUH KOPIIOPATUBHOM CETH K TJIOCATBHBIM CETSIM
HEOOXOONMO pa3rpaHUYUTh JOCTYIT B 3aILUITAEMYIO CETh M3 I100a/b-
HO¥M CETH M U3 3aLIHIIAEMOM CETH B INTOOAJIBHYIO CETh, a TAKXe obec-
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MIEYUTH 3AMIMUTY NOIKII0YaeMoii cetu ot yaanenHoro HCI co ctopo-
Hbl T100aneHo# cety. Ipu 3TOM OpraHM3alMs 3aMHTEPECOBAHA B CO-
KPbITHH HHPOPMALIHK O CTPYKTYPE CBOGI CETU U €€ KOMIIOHEHTOB OT
NoJib3oBaresell rnobanbHoM ceTd. PaboTta ¢ yaajieHHBIMM TOJIb30Ba-
TeNAMH TpeGyeT YCTAHOBIEHHA XECTKMX OrpaHH4YeHHMI aoctyna K
“HOQOPMALHOHHEBIM pecypcaM 3alllULIacMOi CeTH.
YacTo BO3HHKAET NMOTPeOHOCTh UMETh B COCTABE KOPIOPATUBHOMK
CETH HECKOJIBKO CErMEHTOB C Pa3HBIMU YPOBHAMH 3aLLULICHHOCTH:
e cBOOOJHO [JOCTYIHBIE CETMEHTH (HAIPUMEpP, DPEKJIaMHBIH
WWW-cepgep);

e CETMEHT € OTpaHMYEHHBIM JOCTYNOM (HAOPHUMEp, VIS FOCTYMA
COTPYIHHMKAM OPTaHU3aLMM C YAAJEHHBIX Y3/IOB);

e 3aKPHITHIE CErMEHTHI (Hampumep, PUHAHCOBAS JIOKaIbHAS NO-
CETh OPraHU3aLNR).

Ja noaximoueHuss MO MOIryT HCIONB30BaTHCH Pa3AM4HbIE CXe-
Mbl, KOTODLIE€ 3aBUCSIT OT YCJAOBMIl (DYHKIIMOHMPOBAHMS 3allivliac-
MOM CETH, a TAKXE OT KOJHYECTBA CETEBBIX MHTEpPEHCOB U APYTHX
XapakTEPUCTUK, Hcrnombdyembrx MO3. Ilupokoe pacnpocTpaHeHue
MOJIYYHJI CXEMBE:

o 3aLIUTBL CETH C WCIMNOAb30BAHWEM 3KPaHUPYIOILIEr0 MapuipyTH-

3aropa;

e SOHHOM 3AILMTHI JJOKAJBHON CETU;

e C 3aH{MLIAEMOI 3aKpbITOH U HE 3aILMINAEMOIl OTKPHITON IO~

CeTSAMH;

 C pa3ne;bHOM 3aIMTOM 3aKPBITON U OTKPBITOH noacereii [9, 321

PaccMorpum monpobHee cxeMy € 3alMILAEMON 3aKpbLITON M He
3aIMLIAEMON OTKPBITOM monceTssMH. Ecu B coctaBe TOKabHOM CeTH
HMeTC 0B1IENOCTYITHBIE OTKPBITHIE CEPBEPHI, TO UX HENICCO06pasHo
BBIHECTH KaK OTKPHITYIO noaceTh 10 M3 (puc. 9.7). 3tot crocob 06-

OvkpbiTas
noaceThL
IOKanNbHOA
cet

Jawviaemasn
OTKprTa: -—-—-n-— | MexcereBoi 39,@,:#8[;‘ nonceTs
BHEILHA = 3KpaH NOKanbHOW
cetb MapuipyTusatop cetn

Pue. 9.7. Cxema ¢ 3almiaeMOi 3aKpHITOH M HE 3alUMNIAEMON OTKPBITOH ITOACETAMMU
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JIARAET BBICOKOI 3aLIMIICHHOCTHIO 3aKPhITOA YaCTU JOKAJIBHOU CeTH,
HO ofecneunBaeT MOHUKEHHYIO 6€30MacHOCTH OTKPHITHIX CEPBEPOB,
PacIoNIOKEHHBIX 10 M3D.

Hexoropele MDD no3BoAsIIOT pa3MeCTUTh 3TH CEpBEpHI Ha cebe.
OnHaKo Takoe pellieHHe HE SBISETCS JYYILIMM ¢ TOYKU 3peHus 6e30-
MacHOCTH camMoro M3D m 3arpy3ku KoMIibiotepa. CxeMy momxiioye-
HuA M3 ¢ 3allMIIaeMOi 3aKPBITON TIOACETHIO W HE 3alINIIAeMOil OT-
KPBITON MOACETHIO LIEJIeCO00Pa3sHO MCIOAb30BATh JUIIb TTPH HEBBICO-
KX TpeOOBaHUsIX 10 6e30MACHOCTH K OTKPBITOH MOACETH.

Ecnan xe K 6e30MacHOCTH OTKPBITBIX CEPBEPOB TPEXbABISIOTCS
NOBLILIEHHBIC TPeGOBaHMsI, TOIIa HEOOXOMUMO MCIIO/IL30BaTh CXEMY
C Pa3fenbHOM 3aIIUTON 3aKPBITOM M OTKPBLITOW MoAceTei.

9.3.3. lNepconansHbie M pacnpeAeneHHbie ceTesble
3KpaHbl

3a mocnenHue HECKOAbKO JIET B CTPYKTYpe KOPHOPATUBHBIX Ce-
Tel MPOW3OLUIM ONpenenicHHbIe H3MeHeHHS. Ecnu paHbllle rpaHMIib!
TAKMX CETEH MOXHO OBIIO YETKO OYEpPTUTH, TO ceiyac 3TO IpPaKTH-
4eCKY HEBO3MOXHO. Elle HEeAaBHO Takasl rpaHMIA MPOXOMWIA Yepes
BCE MapLUpYTH3aTOPbl WM MHBIE YCTPOHCTBA (HAPUMEDP, MOJIEMEI),
yepe3 KOTOphIe OCYLICCTBIISUICS. BBIXOA BO BHEIIHUE CeTH. B ynaneH-
HBIX odHcax OPraHM3aiMM cuTyanmsi ObUTa cxoxa. OmHako ceiuac
MOJIHOTIPABHEIM TIO/IB30BATE/NIEM 3allniaemMoit MO ceru spnsercs
COTPYIHMK, HAXOASAIIMICA 33 IpelieiamMy 3allUIIaeMOro mepuMerpa.
K TakuM cOTpyZHHMKAM OTHOCSITCSL I10J1b30BATe/M, paboTaloliue Ha
JOMY WM HAXOASIuecs B KOMaHAWpoBKe. HecOMHEHHO MM Takke
Tpebyercs 3ammra. Ho Bce TpaamiiMoHHBIE MDD mOCTpOeHBI Tak,
4YTO 3allUIIaeMble IMOJL30BATEM M DPECYPChl JOKHBI HAXOAMTHCS
NOJ WX 3alIUTON C BHYTPCHHEH CTOPOHBI KOPIIOPATUBHOW WM JIO-
KaJbHOMW CETU, YTO SIBJISIETCS HEBO3MOXHBIM: /11 MOOMIBHEIX TTOJIb-
30Baresiei.

st perueHus1 310i OpoOAEMBI ObUIM TIPEMTIOXKEHEI CIeNyIONIne
MOJIXOAB:

« NMpuMeHEeHHUe pacripeneaeHHsx MO (distributed firewall);

* UCHMONB30BAHME BO3MOXHOCTEf BUPTYaJbHBIX YaCTHBIX ceTeil

VPN (virtual private network) (cm. 1. 10). ’

Pacnpedesennviii mesccemesoii sxpan (distributed firewall) — 1eH-
TPAJIM30BAHHO YNpaBisieMast COBOKYITHOCTb CETEBbIX MMHM-3KPAHOB,
3ANIMINAKIMX OTACNbHBIE KOMIBIOTEPH CETH.
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g MHAMBUAYaNbHEIX TIONIB30BATENCH TIPENCTABIAET MHTEpPEC
TEXHOJIOTHSL NEPCOHAAbHO20 Cemeg8ozo IKpaHuposanus. B sToMm ciayyae
ceTeBO#i DKpaH YCTaHABIMBAETCS HA 3aUIMIIAEMbIN MEPCOHAJIBHBIN
KommbioTep. Takoit 3KpaH, Ha3bIBAEMBIH HEPCOHANLHLIM IKPAHOM
kxomneromepa (personal firewall) wnu cucmemoii cemeeozo sxpanuposa-
HUsA, KOHTPOJIUPYET BeCh MCXOUSALIUNA W BXODSUIMKA TpadHK He3aBH-
CHMO OT BCeX MPOUYMX CUCTEMHBIX 3aIUTHBIX cpeiacTB. [lpu aKpanu-
POBAaHUH OTAEJIBHOIO KOMIIBIOTepA TNOIICPXKUBAETCS [JOCTYITHOCTD
CETEBBIX CEPBUCOB, HO YMEHbIIAETCS HArpy3ka, WHAYLHPOBAaHHAs
BHELIHEH aKTUBHOCTBIO. B pe3yjbTare CHUXAETCS YSI3BUMOCTb BHYT-
PEHHUX CEpBHMCOB 3aIUMLIAEMOrO TAKHUM 00pa3soM KOMIILIOTEpA, I10-
CKOJIBKY TIEPBOHAYAIBHO CTOPOHHUI 3/0YMBIIUIEHHHK JO/DKEH fnpe-
OIOJIETh JKpPaH, I[e 3alUMTHLIE CPEelCTBA CKOH(PUIYPHUPOBAHbI OCO-
OeHHO TLIATEJBHO M XKECTKO.

DTU CpeacTBa HE TOJHKO 3alIMINAIOT OT BHEUIHUX aTaK KOMIIb-
IOTephI, HA KOTOPHIX OHM YCTAHOBJEHBI, HO W oGecneuuBaloT 3a-
IUTy TpadHkKa, NMEPEeAaBaeMoOro 3a mpelesbl AaHHOrO yi3ma (T. €.
OpraHM3YIOT 3aiMimeHHbie KaHane VPN). MMenno Takoe perue-
HHE MO3BOMIUIO O00ECTIeYnTh 3ALUUTY CeTe ¢ HEYeTKO OYepUYEHHBI-
MU TPaHHIIAMH.

Hannume ¢yHKUMM LEHTPAIM30BAHHONO yNpaBieHus Yy pac-
npeaeaeHHoro MO — ero rjiaBHOe OTAMYME OT NEPCOHANBHOTO K-
paHa. Ecnu nepcoHajibHble CETEBBIE SKPAHBI YIIPABISIOTCH TOJBLKO
¢ KOMIIbIOTEPA, HA KOTOPOM OHM YCTAHOBJIEHBI, ¥ WACAJIBHO MOA-
XONAT JJis AOMANIHETO NpPMMEHEeHUs, TO pacnpelxeieHHbie MO
MOTYT YHPABASTHCH LEHTPAAN30BAHHO, ¢ €AMHON KOHCONMW YIpaB-
JIEHMS!, YCTAHOBJIEHHOH B IJaBHOM oduce opraHuM3aluu. 10 no-
3BOJIMJIO HEKOTOPBIM MPOU3BOAMTESM BbIycKath M3 B ABYX Bep-
CHSIX:

e MEPCOHANBHON (/51 MHAUMBUAYATBHEIX [T0N1b30BaTENEH);

e pacripee/ieHHOM (111 KOPTIOPATUBHBIX MOJIB30BATENCH ).

B coBpemeHHbIX yeioBuax 6osiee 50 % paznuyHbIX aTak M NOIMbI-
TOK J0CTyna X MHPOPMauuUM OCYLUECTBISETCS U3HYTPU JIOKAIbHbIX
ceTeil, MO3TOMY KJACCHUYECKMH <«IEPpUMETPOBBIM» 1M0AX04 K CO3[a-
HHIO CHUCTEMbI 3aLMTH KOPHOPATUBHOW CETH CTAHOBMTCS HENOCTa-
To4HO 3 dekTHBHBIM. KOpropaTHBHYy10 C€Th MOXHO CUMTATH ACHCT-
BuTeNbHO saituiuedHod or HCH 10AbKO 1NpH HalWyuu B HeH
CPeACTB 3allIMTHI TOYEK BXOAAa CO CTOPOHBI Internet M pelleHui,
ofBecneyuBalommx 6e30MaCHOCTh OTHEALHBIX KOMITbIOTEPOB, KOPHO-
PaTMBHBIX CEpBEPOB M (PparMeHTOB JOKANbHOM CETH MPEANPUSTHS.
PelieHust Ha OCHOBE PACHPEACTACHHBIX WK MepCoHaTbHbIX MD Hau-
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JIyqumM 06pa3oM obeciiedrBaoT 6e30IIACHOCTD OTAENbHBIX KOMITBIO-
TEPOB, KOPNOPAaTHMBHBIX CEPBEPOB U (PPArMEHTOB JIOKAILHOM CETH
npeanpusitis [64].

9.3.4. NMpobnemb 6eszonacnHoctn M3

M3D He peuraer Bce MpoGneMbl Ge30MACHOCTU KOPIIOPATUBHOM

ceTn.

Kpome onmcasHBIX BbIllIe ZOCTOMHCTB MO, CyllleCTBYIOT Orpa-

HWYEHUS B WX MCNOIB30BAHUHM M YTPO3bl 0€30MaCHOCTH, OT KOTOPHIX
MD ne MoryT 3amuTiTh. OTMETHM HaubOJIee CYLIECTBEHHbIE U3 3THX
orpanuyeHuy [9, 43]:

B03MOJCHOE O2PAHUMEHUe NPORYCKHOU cnocobHocmu. TpaauIIMoH-

Hble MO ABJSIOTCS MOTEHUHMANBHO Y3KHM MECTOM CEeTH, TaK

KaK BCE COCIMHEHHMS JOKHBI MPOXOAUTH Yyepe3d MD u B HeKo-

TOPBIX CAy4asx U3yvyarbcss MD;

omcymcemeue 6CMpOeHHbIX MEXAHUZMO8 3aujumst om eupycos. Tpa-

JUIMOHHBIe MD He MOTyT 3alUMTHTh OT IOJIb30BaTeNIeii, 3arpy-

KAOWKX 3apaXEHHBIE BMpYcaMu nporpammbl s ITOBM us

MHTEPHETOBCKUX apXHMBOB MJIM NPH TiepeAayde TAKMX IPOrpaMMm

B Ka4eCTBE TMPWIOKEHUHN K MTUCHMY, HOCKOJIBKY 3TU IPOTPAMMAbI

MOTYT OBbITh 3aLIn¢pOBaAHBl WIH CXKATbl OOJBLUINM YHCIOM CITO-

co00B;

omcymcemeue s¢hpexmusroll 3auumsi om noayuaemoeo u3 Internet

onacrozo codepxcumoeo (aNIUIETHL Java, yrpaBiasiolIve 3J1eMeH-

Tbl ActiveX, cuenapuu JavaScript u 1. 1.). Cnenudnka mMo-

OWJIBHOTO KOJA TAKOBa, YTO OH MOXET ObITh MCMONL30BAH KakK

CPECTBO ISl MPOBeJeHHs atak. MOOWILHEIM KO MOXET GBITh

peain3oBaH B BUIE:

— BHMpYycCa, Kotophlii Bropraercsi B UC n yHUUYTOXAeT JaHHBIC
Ha JIOKAJIbHBIX AMCKAX, MOCTOSTHHO MOAUMUIINPYS CBOI KO
¥ 3aTPYIHSS TEM CaMbiM CBOe OOHapyXeHHe W YIaleHHe,

— areHTa, NepexBaTbIBAIOIIEro TNAapOJH, HOMEPA KPEXUTHbIX
KapT ¥ T. I1.;

— [pOrpaMMBbl, KONUpyoieh xoHbuaeHImaibHbie Qaiiinl, co-
Jepxauiue JeA0BYI0 U (PMHAHCOBYIO MH(OPMALMIO U TIp.;
M3 He moocem 3awumums om OWUGOK U HEKOMREMeHMHOCMU

AOMUHUCMPAmMOPo8 U noAb308ameneii;

mpaduyuonnvie M3 seasomes no cywecmsy cpedcmeamu, MoabKo

baoxkupyrowumu amaxky. B 6ONBIIMHCTBE Cy4aeB OHW 3alliMINA-

TOT OT aTaK, KOTOPHIE yXe HaxXOmsATCs B IPOIIECCE OCYILECTBIIe-



216  Hacms 3. Texnoaozuu 3augumot mMexNccemesozo omMena 0anHvmu

Hus. bonee adpdekTHBHBIM ObUIO OBl HE TOJNBKO ONOKHPOBa-
HME, HO M VIpEeXICHWEe aTak, T. €. YCTpaHEHME NPEANOCHUIOK
peanu3aluy BTOpXKeHWH. [ opraHu3alluu yrpeXIeHUus! arak
HEOOXOAMMO MCIIONB30BATE CPECTBA OOHAPYXKEHUA aTaK Y No-
MCKa YA3BMMOCTEH, KOTOPBIE OyayT CBOCBPEMEHHO OOHAPYXKH-
BaTh ¥ PEKOMEHJIOBAThH MEPBI O YCTPAHEHHIO «CalbhiXx MecT B
CHCTEMe 3alMUTLI. TEeXHOJOTHM ODHApYXEHHWS aTak M aHalIu3a
3aLIMUIEHHOCTH CETeH paccMaTpuBaloTcs B I 14.

Hnst 3aiunthl HHPOPMAUHOHHBIX PECYPCOB PAaCIPEACIEHHbIX KOP-
TTOPATUBHBIX CUCTEM HEOOXONMMO NMPHMEHEHNE KOMIUIEKCHOM CHCTe~
MbI HHPOPMALIMOHHO 6e30MacCHOCTH, KOTOpast M03BoNUT 3ddexTrs-
HO MCIIONB30BATh JOCTOMHCTBA M3 M KOMIIEHCHPOBATh X HEAOCTAT-
KM C IOMOLLBIO APYTUX CPEACTB GE30MaCHOCTH.



maesa 10
OCHOBbI TEXHONTOIMM BUPTY AJIbHbIX
3ALUMLLEHHBIX CETEM VPN

3agaya co3aaHusi KOMIIBIOTEPHON CeTu NPEaNpUATUSI B Npeesax
ONHOTO 3[aHUs MOXET OBbITh pellieHa OTHOCHTEJILHO JieTKo. OmHakKo
COBPEMEHHAs MH(PACTPYKTypa Kopropauuil BkioyaeT B cebsi reo-
rpaduyecku pacrpelesicHHbIC NOApa3iejieHHs: CaMOMl KOpIOpalyH,
€€ TIapTHEPOB, KIMEHTOB U TOCTAaBIIMKOB. I103TOMy co3maHue KOp-
TOPaTUBHOM CEeTH CTaJNIO CYILECTBEHHO 6oJiee CIOXHOM 3anaycii.

C OypHbiM pasBuTHeM Internet m ceTeit KOJIEKTHBHOIO I0CTYIIA
[IPOU30IIIEN KAYECTBEHHBIM CKaYOK B PACMpOCTpaHEHUH U JOCTYIIHO-
ctd uHpopmauyu. [Monp3oBaTenu NOMYUUAM ACIICBHIE ¥ ACCTYITHbIC
KaHanbl Internet. [TpearnpusiTus CTpeMsiTCA MCIIONB30BATh TAKUE Ka-
HaIbl ISl TepeJayd KpUTUYHOM KOMMEPYECKOH M YIPABNEHYECKOU
nudopManmu.

s addexTHBHOrO NPOTHBOAEUCTBUS CETEBBIM aTaKaM M obec-
MeYeHHUsT BO3MOXHOCTH aKTUBHOIO M 0€30IIaCHOIO MCITO/Ib30BAHUS B
Ou3Hece OTKPLITHIX ceTell B Hadane 1990-x IT. pomuiack ¥ aKTHBHO
pa3BUBaeTCs KOHLEMIUSI MOCTPOCHHUS BUPTYAIbHBIX YacTHBIX Ce-
teit — VPN (Virtual Private Network).

10.1. KoHuyenuus nOCTPOGHMS BUPTYasibHbIX 3aLMLLEeHHbIX
ceten VPN

B ocHOBe KOHIIENIMK MTOCTPOEHUA BUPTYAIbHBIX cetelt VPN Jre-
XWUT JOCTATOYHO NPOCTasi MAES: €Cliu B ITI00ATbHOM CEeTH MMEIOTCH
[1BA y3J1a, KOTOPBIM HYXHO OOMEHSThCS MHGOpMAIUEit, TO MexXIy
ITUMU IBYMSI y3JIaM¥ HEOOXOZMMO NOCTPONTL BUPTYAlIbHbIl 3aiim-
LICHHBIA TYHHEJIb AJId 00ecneyeHUs] KOHPUIECHIIMATLHOCTH M LIEJIo-
CTHOCTH MH(pOpMaLiH, MepenaBaeMou yepe3 OTKPBIThIE CETH, TOCTYI
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K 3TOMY BHPTYalbHOMY TYHHEIIO AO/DKEH OBITh 4YPE3BbIYaHO 3a-
TPYAHEH BCEM BO3MOXHBIM AKTUBHBLIM M NMACCHBHLIM BHEIUHUM Ha-
Gmonarensim.

TIpeumyliecTsa, MOAY4aeMbie KOMIAHUEH OT CO3JAHHUS TaKWX
BUPTYAIbHBIX TYHHEJICH, 3aKII04aI0TCs MPEXKIE BCETO B 3HAYUTETBHOM
SKOHOMHMHY (DPUHAHCOBBIX CPENCTB, ITOCKOABKY B BTOM Cly4ae KOMMa-
HUS MOXET OTKa3aTbCsl OT NMOCTPOEHHUS WM apeHIbl JOPOIruX BbIIE-
JIEHHBIX KaHAJIO0B CBA3U U1 CO3AaHUs COOCTBEHHBIX intranet/extranet
ceTeil ¥ MCIOJb30BaTh IS 2TOTO JelieBbie MHTepHeT-KaHaIbl, Ha-
IEXHOCTb M CKOPOCTDH MEPEAAdYM KOTOPBIX B OONBIIMHCTBE CBOEM YX€
HE YCTYIaeT BbLICACHHBIM JUHUAM. QUeBHIHAS 9KOHOMHYECKas 3b-
dbexTuBHOCTE 0T BHeApeHus VPN-TexHOJOrWil CTUMYJIHpYET MHpel-
NpUATUSA K aKTUBHOMY UX BHEIPEHUIO.

10.1.1. OcHosHble noHuaTna u pyHkumnmu cern VPN

Ilpu mopknoueHUH KOPIIOPATHBHON JOKATBHON CETU K OTKpPHI-
TOH CeTW BO3HMKAIOT YIPO3bl 6€30MTaCHOCTH ABYX OCHOBHBIX THUTIOB:

« HCJI Kk BHYTpEHHMM pecypcaM KOPHOpPaTHBHOW JIOKaIbHOM
CETH, NOJyYaeMblif 3JIOYMBIIUICHHUKOM B pe3y/ibTaTe HECaHK-
LHMOHHUPOBAHHOT'O BXO/a B 3TY CETh;

« HCJI K KopropaTHBHBIM IAHHLIM B Mpoliecce HX Mepelayu 1o
OTKPBITOM CETH.

Obecneuenye 6€30mMacHOCTY UHPOPMALMOHHOIO B3aMMOICHCT-
BUSI JIOKAIBHBIX CeTed M OTACIbHBIX KOMITBIOTEPOB Y€PE3 OTKPhITHIE
CETH, B YaCTHOCTH uepe3 ceTb MHTepHeT, BOZMOXHO myTeM addex-
TUBHOTO PEUICHMS CIeHYIOLUIHX 3a/auy:

* 3AIINTA TIONKITIOYEHHBIX K OTKPLITBIM KaHajlaM CBSI3H JIOKAJlb-

HbIX ceTeii U OTHENbHEIX KOMTIBIOTEPOB OT HECAHKIIMOHUPOBAH-
HbIX JICHCTBHUH CO CTOPOHBI BHELUIHEW CPebI,

» 3aniMTa MHGOPMaLMKU B NPOLECCE €€ epejauu [0 OTKPBITHIM
KaHaJIaM CBSI3H.

Kak yXe OTMevYaJoCh Bbillie, JUISI 33lUMTHI JIOKAJAbHBIX ceTeil W
OTHENBHLIX KOMIIBIOTEPOB OT HECAHKUUOHUPOBAHHBIX AEACTBUH CO
CTOPOHBI BHELIHEH Ccpellbl OOLIMHO MCHONAB3YIOT MDD, NoaIepXuBao-
1Me 0e30nacHOCTh WHQOPMALIMOHHOTO B3aMMOAEWCTBHASL IYTEM
bunpTpaiiuyu ABYCTOPOHHETO MOTOKA COOOLIEHUM, a TAKXKE BBINONIHE-
Hust QYyHKUMI mocpegHuvecTBa TP oOMeHe wH(popMauueit. MO
PacroaraiorT Ha CThiKe MEXAY JOKaJBbHON M OTKphITON cernio. s
3AUIMTH OTAEJBHOIO YAAIEHHOIO KOMMbBIOTEPA, MOMKIAIOYEHHOIO K
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OTKPHITOH CeTH, Ha 3TOM KOMIBIOTEepe ycraHapinuBaloT [10 ceteBoro
9KpPaHa, ¥ TAKOW CEeTeBOI 3KpaH HA3bIBAETCS NMEPCOHAIBHBIM.

3amuTa uHGOPMAUUH B NPOIIECCE ee Hepesavyy o OTKPBITEIM Ka-
HajaM OCHOBAaHAa Ha MCITOJb30BaHUU BUPTYANBHbIX 3allIMIEHHBIX Ce-
teit VPN. Bupmyaavnoti sawuwennod cemoio VPN (Virtual Private
Network) HasbIBalOT OOBLEAWHEHHE JIOKAJIBHBIX CETefl U OTHEIBHBIX
KOMITBIOTEPOB Yepe3 OTKPHITYIO BHEIIHIOW cpedy repenayd WHGOOpP-
Maly¥ B €UHYIO BUPTYaTbHYIO KOPIIOPATHBHYIO CETb, OOECTIEYHBALO -
ylo 6e30MacHOCTh LIMPKYJIUPYIOIINX NaHHBIX, BupTyaapHas 3aiim-
nieHHast cetb VPN dopmupyeTcss myTeM MOCTPOEHHS] BUPTYaJIbHBIX
3alIMUICHHBIX KAHAJIOB CBSI3H, CO3MaBa€MbIX Ha 6a3e OTKPHITHIX KaHa-
JIOB CBSI3M OOLIENOCTYIIHOM CETH. DTU BUPTYaIbHbIC 3alllAIHeHHBIE
KaHajibl CBsI3U HaswiBaloTcs myHneasmu VPN. Cers VPN nossosnsieT ¢
MOMOILBIO TyHHENe VPN coenuHnTh UEHTpaibHBIA opuc, ohuco
tunuanos, opuck GM3HEC-TAPTHEPOB M YIAJNEHHBIX I0JIb30BaTeNiei
n Oe30macHo nepenabath WHGoOpMalHio yepe3 Mureprer (puc. 10.1).

Tynneas VPN npenacrapister co0OM coeiuHeHue, IPOBEAECHHOE
4yepe3 OTKPBITYIO CETh, TI0 KOTOPOMY NMepenaTcs Kpunrorpaduyecku
3alMILICHHbIE NAKeTHl COOOIIEHWM BUPTYAILHOM ceTd. 3alliMTa MH-
¢opmaiuy B mpouecce ee nepenayu no tynHemo VPN ocHoBaHa:

* Ha AYTEHTU(UKALMY B3aUMOACHCTBYIOIIMX CTOPOH; .

¢ KPHUINITOTPaUUECKOM 3aKpBITUM (IMGbPOBaAHUN) IePeIaBACMbIX

JIAHHBIX;
e IMMPOBEPKE NMOLJIUMHHOCTU U HEJIOCTHOCTH JOCTaBJIsIeMOM I/IH(I)Op-
Manuun.
-\ rnet
o o o o [ R R O e T e o T A T
o o [ i o i o e |
m m | ]

TnasHbl otuc BusHec-napTtHep

YpaneHHbI
nonb3oearens

Puc. 10.1. BupryansHas samninenHas cetb VPN
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Jns atnx GyHKUMI XapaKTepHa B3aMMOCBSi3b APYr ¢ ApyroM. Iipu
WX peanun3aliiy MCIIONb3YIOTCS KpUNTorpadueckre MEeTONbl 3atHThL
uHpopMainy. DPhEeKTHBHOCTL TAKOH 3allUThl obecrieyuBacTcs 3a
CYET COBMECTHOI'0 HCIIOJIb30BAHUSA CHMMETPUYHBIX U aCHMMETpHY-
HBIX Kpunrorpapuyecknx cucreM. Tyanens VPN, dopmupyembii
yerpoiictBamu VPN, obnagaer cBoiicTBaMH 3alllMILEHHON BbLIEACH-
HOW JIMHHM, KOTOpas pa3BepTHIBAETCS B DPaMKax OOLIeJOCTYHHOM
cetH, HanpuMep MHTrepHera. Yerpoiictsa VPN moryr urpatb B BUPTY-
aJlbHBIX YACTHBIX CeTsX posiib VPN-kiueHTa, VPN-cepsepa win nuio-
3a 6esonactoctu VPN.

VPN-kauenm nipeacrasnasieT co00it nporpaMMHBIA WU IPOrpaMM-
HO-annapaTHuiii KOMIDIEKC, BBHIOJHAEMbIH OObIYHO Ha Ga3e nepco-
HansHOTO KoMmbioTepa. Ero cereBoe 1O Momupuumpyercss 1ist Bbi-
nonHeHus wndposanus N ayreHTHGUKALUKN TpadKka, KOTOPbIM 3TO
YCTpOHCTBO o6MeHHMBaeTcs ¢ apyrumu VPN-knueHTamu, VPN-cepse-
pamu Wiy 1pmo3amu 6esomacHocty VPN, O6buHo peanusauust
VPN-kiueHTa npeacrapaser coboil nporpaMMHOe peuieHue, Jonoji-
Hstiowee crangapTayio OC — Windows NT/2000/XP wnm Unix.

VPN-cepsep npeacrapisier coGoil mporpaMMHbIi Wid MporpaMm-
HO-aTapaTHbIi KOMITIEKC, YCTAHABAMBACMbII HA KOMOBIOTEPE, BbI-
nonuswileM ¢pynknuu cepsepa. VPN-cepsep obecnieunpaeT 3aiiuTy
cepsepoB o1 HCJl M3 BHELIHMX ceTed, a Takke OpraHu3aiiuio 3alim-
HIEHHBIX COeNUHEHMI (accoumanuii) ¢ OTAEAbHBIMA KOMITbIOTEpaMH
U C KOMITbIOTEpPAMH M3 CETMEHTOB JOKAIBHBIX CeTeil, 3alluiieH-
HbIX cooTBeTcTBYIOIAMH VPN-npoaykramu. VPN-cepBep sBasieTcs
(DYHKILIMOHAJIbHLIM aHANOTOM mpoaykTa VPN-KIHEHT [Uisi CepBEPHBIX
mmargopM. OH OTIIMYAETCS NIPEXIE BCEr0 PAaClIMPEeHHBIMHA pecypca-
MU 171 NOANEPXaHUST MHOXECTBEHHBIX coenuHeHunit ¢ VPN-kiueH-
taMi. VPN-cepBep MOXET MOAACPXKUBATH 3AIULIEHHbIE COEIUHEeHMS
¢ MOOWIBHBIMM ITONTB30BATENSIMHU.

o3 6esonacrocmu VPN (security gateway) — 3TO CETEBOE YCT-
pOMCTBO, MOXKIOYAEMOe K ABYM CETSM M BBHIIOJHSIOWEEe DYHKLUHU
mndpoBaHus W AYTEHTUOUKALMU IS MHOTOUMCIAEHHBIX XOCTOB,
PACTIONIOKEHHBIX 32 HUM. PasmelteH upio3 GezomacHoct VPN Tak,
9TOOB Yepe3 Hero MpoxoauWi Bech Tpaduk, nNpeaHasHAYCHHBIH LI
BHYTpPEHHEH KOPHOpaTMBHON ceTu. CeTeBOe COENMHEHME 111033
VPN npo3payHo A1 Nojab3oBareneil mo3anu 1uI03a, v NpeacTabifi-
€7TCSl UM BBLICJIEHHOM JIMHUEH, XOTSI Ha caMOM jieJie TIPOKJIaJbIBaeTCs
yepes OTKPHITYIO CETb ¢ KOMMYTAIIMER NMAKeTOB. Apec 1u1i03a 6e30-
nacHocTd VPN yKa3biBaeTCs Kak BHEHIHHI alpec BXOASUIEro TyHHE-
JIMPYEMOTO T1aKeTa, a BHYTPEHHWIt anpec Nakera SBISETCS aapecoM
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KOHKPETHOTO xocTa no3aau nwnosa. o3 6esonacHoctn VPN mo-
XKET OBITh PEeAIM30BAH B BUAC OTACHBHOIO NPOrPAMMHOIO PEIIeHMs,
OTAENBbHOTO AlMapaTHOTO YCTPOMCTBA, a TAKXKE B BUIE MaplIpyTH3a-
Topa i M3, pononHeHHbIX GyHKUMsMUu VPN,

Ot1kpbiTasi BHEIIHSA Cpeda Tepenay WH@OPMALMM BKIIOYAeT
KakK KaHaJIbl CKOPOCTHOM Tiepenady NaHHKIX, B Ka4ECTBE KOTOPOMH HC-
nons3yercs: cetb UHTEpHET, Tak H 0oJjice MemaeHHble OGIIENOCTYII-
Hbl€ KaHabl CBSI3M, B KAYECTBE KOTOPBIX OOBITHO TIPUMEHSIOTCS Ka-
Hanbel TeneoHHOH ceTH. BPEPEeKTMBHOCTh BUPTYAIbHOM YaCTHOMN
cet VPN omnpenensiercss cTeneHbio 3alIMIIEHHOCTH HHGOpMaIIH,
HUPKYJIAPYIOIIEH TIO OTKPBITBIM KaHataM cBs3u. s GesonacHoii
repenayn JAHHBIX 4Yepe3 OTKPBIThIE CETH IMHPOKO HUCIOAB3YIOT UH-
Kancyaayuo W myrHeauposanue. C ITOMOIIBIO METOOMKH TYHHEIHUPO-
BaHWs TMAKETH! JAHHBIX TIEPEAAIOTCS Yepe3 O0IeaOCTYITHYIO CeTh, KaK
N0 OOBIYHOMY IBYXTOYEYHOMY COEAMHEHUIO. Mexny Kaxkaoil napoi
«OTIpaBUTENb — IIOJIyYaTeNlb JAHHBIX» YCTAHABJIMBAETCSH CBOEOOpas-
HbIA TYHHEIb — JIOTUYECKOE COCAMHEHHE, IMO3BOJISTIONIEe MHKATICY-
JTUPOBATh JAHHBIC OMHOIO NPOTOKONA B TIAKETH APYTOro.

CyTb TYHHETMPOBAHHMS COCTOUT B TOM, YTOObI MHKATCYJIUPOBATh,
T. €. «yNIaKoBaTh», TMEpeAaBaeMyIO IOPIHIO JAHHBIX, BMECTE CO CIy-
XeOHBIMH TTONSIMH, B HOBbIN «KOHBepT». 11pH TOM IakKeT MPOTOKOJA
0oJsiee HU3KOTO YPOBHSI MOMEILAETCS B TOJI€ JAHHBIX MMAKETa MPOTO-
KOsia ©OoJiee BBICOKOIO WM TaKoro xe ypoBHsI. Cleayer OTMETHMTE,
YTO TYHHEJIMPOBaHME caMo Mo cede He 3aimmiaeT maHuele o HC/
WM UCKaXeHMs, HO Giarogapsi TYHHEJMPOBAHMIO HOSBASETCS BO3-
MOXHOCTb MOJHON KpUNTOrpaduuecKoi 3a1UThl HHKATICYIMPYEMbIX
VCXOMHBIX 1MakeToB. YToObl 00ecnednTh KOHPUIACHUHATIBHOCTD TIEpPE-
aBagMBIX AAHHBIX, OTIIPaBHTENib MIMPPYET UCXOAHBIE MAKETHI, yra-
KOBBIBAa€T UX BO BHEHIHUI mMakeT ¢ HOBbIM IP-3arojioBKOM M OTIpaB-
JsteT mo TpaH3uTHOH cetn (puc. 10.2).

Oco0eHHOCTE TEXHONAOTVY TYHHEIUPOBAHMUS B TOM, YTO OHA 110-
3BOJISIET 3aLIU(POBLIBATD UCXOIHBIN MAKET LEIUKOM, BMECTE C 3aro-

Hoebi#i naker

UcxogHbin
IP-3aronosok

~———

WcxonmHbik naker

Hoebiit

AH- ..
1P-3aronosoxk H-3aronosok | ESP-saronosok

DauHuie

Puc. 10.2. Ilpumep naketa, NOATOTORICHHOTO ANt TYHHEIMPOBAHMS
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JIOBKOM, a HE TOJbKO €ro I10jie AaHHbIX. DTO BAXHO, NIOCKOJILKY HE-
KOTOpHLIE TIOJS 3arOJIOBKa COAepXaT MH(pOPMAlMIo, KOTOpast MOXET
OBITh MCITOIH30BAHA 3JIOYMBILILICHHUKOM. B 4acTHOCTH, M3 3aroioB-
Ka HWCXOMHOIO IIaKeTa MOXHO H3BJI€Yh CBEACHHSI O BHYTpEHHEH
CTPYKTYpE CETH — HaHHbiE O KOJNWYECTBE MOACETEed U Y310B H MX
IP-anpecax. 3MOyMBLIVICHHHK MOXET HCHO/b30BATh TAKYI0 MHPOP-
MalUUIO [IpM OpraHM3alMK aTaK Ha KOpHOpaTHBHYIO ceTh. MIcxOmHbIA
ITaKeT ¢ 3ailiudpOBaHHBIM 33rOOBKOM HE MOXeT ObITh UCIIONB30BAH
JUISL OPraHM3alliyM TPAHCIOPTHUPOBKHM 110 cetu. [loaToMy AJIs 3alUMTH
MCXOTHOrO Hakera MPUMEHAIOT €r0 WHKAINCY/ISIIHIO U TYHHEIUpOBa-
Hue. Mcxonsblit makeT 3aiu¢poBLIBAIOT MOJTHOCTHIO, BMECTE C 3aro-
JIOBKOM, ¥ 3aT€M 3TOT 3aliu¢pOoBaHHBIN HAKET ITOMEHIAIOT B JPYroi
BHEIHUI TAaKeT C OTKPBLITHIM 3arojioBKOM. sl TpaHCTIOPTHPOBKYU
JAHHBIX M0 OTKPHITOM CETH HCIONb3YIOTCH OTKPHITHIE MOJS 33ar0i0B-
Ka BHEIIHETO MakKera.

Ilo npubpiTHH B KOHEUYHYIO TOYKY 3allMILEHHOTO KaHalna U3
BHEUIHEr0 IaKkeTa W3BJIEKAlOT BHYTPEHHUIM WMCXOAHBIA TiakeT, pac-
LIH(POBHIBAIOT €0 M MCIOJIbL3YIOT €50 BOCCTAHOBJIEHHBIN 3arojoBOK
U1 JajibHeeli nepeaadn no BHyrpeHHei cetu (puc. 10.3).

TyuHennpoBaHue MOXeT OBITh MCIONb30BAHO UIA 3af[UTBI HE
TOJILKO KOH(PUACHIMATBHOCTH COAEPKMMOro TIaKeTa, HO U ero Lejo-
CTHOCTH H QYTEHTHYHOCTH, NIPH 3TOM. JIEKTPOHHYIO LIHPPOBYIO MO~
IMCh MOXHO PaclpOCTPAHHUTb HA BCE TIOJA HAKeTa.

B 10ronHeHHe K COKPHITUIO CETEBOI CTPYKTYPhI MEXIY OBYMS
TOYKAMH, TYHHEIUPOBAHHE MOXET TakKXe NpeAOTBpaTHTb BO3MOX-

Cepsep D
PaGouas pesP
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HBIH KOHQJIUKT apecoB MEXIy ABYMSI JIOKAIbHbIMM ceTsIMH. ITlpu
CO3JIAHUM JOKATBHOMN CETH, HE CBsi3aHHOM ¢ Internet, KoMnaHnms Mo-
KeT HCTIONB30BaTh Jo0bie IP-anpeca as ¢BOMX CeTEBBIX YCTPOICTB
U KoMnbloTepoB. Ilpym oObeaAMHEHUWM paHee MU30JMPOBAHHBIX ceTeil
3TH aapeca MOTYT HayaTh KOH(GIMKTOBATH IPYT C APYIOM H C aapeca-
MU, KOTOpBIE YX€ HUCTIONB3YIOTCS B Internet. MHKATICYAsIIIMS NAKETOB
pelaeT 3Ty MpodiaeMy, ITOCKOIbLKY MO3BOJISET CKPBITh IepBOHAYAE-
HbIE alpeca U J0OaBUTH HOBbIC, YHHKaNbHBIC B TIpocTpaHcTee IP-an-
pecoB Internet, KOTOpbIE 3aTeM UCTIONB3YIOTCS [UISI MEPECHUIKY JaH-
HBIX 0O pazaensgemMbiM ceTsM. Ciona XK€ BXOIWT 3adada HacTPONKH
IP-ampeca n npyrux rnapaMeTpoB LIA MOOWIBHBIX ITOJb30BaTeIcH,
NOAKIIOYAIOWINXCA K JIOKATBHON CETH.

MexaHu3M TYHHENTUPOBAHUS HIMPOKO MIPUMEHSIETCA B PA3THUHBIX
MPOTOKOJ1aX GOPMUPOBAHMS 3AIMILEHHOro KaHana, OObIYHO TYHHEIb
CO3/1A€TCS1 TOJIBKO HA YYACTKE OTKPBITOM CETH, IlI€ CYLIECTBYET yIpo3a
HapyUieHN KOHGUACHUHATBHOCTH W LIETOCTHOCTY JAaHHBIX, HAIpH-
Mep MeXIy TOYKOH BXONA B OTKPHITHIII MHTEpHET M TOYKOH BXO/Ia B
KOPTIOPATUBHYIO ceTh. [Ipy 3TOM 15T BHEUTHUX MAKETOB UCITOJIB3YIOT-
cs agpeca IMOrPaHMYHBIX MaplIpyTH3aTOPOB, YCTAHOBJICHHBIX B 3THX
[BYX TOUKAX, & BHYTPEHHHE apeca KOHEYHBIX Y3NOB COACPKATCSI BO
BHYTPEHHUX UCXOJHBIX MakeTax B 3aluuileHHoM Bune. Ciaenyer oTMe-
THTh, YTO Ca&M MEXaHHU3M TYHHEJIMPOBAHHMS HE 3aBUCHUT OT TOTO, C Ka-
KOM [1eJIbI0 MIPUMEHSIETCS TYHHeAMpoBaHue. TyHHETMPOBaHNE MOXET
MPUMEHATBCSE HE TOJIBKO JUIsI obecneueHus: KOH(PUASHLHUAIbHOCTH U
LICJIOCTHOCTM BCEi MepeJaBaeMoil MOPUMY JaHHBIX, HO W TSI OpraHy-
3a1MM TIepexoaa MeX1y CETIMU C Pa3HBIMYU TTPOTOKONAMH (HapuMep,
IPv4 n IPv6). TyHnHenupoBaHue MO3BOJNSET OPraHU30BaTh Nepesady
MaKeToOB OMHOTO MPOTOKOJNA B JIOTHYECKOU cpele, UCIONB3YIOLIEH
IpPYTOil TIPOTOKOJ. B pesynasTare HOSIBISIETCS BO3MOXKHOCTD PELINTb
po6eMbl B3AUMOAECHCTBUS HECKOJIBKUX Pa3HOTUITHBIX CETEelH, HAYM-
Hasi ¢ HEOOXOIMMOCTH O0ECTICYEHHNS IEIOCTHOCTH U KOHQUIEHIIHAIb-
HOCTH TepelaBaeMblx NaHHBIX U 3aKAHYMBAS IPEONOTACHUEM HECOOT-
BETCTBUI BHECILIHUX TIPOTOKOJIOB WJIM CXEM aIpeCalivu.

Peanuzaumio MexaHM3Ma TYHHEJIHWPOBAHWSA MOXHO TIPEACTABUTh
KaK pe3yabTaT paboThi MPOTOKOJIOB TPEX THIOB: MPOTOKOJIA-<«I1acca-
JKHPpa», HECYIETO TIPOTOKOJIA M IPOTOKOJa TYHHEMpoBauus. Harnpu-
MEep, B KaueCTBE IPOTOKOJIA-«0aCCAXKUpa» MOXET OBITh MCTIOAB30BaH
TpaHCHOPTHEIA mpotokon IPX, mepeHocsIuit faHHBIE B JIOKANBHBIX
ceTsix dumnayioB omHOTO Npenrnpusatdst. HauGosee pacnpocTpaHeH-
HBIM BapMaHTOM HECYIUEro MpOTOKoJa SIRIseTcsl mpotokon IP cerm
HMutepHer. B KauecTBe NMPOTOKOJIOB TYHHEJIMPOBAHUS MOTYT OBITh MC~
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NOJIb30BaHbl MPOTOKO/I KaHanbHOro yposHs PPTP u L2TP, a taxxe
npoTokos ceresoro yposHs 1PSec. biaarogapst TYHHeIMPOBaHHUIO CTa-
HOBHUTCSL BO3MOXHBIM COKpbITHE HMHbpacTpykTypsl Internet ot
VPN -0puoxeHui.

TynHenn VPN Moryt co3maBaThCs LIS PasjinYHbIX TUTIOB KOHEY-
HBIX Mojab3oBareael — Jaubo 310 JokanbHas cets LAN (local area
network) co 1U1I030M 0€30MIaCHOCTH, JIMOO OTAENBHEIE KOMIIBIOTEPHI
yIANeHHbIX U MOOWIBLHBIX HoOAb30BaTeneii. [ns co3nanus BUPTYaib-
HOM YaCTHOH CETHM KPYNHOIO MNpeanpustus HyxHbl VPN-imio3sl,
VPN-cepBepnl ¥ VPN-xireHTel. VPN-1UII03bI LIET€CO00pa3sHO MC-
[TO/IB30BATh JUTS 3allMTHI JIOKATBHBIX ceTeil npeanpusatvs, VPN-cep-
Bephi 1 VPN-K/IMEHTb! UCIIONB3YIOT AJIsi OPraHU3aLluy 3allMILEHHBIX
COEIMHEHHUH yHaJleHHBIX U MOOWIBHBIX 1OJb30BaTe el ¢ Kopropa-
THBHOM ceThbio yepe3 MHTepHeT.

10.1.2. BapnaHTbsl NTOCTPOEHHA BHPTYaNTbHbIX 3aUMLIEHHBIX
KaHanos

BesonacxHocth #HOOPMALIMOHHOro 0OMeHa HEOOX0AMMO obecne-
YMBATH KaK B C/Iy4ae o0heAHEHUS JOKAJIbHBIX CETeil, TaK ¥ B Clly4ae
JOCTYNA K JOKAJIbHBIM CETAM YAAJEHHbIX WX MOOMILHBIX TOJb30BaA~
teneit [62]. Tlpu npoektupoBaHud VPN 00BIYHO paccMaTpUBAIOTCH
JB€ OCHOBHBIE CXEMBI:

1) BUPTYaNbHbIN 3alIMLUIEHHBIH KaHAT MEXAY JOKA/IbHbIMU CeTS-
Mu (kanan JIBC—JIBC);

2) BUPTyaJibHbIA 3alMIHEHHbIA KaHA! MEXAY Y3JIOM U JIOKalb-
Hoii ceThio (kanai knueHT—JIBC) (puc. 10.4).

Cxema 1 COeIMHECHUS TTO3BOASIET 3AMEHUTh A0POTOCTOSILIIHAE BhIIS-
JIEHHBIC JIMHUM MEXIY OTHEeNbHRIMU OMCaMKM B CO3HATh MOCTOSTHHO
JOCTYIIHBIE 3allHIIEHHbIC KAHAJbI MeX Ty HUMHU. B aTOM cirydae 111103
6e30MacHOCTH CIIYXHUT WHTepdeiicoM MeXay TYHHEIEeM U JOKATbHOH
CETbIO, TIPH 5TOM IOIB30BATENIX JOKAIBHBIX CETEH MCITONB3YIOT TYH-
HEAb i oOLIeHMs APYT ¢ ApyroM. MHorue KOMNaHny KCIIOMb3YIOT
JaHHbn g VPN B KauecTBe 3aMeHbI MM AOTONHEHNS K HMEIOLLM-
cA COeAHEHUAM T106aNbHOM ceTU, TakuM Kak frame relay.

Cxema 2 sammulesHoro kaHaiua VPN npegnasHadeHa st ycra-
HOBJIEHHS COEIMHEHUI C YIATCHHBIMH WIA MOOWIbHBIMH I10J1h30Ba-
Teasimu. CosmaHue TyHHENsT WHUIVHMPYET KNUeHT (YIANCHHBI nojb-
30BaTelb). JJIs CBA3M CO LUTIO30M, 3alUMIIAIOINM YAAJICHHYIO CETh,
OH 3aIIyCKaeT Ha. GBOEM KOMITbIOTepe crieliMaibHoe KiueHrckoe I10.
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Puc. 10.4. BupTyanbHete 3amuiieHnbie kadaasl Tina JIBC—JIBC u kmueur—JIBC

Drot Bug VPN 3amensier co00if KOMMYTUpPYEMBbI€ COSAMHEHUST U MO-
KET WCIOJB30BaThCsl HApsAy C TPaJMUHWOHHBIMU METOJAMM yIaJeH-
HOI'O JOCTYIHA.

CyuiecTByiOT BapManThl CX€M BUPTYaibHBIX 3aLIMILEHHBIX KaHa-
J10B. B npuHuumne mo6oil M3 JBYX y3l10B BHPTYajlbHON KOpPIOPaTUB-
HOW CETH, MEXAY KOTOPBIMU (hOPMUPYETCSE BUPTYATbHbBIA 3alUILEeH-
HBIHl KaHaji, MOXEeT NPHHAAJIEXaTh KOHEYHON WM MpPOMEXYTOUHOM
TOYKE 3alIMIIAEMOr0 IIOTOKA COOOIIeHHH,

C ToukM 3peHHs obecliedeHUs! HHPOPMAUMOHHOM 0e30I1aCHOCTH
JYYIIUM SIBJISIETCS BapUaHT, NPH KOTOPOM KOHEYHbIE TOYKHM 3allly-
LIEHHOTO TYHHEIS COBMAAAIOT ¢ KOHEUHBIMM TOYKAMU 3aILMINAEMOTO
noToka coobuieHuil. B 3ToM ciydae obecnieunBaeTcsl 3almiieHHOCTD
KaHajla BAOJb BCErO MyTH CJIEAOBaHWA TakKeToB coodueHuit. OaHako
TAKOH BapUaHT BEAET K ACUCHTPAIM3AUUM YIIPaBACHUS U M30bITOY-
HOCTA DecypcHBbIX 3arpaT. B 3toM ciayyae HeoOXoawMa yCTaHOBKa
cpeAcTB co3pgaHusi VPN Ha KaxnoMm KIMEHTCKOM KOMIILIOTEPE JIO-
KaJIbHOM CeTM. OTO YCIOXKHAET HEeHTPATU30BaHHOE YIIpaBlIeHHe J0C-
TYIIOM K KOMITBIOTEDHBIM pPECcypcaM M He BCeraa OIpaBIaHO PKOHO-
Muuecku. OTAeNbHOE aIMUHHUCTPUPOBAHME KaXIOro KJIMEHTCKOTO
KOMIIBIOTEpA € LENbI0 KOH(DUTYPHpPOBAHUS B HEM CDEICTB 3aIllUThl
SIBJISICTCST JOCTATOYHO TPYAOEMKO#t TIpoLenypoil B OObIIOH CeTH.

Ecnn BHYTpHM JIOKanbHOM ceTH, BXoAsiieil B BUPTYaJbHYIO CETb,
He Tpebyercst 3aimuTa Tpadmka, TOrma B Ka4yeCTBE KOHEUHOW TOYKM
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3AUIMIHEHHOr0 TYHHEAA MOXHO BbIOpath MO mim norpanWuHbIM
MapLIPyTH3aTOP 2TOM JNIOKaIbHOI ceTh. Ecnn ke 1moToK coolbuieHni
BHYTPH JIOKaJbHOM CETH HOKeH OBITH 3allMIIEH, TOFIA B KAYecTBe
KOHEYHOW TOYKW TYHHENS B 3TOM CETU JOJKEH BHICTYNATH KOMITbIO-
Tep, KOTOPhIH YYaCTBYeT B 3allMIUEHHOM B3auMoneicTsuu. [Ipu roc-
TYIIE K JIOKaJIbHOU CETH YAANICHHOTO TOb30BATE KOMIILIOTED 3TOrO
MOJIb30BATENS JO/LKEH OBLITh KOHEYHOU TOYKOW BHUPTYAJIBHOIO 3alllH-
IIEHHOTO KaHaua.

JocTaTouHo pacnpocTpaHeHHBIM SIBSIETCST BapWAHT, KOrma 3a-
LIMIHEHHBIA TYHHEIb NPOKIANbIBACTCS TONBKO BHYTPM OTKPHITOH
CeTH ¢ KOMMYTallueil MMaKkeroB, HanmpuMmep BHyTtpu WMHrepHeTa. OTOT
BapHAHT OTIMYAETCS YIOOGCTBOM MPUMEHEHHs, HO 0bagaeT cpaBHU-~
TEAbHO HU3KOH 6€30macHOCTbIO. B KauecTBe KOHEUHLIX TOYEK TAKOTO
TYHHeJIsI OOBIYHO BBHICTYNaioT riposaiinepsl MHTepHeTa uiau morpa-
HUYHBIE MaplipyTU3aToOphl (MEXCETEBBIE SKPAHbI) JOKANbHON CEeTH.

TIpu oObenVMHEHWM JOKAJBHBIX CeTel TyHHenb (opMmupyercs
TOJIBKO MeXAY NOrpaHuyHbpIMU NpoBaiinepamu MurepHera, wiv Map-
WIpYTH3aTOpaMn (MeXceTreBbIMM DKpaHaMu) Jiokanbhoit cetu. [lpu
VAQJIEHHOM JOCTYIE K JIOKAIBHOH CeTH TYHHE/b CO34AeTCs MEXIy
cepBepoOM yIaJeHHOro aocryna mnposaigepa Mureprera, a Takxe no-
rpaHHYHBIM NpoBaiizepoM MHTepHETa MM MApUWIPYTHU3aTOPOM (MeX-~
CeTEeBLIM 3KPAHOM) JIOKajibHOU ceTu. TlocTpoeHHBIE ITO HAHHOMY
BapHAaHTy BUPTYANbHBIC KOPIOPATUBHBIE CETH 001amaloT Xopoluei
MacITabMpyeMOCThIO M yrpasisieMocThio, ChopMUpOBaHHHE 3aliK-~
ILEHHbIE TYHHEH TIOJHOCTBIO NPO3PavHbl I KIMEHTCKHUX KOMITBIO~
TEPOB H CEPBEPOB JOKATLHOM CETH, BXOISAHIEH B TAKYIO BUPTYAIBHYIO
ceth. I10 aTHX y3/10B ocraeTrcs 6e3 mameHeHuil. QOgHAKO JaHHBbIA Ba-
PHUAHT XapakTEPH3YeTCsl CPaBHHUTENbHO HM3KOHW Ge30MacHOCTHIO MH-
bOpMALIMOHHOIO B3aUMOIENCTBUS, TIOCKOJBKY 4YacTHYHO Tpaduk
TIPOXOAUT MO OTKPBITBIM KAaHAJIAM CBSI3M B HE3aILMUIEHHOM BHIE.
Ecnu coznanue u skcruryaranuio 1akoit VPN Geper Ha ce6s nposaii-
Jep ISP, Torna Bcst BUPTyasIbHAs YacTHAS CETh MOXeT ObIThH MOCTPOE-
Ha Ha ero LLT03ax Mpo3payHo IS JOKAIBHBIX CeTed M yJIaleHHBIX
nojip3oBaTeneit npeanpuaTus. Ho B 3TOM Cayyae BO3HHKAIOT TIPO-
OsieMbl JOBEpHSA K MpOBaiinepy U MOCTOSHHOHN OILIAThI €ro yCiyT.

3alMiugHHBIH TYHHE/bh CO3MAETCA KOMIIOHEHTAMH BUPTYAIbHOIM
cet, PYHKUMOHUPYIOUIMMM HA y3nax, MexX1y KOoTopsiMu ¢GOpMHUpY-
€TCSL TYHHEAb., DTH KOMITOHEHTHI HPMHSTO HA3bIBaTh WHUIIHATOPOM
TYHHEJSL 1 TEPMHUHATOPOM TYHHEJIA,

Huuyuamop mynueas UHKANCYIMPYET MCXOOHbINA I1AKET B HOBbII
MIaKeT, COmep KAl HOBBIH 3arojioBOK ¢ nHdOopMalMeii 06 oTnpasu-
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TelIe U nmonyuarene. MHKancyaupyeMsle ITAKETE MOTYT HPUHAIUIEXKATh
K IPOTOKOIY JM060ro THIA, BKIKOYAS MaKeThl HEMAPIHPYTU3HPYEMBIX
npotokosyios, HanpuMep NetBEUIL Bce mepeaaBaeMble 110 TYHHEIIO
MaKeThl ABATIOTCS Taketamu 1P, Mapiipyr Mexny MHWLMATOpOM U
TEPMUHATOPOM TYHHEJISt ONpelessieT OoOblMHAasi MaplUpyTU3UpyeMast
cets IP, KoTopasg MoxeT ObITh CEThIO, OTTUYHOMN 0T UHTepHeTa.

NHuuuuposats ¥ pa3peiBaTh TYHHEAb MOFYT Pa3IMYHBIC CETEBbIE
yerpoiictea u I10. Hanpumep, TYHHe b MOXET ObITh WHUIMUPOBAH
HOYTOYKOM MOOHWJIBHOTO TI0JIB30BATEIs, 00OPYAOBAHHBIM MOJEMOM M
cooTBeTCTBYIOIMM 110 111 YCTAaHOBJICHUST COSAMHEHHI YIAIEHHOTO
Joctyna. B kayecTBe MHMLUMATOPA MOXET BBICTYTINTh TAKXKE MapILpy-
TH3ATOp JIOKAJTBHON CeTH, HAACAECHHBI COOTBETCTBYIOIIMMH (PYHK-
HAOHAJIBHEIMA BO3MOXHOCTSAMU. TyHHEJIb OOBIYHO 3aBEpIIaeTCs
KOMMYTaTOPOM CETH WIH LILTIO30M IpoBaiimepa yciyr.

Tepmunamop mynHens BBINOJTHSET MPOLECC, OOPATHBIM WHKAICY-
Ja0ud. TepMUHATOp yIausieT HOBLIE 3arofIOBKM W HAITPaBISIeT KaxX-
IBII UCXOMHBIN MAKET aApECaTy B JOKAJLHOM CETH.

KoHpuneHIHaTsHOCTh MHKAMCYIHPYEMBIX TIaKeTOB obecreunBa-
€TCSI TIyTeM MX HMGPOBaHYs, 2 LIEJIOCTHOCTH ¥ NIOUTHHHOCTh — TIYTEM
(hopMHpOBaHHUS SNEKTPOHHON LK poBoit nognucy. CyliecTBYeT MHO-
JKECTBO METOJOB M ajJrOPUTMOB KpHITOrpadhmiecKoi 3alllUThl JaH-
HBIX, TI0TOMY HEOOXOAUMO, YTOOBI MHULAATOD ¥ TEPMHUHATOD TYHHE-
JIsI CBOEBPEMEHHO COIVIACOBAIM APYI C OPYrOM U MCIIO/AL30BaAN OIHU
U Te K€ METOAbI U aNropATMbl 3arMThl. [isi obecneyeHnsT BO3ZMOXHO-
CTH paciiuppoBbIBAHNS JAHHBIX U TNPOBEPKH HMGPOBOH MOANUCH
MPpU ITpueMe UHULMATOP ¥ TEPMUHATOP TYHHEJISE NOJDKHBI TakXKe TI0J-
nepxuBath GyHKUMHM Oe3onacHOro ooMeHa Kiodyame. Kpome Toro,
KOHEYHBbIE CTOPOHB WMHGMOPMALMOHHOTO B3aMMOACHCTBHUSL ITOJKHEI
MPOMTH ayTeHTH(DHKAIINIO, YTOOBl rApaHTUPOBATH CO3/IAHNE TYHHENEH
VPN TOJIbKO MEXAY YIOJHOMOYEHHBIMU TTONB30BATEISIMH.

CymecTByolasi ceteBasi MHOPACTPYKTypa KOPHOPAIUN MOXET
OBbITb MOATOTORNICHA K Mcnoib3oBaHmio VPN kak ¢ moMmoilbio mpo-
'pAMMHOTO, TaK M C ITOMOIUBIO aIlllapaTHOTO obecimeyeHus.

10.1.3. CpeactBa obecnevyenns 6ezonacHocru VPN

IMpu noctpoeHny 3aMLIEHHON BApTYanbHOM cet VPN nepso-
CTENEHHOE 3HAUYCHUE MMEET 3ajava obecneyeHus NHGPOPMALMOHHON
6e3ormacHocTH. CornacHo OOILUETIPHHSITOMY OIIpele/IeHUIO, Ion 0e3-
ONAaCHOCTHI0 JaHHBIX HMOHMMAIOT WX KOHGUICHIHANBHOCTD, LEIOCT-
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HOCTb M JOCTYHNHOCTb. I1pMMEHMTENbHO K 3a7adyaM VPN kpurepuu
5e30MacHOCTH HaHHbLIX MOTYT OBITH ONpEHCAEHBI CIASTYIOUIUM 00-
paszom: :

» KOHDUOeHUUGAbHOCMb — TAPAHTHSI TOIO, YTO B TIPOLIECCE Iepe-
JayM OAHHBIX TI0 3alIMIEHHBIM KaHaiaM VPN 3Th maHHbie
MOFYT OBITb M3BECTHBI TOJbKO JIETAABHBIM OTIPABUTEIIO U 110
JIy4aremo;

UEeI0CMHOCMb — TApaHTHsl COXPAaHHOCTH TIepeaaBaeMblXx JaHHbIX
BO BpeMs MPOXOXIESHMS Mo 3auMueHHoMy Kanany VPN. Jlo-
Oble MOMDbITKK H3MEHEHHS, MOAN(DUIINKALUH, PA3pYLICHUS WIH
CO31aHMs1 HOBBIX JaHHBIX OyayT OOHAPYXKCHBI M CTAHYT U3BECT-
HbI JIEraJIbHBIM TIOJTb30BATENAM;

00CMyHnHOCHIb — TapaHTHS TOTO, YTO CPEACTBA, BHIMOJMHSIOLINE
dyuxunr VPN, NOCTOAHHO AOCTYIIHAI JIETaAbHBIM [101b30BaTE~
aaM. JocrynHocTh cpenctB VPN sBasieTcs KOMILIEKCHBIM T10-
Ka3aTejeM, KOTOPBIM 3aBUCHT OT HAJACKHOCTH peanu3aldu, Ka-
4yecTBa 00CTYXXMBAHMSA M CTCNEHHU 3aIUIIEHHOCTH CaMOro Cpel-
CTBAa OT BHEIIHHKX aTakK.

KounduneHunaapHocTh 00eCneunBaeTcs ¢ NOMOUIBIO PA3ANYHBIX
METOAOB U AJITOPUTMOB CHMMETPUYHOTO M aCUMMETPHYHOTO 1WHGpo-
BaHus. LleJOCTHOCTh MepeaaBacMBIX JaHHBIX OGBIYHO JOCTHraeTcs C
[TOMOLUBIO PAa3/IMYHbIX BAPMAHTOB TEXHOJOTUM BACKTPOHHON IOAINM-
CH, OCHOBaHHBIX Ha aCUMMETPUYHBIX MeTOAaX IM(pPOBAHUS U OIHO-
CTOPOHHUX (hYHKLHSIX.

Aymenmugukayus OCyILECTBISIETCS HAa OCHOBE MHOTOPAa30BbIX U
OTHOPA30BbIX NAponei, HHGPOBLIX CePTU(HUKATOB, CMAPT-KapT, Mpo-
TOKOJIOB CTPOrOH ayTeHTH(UKAIMU, 00eCleUHBAeT YCTaHOBJIEHME
VPN-coenMHEHUA TOJBKO MEXAY JEraibHbIMU HOJIb30BaTEAMU M
MpeIoTBpatiaeT Joctyn K cpeactBaM VPN HexenaTeNbHBIX JULL.

Asmopuzayus nonpa3zyMeBaeT IpeaocTap/iceHue abOHEeHTaM, JoKa-
3aBIIMM CBOIO JETAIbHOCTh (AYTEHTUYHOCTD), Pa3HbIX BUAOB 00CIY-
XMBAHHS, B YACTHOCTH Pa3HBIX criocobos mudpoBaHus ux Tpaduka.
ABTOpH3aNg U YIIPaBieHHE JOCTYIIOM YacTO PEAIM3YIOTCH OJHUMH
M TEMH Xe CpeacTBaMu.

s obecrieueHuss 6€30NMACHOCTH NepeaABAEMbIX JAHHBIX B BUD-
TYaJIbHBIX 3alIHIICHHBIX CETHX HOJDKHBI OBITH PELICHBI CIEOYIOLINE
OCHOBHBIE 3a1a4H CeTeBOit HE30MACHOCTH:

» B3aMMHas ayTeHTHdUKaNUs aOOHEHTOB NIPH YCTAHOBJIEHUN CO-

CAMHEHNS;
o obecrieueHHe KOHGMUIEHUUATbHOCTH, LEJIOCTHOCTH W ayTeH-
THYHOCTH TIepeaBaeMoil HHdopMaluy;
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e aBTODU3ALIMSL Y YIIPABICHUE TOCTYTIOM;

e 0E30TIaCHOCTh NEpUMETPA CETU U OOHApYXKEeHHE BTOPXEHUI;

e yNpaBAcHUE 0€30MaCHOCThIO CETH.

Ayrenmupukanma adonentoB. [Iponenypa ayrenrudukamuu (yc-
TAHOBJICHNE TIOMIMHHOCTH) PaspeliacT BXOH /s JIEraTbHbIX MONb30-
BaTeJieit U NpeRoTBpaIlaeT AOCTYIT K CETH HEXEJIATEbHBIX JIMII.

Metoasl, ajIrOPUTMBL WU PAI MPOTOKOJIOB ayTeHTH(HUKALIMH 1O/~
pOBHO pacCMOTpPeHBI B IVI. 7; TIPOTOKOJIBI U CHCTEMBI ayTeHTmana—
LMW YAAUTEHHBIX NOAb30BATEIEH NMpUBEAeHsI B 1. 13,

ObecnieycHne KOH(HICHIUATLHOCTH, UEIOCTHOCTH M AYTEHTHYHO-
cti nudopmaumn. 3amava odecrieueHUsT KOHMHAEHLIMANBEHOCTH MH-
dbopmanuy 3aKiioyaeTcs B 3aUIUTe TiepelaBacMbIX JaHHBIX OT HECaAHK-
UMOHUPOBAHHOTO YTEHMS U KONUpoBaHUA. OCHOBHBIM CPEINCTBOM
obecrieueHUst KOHOUIECHIMANBHOCTH HHPOPMALIMH SBASETCS IHEPPO-
BaHUE.

ANTOpUTMEL HIMGDPOBAHUS M BACKTPOHHOM HnudpoBoi noamucu
paccMOTpeHBI B I1. 6.

ABTopu3anus H ynpasieHue ROCTYNoOM. KiTloueBbIM KOMITOHEHTOM
6e3onacHocTt VPN siBjisieTcst rapaHTHsL TOTO, UTO JOCTYN K KOMITBIO-
TEPHBIM pecypcaM TMOJIy4aloT aBTOPH30BAHHEIE TOJIL30BATENM, B TO
BpeMs KakK /IS HCABTOPU30BAHHBIX TIOB30BaTeNIe CETh ITONHOCTHIO
3aKpHITA.

IIpy HOCTPOEHUHM TIPOTPAMMHBIX CPEICTB ABTOPU3AIIUU TIPUME-
HSTIOTCS:

e IIEHTPATU30BAHHAS CXEMa aBTOPU3ALINH;

o IETICHTPATM30BAHHAS CXEMa aBTOPU3ALINH.

OcHOBHOE HA3HAYeHUE UEHTPANU3OBAHHON CHCTEMEBl aBTOPU3A-
LUA — PEATM30BaTh NPUHIMIT €IMHOTO BXONA. YIIpaBJeHHE MPOLEC-
COM MPEIOCTABICHUS PECYPCOB ITOJB30BATENIO OCYLIECTBASETCS Cep-
BepoM. LleHTpanu30BaHHBIA TIOAXOA K MPOLIECCY aBTOPHU3AllMH pea-
mm3oBaH B cucteMmax Kerberos, RADIUS u TACACS.

B nocneaHee BpeMsi aKTUBHO Pa3BHMBAETCS TaK HA3BIBAEMOE poje-
6oe ynpaeéaenue docmynom. OHO pelllaeT He CTOJBKO MpobaeMel 6e30-
ITACHOCTH, CKOJIBKO YJIy4INAET YIpaBisieMocTs cucteM. CyTh poJIeBOTO
YTNIPaBJIeHUSA JOCTYTIOM 3aKJTI0YaeTCs B TOM, YTO MEXIY [TOIb30BATE S -
MW M HUX MPUBWIETHSIMH MOMELIAIOT MMPOMEXYTOUHbBIE CYITHOCTH —
ponu. 111 KaXXaoro NoTb30BATENS OMHOBPEMEHHO MOryT OBITh AKTHB-
HBIMH HECKOJIBKO POJIei, KaX/1as U3 KOTOPHIX IaeT eMy BIOJIHE OIpe-
JlefIeHHEIE TIpaBa.

[TockonbKy poseit MHOTO MeHBIIIE, YeM ITOIB30BATENECH U IIPUBH -
JIETHii, UCNOJB30BAHUE POACH CHIOCOGCTBYET NMOHIKEHUIO CII0XHOCTH
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W, CJIeJOBATEIbHO, YIYYLIEHHIO YNpaBlIseMOCTH cHCTeMbl. Kpome
TOTO, HA OCHOBAHMM POJICBOM MOIENM YIIPABICHUS JOCTYIIOM MOXHO
peau30BaTh TaKOW BaXHBIM TPUHLMI, KaK pasiejieHue 00si3aHHO-
creil (HanpuMep, HEBO3MOXHOCTH B OIMHOYKY CKOMIIDOMETHPOBATH
KPUTUYECKU BaXHBIH Mpolecc).

VnpasneHue ROCTYIIOM W OpPraHHM3alMs 3aliKUICHHOIO YAQIEH-
HOTO AOCTyNa paccMaTpuBaloTcs B 1. 13.

Be3onacHocTh HepUMeTPa ceTH U oOHapyxkenune BropKenui. Kecr-
KWl KOHTPOJb JOCTYNA K NPWIOXEHUSIM, CEpBUCAM U pecypcaMm 3a-
IMIHAEMO CETH SIBIAETCH BaXKHOH (YHKIUHEH NPaBMABHO IMOCTPO-
eHHoIli cetu. Mcrob30BaHUe TaKnX cpeAcTB 6€30MacHOCTH, Kak MO,
CHCTEMBI OOHADYXXEHHUS BTOPXEHHUIH, CACTEMBL ayauTa 6e30I1aCHOCTH,
AHTUBUPYCHBIE KOMILJICKCHI O0ECIIeurBaeT CUCTEMHYIO 3alLUTY Iepe-
MeIaeMBbIX IO CeTH JaHHBIX.

BaxHo# yacteio 001Iero pemiexdust 6€300aCHOCTUA CETU SIBJSIIOT-
cs1 MDD, KoTophbie KOHTPOJHPYIOT TpaduK, Nepecexaloluil IEPUMETp
3aUIMIIAECMOM CeTH M HAKJIAABIBAIOT OrpaHMYEHMSI Ha MPONYCK Tpa-
$duKa B COOTBETCTBUM C TIOJIMTHKON O€30MAaCHOCTU OpraHMU3auuu
(cMm. 1. 3).

JIOMOJHHATENBHREIM 3JIEMEHTOM TrapaHTHH O€30MacCHOCTH INEpH-
METpa CeTH sBsieTcs: chucreMa ofHapyxenue sropxenuii IDS (Intru-
sion Detection System), paborawoouiass B peajbHOM BpEMEHU U IIpea-
Ha3HaueHHas [ oOHapyXeHUs, PUKCAUUH U NpPEeKpalleHUs Heas-
TOPU30BAaHHON CETEBOM AKTUBHOCTH KaK OT BHEIIHUX, TaK M OT
BHYTPEHHUX UCTOYHHUKOB.

CucreMbl aHai#n3a 3alMIIEHHOCTA CKAaHUPYIOT KOPIOPAaTHBHYIO
CETh C LIEABIO BLIABICHUS MOTEHUMANBHBIX ysI3BUMOCTEH 6e30macHo-
CTH, JaBas BO3MOXHOCTb MEHEIDKepaM CeTH JIyylle 3alUTHUTh CeTh
OT aTak.

CHcTeMbl aHTUBHPYCHOM 3alLMThi OMHUCAHBL B . 14, cUCTeMbI
OOHApYKEeHHsI BTOPXKEHMIA M CHCTEMBl AHAIM3A 3alUMIHEHHOCTH pac-
CMaTpHBaIOTCA B I71. 15.

VYnpasnenne GesonacHoctsio cetd. Cetu VPN uHTerpupyor kak
CaMM CeTeBbIC YCTPOWCTBA, TAK U MHOTOYMCIIEHHbIE CEPBUCH YIIPaB-
NeHuss 6e30MacHOCTbIO M HPOIYCKHOM CIocoOHOCThIO. KoMnaHusm
HeOOXOOUMO LIEJIOCTHOE YIIPaBIeHHE ITUMHM YCTPORCTBAMM M CePBH-
caMHu 4yepe3 uHGpacTpykTypy VPN, BrIIOYas nosb3opaTtenedl yaa-
JIEHHOTO HOCTYNa M CPEACTB extranet. B CBSI3M ¢ 3TMM ympasieHue
cpeacrtBamMu VPN craHosuTCS 0iHOW M3 BaxKHeiiuux 3agay obecre-
yeHus1 3dhdekrupHoro dyHxkuronuposaHug VPN. Cucrtema ympas-
JICHHS KOPIIOPATUBHOM CETBIO JOJDKHA BKJIXOYaThb HEOOXOAMMBIH Ha-
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060p cpeACTB AU YNPaBJ€HMs TOJTUTUKAMH Ge30MACHOCTH, YCTPOi-
ctBamMu M cepBucaMi VPN moboro Mmacurrada.

Cucrema yripasiieHHst 0€30IIaCHOCTBIO CETH ABJISIETCS KPaeyroJb-
HBIM KaMHEM CEMEHCTBa MPOAYKTOB, O0eCreyYHBAIOLIAX CKBO3HYIO
6esonacHocTs VPN. [Ing obecnieyeHUS BHICOKOIO YPOBHS Ge3011acHO-
cTi ¥ ynpapisieMocTd VPN, 1 B 4aCTHOCTY CHCTEMBI paciipedesieHUst
KpunTorpadyyeckux Kio4ei ¥ cepTHHUKATOB, HEOOXONUMO obecrie-
YUTH LEHTPAIU30BAHHOE CKOOPIWHUPOBAHHOE ynpasjieHne 6e3onac-
HOCTBIO BCEW 3alLNIIAEMOW KOPIHOPATUBHOM CETH.

MeTonpl W CPEACTBA YIIPABIEHHUS CETEBOH OE30MACHOCTHIO pac-
CMaTpuBaloTCs B 1. 16.

10.2. VPN-pelueHus Ans NOCTPOEHHS 3alMULEHHbIX
cetei

B Hacrosiiiee BpeMs! TEXHOJIOTMH NOCTPOECHUS BHPTYANILHLIX 3a-
IMILEHHBIX YacTHBIX ceTerd (VPN) npuBiekalor Bce GoNbilie BHUMA-
HUST CO CTOPOHBI KPYITHBIX KOMMIaHuH (6aHKOB, BEJOMCTB, KPYITHBIX
rOCYIapCTBEHHBIX CTPYKTYP W T. A.). [IpwumHa takoro MHTepeca 3a-
KJIIOMAeTCsl B TOM, 94TO VPN-TeXHONOTUM HeiiCTBUTENBHO AAIOT BO3-
MOXHOCTb HE TOJABKO CYIIECTBEHHO COKPATHTDh PACXOIBI HA COIepXa-
HUE BBIAEJIEHHBIX KAHAJIOB CBA3M C YIATEHHBIMH TIOAPA3NENEHUAMU
(bunmuanamur), HO M MOBBICHMTL KOHOMHIAEHUMATHHOCThL OOMEHA HH-
dhopmanmeit.

VPN-TexHO/MOTUM TIO3BOJISTIOT OPraHU30BLIBATH 3alLiMILEHHEIE
TYHHEJIM Kak MeXay oducamu KOMITAHHH, TaK U K OTIEIBHBIM pabo-
4UM CTAHUMAM U cepBepaM. [loTeHIMANBHBEIM KJAUEHTaM TIpeAJiaraer-
cq WHPOKUi cnekTp obopynoanus U 11O nias co3paHnst BHPTYalb-
HBIX 3alUUIIEHHBIX CETeH — OT MHTETPUPOBAHHBIX MHOTOMYHKIIMO-
HaJIbHBIX ¥ CIICUUATA3UPOBAHHBIX YCTPOHCTB JO YHACTO NTPOTPAMMHBIX
MPOXYKTOB.

10.2.1. Knaccupuxkaums ceresi VPN

bmaropapst texnosorum VPN MHOTrHE KOMINAHMM HAYMHAIOT
CTPOUTD CBOIO CTPATETHIO C YUETOM MCIOIb30BaHusa MHTEepHeTa B Ka-
YECTBE [JIaBHOTO CPEICTBA Mepenauyd WHGOPMAlLWM, TMPHYEM Jaxe
TOM, KOTOpast ABISIETCH YA3BMMOM WM XXM3HEHHO BAXHOM.
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CyllecTBYIOT pasHble npn3Haku Kiaccubukauuu VPN, Haubo-
Jiee 4acTO MCIMOIb3YIOTCA:

e «pabounit» ypoBeHbs Moxenn OSI;

* APXUTEKTYPA TeXHUYeCKoro pemenns VPN;

e criocob TexHu4yeckKoil peanusauuu VPN.

Knacoudmkaums VPN no «pabouemyn yposHio mogenm QS|

Inst TexHosoruii 6e30macHOit mepesayd JaHHBIX MO obmienoc-
TynHO# (He3alIMUIEHHOMH) CeTH NPHUMEHSIOT 000DlICHHOE Ha3Ba-
HME — 3awjuuienHoii xanan (secure channel). TepMuH «KaHam» MOX-
YepkMBaeT TOT (aKT, YTO 3allUTA JaHHbIX obecneymBaerca MEXIy
IBYMSL Y3IaMH CeTH (XOCTaMU WM IUII03aMH) BAONb HEKOTOPOTO
BUPTYANLHOTO TTYTH, TIPOJIOXKEHHOTO B CETH C KOMMYTauuei NnakeTos.

3alMIeHHbI KaHaA MOXHO MTOCTPOMTH C TIOMOLIBK CHCTEMHBIX
CPEACTB, PEaIM30BAHHLIX HA Pa3HBIX YPOBHSIX MOZENIM B3AMMOAEHCT-
Bust OTKpuiTHIX cuctem OSI (puc. 10.5).

Mpuknagxon
o Brssuor
MpegcTasuTenbHbiA Ha MPUTOKEHNS
Mpotokonb! CeaHCOBbLIR
3aujuileNHoro TpaHcnopTHbIi
pocryna
CerteBoit
N MpoapayHbt

KaHanbHbI LR NPUNOKEHUA
Guaneckui

Puc. 10.5. YpoBiu NPOTOKONOB 3aIMIIEHHOTO KaHajka

Knacudukaus VPN no «paGouemys yposHio mogenu OSI npen-
CTaBRISIET 3HAYMTEILHBII MHTEepeC, MOCKONBKY OT BhIGPAHHOIO YPOB-
Hst OSI Bo MHOIOM 3aBHCHT QYHKLMOHAILHOCTL peann3dyemoil VPN
U ee coBmecTHMOCTh ¢ npwioxeHusmu KUC, a takke C ApyruMu
CpeCTBaMU 3alllMThI.

ITo npusHaky <«pabouero» ypoBHsA monmesn OSI paszauyalor cie-
aywouue rpynnsi VPN:

o VPN KaHaJTbHOTO YpPOBHSI;

« VPN ceteBoro ypoBHS;

+ VPN ceaHcoBoro ypoBHs.
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VPN kanajsHoro yposhs. Cpenctsa VPN, ucnosibsyeMbie Ha Ka-
Ha/lbHOM ypoBHe Mozenu OSI, nosponsior obecrieduTs MHKATICYJIS-
LMIO Pa3inyHbBIX BUAOB Tpad¥Ka TPETbETO YPOBHS (M BBHIIE) U TIO-
CTPOEHNE BUPTYAIbHBIX TYHHEIEH THITA «TOYKA—TOYKA» (OT MapLIPy-
TH3aT0pa K MapIIPYTU3aTOPy WJIM OT MEPCOHANBHOIO KOMIThIOTEPA K
wtosy JIBC). K aroit rpynne otHocsitcs VPN-NpoaykThl, KOTOpPbIE
vucnonedylor nporokonst L2F (Layer 2 Forwarding) u PPTP
(Point-to-Point Tunneling Protocol), a takxe ctannapt L2TP (Layer 2
Tunneling Protocol), pa3paGoraHHbii coBMecTHO ¢(upMmamu Cisco
Systems 1 Microsoft.

VPN ceteBoro ypoBus. VPN-NpoayKThl CETEBOTO YPOBHS BBINOJ-
HsroT uHKancyasuuio 1P B IP. OnHUM M3 HIMPOKO M3BECTHBIX TPOTO-
KOJIOB Ha 3TOM ypoBHe sBnsiercst mnpotokon [PSec (IP Security),
MpeIHAHAYCHHBIM Ut ayTeHTUhUKATUW, TYHHEIUPOBAHUS W 1Dh-
poBanus [P-makeroB. CraHIapTU30BaHHBINA KOHCOpIUYMOM Internet
Engineering Task Force (IETF) nporokon [PSec BoGpai B ceGs Bce
Jyqlivie peHieHust o MMdpoBaHuIo NAKETOB M JOJIXEH BOWTH B Ka-
qJecTBe 00s3aTe/IbHOI0 KOMITOHEHTA B IPOTOKO 1PV6,

C nporokonom IPSec cBszan mnportokona IKE (Internet Key
Exchange), peinatowmmit 3agayn 6€30MacHOTO yrpapieHuss 1 oOMeHa
KPUNTOrpaUYEeCKUMH KITI0UaMH MEXIY YAAICHHBIMU YCTPOMCTBAMU.
IMporokon IKE aBromaru3upyer oOMeH KIHOYaMHM M YCTAHABJIMBAET
3alUMILICHHOE coearMHeHue, Torna Kak IPSec komupyer U «I10aImmChI-
paeT» naketsl, Kpome toro, IKE mo3posseT M3BMEHSTH KIIOY s yKe
YCT@HOBJICHHOIO COCAMHEHHSI, YTO MOBBIIAECT KOHGUIEHIIUATbHOCTD
nepenapaeMoil nHMOOPMalnuH.,

VPN ceancosoro yposua. Hexoropbie VPN ucrosis3yioT apyroi
TIOOXOA TIOA HA3BAHHUEM <«TNIOCPEAHUMKH KaHaaoB» (cCircuit proxy). 3710t
MeTo (PYBKUMOHMPYET HajA TPAHCTIOPTHBIM YPOBHEM H PETPAHCIIHU-
pyeT TpaduK M3 3aLIMINCHHOM CeTH B OOLIEAOCTYIIHYIO ceTh Internet
IJIs1 Kax1oro coxkera B otaenbHocTU. (Coker IP maeHTuduuupyeTcs
koMOrHaumeit TCP-coeauHeHns U KOHKPETHOro NOpTa MM 3aiaH-
HbiM mopToM UDP. Crex TCP/IP He umeer maroro — ceaHCOBOIo —
YPOBHSI, OHAaKO OPUEHTAPOBAHHLIE HA COKETHI OITEpPallMy 4acTO Ha-
3bIBAIOT OTEPaLHsIMU CEAHCOBOTO YPOBHS.)

Iundposanne wuHboOpMalUK, NepeaaBaeMoi MeXny HWHHUIHATO-
POM M TEPMUHATOPOM TYHHEJNst, YACTO OCYIUECTBASAETCS ¢ MOMOIIbIO
3aUIMTEl TpaHcniopTHoro ypoBHs TLS (Transport Layer Security). JIns
CTAaHAAPTU3ALMH AYTEeHTHPUIIMPOBAHHOTO Tpoxoaa 4epes MDD KoH-
copuuyM IETF onpenenmn nporokoa nox HassanueM SOCKS, u B
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HacToslee BpeMsi npotokon SOCKS v.5 npuMeHsieTcs Ui CTaHiap-
TH30BAHHOH peayu3aliiy MTOCPEAHUKOB KaHAIOB.

[Iporokosl 3alllMThl HA KaHAJbHOM, TPAHCIIOPTHOM M CEaHCO-
BOM YPOBHSX moAapoGHO paccmarpuBaiotcs B M. 11. OcobeHHoCTH
3aLIMTHL HA CETEBOM YpOBHE ¢ momolnbio rnporokonos IPSec u IKE-
pasoupalorcst B 1. 12.

Knaccupmrkaumst VPN no apxureKType TeXHHUEeCKOro pelueHMs

IMo apxurexType TEXHUYECKOTO pEIICHUS TPHUHITO BBIICIATH
TPY OCHOBHBIX B3 BUPTYaNbHbIX YACTHBLIX CETEH:

« paytpukopnioparusaeie VPN (Intranet VPN);

¢ VPN ¢ ynanensnim aoctynoM (Remote Access VPN);

» MexkopriopatuBHsie VPN (Extranet VPN).

Buyrpuxkopnoparusubie cern VPN npenHasHaueHbl mist obecneye-
HHUS 33IUIEHHOTO B3aUMOAEHUCTBUS MEXIY TOAPA3AETICHUAMYU BHYT-
PH TIPEATIPHATUSA WM MEXIY TPYIIOi npeanpusiTiii, 00beInHEHHbIX
KOpPNOPATMBHBIMHU CETSIMHU CBSI3M, BKJIIOYasl BbLICJEHHBIE TUHUH,

VPN ¢ yaaneHHBIM JOCTYNOM TIpeAHA3HAYEHB! JUIA obecrieueHus
3aLIMILEHHOTO YIAIGHHOTO AOCTYIA K KOPIIOPaTUBHBEIM UHPOpMaU-
OHHBIM pecypcaM MOGMIBHBIM M/win yraneHHbiM (home-office) co-
TPYAHHKAM KOMITAHWHU.

MexkopnoparuBhbie cetd VPN npenHazHaueHbl i obecrieye-
HHUs 3aliumieHHoro obMeHa wHopMalideii €O cTpaTerM4yecKuMHU
napTHEpaMy TIO OGU3HECY, NMOCTABUIMKAME, KPYITHBIMM 3aKa34YMKaMH,
MonbB30BateNsamMu, KiMeHtamMu u T. A. Extranet VPN oGecneunBaer
NPSAMOM TOCTYIT M3 CETU OZHON KOMIIAHMM K CETH APYrofl KOMITaHUH
M TeM CaMbIM CHOCOOCTBYET MOBBIILICHUIO HAOEXHOCTH CBSA3Y, MOA-
IEpXKUBAEMOI B XOAE JEJIOBOTO COTPYIHUYECTBA.

Crneayer OTMETHTb, YTO B MOC/IENHee BPEeMsl HaOMIOJaeTcsl TeH-
JEHUMS K KOHBEPreHLMM Pa3iMYHbIx koHdurypauuit VPN.

Knaccudpmcaums VPN no cnocoby rexHu4ecKoM peanm3aumm

KoHdurypaiusi ¥ XapakTepUCTUKH BUPTYaJIbHOH YacTHON ceTH
BO MHOI'OM ONpEIeNsIIOTCA THHOM NpuMeHseMbIXx VPN -ycTpoiicTB.

Ilo cnocoBy TeXHMYECKOW peamusaluy pasnuyaiotr VPN Ha oc-
HOBE:

e MaplLIpYTH34aTOPOB,

* MEXKCETEBBIX 3KPaHOB;

» NIPOTPAMMHBIX PELIEHWIA;
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o CIIEUMATM3UPOBAHHEBIX alTapaTHbIX CPEACTB CO BCTPOECHHBIMU
WK GPpONpoIeCCOpaMU.

VPN Ha ocHoBe MapmpyTH3aTopoB. /JaHHbI CITOCO6 TMTOCTPOEeHHS
VPN npeanonaraer npuMeHeHHE MapilpyTU3aTOPOB ISl CO3HAHMSI
3aIIMIIEHHBIX KaHamoB. [1OCKONBKY BCS WHGMOPMAIIMS, MCXOASIasi
M3 JTOKJILHOM CETH, MPOXOINT Yepe3 MapUIpyTHU3aTOpP, TO BIIOJHE €C-
TECTBEHHO BO3JIOXKWTL HAa HEro M 3agaum mrudposauust. IIpmMmep
obopynoBaHus a1 VPN Ha mapuipyruzaTopax — yCTpOMCTBa KOM-
nanun Cisco Systems.

VPN Ha ocHoBe MeXCeTeBbIX 9KpaHoB. MD GoNblIMHCTBA NPOH3-
BOIUTENCH MOAAEPKUBAIOT PYHKLUUMA TYHHEJIUPOBAHUS U IHMDPOBa-
HUSE JaHHBIX, HanmpuMep npoaykT FireWall-1 xommanumn Check Point
Software Technologies. I1pu ucrons3oBanuu MO Ha 6aze [TK HyxHO
TIOMHUTb, 4TO NMOA00HOE PELIEHNE TIOAXOIUT TOJIbKO LIS HEOOIBIITNX
cereil ¢ HeboabLIUM 00beMOM MepeaaBaemMoii mHdopmanuu. Hemoc-
TaTKaM¥ 3TOTO METOJa SIBJISIIOTCS BLICOKAs CTOMMOCTb pelleHNs B Ie-
pecuyeTe Ha OXHO pabouee MECTO M 3aBUCHMOCTb IPOM3BOIUTEILHOCTHI
OT arnmapaTHoro obecrne4yeHus, Ha KOTOpoM paboTaet M 3.

VPN Ha ocHoBe mnporpaMmuoro obecnmedenus. VPN-npoaykrTel,
peanM30BaHHbBIE TIPOTPAMMHBIM CIIOCOOOM, ¢ TOYKH 3pEeHMs IPOHU3-
BOAWTEIBHOCTH YCTYMAIOT CIIEUUANA3UPOBAHHBIM YCTpOHCTBaM, O-
Hako 001a1a10T JOCTATOYHOU MOIIHOCTBIO WISt peanu3anuu VPN-ce-
teit. CrelyeT OTMETHTDb, YTO B C/Iy4Yde YHAJICHHOTO AOCTyIa TpeboBa-
HHSI K HeoGXOOUMOW rmojioce TIpOnycKaHus HeBesmkd, I[losromy
YUCTO MPOTPAMMHbBIE TIPOLYKThE JIEFTKO 00ECTIeYMBaIOT TIPOHU3BOIU-
TeJTBHOCTb, AOCTATOUYHYIO IS YAaleHHOro mocrtyna. HecomHeHHEBIM
JIOCTOMHCTBOM IPOTPaMMHBIX ITPOIYKTOB SBJASIETCS THOKOCTh M YI00-
CTBO B IPUMEHEHHH, a TAKKE OTHOCHTEABHO HEBBICOKAS! CTOMMOCTb.

VPN Ha 0CHOBe CHelMAJM3NPOBAHHLIX AMIAPATHLIX cpeacTB. IaB-
HOe mpeumyllecTBo Takux VPN — Bbicokass NpOM3BOIMTENBHOCTD,
TIOCKONBKY OBICTpOACHCTBHC OOYCNOBACHO TeM, 4To HdpoBaHue B
HHMX OCYUIECTBIAETCS CEHUATU3HPOBAHHBIMH MUKpocxemMamu. Crie-
nuanu3uposaHHbie VPN-ycTpoiicTBa 00ecrieunBalOT BBICOKHM Ypo-
BeHb 0€30MaCHOCTH, OIHAKO OHM IOPOTH.

10.2.2. OcHoBHbie BapHaHTsl apxuTeKktypbl VPN

CyllecTBYET MHOXECTBO Pa3HOBUIHOCTEN BUPTYANbHbIX YACTHBIX
ceTeit. MIX cmexTp BapbUpyeT OT HPOBaiAEpCKUX CETEM, ITO3BOJISIIOLINX
YIPaBJAATh 00CIYXKMBAHMEM KIMEHTOB HEMOCPEACTBEHHO HAa MX IUIO-
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WALIX, 10 KopnopatuBHbix ceTeid VPN, pa3BopaumBaeMbIX M yrnipaB-
JIAEMBIX CAMUMHK KoMraHusiMu. TeM He MeHee, MPUHATO BLIAEHSATH
TPH OCHOBHBIX BUJA BUPTYaIbHBIX YAaCTHRIX ceTeit: VPN ¢ yraneHHBIM
mocrynmoM (Remote Access VPN), BHyrpukopropatusHble VPN
(Intranet VPN) u mexkopniopatusHbie VPN (Extranet VPN) [9].

VPN c yaanennsiM goctynioM (puc. 10.6) mo3Boagior 3HaYUTENLHO
COKDATUTH €XEMECSYHbIE PACXObl HA WMCIOJIB30BAHUE KOMMYTUpPYE-
MbIX ¥ BBIIENEHHBIX JHHUIA, [IpuHUMn nx paGoThI NPOCT: MOJIH30BA-
TEJW YCTAHABIMBAIOT COSIMHEHUS] C MECTHOM TOYKOM AOCTYHA K IJI0-
BanbHOM CeTH, IOC/IE Yero MX BhI30Bb TYHHEIUPYIoTCes Yepe3 MHurep-
HET, YTO U30aBIsAET OT IUIATHI 38 MEXAYTOPOAHYIO M MEXIYHAPOIHYIO
CBsI3b WJIM BBICTABJIEHHS CYETOB BAaJe]bllaM OeCHyIaTHBIX MEXAYro-
POIIHBIX HOMEPOB; 3aTeéM BCE BEI30Bbl KOHLEHTPHPYIOTCS Ha COOTBET-
CTBYIOIIMX Y371aX M MEePeJaloTcs B KOPNOPATUBHEIE CETH.

LiexTpanbHbii YaanexHbie
otume foNbaoBaTany

Internet

Wmo3
GesonacHocTn

B

MobBunbHbIA
nons3osarens

Puc. 10.6. Buptyanbhas yacTHas ceth ¢ YAUIEHHBIM JOCTYTIOM

ITpenmMyiiecTBa nepexona OT yacTHO ynpabisieMbix dial networks
k Remote Access VPN:

o BO3MOXHOCThL HCIIONB30BaHMsA MecTHhiX dial-in numbers Bme-
CTO MEXIYTOPOJHMX TIO3BOJIAECT 3HAUUTENbHO CHU3UTH 3ATPATHE
Ha MEXAYropoaHHe TeJIEKOMMYHHUKALIUK;

» 3(deKTHBHAT CHCTEMA YCTAHOBJIEHUS HOJIMHHOCTU YIAJleH-
HbIX ¥ MOOMIBHBIX TMOJb30BaTe/ieil oOecreuYrBaeT HAAEXKHOE
NpOBeJIeHHUe MPOHEAYPHl AyTeHTU(UKALINY;
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¢ BBICOKAsI MaclUITAOMpPYyeMOCTb M TIPOCTOTA Pa3BepPTHIBAHUS IS
HOBBIX NOJB30BaTeNel, 100ABIsSEMBIX K CETH;

o COCPENOTOYEHUE BHUMAHUS KOMIIaHWM Ha OCHOBHEIX KOpIIOpa-
TUBHBIX OU3HEC-LIENSIX BMECTO OTBJIEUeHUST Ha NpobieMbl 06ec-
TIeYeHus1 paboThl CETH.

CymecTBeHHass 5KOHOMMS TIpM MCIIOb30BaHuMH Remote Access
VPN sBnsieTcsl MOIIHBIM CTUMY/IOM, ONHAKO NMPHUMEHEHHE OTKPHITO-
ro Internet B KauecTBe OOBCAMHAIONICH MAaruCTpain AJi TPAHCIOpTa
YYBCTBUTENBHOTO KOPITOPATUBHOTO Tpaduka CTaHOBUTCS Bce Gosee
MAaciITaOHBIM, YTO J€/1aeT MEXaHW3MBbl 3alUTHl WHMOPMALMH KU3-
HEHHO BaXXHBIMM DJIEMEHTAMU JAHHOW TeXHOJNOTHH.

Buyrpukopnopatusnsie cetd VPN (puc. 10.7) cTposiTcst ¢ UCHOJb-
30BaHueM Internet WM pasaessieMbIX CETEBBIX MHPPACTPYKTYp, Tipe-
JIOCTABISIEMBIX CepBUC-TIpOBaiiaepamMu. KoMnaHum 1oCTaTOYHO OTKA-
3aTbC OT MCTIOL30BAHUST JTOPOTOCTOSINNX BBIIETEHHBIX JTHHUHA, 33~
MEHHUB UX OoJsiee HeleBoil CBA3bIO Yepe3 Internet. DTo CyIIeCTBEHHO
COKpAHLIAeT PACXOIBl HA HCIOJNB30BaHME TIOJNOCH! TIPOITYCKAaHMsI, MO-
CKONBKY B Internet paccrossHue HWKAK He BIHMSIET HAa CTOUMOCTH CO-
€AVHEHMSI.

YaanexHoie
oducsl

LieHTpansHblit
oduc

Winto3 .

GesonacHocTi

Internet

GesonackocTn

Be3onacHocTn

Linios
GeaonacHoCTU

Puc. 10.7. CoenuHeHne y3n0B CETH € MTOMOIIBIO TexHOMOrMK Intranet VPN
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Hocrouncrsa Intranet VPN:

¢ NPUMEHEHHE MOILHBIX Kpurrorpagryeckux mMpoTOKONIOB Wud-
pOBaHMSA AAaHHbBIX IS 33IIMTHI KOH(MUACHHHMAILHOH HHPOpP-
MalyH,;

* HaJEeXHOCTb (DYHKLIMOHUPOBAHHS TIPH BHITIOIHGHHH TaKMX KPH-
THYECKUX TPWIOXEHUH, KAK CHCTEMBI aBTOMATHU3MPOBAHHOM
NMPpOJAXH B CHCTeMbI yripaBneHus 6a3aMH JaHHELX;

s TubKocTs ynpaeneHus: 3¢bdekTHBHBIM pa3MellieHHeM OBICTPO
BO3PAcTAIOILET0 YHC/IA HOBBIX MOJb30BATENEH, HOBBIX O(HCOB
M HOBBIX TIPOTPAMMHBIX TIPHIOXKEHHH.

Tloctpoenne Intranet VPN, ucnonb3sylomee Internet, sisnsercs
caMblM peHTabeJbHBIM cnocoboM peanusauuu VPN-TexHosnoruu.
Onnako B Internet ypopHM cepByca BOOOIE HE TapaHTUPYIOTCA.
Komnanum, KOTOpsIM TpeOyIOTCS rapaHTUPOBaHHbBIC YPOBHH CEepBH-
ca, JOJXKHBI PACCMOTPETh BO3MOXHOCTh pa3BepThiBaHUs! CBOMX VPN
¢ HCHONBb30BAHUEM DAa3AeNAEMBIX CETEBBIX UMHGPACTPYKTYP, OPeroC-
TaBISIEMbIX CEPBUC-TIPOBaJepaMu.

Mexxkopnopatusiaa cetb VPN (puc. 10.8) — 310 cereBast TexHO-
JIOTHSE, KOTopasi 06ecreynBaeT NpsaMoil JOCTYI U3 CeTH OJHOW KOM-
MaHMK K CETH APYroil KOMNAaHWHU M, TAKUM 0Opa3oM, CIOcOBCTByeT
TIOBBILIEHHIO HAMEKHOCTY CBSI3H, MOANEPAKMBAEMON B XOI€ AEN0BOIO
COTPYIHHYECTBA.

HoxankHbie cetn LieHTpanbHLIA
napTHepos odme

Wrios

6ezonacHocTH

Internst

YaaneHHs1e ouch

Puc..10.8. MexkopriopatsHas cetb Extranet VPN
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Ceru Extranet VPN B 1[e710M NOX0XH Ha BHYTPUKOPIIOPATUBHEIE
BUPTYaJIbHbIe YACTHBIE CETH C TOW JIMIIL Pa3sHHUEH, YyTo Ipobiema
3aliuTel MHGOPMAUMH SIBISeTCH g HUX Oojee octpoi. s
Extranet VPN xapakTepHO HUCIIONb30BAHHWE CTAHIAPTH3UPOBAHHEIX
VPN-npouykToB, TapaHTUPYIOIIUX CIIOCOOHOCTh K B3aUMOIEHCTBUIO
¢ pa3nuyHbiMi VPN-pellleHHsIMU, KOTOpHIE IIE/IOBbIE HaPTHEPHI MOT-
Jiv OBl IPUMEHSATh B CBOUX CETSIX.

Korna HecKONbKO KOMMAHWIT NPUHMMAIOT peiieHue paboraTh
BMECTe M OTKPBIBAIOT ApYT JJIA Apyra CBOM CETH, OHM JOJIKHBI 103a-
OOTHUTBLCS O TOM, YTOOBI MX HOBBIE NAapTHEPH UMETH JOCTYII TOJIBKO K
onpelieieHHoM WH$opMmaimu. lpn 3ToM KOH(UIEHLMATBLHAS HH-
(opmanna nosKHa OBITH HABEXHO 3allIUILEHA OT HECAHKHHOHHPO-
BAHHOTO MCMOJb30BaHUSI. MMMEHHO MO3TOMY B MEXKOPIIOPATHBHBIX
ceTsix OonbLIOE 3HAYEHUE TPUAAETCS KOHTPOMIO NOCTYIIA U3 OTKPHI-
Toit cetn nmocpeacrsoM M3, Baxna u ayreHTrduKaums moibp3osare-
JIell, IPU3BAaHHASL rapasTHPOBATh, YTO AOCTYN X MHGPOPMANNU TOIy-
4aloT TONBKO T€, KOMY OH AeCTBMTENBHO paspellicH. Bmecte ¢ TeM,
pa3BepHyTasi CUCTEMa 3aIlUTHl OT HECAHKLIMOHUPOBAHHOIO IOCTYIIA
He JOJLKHA MPHBJIEKATh K ce0e BHUMAaHUsI.

Coenunenus Extranet VPN passepThIBalOTCSI, UCIIOJIB3YE TE XKe
APXUTEKTYPY ¥ NPOTOKOJIbI, KOTOPEIE TIPUMEHSIIOTCH NPU PeaTu3aliny
Intranet VPN u Remote Access VPN. OcHOBHOE pa3nnuMe 3aKiIiova-
eTCcs B TOM, YTO pa3pellieHWe NOCTYNna, KOTOpOe IaeTcs IOJIb30BaTe-
asim Extranet VPN, cBsi3aHO C ceThi0 UX MapTHeEpa.

WHorna B oTmenbHyIO TPYNNY BHIIENSIOT JOKAJALHBIA BapHaHT
cet VPN (Localnet VPN). Jlokanenas cets Localnet VPN obGecre-
YMBACT 3AUTY UHOOPMALIMOHHBIX TIOTOKOB, UUPKYJIHPYIOLUIMX BHYT-
pY JIOKANbHEBIX CeTel KoMmaHuu (Kak npasito, IlentpanbsHoro ogpu-
ca), or HCJl co CTOpPOHBI «M3NHWIIHE JIOOOMBITHBIX» COTPYAHHUKOB
caMoil koMmaHuu. B Hacrostuiee Bpemsi HaOMIOJACTCS TEHASHLIMS K
KOHBEPTEHLIMH Pa3iMIHbIX cnocoboB peanuzaimit VPN [9, 65].

10.3. [locToMHCTBA NpMMEHeHus TexHonorui VPN

AddextupHoe npumerenne UT B coyetaHnu ¢ TEXHOJOTUAMH B
obiractt MHGMOPMALIMOHHON 0€30MaCHOCTY SIBIAETCH BaXHEHIIIUM
cTpateruyeckuM (pakTOpOM NOBBILICHUS KOHKYPEHTOCITOCOGHOCTH
COBPEMEHHBIX MPEANPHUSITAR U OpraHU3aluid. TexHONOrusl BUPTYaTh-
HBIX YaCTHHIX ceTedl VPN 1o3BojsieT pelraTh 3TH 3aJa4yu, o0eceqn-
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Basg CBSI3b MEXIY CETSMM, a TAKXKEe MEXAY YyAaJlCHHBIM I10/Ib30BaTe-
JIEM W KOPIIOPATHBHOM CEThI0 C TOMOUIBIO 3aLIMIUICHHOTO KaHaia
(TYHHEJIA), «IIPOJOXEHHOrO» B 001IeAOCTYIHON ceTH MHTepHeT.
IlocrouHcrBa ucnoib3oBaHnst VPN -TeXHONOrHI 115 3a1IUTHI UH-
dopmauun B pacnpenencHubix cereBbix MC maciutaba npeanpustust:

BO3MOXHOCTh 3alLMThI BCCiI KOPNOPAaTUBHOR CETU — OT KPYyII-
HBIX JIOKQIbHBIX ceTeit oPUCOB 10 OTHEIBHBIX pabouMX MECT.
3ammTa MoXeT ObiTh pacHpoCTpPaHEeHA HAa BCE 3BEHbS CETH -
OT CErMEHTOB JIOKAIBHBIX CETEH 0 KOMMYHUKALUOHHBIX KaHa-
JIOB T10BAJIbHBIX CETEM, B TOM YKC/IE BbIIEACHHBIX ¥ KOMMYTH-
PYEMBIX IMHUHK;

MaciuTabupyeMoCTb CHCTEMBI 3aLIUTHI, T. €. JJIS 3aIMTEl 00b-
€KTOB Pa3IUYHON CIOXHOCTU KU TPOU3BOAMTENBHOCTH MOXHO
MCTIONB30BaTh AJEKBaTHBIE MO YPOBHIO CJIOXHOCTH, NPOH3BO-
IHTENIBHOCTH W CTOMMOCTH NPOrpaMMHBIE WJIH TpPOTrpaMm-
HO-aIINapaTHBIE CPeJCTBA 3aIUMThI;

MCII0JIb30BAHUE PECYPCOB OTKDBITHIX CeTe B KAYeCTBE OTIENb-
HBIX KOMMYHHKAlMOHHBIX 3BEHLEB KOPIIOPATHBHON CETH; BCe
yrpo3el, BO3HUKAMOIIME NPH HCHONL30BAHMMU ceTeil oblero
110/Ib30BAHHUS, OYIyT KOMIIEHCUPOBATHCA CPEIACTBAMM 3AIIMTHI
uHbOpMaNMy;

obecrneuerne MOAKOHTPONBHOCTH paGoOTHl CeTH M JOCTOBEpHAs
uaeHTHGUKAIMS BCceX HCTOUHMKOB MHGbopmauuu. [Ipu Heob-
XOOMMOCTH MOXeT OkITh obecneueHa ayreHTHdHKanus Tpadu-
Ka Ha YPOBHE OTHEJIbHBIX MOJb30BaTECH;

cermentauug MUC u opranmsanus 6e30macHOi 3KCILIyaTalMu
cHcTeMmBbl, oOpabartbiBatoleii MHGOPMALINIO PAITUYHBIX YPOB-
HeW KOHQUACHIIHATLHOCTH, MPOTPAMMHBIMM ¥ IIPOTpamMm-
HO-aIMapaTHBIMK CPeACTBAMU 3aLIUTHI MHGOPMALIHMH.

Texnonorus VPN BXOIUT B UHC/IO BaXKHEHIIMX TEXHOJIOTHIA, KO-
TOpBIe TUIAHUPYIOT MCTIONB30BaTh MPENIpUATHS B OnmkaiiiieM byny-

HIEM.




naea 11
3AULMTA HA KAHAJIBHOM
U CEAHCOBOM YPOBHAX

BupryanpHblii 3alMIIEHHBIH KaHA1 MOXHO MOCTPOHUTh C IIOMO-
UIBIO CHUCTEMHBIX CPEACTB, PEaNlU30BAHHEBIX HA PAa3HBIX YPOBHSAX MO-
Jenav B3amMoneucTBus oTkKpbIThix cucteM OSI. Or BrIOpanHOrO pa-
6ouero ypoBHs OSI1 3aBUCUT PYHKIIHOHAIILHOCTb peanusyemoii VPN
1 ee coBMecTUMOCTh ¢ mpmiaoxeHusiMu KMC, a Takke ¢ ApyruMu
CPENCTBAMU 3aLIUTHI.

CpeactBa VPN, npumeHsieMble Ha KaHAABHOM YPOBHe MOJEIH
OSI, no3possiior obecneYnTb UHKAMCYTSINIO PA3TUYHBIX BUIOB Tpa-
(brka Tperpero ypoBHs (M BhIllie) M TIOCTPOSHUE BUPTYAIbHbLIX TYH-
HeJeH THMa «TOYKa—TOouKa» (0T MapHIpyTM3aTOpa K MaplupyTH3aro-
Py WIM OT NEPCOHANbHOTO KOMMBIOTepa K 103y JIBC).

IIpn nocTpoeHMHU 3alIMILEHHBIX BUPTYAJbHEIX CeTe Ha ceanco-
60M YpogHe TOSIBSICTCS BO3MOXHOCTb KPUNITOrpahuiecko 3aLInuTH
MHGOPMaLMOHHOrO O0MEHA, BKJIOYas ayTeHTH(HKALMIO, a TakKe
peanmu3aiuu pana GYHKUMH MOCpeTHUYECTBA MEXIY B3aUMOACHCT-
BYIOIIMMU CTOPOHAMM.

11.1. NpoTokonbl HOPMMPOBAHMS 3aLUMLLEHHbIX KaHanosB
Ha KaHaNbHOM YPOBHEe

Mporokonsr PPTP (Point-to-Point Tunneling Protocol), L2F
(Layer-2 Forwarding) u L2TP (Layer-2 Tunneling Protocol) — 3t0
NIPOTOKOJIbI TYHHEIMPOBAaHUS KaHajbHOro ypoBHs Moaenu OSI. O6-
MM CBOMCTBOM 3THUX TIPOTOKOJOB ABISETCH TO, YTO OHHM UCHOAL3Y-
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IOTCS Il OpraHu3aiuy 3allMILEHHOTO MHOTOMPOTOKOJBHOIO yaa-
JIEHHOTO JOCTYTA K pecypcaM KOPNOPAaTHBHOM CETH 4epe3 OTKPLITYIO
ceTh, HanpuMep depe3 UHTepHer.

Bce tpu nporokona — PPTP, L2F u L2TP — 00b4HO OTHOCHT
K MPOTOKONaM (HPOpMUPOBAHKS 3aLIMIIEHHOIO KaHaa, OHAKO 3TOMY
OINpeAeeHHIO TOYHO COOTBETCTBYET TOJILKO mporokon PPTP, koto-
phlit obecrieynBaeT TYHHeAUpOBaHUe U WIMGPOBAHUE TEpeIaBacMBIX
naHubix. TIporokonn L2F u L2TP noasepxuBaioT TONBKO QYyHKLUMA
TYHHeJJMpOBaHusl. s 3allMThl TYHHEINPYEMbIX JaHHBIX B 3TUX MPO-
TOKOJ1aX HeOOXOMHMO MCIOJMb30BaTh HEKOTOPHIN JOTOJHUTENbHBIH
npotokoit, B yactHocty IPSec.

Kmnenrckoe ITO 0OBIMHO HCHOB3YET Ui YIAIEHHOTO AOCTYIA
CTAHJAPTHBIM TIPOTOKOA KaHanpHoro ypoHs PPP (Point-to-Point
Protocol). INporokonsr PPTP, L2F u L2TP ocHOBHIBAIOTCS HA IPOTO-
koyie PPP u signsiorcst ero pacuiupeHusaMu. [lepBoHayanbHO NpoTo-
ko PPP, pacnonoxeHHblit HA KaHAIEHOM ypoBHe, ObU1 pa3paboTaH
IUTS. MHKATICYISIIMKM JaHHBIX M MX JOCTAaBKM [10 COEBWHEHUSAM THUMa
«TOYKa—TOYKa». DTOT NPOTOKOJI CIYXKHT TAKXKE IS OpraHU3auu
ACHHXPOHHBIX (HAanpuMeEp, KOMMYTHDYEMBIX) coeuHeHUI. B yactHO-
CTH, B HACTPOHKax KOMMYTUPYEMOIO HOCTYIA YIAJEHHBIX CHCTEM
Windows 2000 umu Windows 9x 00bIYHO YKa3BIBAETCS NMONKAIOYECHUE
K cepBepy no nporokoay PPP.

B HaGop PPP Bxoxar mpotokon ynpapiesus: coequHeHuem LCP
(Link Control Protocol), oTBeTcTBeHHBIH 3a KOHMHUTYpalIHIO, YCTA~
HOBKY, pa0OTy ¥ 3aBepIICHUE COSTUHEHHS «TOUKa—TOUYKa», U MPOTO-
xon ynpasnenus cerblo NCP (Network Control Protocol), crioco6-
HbI WHKancymupopath B PPP mpoToKOonbl cereBoro ypoBHS Ui
TPAHCIIOPTHPOBKH Yepes COeHHEHHE «TOYKA—TOYKA». ITO IMO3BOJISI-
€T ONHOBPEMEHHO repenaBaTh maketel Novell IPX u Microsoft 1P no
onHOMYy coenuHeHuo PPP.

Ina noctaBkd KOHPUIECHLMARBHBIX JAHHBIX U3 ONHONH TOYKHU B
IPYTYIO 4yepe3 ceTu OOILETO IOAb30BaHMSA CHA4aAa TPOUM3BOIMTCS
MHKATCYJSIMsSt JAHHBIX ¢ DOMOILUbI0 npoTtokona PPP, 3arem npoTto-
Kkosist PPTP u L2TP BeinonHsior iiudpoBaHue AaHHBIX M COOCTBEH-
HYI0 HHKancyjsumio. Ilocne Toro Kak TYHHENBHEBIA MPOTOKON AOC-
TaB/sieT TIAKETh U3 HAYAILHON TOYKHM TYHHEJS B KOHEUHYIO, BBIFIOIN-
HSETCS ACHMHKAMNCYISLHS, ‘

Ha ¢dwusnyeckom M KaHanbHOM ypoBHsX mnpoTokonst PPTP u
L2TP uaeHTH4Hbi, HO HAa 9TOM HMX CXOJCTBO 3aKAHYMBACTCH M HAUYM-
HAIOTCS Pa3IM4HUA.
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11.1.1. Nporokon PPTP

ITporokon PPTP (Point-to-Point Tunneling Protocol), pazpa6o-
TaHHBIA KommaHueit Microsoft mpu TomgepxKe APYrux KOMIIaHMIA,
npeaHasHayeH Vsl CO3MaHMs 3alMILEHHBIX BUPTYATbHBIX KaHAJIOB
NpU JOCTYTE YIAJeHHBIX MMOJIb30BaTeNell K JIOKAIbHBIM CETAM 4Yepes
Wureprer. OH npennoyiaraetT co3qaHUe KPUINTO3AIMHMIIEHHOTO TYH-
HeJIsl Ha KaHajpHOM ypoBHe Monend OSI kak st caydast IpsIMOTO
COCIMHEHUS YIAICHHOTO KOMIIBIOTEPA C OTKPBITOMR CEThIO, TaK H AJIst
clydasi TIOACOeNMHEHHUs1 er0 K OTKPBITOM ceTH 1o TesiehOHHOM Jiu-
HWU yepe3 rnpoeaiiaepa [9, 32].

IIpotokon PPTP noayuywn npakrueeckoe pacnpocTpaHeHue 0Jia-
romaps Komoanun Microsoft, peanm3osabieir ero B ceoux OC Win-
dows NT/2000. Hexoropsie npoussoaureny MO u uumosos VPN
TAKXE MOLACPXKUBAIOT 3T0T Nporokoa. [Iporokon PPTP nossossier
CO3JaBaTh 3ALUHICHHBIE KaHab! i 0OMeHA JaHHBIMY IO TTPOTOKO-
gaMm IP, IPX wim NetBEUI. [JaHHBIE 3TUX NPOTOKOJIOB YAKOBHIBA-
10Tcsl B Kaapsi PPP 1 3aTeM MHKANCYJIUPYIOTCSA OCPEACTBOM MPOTO-
kosna PPTP B makets! niporokoia I[P, ¢ noMolilbio KOTOpOro nmepeHo-
cATcd B 3alndpoBaHHOM BHUJE yepe3 odyio ceth TCP/IP.

TTakeTsl, nepegaBaeMbie B paMkax ceccud PPTP, uMmelor cnexyio-
uiyio cTpykrypy (puc. 11.1):

s 33arOIOBOK KaHAJIBHOTO YPOBHS, HCITOJB3YeMBbIil BHyTpI/I HNu-

TepHeTa, HalpuMep 3aroioBok kaapa Ethernet;

» 3aronoBok 1P, comepxaiuuit agpeca oTIipaBUTENs B NOJydaTelst

1aKera;

e 3arONOBOK O0UIero MeTONa WHKANCYIALMU IS MaplupyTala-

uuu GRE (Generic Routing Encapsulation);

e ucxonHbiit maker PPP, Bkmouaroimuii naker I[P, IPX wumm

NetBEUI
3aronosok 1P GRE- PPP- SawmdposanHblie OxoHvaHve
kaapa 3aronosokK 3aronosoK | 3aronosok AaHHbLIe Kaapa
nepenayv PPP nepenauun

Puc. 11.1. Ctpykrypa makeTa Ajisi IEPECEUTKM 110 TyHHeno PPTP

[puHumaromuit y3en cetyd u3pnexkaeT u3 nakeros [P kanper PPP,
a 3areM usenekaer M3 kaapa PPP wmcxomuwni maker IP, IPX unam
NetBEUI u oTnipasisier ero 1o JOKAJIbHOM CeTH KOHKPETHOMY ajipe-
caty. MHOronpoTOKOLHOCTh MHKANCYJIUPYIOUINX IIPOTOKONOB Ka-
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HJIBHOTO YPOBHSI, K KOTOpBIM OTHOcuTCs npotokon PPTP, sisasiercs
MX BAXHEIM [PEUMYIIECTBOM Mepell NIPOTOKOIaMU 3aIHLIEHHOIO Ka-
Hajla Oojiee BbICOKMX ypoBHel. Hampumep, ecnu B KOPHOPaTHBHON
cet ucnonndyiorcst IPX wnu NetBEUI, npumMeHeHue npoTOKO/10B
IPSec wan SSL npocro HEBO3MOXHO, NOCKONbLKY OHH OPUEHTHDOBa-
HBI TOJIBKO Ha OIMH IIPOTOKOJ CeTeBOro ypoBHs IP.

Taxkoit cnoco® MHKancynsiuyu 00ecIeYuBaeT HE3aBUCUMOCTh OT
MPOTOKONOB ceTeBoro ypoBHS monend OSI u nossosseT oCyuiecTB-
JIATh 3aLMILEHHbIA ylaleHHBbIA J0CTYN 4epe3 OTKphiThle IP-cetH K
n106bM JokaibhHbIM ceTsaM (IP, IPX wiu NetBEUI). CornacHo npo-
Tokoay PPTP mpu co3gaHum 3alipiieHHOIO BUPTYaANbHOIO KaHala
HPOM3BOANTCH ayTeHTU(DHKANMS YIANCHHOTO MOMB30BaTeNs U LKG-
pOBaHUE HepeaaBaeMBIX faHHbIX (puc. 11.2).

Mporokon porokon
PPTP PPP

{

fpotokon AnropuTMbl AnropuT™bl
GRE ayTeHTudUKaLmM tnpporaHun

Puc. 11.2. Apxurekrtypa npotokona PPTP

Jng ayreHTUDMKALMM YAATEHHOTO NOIb30BaTe/s MOTYT UCHOJb-
30BaThCS PA3TUMHbBIE MPOTOKOIbLI, NpuMeHsiembie ansi PPP. B peanu-
saimu PPTP, sximoyeHHo# kommnanueldl Microsoft 8 Windows 98/
NT/2000, nopnepxuBaioTcsi CAEAYOLIME MPOTOKONbI ayTeHTH¢HKA-
HHH: TIPOTOKOJ pacriosHaBanua no napomo PAP (Password Authen-
tication Protocol), npoTokosn pacrio3HaBaHMSL TIPU PYKOHOXATHH
MSCHAP (Microsoft Challenge-Handshaking Authentication Proto-
col) u mporoxkon pacno3napanus EAP-TLS (Extensible Authen-
tication Protocol — Transport Layer Security). [Tpu vcrions3o0BaHuH
npotoxkona PAP naeHTHGUKATOPBEL M NAPOJM MepealoTcs o TAHUK
CBA3M B He3alUIM(PPOBAHHOM BHIE, MPH 3TOM TOJBKO CEPBEp MpPOBO-
OuT ayreHtidukanuio xiavenra. Ilpd HMcnons30BaHUM MPOTOKOJNOB
MSCHAP u EAP-TLS obecnieynBaloTcs 3alIWTa OT NOBTOPHOIO MC-
[O/Ib30BaHMs 3NI0YMBIIIUIEHHHKOM TI€peXBaY€HHbIX NAKeTOB C 3a-
mMdPOBaHHEIM NApOJIEM W B3aMMHAas ayTeHTUMKALWSI KIHeHTa 1
VPN-cepsepa.
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HIndpoeanue ¢ momoiupio PPTP rapantupyer, 4To HUKTO He
CMOXET TIOAYYHTh JOCTYI K AAHHEIM NpPH Tiepechbuike Yepe3 Internet.
[Tporokon mudposanuss MPPE (Microsoft Point-to-Point Encryp-
tion) coBMecTuM TOoNBKO ¢ MSCHAP (Bepcun 1 m 2) u EAP-TLS u
yMEET aBTOMATMYECKM BBIOUPATh WIMHY KTioua IHGPOBAHUS TIPH
COrNacOBaHUM MApaMeTPOB MEXAY KIMEHTOM M cepepoM. IIpoTokon
MPPE noanmepxupaer paborty ¢ wnodamu miuHoil 40, 56 wiun 128
out. [Iporokon PPTP usMmenser 3HaueHne Kiioya IMGPPOBAHUS 10-
CJIC KaXI0TO MPHHSTOTO MaKeTa.

It mporokona PPTP ompeneneHbl 1Be OCHOBHbIE CXEMBI IIPH-
MEHEHMSI;

1) cxema TYHHETMPOBAaHUS MPU NPIMOM COCIMHEHWHU YHAJICHHO-
ro KoMmeorepa ¢ UHTepHETOM;

2) cxeMa TYHHETMPOBAHUS MPU MMOAKITIOYEHMH YIAJIEHHOTO KOM-
nelorepa K MurepHery no tenedhoHHOW IMHUM Yepe3 HpoBaiigepa
[32, 45].

Paccmotpum peanmzanuio 1-it cxeMel TyHHeposaHus (puc. 11.3).
YianesHbIil MOAb30BaTE)Ib YCTAHABNMBAET YIAJICHHOE COCIUHEHUE C
JIOKQJIBHOM CETBI0 C MOMOIIBIO KIMEHTCKOM 4acTU CepBUCa YAAICH-
Horo noctymma RAS (Remote Access Service), BXOHALIEro B COCTaB
Windows 98/NT. 3areMm nonb3oBaTtesib O0OpalliacTCsi K cepBepy yiaa-
JIGHHOTO J0CTYNAa JOKambHOM ceTH, yKaswiBast ero IP-anpec, u ycra-
HABJIHMBAET ¢ HUM CBA3b 110 mportokony PPTP.

JokansHas ceTtb

Internet

KpunrosatiuiieHHbIA KA i
Komnsiotep TyHHerb Mapuspytuaatop
yAaneHHoro v cepeep
nosbaoBaTens YAAreHHOo
gocTyna

Puc. 11.3. Cxema TYHHETMPOBAHYS TIPH TIPIMOM TTONCOSTHHEHUM KOMITBIOTEpa
yIaJlieHHOro TIonb3oBatesisi K Internet
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DyHKIMH cepeepa YAANEHHOTO JOCTYIIA MOXET BBHINOAHSTH IT0-
TPaHUYHBINA MapuIpyTU3aTop JoKaibHO! cetu. Ha xomnblotepe yna-
JIEHHOTO TIOJIb30BaTeNs HO/KHBI ObITH YCTAHOBJIEHB KIMEHTCKAS
yacTh cepeuca RAS wu apaiisep PPTP, kortophle Bxomar B cocraB
Windows 98/NT, a Ha cepBepe YOajJeHHOIO ROCTYMA JIOKAJILHOM
cetn — cepBep RAS u apaiiBep PPTP, Bxoasiiiime B. cocraB Win-
dows NT Server. IIpotokon PPTP onpenensier HeCKONBKO Ciayxe6-
HbIX COOOIICHMI, KOTOPHIMH OGMEHMBAIOTCS B3aUMOIECHCTBYIOLINE
cropoHbl. CiyxeGHble COODIEHUS Nepenaorcs o nporokoay TCP.
IMocne ycnewHoM ayreHTH(MHKAMH HAYMHAETCS NPOLIECC 3alUIIeH-
Horo HpopManoHHOro ooMeHa. BHyTpeHHUE cepBephl JIOKANBHOI
CETH MOFYT He moauepxusats npotoxkos PPTP, mockonpKy norpa-
HUYHBIA MaplupyTu3aTtop u3siekaer Kaapbl PPP u3 nakeros IP u
ITOCBLIAET MX MO JIOKAJIBHOU ceTH B HeobxomumoM dopmare — 1P,
IPX mnu NetBIOS.

2-51 cXema TYHHE/JUPOBAHHMS HE TNOJy4YM/JIa IHMMPOKOINo pacnpo-
CTpaHEeHUsl.

11.1.2. Nporokon L2TP

TIporokon L2F (Layer-2 Forwarding) 6bu1 paspaboraH KOMOaHu-
ett Cisco Systems [isi TOCTPOEHHS 3aIUMIIEHHBIX BUPTYaJIbHbIX ceTeil
Ha KaHATbHOM ypoBHe Momenu OSI xak anbTepHaTuBa NPOTOKONY
PPTP.

OnHako B HacTosiliee BpeMs. OH (PaKTUUYECKM TTOTJIONIEH TIPOTO-
kojom L2TP, nosroMy najnee OyoyT paccMaTpuBaThCsd OCHOBHBIE
BO3MOXHOCTH U CBoJicTBa nporokona L2TP.

IIporokoa L2TP (Layer-2 Tunneling Protocol) paspa6oraH B op-
rann3anuu 1ETF (Internet Engineering Task Force) npu noazepixkxe
komnauuit Microsoft u Cisco Systems. Ilporokon L2TP pa3pabarsi-
BAJICSI XKaK TIPOTOKOJI 3allMineHHOro TyHHenuposanusi PPP-tpaduka
yepe3 ceTH OOIIEro Ha3HAYeHWs C NMPOM3BOJBHOM cpenoii. PaGora
Hajl 3THM TPOTOKOJIOM BeJiach Ha OcHOBe mporokonos PPTP u L2F,
¥ B pe3ysibraTe oH BoGpan B ceGs Jydiliue KayecTBa MCXOMHLIX Mpo-
TOKOJI0B [9].

B orinume or PPTP, nporoxkon L2TP He npussizaH K npoTOKONY
IP, 1103TOMY OH MOXET ObITh MCIOJIB30BAH B CETAX ¢ KOMMYTALIHEH
nakeros, HanpuMmep B cetax ATM (Asynchronous Transfer Mode)
HJIN B CeTsX ¢ perpaHcisimeil kaapos (frame relay). Kpome toro, B
nporokon L2TP poGasnena BaxHas GbyHKIUSA yrpapjieHHS OTOKa-
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MM JaHHBIX, 8 TAKXKe PSI OTCYTCTBYIOIINX B crielu(pHKaluuyd IpOTO-
kona PPTP ¢ymakumit 3amidTel, B YaCTHOCTH, BKJIIOYEHA BO3MOX-
HocTb pabothl ¢ niporokojaMu AH mn ESP creka mporokosos IPSec
(puc. 11.4).

Mporokon Mporokon
L2TP PPP
MpoToxkon Mporokon
AH ESP
[ i

Anroputmbl ASropuUTME!
ayTeHTuuKaLmm wndposanna
Lomen
nHTepnpeTaumumu
DOt
Ynpasnexue
KIoHamm

Puc. 11.4. Apxurekrypa npotokona L2TP

B cymuocty, rubpuaHbiit mporokon L2TP npencrasiasger coboi
pacuupenue nporokosa PPP ¢yHkumamu ayrenrndukauy yaauieH-
HBIX TIOJIb30BATE/EH, CO3MaHUs 3AIUMIIEHHOIO BUPTYAILHOIO COEAM-
HEHWST U YIIPABACHWS MOTOKAMU NaHHBIX,

Iporokon L2TP npumeHsieT B KayecTBe TPAHCIIOPTa IPOTOKON
UDP u wucnons3yer OAUHAKOBbIM (opMar coOOIleHMH Kak g
YIPAaBJIEHUS] TYHHEJIEM, TaK H JUISI ePEChLIKN JaHHBIX.

Xots niporokon PPTP obecneyuBaeT nocTaTouHyio CTeneHb Ge3-
omacHocTtd, HO Bce xe mpotokon L2TP (nosepx IPSec) nagexnee.
Ilporokon L2TP (nmosepx IPSec) obecneunBaer ayrTeHTH(hHKALUIO Ha
YPOBHSIX «I10JIb30BaTeNIb» M «KOMIIBIOTED», @ TaKXe BHIIOJHSET ay-
TEHTU(DUKAIUIO U U pPOBaHUE FAHHBIX.

Ilocne Toro kak L2TP (mosepx IPSec) 3aBepinaer npouecc ay-
TeHTU(UKAIUK KOMIBIOTEPA, BBUIONHSETCS ayTEHTH(UKANUS Ha
YPOBHE NOJIb30BATEIS.
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B oranvue oT CBOMX MpeaNIECTBEHHUKOB — MpoTokonoB PPTP u |
L2F, nmporokoa L2TP npenoctasisgeT BOZMOXHOCTb OTKPBIBATL MEX-
Iy KOHEYHbIMM a0OHEHTaMH CPa3y HECKONBKO TYHHEJIEH, KaXKIbI U3
KOTOPBIX MOXeET OBITh BbIICJACH MUl OTHEAbHOrO NMPWIOXEHHS. DTH

0oco0eHHOCTH 00ecIieYnBaloT ruOKOCTh M 06€30MacHOCTh TYHHEJIUPO-
BaHUS.

ComtacHo cneundukanum nporokona L2TP posnb cepBepa yna-
JIEHHOTO JOCTYyNa MNpoBaiifepa NOKeH BHITIOJHATH KOHLECHTPATOP
nocryna LAC (L2TP Access Concentrator), KoTopslit odecrnieuupaer
YAAJIEHHOMY MO/L30BATENI0 CETEBON JOCTYI K €ro JIOKaJbHOU ceTH
yepe3 MHrepHer. B KauecTBe cepBepa yaaaeHHOTrO NOCTYNA JIOKab-
HOHM CeTH JoXeH BbICTynarh cereBoit ceppep LNS (L2TP Network
Server), QYHKUNMOHUPYIOUIMIT HA COBMECTHMBLIX C IpoTtokonoM PPP
nnargopmax (puc. 11.5).

JlokanbHas cets

JlokansHas cats

Internet

KoHueHtparop
pocryna LAC

YoareHHbli
nonbL3oBATENL

Puc. 11.5. CxeMsl TYHHENUPOBaAUSA 110 TipoTokoay L2TP

QopmupoBatine 3aLIMLIEHHOTO BUPTYAJbHOIO KaHana B MpPOTO-
kojie L2TP ocyinecTBisieTcs B TPM 3Tana;

* YCTAHOBJIEHNE COEIMHEHMS] C CEPBEpPOM YAAJIEHHOIO IOCTYMa

JIOKaJILHOU CeTH;

» ayTeHTU(DUMKAHMS TOJIb30BaTEIs;

* KOHOQUryprpoBaHue 3allULICHHOro TyHHens [9].

CremyeT oTMETHTb, 4To mpoTokoi L2TP He onpeaensieT KOHKpET-
HBIX METONOB KPUITTO3ALIUTHl U MPEATONaraeT BO3MOXHOCTD IpHUMeE-
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HEHHSI Pa3/iMYHBIX CTAHIAPTOB ugpopaHust. Ecnu samrdiieHHBIRA
TYHHeJb TUTaHUupyeTcs: copmupoBath B IP-ceTsix, Torna s peannsa-
11T KPUTITO3ALIMTE MCITOJIb3yeTcs npoTokona 1PSec. Ilporokon L2TP
noBepx IPSec obecneurmBaeT Oonee BBHICOKYIO CTENEHB 3alLUTHI JAaH-
Heix, yeM PPTP, tak xax ucnonb3yer anroput™m mgposanus 3DES
i AES. Eciu Takoi BEICOKHIT YPOBEHD 3allIMTHI HE HYXEH, MOXHO
UCNOJIb30BaTh alroput™ DES ¢ oaHuUM 56-pa3psaaHbIM KiiiodoM. Kpo-
Me rtoro, pn momoum amroputMa HMAC (Hash Message Authen-
tication Code) nporokon L2TP obecreunsaer ayreHTHOUKALIO JaH-
HBIX, ISt YETO 3TOT AITOPUTM CO34AeT X3LI JTUHO# 128 pa3psnos.

TakuM 00pa3oM, ¢GYHKUMOHAIbHBIE BO3MOXHOCTH ITPOTOKOJIOB
PPTP u L2TP pasnuynel. ITporoxon PPTP MoxeT npuMeHSTHCS
toJbKO B IP-cersix. [Iporokon L2TP moxeT UCITONB30BaThCs HE TOJb-
ko B IP-cersx. Mporokon L2TP mosepx IPSec npeanaraer Gonblie
ypoBHe#l 6e3omacHoctH, yemM PPTP, u moxer rapaHTHpOBaTh MOYTH
100%-10 6€30TaCHOCTh BaXXHBIX )1 OPraHU3aLHH TaHHBIX,

OmHako NpU BCEX CBOMX JOCTOMHCTBAX mpoTokon L2TP He cMor
NPEOIONETh PAN HEAOCTATKOB TYHHENBHOU MepeAayyd AAaHHBIX Ha Ka-
HaJIbHOM YPOBHE:

e st peanusauum tiporokona L2TP HeobGxomuma mnommepxka

niposaiinepos ISP;

e porokos L2TP orpanuuuBaer tpadpmk paMKaMu BbIOPaHHOTO
TYHHEJNS M JUINAeT MOJIb30BATENeH AOCTYINA K JIPYTMM 4YacTsIM
HNHrepHeTa;

« cneundukanus L2TP obecneynBaer craHmaprHoe mmdpoa-
Hue TonbKo B IP-cersx ¢ momolikio niporokona IPSec.

11.2. NMporokonbl hopMHPOBaHHA JaLUMILEHHbIX KaHAanNoB
Ha CeaHCOBOM YPOBHe

CaMbIM BBICOKUM ypoBHEM Moaem OSI, Ha KOTOpOM BO3MOXHO
(hopMHpOBaHKE 3AIUUILLIEHHBIX BUPTYa/AbHBIX KAHATIOB, SIBASIETCS IIA-
TBI — CeaHCOBBIA ypoBeHb. Ilpn mocTpoeHuy 3allMILEHHBIX BUPTY-
AIGHBIX CeTeH Ha CeaHCOBOM YPOBHE TIOSBISETCS BO3MOXHOCTD
KpunTorpaduuecKoil 3amnuThl UHPOPMATHOHHOIO 00OMeHa, BKITIOYast
ayTeHTU(PHKAIUIO, a TAKXKe peaM3aluy psaa GYHKIUI TocpeTHrYE -
CTBa MeXy B3aUMOIEHCTBYIOLUIUMHA CTOPOHAMH.

JLelicTBUTENBHO, CEAaHCOBBIM ypoBeHb Moneau OSI orsewaer 3a
YCTaHOBKY JIOTMYECKUX COSAMHEHMIT W YIIpaBJICHHE STHUMH COeJMHE-
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Husmu. ITo3ToMy cyilecTByeT BO3MOXHOCTb TIPMMEHEHMs HA 3TOM
YPOBHE TMPOIrPAMM-TIOCPEAHUKOB, TPOBEPSIOIUX AOMYCTUMOCTD 3a-
MPOLIEHHIX COSAMHEHNH ¥ 00ECIeYnBAIOIMX BBHITIONHEHUE OPYrUX
GYHKLMIN 3aL1UTEI MEXCETEBOIO B3auMOIEHCTBUA.

OIHAaKO Ha CeaHCOBOM YPOBHE HAYMHAETCS HENOCPeACTBEHHAs
3aBUCUMMOCTb OT TNPUIOXKEHHM, pPEaNU3yIOIHX BBICOKOYPOBHEBBIE
nporokoisl. ITo3ToMy peanusanus IPOTOKOJNOB 3alUUThl UHPpOpMa-
MOHHOTO 00MEHa, COOTBETCTBYIONIUX ATOMY YPOBHIO, B OONBUIMHCT-
Be ciyyaes Tpebyer BHECEHHS M3MEHEHWIl B BHICOKOYPOBHEBBIE CeTe-
BhI€ TPHIOXEHHSL.

Ins sammthl uHGOPMAHMOHHOTO OOMEHA Ha CEaHCOBOM YPOBHE
IMPOKOE pacnpocTpanenune nmoayunn nporokosn SSL (Secure Sockets
Layer). /lng BbIoNHEHMSI HA CEAHCOBOM YPOBHE (YHKIIMI TOCpe-
HMYECTBA MEXIY B3aMMOJEHCTBYIOIIMMHU CTOPOHAMH OpraHM3alnei
IETF (Internet Engineering Task Force) B kauectse cranaapra npn-
Hat nporokoa SOCKS [9].

11.2.1. Mporokons: SSL/TLS

Mporokoa SSL nmpuMeHsIeTCsT B KAYECTBE ITPOTOKOJA 3allUIHEH-
HOTO KaHala, paboTalollero Ha ceaHcoBoM yposse Momenu OSI. Bror
MPOTOKOJ HCNOJB3YeT KpUNTorpabuyeckue MeToObl 3alluThl UHGOD-
MalMy Ajg obecneueHUs 6e30nacHoCTH NMHGOPMAIMOHHOro oOMeHa.
IMporokon SSL BrinogHSAET Bee QyHKUUHU MO CO3TAHMIO 3aLIAIIEHHO-
rO KaHajla MeXIy IByMs a0OHEHTaMH CETH, BKIIOYAasi MX B3aUMHYIO
ayreHTR(OUKANUO, obecnedeHue KOHPUICHIMAIbHOCTH, LEJIOCTHO-
CTH ¥ AyTEHTUYHOCTH OepefaBaeMsbix NaHHbIX. AapomM nporokona SSL
SIBJISIETCH. TEXHOJIOTUST KOMIUIEKCHOI'O HCTIONB30BAHMS ACUMMETPHY-
HbIX 1 CUMMETPHYHBIX KPUTITOCUCTEM.

B3anmHas ayreHTndukauus obeux cropoH B SSL BhITIONHSETCS
nyreM obmeHa UH(PPOBRIMH CepTHdHUKATAMM OTKPBITHIX KIIOYei
Tob30BaTeICH (KJIHEHTAa U CepBepa), 3aBepeHHBIMM LM(PPOBOH noj-
NUCHIO CIELHANbHBIX CepTU(MHUKANMOHHLIX HEHTPoB. IlpoTokoa SSL
HONACPXMBACT CepTU(HUKATEI, COOTBETCTBYIOLIUE OOIIEHIPHHATOMY
cranpapty X.509, a takxe craHmapThl MHOPACTPYKTYpPHl OTKPBITBHIX
kmouei PKI (Public Key Infrastructure), ¢ noMouisio KoTopoit opra-
HHU3YETCS BbIIada ¥ NPOBEPKA MOJIMHHOCTY CePTU(PUKATOB.

KonduneHIMaIbHOCTh obeciteunBaeTcs WindpoBaHueM rnepena-
BaeMbIX COOOILEHHH ¢ UCITOTb30BAHUEM CUMMETPHYHBIX CECCHOHHBIX
KJII04eH, KOTOPBIMH CTOPOHBI OOMEHHUBAIOTCS MPY YCTAHOBJIEHHH CO-
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ennHenns. CecCMOHHBIE KITIOYH TEPENaloTCcs TaKKe B 3aludpoBaH-
HOM BUIAE, MPHU 3TOM OHU INMPPYIOTCH C TIOMOIIBIO OTKPHITHIX KJIIO-
4ei, U3BJICYEHHBIX M3 CepTUGHKATOB aObOHEeHTOB. Mcrionn3oBaHue
JUIst 3aI0UTBl COOOIUEHUHA CHUMMETPHUYHBIX KITIOUel CBA3aHO C TEM,
4YTO CKOPOCTb NPOLECCOB IIM(PPOBAHUS U PaCIIM(POBAHUS HA OCHO-
B€ CUMMETPAYHOIO KJIK0Ya CYLUECTBEHHO BRHIIIE, YEM IIPU MCIIOIL30-
BaHUM HECHMMMETPHUYHBIX Kiaodyed. IlommmHHOCTE M IENIOCTHOCTH
LUPKYJIApYyoLeii nHpopMauuu obecneyruBaeTcsl 3a c4eT (GopMuUpo-
BaHUS U IIPOBEPKU SJEKTPOHHOMU HHDPOBOH TIOAMUCH.

B kavecTBe aIrOpUTMOB ACUMMETPUYHOTO LIH(POBAHKUS HCIIONb-
3ytoTcst anroput™ RSA, a Ttakxke anroput™m Adndpdu — Xemwimana.
JlonycTUMBIMM  aJITOPUTMaMU CHUMMETPUYHOTO LHGbPOBAHUS SBJIS-
otess RC2, RC4, DES, 3DES u AES. [ng Beraucierus xau-byHK-
UM MOIYT OPHUMEHTsCA cTangaptel MDS u SHA-1. B mpotokone
SSL Bepcum 3.0 HaOop KpunrTorpaduyeCcKuXx airOPUTMOB SIBJIAETCS
paCUIAPSEMBIM.

CornacHo nporokony SSL KpWNTo3alliMilleHHBIE TYHHEIU CO3a-~
I0TCSA MEXIy KOHEUHBIMH TOYKaMu BUPTyaibHOU ceTH. UHMLMaTOpa-
MU KaXAoro 3alllAIIEHHOTO TYHHEJS SABISIIOTCS KIMEHT M CEPBED,
(YHKIMOHMPYIOIINE Ha KOMIbIOTEpaX B KOHEYHBIX TOYKAX TYHHEJ
(puc. 11.6).

JlokansHas ceTb

Internet

TenedoHHas
cetb

KpunTtosaumienHbie
TYHHENM

Komnslorep \/\/
yAaneHHoro Cepeep
nosibaoBarens

Puc. 11.6. KpunrosamuiieHHEIE TYHHETH, C(HOPMHUPOBAHHEIE HA OCHOBE
nportokona SSL
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Iporokon SSL mpeaycMaTpuBaeT CleNyIOHIME 3Tarlbl B3aUMO-
IeWCTBHA KIIMEHTA ¥ cepBepa npH (GOPMHpOBAHWM M MOANEPKKE 3a-
IUHIIAEMOTO COETMHEHUSL

» ycTaHOBJIeHHe SSL-ceccuu;

* 3AUIHUICHHOE B3auMMO/CHCTBHE.

B nponecce ycranosiaeHMst SSL-ceccuu peuiaiotcs cliemylomme
331a4H:

o ayreHTHDMKALMSA CTOPOH;

» COIJIACOBaHHe KPHUITTOrpadUIeCKUX AITOPUTMOB U AJIrTOPUTMOB
CXaTHsi, KOTOpHI€ OYIYT HCIIOJb30BATLCA TIPH 3aLIMIUCHHOM
UHOOPMALTUOHHOM OOMEHE;

o opMHpOBaRHeE OBLIEr0 CEKPETHOTO MACTEP-KIOYa;

s TeHepalysa Ha OCHOBE C(OPMHUPOBAHHOIO MacTeP-Kio4ya o0IImMx
CEKPETHBIX CEaHCOBBIX KITIOYEH i KPUIITO3aLUTH nHopMa-
nuoHHoro obmena [9, 65].

Ipouenypa ycranoBneHua SSL-ceccum, HasbiBaeMast TAKXe Mpo-
LeAypOl pyxonoxarusi, orpaGaThiBaeTcsi nepel HEMOCPEACTBEHHOH
3aIMUTON MHOOPMALIMOHHOTO OOMEHA M BBITTOIHAETCS 110 IIPOTOKOILY
HadyaneHoro mpuBeTcTBUs (Handshake Protocol), Bxoasiuemy B co-
cras mportokoaa SSL.

Ilpu yCTAHOBJAEHHUH HOBTOPHBIX COCAMHEHHN MEXIY KIMEHTOM U
CEpBEPOM CTOPOHEI MOTYT, IO B3aUMHOMY COIJIalleHuo, GopMHUpo-
BaTh HOBBIE CEAHCOBBIE KIIIOYH HA OCHOBE «CTApOro» OBIIETo «CeKpe-
Ta» (ZaHHAs MPOLIEAYpa Ha3bIBaeTCsl «ponopkeHneM» SSL ceccun).

Hporokon SSL 3.0 nognepxuBaer Tpu pexuMa ayreHTudbuKaLum:

« B3aMMHYIO ayTeHTA(PHUKALIKXIO CTOPOH;

* OXHOCTOPOHHIONI ayTeHTH(HKanuIo cepeepa 6e3 ayreHTUdDHKA-
UM KJIMEHTa;

* TIOJIHYIO aHOHHMHOCTb.

ITpy ucronb30BaHUM MOCHAESAHETO BapuaHTa obecrneuuBaeTCs 3a-
upuTa uHdopManmoHHoro oomeHa 6e3 Kakux-aubo rapaHTuit OTHO-
CHTENIBHO HOMIMHHOCTH CTOPOH. B 3TOM ciyyae B3auMoIeHCTBYIO-
L{Me CTOPOHHI HE 3alMIIEHbl OT aTak, CBA3aHHBIX C MOAMEHOH yya-
CTHHMKOB B3aHMOIEHCTBHS.

B peanmmzaumax nporokona SSL s ayreHTHOUKAUMKM B3aUMO-
DefcTBYIOMMX CTOpOH U (HopMupOoBaHus OOIIMX CEKPETHBIX KIIOUEH
OOBIYHO UCITONMB3YIOT AIrOpHTM RSA. '

CooTBeTCTBHE MEXAY OTKPBITHIMH KJIOYaMM M MX Biaje/ibLiaMmu
YCTaHABINBAETCA ¢ NOMOUIBIO HHUMPOBLIX CepTH(UKATOB, BbAABae-
MBIX CHelyaTbHBIMK LeHTpaMu cepTudukanmn (cM. ML 13).
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ITpoTokon SSL mpoiuen MpoBepKy BpeMeHeM, paboTasi B TIOITY-
JnapHbIX Opaysepax Netscape Navigator u Internet Explorer, a Takxke
Web-cepBepax seaymnx npoussoaurencii. B susape 1999 r. Ha cMme-
ny Bepcum SSL 3.0 mpmiren nmpotokoa TLS (Transport Layer Secu-
rity), KOoTophlii 6a3upyercst Ha nporokosie SSL 1 B Hacrosiee BpeMs
sIBJIsieTCsl cTaHaaptoM KHTepHera. Paznuuus MeXIy TpOTOKOIaMHU
SSL 3.0 u TLS 1.0 ne cimmkoM cyuiectseHHH. IIpoTokon SSL cran
MIPOMBILILIEHHBIM MMPOTOKOJIOM, Pa3BUBAEMBIM M TPOIABUraeMBIM BHE
TeXHUYECKHUX KOOPAMHHMPYIOIIMX HHCTUTYTOB Internet.

Iporokon SSL nmomnepxupaercs: I1O cepBepOB M KIHEHTOB, BhI-
[YCKaeMBIX BEIYLIMMM 3alTagHBIMU KoMIaHHsSMH. CyluecTBEHHBIM
HEAOCTATKOM IpoTrokoyia SSL sBnsieTcs TO, YTO NPaKTHYECKH BCE
MPOAYKTHI, Momiepxupaionue SSL, 13-3a 3KCIOPTHRIX OrpaHUYe HUM
poctyriabl 3a npexeiaamu CHIA nuums B yceyeHHOM BapmaHTe (C IJTH-
HOM ceaHcoBOro ximoua 40 OMT WIg AATOPUTMOB CUMMETPHUYHOTO
wmcbpoBarang U 512 6ur mis anroputMa RSA, ucnosnbsyeMoro Ha
stane ycraHopieHnsT SSL-ceccun).

K HengocratkaM nipoTokonoB SSL u TLS MoOXHO oTHeCTH TO, YTO
I TPAHCTIIOPTUPOBKK CBOMUX COOOLIEHWH OHU MCHONB3YIOT TOJMBLKO
OJVH TIPOTOKOA ceTeBOoro ypoBHa — IP, W, ciemoBaTtennHO, MOTYT
paboraTth TOJIBKO B IP-ceTsx.

Kpome toro, B SSL nnst ayrewrnpuxkanuu U uindpoBaHHS HC-
HONB3YIOTCS OAVMHAKOBBIC KJIIOYM, YTO TPY OMPEHAETEHHBIX YCIOBHSIX
MOXET TIPUBECTU K IIOTEHIMATBHON ysi3BuMmocTH. TlomoGHoe perie-
HIE AAET BO3MOXKHOCTh COOparh GOMbIle CTATHCTUYECKOIO MaTepua-
714, 4eM TIpY ayTeHTH(PUKAIWH 1 IKH(QPOBaHUH PAa3HBIMH KITIOUAMH.

11.2.2. lNporokon SOCKS

ITporokonr SOCKS opraHusyer mnpoueaypy B3auMOIEHCTBUS
KJIMEHT-CEPBEPHBIX NPIJIOXKEHUI Ha ceaHcoOBOM YpoBHe momeau OSI
yepe3 cepBep-NOCpeAHUK, WIM proxy-cepsep [9].

B o6uieM ciyyae nporpaMMel-HOCPEIHUKH, KOTOPbIE TPAIUIITHOH-
HO HCIIONB3YIOTCS B MD, MOTYT BRIOJHATD CHCAYIOLIMe (DYHKIIUM:

s MACHTU(UKALINIO H ayTeHTU(GUKAIIUIO MOJIb30BaTENCH

o KPUOTO3ALIMTY MEePEeAaBACMbIX TAHHBIX;

e pa3rpaHW4YEHHE IOCTYNA K PECypcaM BHYTPEHHEH CeTH;

* pasrpaHMWYe€HHME JIOCTYNA K PeCypcaM BHEIIHEN CeTH;

o QWIBTPALMIO H MpPeoOPA3OBAHME MOTOKA COOOLEHMIA, HANPH-

MEp NOMCK BUPYCOB M MPO3padHoe 1 poBaHUE HHGHOPMALINHT;
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¢ TPAHCHALUIO BHYTPEHHUX CETEBBbIX 8JAPECOB I MCXOASIMX
MOTOKOB COOOLUEHUH.

IepeonayanbHo nporokon SOCKS paspabareiBancs ToAbKO AIS
fepeHanpasjieHus 3ampocoB K CepBepaM €O CTOPOHBI KIMEHTCKMX
NPWIOXKEHHM, a TAKKe BO3BPATa STUM MPIIOKEHUSM IOTYYSHHBIX
orseTos. [lepeHanpasienue 3aMpocoB M OTBETOB MEXIY KIIUEHT-Cep-
BEPDHBIMM NPUWIOXEHUSIMH YXE [O3BOJISIET PEaln30BaTh (DYyHKIMIO
TpaHcasiuK ceteoix [P-anpecos NAT (Network Address Transla-
tion). 3aMeHa Y HCXOASILUMX MTaKeTOB BHyTpeHHHX IP-anpecos ornpa-
puTENEi ONHUM IP-aapecoM LLI03a MO3BOJSET CKPHITH TOMOJOTHIO
BHYTPEHHEH CeTH OT BHEIIHMX T0J1b30BaTe/ieii U TEM CaMbIM YCIIOX-
uuTh 3anauy HCII.

Ha ocHose npotokona SOCKS moryr GbiTh peain3oBaHbl U Apy-
rie HYHKIIMH TIOCPEAHUYECTBA N0 3a1UTE CETeBOTO B3aMMOAEHCTBUS.
Hanpumep, nporokon SOCKS MoxeT MpUMEHSTbCS LIS KOHTPOJIS
Ha HanpaBIeHUSIMH HHGOPMALMOHHEIX MOTOKOB U pasrpaHUYeHUS
JNOCTYNAa B 3aBUCUMOCTH OT aTpUOYTOB IMOJb30BaTeei U uHbopMa-
. DddekTHBHOCTE UCMOAB30BaHusa nporokoaa SOCKS mist Bbi-
noHeHNs (YHKIUH nocpeIHUYECTBa 00eCIeYnBaeTCs ero OpHeHTa-
uMei Ha ceaHCOBBI ypoBeHb Modenu OSI. [To cpaBHeHMIO ¢ nocpes-
HUKAMM TIPUKJIAOHOTO YPOBHS Ha CEAHCOBOM YPOBHE HOCTHIAeTCH
Gonee BHICOKOE OBICTPONEHCTBUE M HE3aBUCUMOCTb OT BBICOKOYPOB-
Hesbix nporokosiop (HTTP, FTP, POP3, SMTP u np.). Kpome Toro,
nporokon SOCKS He mpups3aH K nporokoay IP 1 He 3asucut or OC.
HanpuMmep, w1s obMeHa nHPoOpManuei Mexry KIMEHTCKMMHM MPUIIO-
KEHUSAMHU U TIOCPETHMKOM MOXET HMCIO/b30BaThes poToKon IPX.

bnaromapss nporokoiny SOCKS MDD u BUPTYaibHbiE YACTHBIE
CETH MOTYT OpPraHM30BaTh H€30MacHOe B3aMMOXEHCTBHE M OOMEH MH-
topmanmeit Mmexay pasHeiMé ceTsiMu. [Iporokon SOCKS nosposser
peanu30oBaTh Ge3omacHoe yNpamicHUe STHMHU CUCTEMaM# Ha OCHOBE
yHUuuuUHpoBaHHO# crparerud. Cileayer OTMETUTb, UTO HAa OCHOBE
nporokoiaa SOCKS moryr co3napaTeCsi 3allMILEHHBIC TYHHENW IS
KaXHOro MPWIOKEHUS] M CeaHCa B OTHENBHOCTH.

CornacrHo crieuuduxaunu nporokona SOCKS pasmuyawor
SOCKS-cepgep, XoTophiii 1ie/lecO00pa3HO YCTAHARIMBATL HA LIUTIO3
(M3B) cetn, u SOCKS-Kkauenm, KOTOPhIi yCTAHABAMBAIOT HA KaXIbIi
nosib3oBarenbekuit komneiotep. SOCKS-ceppep obecnieunBaet B3au-
MOIENCTBUE C IIOOBIM NPUKIANHEIM CEPBEPOM OT UMEHM COOTBETCT-
BYIOILIETO 3TOMY CepBepy NpukiagHoro kiaueHta. SOCKS-xiueHT
TIpeAHa3HAYeH ISl TepexBara BCeX 3alpocoB K NPUKIaTHOMY CepBe-
py co croponbl kaHeHTa W nepegaun ux SOCKS-cepsepy. Cnenyer
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otMeTuTb, YTO0 SOCKS-KIIMEHTHI, BLITIONHSIOLIME TIEPEXBAT 3aIIPOCOB

KIMEHTCKUX NpwrIoXeHH U B3aumoneiicteue ¢ SOCKS-cepBepoM,

MOTYT OBITh BCTPOEHBI B YHMBEPCAJbHbIE KIHEHTCKUE IMPOrpaMMBbL,

SOCKS-cepBepy u3BecTHO O TpadhMke Ha ypOBHE CeaHCa (COKeTa),

MO3TOMY OH MOXeT OCYIIECTBIATh TINATEABHbI KOHTPOIL U, B 4aCT-

HOCTU, OJIOKAPOBATE PabOTY KOHKPSTHBIX HOPWJIOKEHUH 1OJIb30BaTe -

JIei, eCJIM OHH HE MMEIOT HEOOXOAUMBIX MOJHOMOUYMI Ha HHMOopMa-

LUMOHHBIN OOMEH.

IIporokon SOCKS v5 omobpen opranuzanueit IETF (Internet
Engineering Task Force) B kauecTBe cTtanmapra Internet 1 BK/IIOYEH B
RFC 1928 [9].

Q0mas cxema YCTAHOBICHHS COCAMHEHHUS IO MPOTOKONY
SOCKS v5 mMoxeTt ObITh OIUCaHa CASAYIONHM 06pa3om:

* 3aMpPOC TPUKIAZHOTO KJAWEHTA, XKEJAIoIIEr0 YCTAHOBHTh COE-
JUHEHUE ¢ KAKUM-TU00 TIPHKJIATHBIM CEPBEPOM B CETH, Iepe-
XBaThIBACT YCTAHOBJICHHBIN Ha 3TOM Xe koMiblotepe SOCKS-
KJIWSHT;
coenuauBLIMCh ¢ SOCKS-cepsepom, SOCKS-xinenT coobuja-
€T €My MICHTU(MUKATOPHl BCEX METONOB AyTEHTH(UKAIMU, KO-
TOpHIE OH TIOJIEPKHUBACT;

e SOCKS-cepeep peinaer, KakMM METONOM ayTeHTH(hUKALMU
Bocronb3oBarbest {ecu SOCKS-cepsep He TIOAIEPKHBAET HH
OIWH U3 MeTOMOB ayreHTHukaumuu, npemmoxeHHerx SOCKS-
KJIMEHTOM, COE€IMHEHUE Pa3phiBaeTCs);

e IIPH TOMIEPXKKE KAKMX-TUOO MPEMIOXEHHBIX METONOB ayTeH-

tudpukaun SOCKS-cepBep B COOTBETCTBUM C BHIOpaHHbBIM

METOIOM ayTEHTU(PULHPYET IMONb30BATEIS, OT UMEHU KOTOPOTO

BbicTyniaeT SOCKS-kaMeHT; B cliydyae Ge3ycCIelTHOM ayTeHTH-

duxauuu SOCKS-cepBep pa3pbIBaeT COeAMHEHHE;

nocie ycremnoi ayrentudpukanmuun SOCKS-KinueHT nepenaer

SOCKS-cepsepy DNS-umst unu IP-agpec 3ampaiimnsaemMoro

npukiIagHoro ceppepa B cetu U ganee SOCKS-ceppep Ha oc-

HOBE MMEIOIINXCS TIPaBUA pa3rpaHUYeHUs AOCTYTIA IPUHUMAET

pelieHne 00 YCTaHOBJIEHUH COCIUMHEHUSI C 3THM NPHKIAIHBIM

CepBEPOM;

s B Cilyyae YCTAHOBJACHUS COSAMHEHHS NPUKIATHON KIMUEHT M
MPHUKIIAJAHOM CcepBep B3aWMOAEHCTBYIOT IPYT ¢ APYFOM MO He-
mouke coenuHeHmi, B Kotopoit SOCKS-cepBep peTpaHcaupyer
JIAHHBIC, & TAKXE MOXET BBIMOJHATL (DYHKLUUU TMOCPEAHHUECT-
BAa MO 3aLIUTE CETeBOTO B3aWMONECHCTBUS, HAIIPHMED, €CJIM B
xone ayrenrunduxkannn SOCKS-kmenr n1 SOCKS-cepBep 06-
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MEHSUIMCh CEAHCOBBIM KJIIOYOM, TO Bech TpathuK MEXTY HUMH
MOXeT mugpoBaThes,

AytenTuduKauus Tonb3oBaress, BeinoiaHseMas SOCKS-ceppe-
pPOM, MOXET OCHOBBIBATRCA Ha LM(POBBIX cepTudukarax B hopmaTe
X.509 wnu naponsx. Jns wmmdpoBanus tpaduka mexay SOCKS-
kaueaToM 4 SOCKS-cepBepoM MOryt GbITh MCHOJIBL30BaHE! IPOTOKO-
Jibl, OPUEHTHPOBAHHbBIC HA CEaHCOBbIM HIH 0ojlee HH3KNE YPOBHH
moznenu OSI. Kpome ayrenTudHKalMU THONb30OBaTEel, TPAHCISAUNHT
IP-anpecoB u kpunrosamnrsl Tpacduka, SOCKS-cepBep MOXET BbI-
MOJHSATDh TaKKe TAKUE DYHKIKUM, KaK:

¢ pasrpaHUueHHEe AOCTYNA K PECYPCaM BHYTPEHHEH CeTu;

» pasrpaHuyeHue JOCTyNa K pecypcaM BHELIHEH CeTH;

o dbwibTpaliMsg MOTOKa COOOILCHUI, HanpuMmep, THHAMAYECKUN

TIOHMCK BHPYCOB;
e perucrpauusi COOBITHI ¥ pearipoBaHME Ha 3aJapaeMble COOBI-
THS;

s K3UIMPOBAHWE NAHHBIX, 3aMpPAlIMBAEMbIX U3 BHEILHEH CETH.

ITporokon SOCKS ocylHecTBASET BCTPOCHHYK IOIIEPXKKY TO-
nynspHsix Web-uasuratopos Netscape Navigator u Netscape Com-
municator komnaHuu Netscape, a Takxe Internet Explorer koMnanuu
Microsoft.

CrenuanpHble NPOTPaMMBbi, Ha3blBaeMbIe CoKcUguramopamu, 10-
MOJTHAIOT KJIMEHTCKHE TIPUNOXEHMS MOIIepxKoit nporokona SOCKS.
K Takum nporpammam otHocurcda, Hampumep, NEC SocksCap u ap.
Tlpn ycraHOBKe COKCHMDUKATOP BHEAPAETCS MEXIY MOJIb30BATENbCKY -
MH HNPUIOXEHUSAMM U CTEKOM KOMMYHMKAUMOHHBIX NPOTOKOJOB. [la-
Jiee B nipouiecce paboTh! OH [EPEXBATHIBAET KOMMYHHUKALIMOHHBIE BbI-
30BbI, hOpMUpYeMBbIe TPWIOKEHUSIMHU, H MEPEHATIPABJIAET UX B Cllyyae
nagobHocTn Ha SOCKS-ceprep. [Ipu orcyrcTBum HapylIeHUH ycTa-
HOBJIEHHLIX TpaBui 6esonacHocTy pabora SOCKS-knueHta cosep-
1LIEHHO MpOo3payHa sl KIMEHTCKMX NMPHIOKEHUHN U nosib3oBaTeneil,

TaxuMm o6pasoM, i GOpMUPOBAHMSA 3aIUMINCHHBIX BUPTYaib-
HbIX cereil no mporokony SOCKS B Touke COMpsiKeHHS! KaXIOon
JIOKJILHOM ceTtu ¢ VIHTepHETOM Ha KOMMbIOTEpe-1LUTI03e YCTaHaBIN-
paercst SOCKS-cepsep, a Ha paboYMX CTAHUHMSIX B JOKAIbHbBIX CeTAX
M Ha KOMIIBIOTEpAaX VIAJMEeHHBIX IOJb30BaTE/EH YyCTAHABIHBAIOTCS
SOCKS-xauentst. Ilo cymecrsy, SOCKS-cepsep MOXHO paccMart-
puBath Kak M3, noanepxusawoinii nporokon SOCKS (puc. 11.7).

YaaneHHbIE 110JIb30BaTEIM MOTYT TIOAKIIOUATEC K MIHTEpHeTy Jio-
6bIM CIIOCOGOM — 10 KOMMYTHPYEMOI Wi BelaeneHHol maud. Ypu
TIONBITKE TI0JIb30BATEIS 3aUMIICHHOH BUPTYaJIbHON CETH YCTAHOBUTH
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NokanbHas ceTh
NpepnpuATHs

Komnuiotep

818

2 5 yOanesHoro

2 nofib3oBaTens
Web-, FTP-, |{E™ & E ¢ SOCKS-knueHTom
Mail-, CYBQ- |} X3
cepaepbi o 2

N =

Laptop  KomnbloTep
MOBHNbHOIO
nonb3oearens
¢ SOCKS-knmeHToM

SOCKS-cepsep

PaGouue craHuum
¢ SOCKS-knmeHTamu

Pa6ouvie craHumm ;m j
¢ SOCKS-knnexramu

Pac. 11.7. CxeMa B3auMozneicTBHS To npoTokony SOCKS

COCIUHEHHE C KakuM-ubo npukinagHbiM cepeepoM SOCKS-kmHeHT
HauuHaeT B3auMozeiicteoBath ¢ SOCKS-ceprepom. o 3aBepiieHuuU
MEepBOro 3Tana B3aUMOIEHCTBUS IMONBb30BaTeNb OYIET ayTeHTHHUIIN-
pOBaH, a MpOBEPKa TPaBWI JOCTYNA MOKAXeT, HMEET JIM OH IIPaBo
COEMHUTBCS C KOHKPETHBIM CEPBEPHBIM TIPUIIOXEHHEM, (PYHKIMO-
HUPYIOIIlEM Ha KOMIIBIOTEPE C YKa3aHHBIM aapecoM. JlaapHelliee
B3aUMOECICTBHE MOXET MPOUCXOAMTh MO Kpunrorpaduyecky 3ailin-
LLIEHHOMY KaHaiy [45].

Nomumo 3amutel nokanbHOM cetw or HCJI, na SOCKS-cepgep
MOXET BO3/araTthCsi KOHTPOJIb AOCTYIIA MONb30BATE/NEH ITOH JOKaNb~
HOI1 CE€TH K OTKPHIThIM pecypcaM MutepHera (Telnet, WWW, SMTP,
POP u ap.). JocTyn gBAsSieTCS MOMHOCTHIO aBTOPU30BAHHBIM, TaK KAk
UACHTUPHUIUPYIOTCS U ayTeHTUDUIIMPYIOTCS KOHKPETHBIE FI0/1b30Ba-
TEJIM, a He KOMIBIOTEPHI, C KOTOPHIX OHW BXOASIT B ceTh. IIpaBusna
JIOCTYTIA MOTYT 3allpelllaTh WIM pa3pellaTh COSIUHEHUS C KOHKpPET-
HbIMU pecypcamMu UHTepHETa B 3aBHCUMOCTH OT TOJTHOMOYMI KOH-
KPETHOTO COTPYIHUKA. JIeiCTBHE NpaBW OCTYMA MOXET 3aBUCETH M
OT JIPYIHX MapaMeTpOB, HAPUMEpP OT METONA ayTeHTU(UKALUHA WIH
BPEMEHM CYTOK.

B nononHenue K GyHKUMAM pasrpaHUYSHHs AOCTYIa MOXET BbI-
MTOJIHSITECS PETUCTPALMsT COOBITUMA M PEardupoBaHME Ha 3alaBaeMble
coObITUsA. 151 HOCTHKEHUs Gosee BHICOKOW CTeleHH 6e30I1aCHOCTH
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CETEBOr0 B3aMMOJEICTBUS CEPBEPHl JOKAIBHOM CETH, K KOTOPHIM
paspeleH JOCTYTI co CTOpOoHbI MHTepHeTa, 10JXHBL OBITH BbIAEIEHb]
B oTHenbHBIK moncoeautseMbiii Kk SOCKS-cepBepy cermeHT, obpa-
3YIOLLMi 3aIULIAEMYIO OTKPHITYIO ITOICETh.

11.3. 3aura GecnpoBofHbIX ceTen

BecnpoBonHble ceTH HAYHMHAIOT UCTIONB30BATHCS NIPAKTUUECKU BO
BCEM MHpe. DTO OO0YCIOBICHO MX yOOOCTBOM, TMOKOCTBIO W CpaBHM-
TeJIBHO HEBBICOKOH CTOMMOCTBIO. becrpoBOIHbEIE TEXHONOTUM JOJIXK-~
Hbl YIOBIETBOPSITL PsiAy TPeOOBaHUM K KaueCTBY, CKOPOCTN, Paguycy
NpUEMa U 3alMILEHHOCTH, NMPHYEM 3alIMILEHHOCTb YaCTO SIBASECTCH
CaMBbIM BaXXHBIM (aKTOPOM. ,

CnoxHocts ofecrieyeHnst 0e30macHOCTH OeCnpoBOTHOU CETH
oueBuaHa. Eciv B npoBOAHBIX CETAX 3NMOYMBILUIEHHUK JOJIKEH CHA-
qyaia noayunTek Gusnyeckuit JocTyTr K KabeIbHOH CUCTEME WM OKO-
HEYHBIM YCTPOHCTBAM, TO B GECTIPOBOOHEIX CETSX 3TO YCIOBUE OTIIa-
JaeT camMo co0oil: NOCKOMbKY JaHHBIE MEPEJAIOTCs «T10 BO3AYXY», LIS
MOIydeHUs1 JOCTYIIA JOCTATOYHO OOBMHOIO TIPUEMHMKA, YCTaHOB-
JIEHHOTO B paaMyce aeicTBHS ceTd (cM. pasn. 2.2.3).

OnHako, HECMOTPSI Ha Pa3IvuMs B peaav3alluy, NMoaxon K 6e30-
NACHOCTH OEeCHPOBONHBIX CETEM M MX MPOBOIHBIX aHAJIOTOB MIEHTHU-
YeH: 3leCh MPUCYTCTBYIOT aHANTOTHMYHBIC TPeOOBaHUA K OGECIieYeHNIO
KOHMHAEHIHATBHOCTH W LIEIOCTHOCTH NEPENAaBaeMblX [IaHHbIX 4, KO-
HEYHO Xe€, K NPOBEpKE NOMTMHHOCTH KaK OECHPOBOIHLIX KJIMEHTOR,
TaK U TOYEK OCTyMa.

O6wme ceeeums

Kak u Bce craupaprot 1EEE 802, 6Gasosbiii crangapT opraHmn3a-
uun GecnpoBoaHbix JokanbHbix ceredt IEEE 802.11 paGoraer Ha
HHXXKHUX ABYX ypoBHsAX mozenn ISO/OSI — ¢usmyeckoMm u KaHajb-
HoM. CereBoe TipwioxeHue, cerepasi OC wiM npoTokosn (Hanpumep,
TCP/IP) 6yayr TaK xe xopoiio paborars B cetu §02.11, kak 1 B cetu
Ethernet.

OcCHOBHASI apXMTEKTYPa, OCOGEHHOCTH ¥ CHYXObl ONMpenenstioTcs
B Gaszosom craHgapre 802.11 (cm. pasn. 4.2), KOTOphI# onpeaenser
JBa pexuma paboThl GECTIPOBOXHOW CETH — pEeXHMM KIMEHT/CepBep
(wu pexxuM HHPPACTPYKTYPHI) U PEXHM «TOUYKa—To4YKa» (Ad-hoc).



Taasa 11. 3auuma na KaHAILHOM U CEAHCOBOM YPOGHAX 259

B pexxume kauenT/cepBep 6eCIIpoBOAHAS CETh COCTOUT KaK MHHH-
MyM U3 OAHOM Toukm foctyna AP (Access point), TOIKITIOUEHHONR K
NPOBOAHOW CETH, U HEKOTOPOTro Habopa OeCIpPOBOXHBIX OKOHEUHBIX
craHiui. Takass KoHGUrypauuss HOCUT Ha3zBaHMe 6a306020 Habopa
cayacd BSS (Basic Service Set). [ia wnm 6onee BSS, obpasymowwiux
€IUHYIO MOACETh, POPMUPYIOT pacuupennsiii Habop cayxco ESS (Exten-
ded Service Set). Tak Kak GONbIIMHCTBY GECTIPOBOXHBIX CTAHLIWI Tpe-
OyeTcs moy4aTh noctyn K GaiIoBbIM cepBepaM, IpuHTepam, MHTep-
HETY, JOCTYIIHLIM B NPOBOJHOM JOKAITBHOU CE€TH, OHM OynyT paboTarth
B PEXMME KIIMEHT/CepBED.

Pexum «TOUKa—TOYKa» — ITO MPOCTAs. CE€Th, B KOTOPOM CBA3b
MEXKIY MHOTOUMC/AEHHBIMY CTAHIIMSAMYU YCTAHABIHBAETCSA HATIPAMYIO,
0€e3 UCMOTB30BAHNS CIICHMATBHON TOUKH HOCTYMA. Taxoi pexuM ro-
jle3eH B TOM Ciy4ae, eciu HHQPPacTpyKTypa OeCnpOBOIHOM CETH HE
chopMupoBaHa (HanpuMep, B OTeJie, BHICTABOYHOM 3aJi€, a3pOIopTy).

Ha dusnueckom yposHe crangapta 802.11 onpenesiens! 2 mupo-
KOITOJIOCHBIX PaZMOYaCTOTHBIX Merona nepexayd 1 1 — B WHbpa-
KpacHOM JuariasoHe. Panroyactorabie MeTonsl padoTaior B ISM mua-
nasoHe 2,4 I'Tu u 06p14HO UCTIONB3YIOT Moocy 83 MTI'ir ot 2,400 I'Ty
A0 2,483 [Tu. TexHOMOTH LIMPOKOIOJOCHOTO CUTHAJA, HCIIOJIb3Ye-
MbI€ B PATNOYACTOTHBIX METONAX, YBEJIUYMBAIOT HALEXHOCTD, ITPOITY-
CKHYIO CIIOCOOHOCTb, MO3BOJISIOT MHOTMM HECBSI3aHHBIM APYT C APY-
I'OM YCTPOMCTBAaM pa3ieisiTh OOHY TMOJOCY YaCTOT ¢ MHHUMAIbHBIMH
rOMeXaMu APYT ISl Apyra.

OcHoBHOe JAOTONHEeHWe, BHeceHHOe crtaHaaprom 802.11b B oc-
HOBHOM CTaHRapT, — 3TO NOJAEPXKKA ABYX HOBBIX CKOpOCTEil Iepe-
Hayd maHHbiXx — 5,5 u 11 Mbps. [Ins JocTiKeHHsT 3THX CKOPOCTEM
Obul BeIOpaH MeTOA mnpsiMOM mochenosarensHoctu DSSS (Direct
Sequence Spread Spectrum).

Kananenbiit (Data Link) yposeHb ctaHmapra 802.11 cocrour u3
ABYX MOAYpOBHEH: ympasieHWs jormueckoil cesizblo LLC (Logical
Link Control) u ynpasnenus goctynoM K Hocurenio MAC (Media
Access Control).

O6ecneuyenne 6e30nMacHOCTH 6eCnPOBOAHLIX ceTelH

Cuctema 33Tl GecripoBoIHbIX ceTeit WLAN, ocHOBaHHas Ha
nporokone WEP (Wired Equivalent Privacy) nepsoHadanbsHOro cras-
aapra 802.11, nmeeT cyuiecTBeHHbIe HeaocTaTKU. OTHAKO MTOSBUIUCH
Gonee adpekTUBHBIE TEXHOJOTHH obecreuyeHus HHPOPMALMOHHOMN
6esonacioctt WLAN, xoropele onucansl B ctangapre WPA (Wi-Fi
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Protected Access) oprannsauuu Wi-Fi Alliance u crannapre 802.11i
uHctutyra IEEE w npusBaHbl yCTpaHHTh HEAOCTATKM CTAHIAPTa
802.11. IMockoarky mpouecc pa3paboTku cranaapra 802.11i cauiu-
KOM 3aTsaHyicsi, opraHu3aums Wi-Fi Alliance Obuia BbIHyXneHa
npetoxuth B 2002 r. cOOCTBEHHYIO TEXHONOTHMIO O0ECTICUCHMS UH-
dopmaumontoit 6ezonacuoctd WLAN — crangapt WPA.

Crangapt WPA BecbMa NMpUBJIEKATeJEH TEM, YTO OTHOCHUTEIBLHO
TPOCT B peanu3aliMyd W MO3BOJASET 3aUIUTUTh HbIHE NEHCTBYIOLIUE
WLAN. Crangaprsl WPA u 802.111 COBMECTHMBL APYT C APYITOM, I10-
9TOMY HCHOJb30BaHHE NoAAepXuBawUX WPA mpoaykToB MOXHO
CYMTATbL HAYaJIbHBIM BTanoM IEpexofa K CHUCTeME 3auiuThl Ha 0ase
craHzapra 802.11i (cM. pa3n. 4.2).

Mexay TexHosorusMu craHaaptoB 802.11i 1 WPA MHoro o6iue-
ro. Tak, B HUX onpeaeseHa HACHTUYHAs apXUTEKTypa CUCTEMBI 6e30-
HOACHOCTH C YAYYIUEHHBIMH MEXaHU3MAMM ayTeHTU(HUKALMUA [10JIb30-
BaTejieil 1 MPOTOKOAAMU PACTIPOCTPAHEHUS U OOHOBICHUS KIIOUEH.
Ho ectb u cywiectBeHdslie padmuug. Hanpumep, texHonorus WPA
6a3upyercst Ha nporokoie auHamuyeckux kmodeir TKIP (Temporal
Key Integrity Protocol), noamepxky KOTOPOro B OOJIBIIMHCTBE YCT-
poiictre WLAN MoXHO peann3oBath nyteM obHosienus ux [10,
a B Oonee PyHKUMOHANLHOU KOHuUenuuu cradpapra 802.11i npea-
YCMOTPEHO MCIO/Ab30BaHHE HOBOTO craHgapra wimdposanust AES
(Advanced Encryption Standard), ¢ KOTOpbIM COBMECTUMO JIMLIb HO-
Beitiiee obopynopanue wist WLAN.

B cranmapre WPA npenycMOTPEHO HCHIONBL3OBaHHE 3AIEUTHBIX
nporokonos 802.1x, EAP, TKIP u RADIUS.

MexanuaM ayTeHTH(MKALMK 10Ab30BaTeNAeH OCHOBaH Ha NpoTo-
Kone Koutpois goctyna 802.1x (pa3paboraH Asi IPOBOAHBIX CETEM)
M nporokosne paciuupeHHoi ayreHTHdukauun EAP (Extensible
Authentication Protocol). ITocienHuii 103BoONsIET CETEBOMY aIMMHH-
CTPATOPY 3aJIciICTBOBATh AIFOPUTMBI ayTEHTU(UKALMU T1OIH3OBATE-
Jieit nocpeacreom cepsepa RADIUS (cm. . 13).

®yukuun obecrnieyeHns] KOHPUICHUHANBHOCTH M UEJIOCTHOCTH
JaHHbIX Gasupylorcs Ha nporokosie TKIP, koTopeiit B oTinymMe OT
nporokoyia WEP ucnonbs3yer Oonee 3pGhexTHBHBII MEXaHN3M ylipas-
JIEHUs KTI0OYaMH, HO TOT Xe caMblil anroput™ RC4 mis mmmdposanus
naHHex. Comtacto nporoxkony TKIP, ceresbie ycrpoiictsa paboraior
¢ 48-6MTOBBIM BEKTOPOM MHULIMAIU3ALUM (B OIMYME OT 24-6UTOBO-
ro BeKTOpa MHMIMa u3aimu nporokona WEP) u peanuayioT npasuiia
M3MEHEHHUS MMOCIENOBATEIHHOCTH €ro GUTOB, UTO UCKIIOYAET MOBTOP-
HOE MCIO/IB30BaHME KJIoueil M OCYLLECTBIEHHE replay-aTak.
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B miporokone TKIP mpexycMoTpeHbl reHepalusi HOBOro Kiioya
Ui KaXJOro IepenapaeMoro TakeTa W YIyYIIEHHBIH KOHTPOJIb Iie-
JIOCTHOCTH COOBILEHMH C MOMOLBIO KpUNITOrpadhnuecKoi KOHTPOIb-
Ho# cymMmmbl MIC (Message Integrity Code), npensTcTByonieii xake-
Py U3MEHSITh COAECPKUMOE MEPENABaEMbIX ITAKETOB.

- Cucrema ceTeBodl OezomacHocTH cTaHpapra WPA paGoraer B
neyx pexumax: PSK (Pre-Shared Key) u Enterprise (kopmopatus-
Helid). JDist pasBepThiBaHUS cHCTeMbI, pabotaloleii B pexume PSK,
HeOOXOOMM pasiesisieMblii Iapoib. Takyio cucTeMy HECHO0XHO yCTa-
HaBAMBaTh, HO oHa 3amuiuaecT WLAN He cToab HajJeXHO, KaK 3TO
Jenaer cucreMa, GyHKIMOHUpYIOUIas B pexume Enterprise ¢ uepap-
xuen nuHaMudeckux Kiaovyer. Xots npotokon TKIP paboraer ¢ teM
Xe cambiM 6;10uHBIM MdpoM RC4, KOTOpBIil 1PeryCMOTPEH CIIELIH-
dukanueit nporokosa WEP, texnonorus WPA 3amyinaer gaHHbE
HAAEXHEE MOCJETHETO.

Y1o6s Touku moctyna WLAN craiu COBMECTMMBIMM CO CTaH-
naproM WPA, nocratouno mozaepHusupoBath ux [10. [na mepesona
Xe ceTeBoi MHpacTpyKTyph! Ha ctaHaapt 802.11i morpebyercss HO-
BOE O0OPYIOBAaHUE, NMONNEPKUBAIOLIEE AMropuT™ Lirmpposanus AES,
Tak Kak AES-mmdposanue -co3maer GONBIHYI0O HATPY3Ky Ha LieH-
TpabHbIY MpoLeccop OeCPOBOSHOIO KIMEHTCKOTO YCTPOMCTRA.

YT1oObl KOPHOpAaTUBHBIE TOYKH HOCTYNa paboTasm B CHUCTEME
cerepoit GesonacHoctH ctanmapra WPA wm 802.11i, oHM DOJKHBI
NoJAEPXKUBATh ayTeHTU(DHKALUMIO TI0IB30BaTENeil MO IIPOTOKOIY
RADIUS u peann3oBbiBaTh NPELYCMOTPEHHBI CTAHAAPTOM METON
wubposanuss — TKIP unu AES, uro norpeGyer MomepHM3aiuu
ux [10. U euie onHo TpeGoBaHue — GBHICTPO OCYLIECTB/IATH TOBTOP-
HYIO ayTEHTU(DUKAIMIO TI0JIb30BaTeNEl M0Ce pa3phIiBa COSANHEHUS C
CETBIO. DTO OCOGEHHO BAXKHO IS HOPMATBHOTO (PYHKILIMOHUPOBAHUS
IIPUIOXEHHUH, pabOTAONINX B PEABHOM MacliTabe BpeMEHH.

Ecnm cepsep RADIUS, npumeHseMbiii It KOHTPOJA JOCTYIA
[I0b30BaTeNefl TPOBOMHON CETU, MOMIEPXKHBAET HYXHBIE METOIbI
ayteHTUGUKauMu EAP, To €ero MOXHO 3aleiicTBOBAThL M ISl AyTEHTH-
¢dukauny nons3opareneit WLAN. B npoTuBHOM ciydae cienyer yc-
taHoBuTh cepeep WLAN RADIUS. Otot cepBep paboraer cienyro-
UM O0pa3oM: CHayaja OH IpOBEpsieT ayTeHTUOHLMPYIONIYI0O HMH-
dbopmanmio moap3oBaTens (Ha COOTBETCTBHE COIAEPXKUMOMY CBOEH
b1 06 ux noeHtudukaropax M napossax) wiu ero uudpoBoi cepr-
dukar, a 3aTeM aKTUBH3UPYET JMHAMMYECKYIO FEHEPALNIO KJIIOYeH
I UGPOBAHNAST TOUKOM JOCTYHA U KIMEHTCKOM CUCTEMOW UIST KaXIO-
ro ceaHca CBSI3H.
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ns pa6Gorer Texnonorny WPA tpeGyercsi mexauusm EAP-TLS -
(Transport Layer Security), Torza kxak B cranaapre IEEE 802.11i
NMpuMeHeHne KOHKPETHBIX MeTonoB ayTeHTudukauuu EAP He orosa-
puBaetcst. Beibop MeTona ayrentudukaunu EAP onpeneasiercst crie-
IMGpHKON PaGoThl KIMEHTCKUX MPWIOKEHHI B apXHTEKTypOH CETH.
Yrob6el HOYyTOYKM M KapMaHHble [IK pabortanu B cucTeMe CETeBOW
GesonacHocT cTaHzapra WPA win 802.11i, oHu J0kHBI OBITH OC-
HallleHbl KJIWCHTCKMMM IIpOorpaMMaMu, TOLNEPXHBAIOILUMM CTaH-
napr 802.1x.

CaMBIM TIPOCTBIM, C TOYKHM 3PEHUS Pa3BepThIBAHUS, BAPHAHTOM
CHCTEMBI ceTeBOll Ge3omacHOCTH cTaHnapra WPA sBisiercs crcTeMa,
paboralomas B pexume PSK. Ona npennasHauyeHa i HEOOMAbIINUX K
JomaiiHaux odurcos M He Hyxpaercs B cepsepe RADIUS, a mx
b poBaHUs NAKETOB W pacyera KpumrorpaduyecKoi KOHTPOJIBHOR
cymMmel MIC B Heilt ucnonb3yercst maposb PSK. O6ecneunBaeMbril €10
ypoBeHb MH(MOPMAIIMOHHONH G€30MacCHOCTH CETH BMOJHE N0CTaTOYCH
U GONBIIMHCTRA BHINEYKa3aHHBIX 0(HCOB. C LIENBI0 NOBHIUCHUS
3¢ (eKTUBHOCTH 3aIUUTH JAaHHBIX CJIeNyeT NMPUMEHSTh MapoiH, Co-
nepxaimue He MeHee 20 CHMBOJIOB.

IpennpustusiM 1eaecoobpasHo BHCllpﬂTb y ceGs CUCTEMBI ceTe-
Boii GesonacHoctu craHzapra WPA c cepsepamu RADIUS. bons-
WHHCTBO KOMIAHUH IIPEAIIOYMTAIOT UMEHHO TaKUe CHCTEMBI, I10-
CKOJIbKY pabotamouiue B pexume PSK pelnexus cinoxsee aiMHHHCT-
PUpPOBaThL U OHY GoJiee YS3BUMBI Ul XaKEPCKUX aTak.

o Tex mop noka cpeacrsa cranzapra 802.11i He cTaHyT HOCTYIE-
HBEIMH Ha pbiHKe, WPA Oyaer ocTaBaThCsl CaMbIM HOAXOASALIMM CTAH~
Japrom uis 3auiuthl WLAN,

Crangaptet WPA n 802.11i B 40CTaTOYHOU CTeNEHU HAAEXHBI U
ofecrneymBaloT BHICOKHMI YPOBEHD 3ALIMIICHHOCTH O6CNPOBOAHMBIX Ce~
Teit. TeM He MeHee OOHOro MPOTOKOJA 3AIKMTHI HEJOCTATOYHO —
craeayeT TakXKe yAeasTh BHUMaHHe NPaBUIBHOMY HOCTPOEHMIO M Ha-
CTPOWKE CeTH.

Qusuueckan 3amuma. Tlpu passeprhiBanun Wi-Fi-cetu Heobxo-
IUMO (DU3HYECKH OTPAHHYMTDb JOCTYI K GECIIPOBOMHBIM TOUKAM.

IIpasuavhas nacmpotixa. Ilapaokc COBpeMEHHBIX OECHPOBOAHBIX
ceTeil 3aK/IIOYAETCsl B TOM, UTO IOJIB30BaTeNId HE BCErla BKIOYAIOT
¥ UCHOJB3YIOT BCTPOEHHBIE MEXaHM3MbL ayTeHTH(hUKauud U Wud-
DOBAHMSL.

Sawuma noassoeamenvckux ycmpoiicme. He cienyeT noaHocTsio
110/1a7aThC Ha BCTPOCHHLIE MeXaHW3Mbl 3ailMThi cetu. Haubonee
ONTHUMAILHBLIM SBJIAETCS METOM 3LICTIOHUPOBAHHOW OOOpPOHB, ITEp-
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Bas JMHUSA KOTOPOWl — CPEnCTBa 3allMThI, YCTAHOBJIEHHBIE HA CTa-
unoHapaoM IIK, noyroyke wiu KIIK.

Tpaduyuonnvie mepol. DddekTuBHAs paboTa KOMIIBIOTEPA B CETH
HEMBICAMMA 0e3 KIacCUYECKUX MEP 3alllUThHl — CBOEBPEMEHHOI ycTa-
HOBKH OOHOBJIEHUY, UCITOIB30BAHUS 3AILIMTHBIX MEXaHHU3MOB, BCTPO-
eHHbIX B OC ¥ NnpuioXeHHs!, a TakKke aHTHUBHUPYCcOB. OOHAKO 3THX
MEp Ha CEeroiHsi HEAOCTaTOYHO, TAK KaKk OHH OPHUEHTMPOBAHbI Ha 3a-
LIUTY OT Y€ U3BECTHBIX YIPpo3.

Monumopune cemu. Ciaboe 3B€HO B KOPIIOPAaTUBHOI CeTH — ca-
MOBOJIbHO YCTAHOBJIEHHbIE TOYKH J0OCTYTIA. AKTYAJIEHOH gBJsIeTCs 3a-
Jlaya JIOKaNKU3alMi HECaHKIIMOHUPOBAaHHBIX To4eK gocTyna. Creuu-
aJibHbIC CPECTBA JOKAAN3alMK TOYEK JOCTYIA MO3BOISIOT rpaduye-
CKM OTOOpaXaTb MECTO PACHONOXEHHUS <«IyXOro» TepMUHAJIA Ha
KapTe 3Taxa WK 34aHus. Eciu kiacCuyecKue METONBI HE CHacaioT
OT BTOPXKCHUS, CIEAYET IPUMEHSITh CUCTEMb OOHAPYXEeHHUs aTak.

VPN-azenmes. MHOTHE TOYKM AOCTYIA paboOTAIOT B OTKPHITOM pe-
KHUMe, TI03TOMY HEOOXOMMMO UCTONb30BATh METOMBI 3alllMThI Niepena-
BaeMBbIX JaHHBIX. Ha 3aimuiraeMoM KOMIIbIOTepE IOKEH OBbITh yCTa-
HoBleH VPN-KIHeHT, KOTOPHI BO3bMET HA ceOsd pelleHune 3Toi 3a-
nauu. ITpakrudecku Bce coBpeMeHHbie OC (HanpuMep, Windows XP)
CONEPXKAT B CBOEM COCTABE TAKME MPOrPaMMHEIE KOMIIOHEHTHI.



Mnasa 12
3ALLUMTA HA CETEBOM YPOBHE —
NMPOTOKON IPSEC

PagukanbHOe yCTpaHEHHE YS3BMMOCTEH KOMIIBIOTEPHBIX CeTeif
BO3MOXHO TPH CO3JAHUK CHCTEMBI 3alLIMTHl HE JUIS OTHAE/bHBIX Kiac-
COB NPUIOXKEHU, a IJIst ceTd B 1iea0M. [Ipumenutenbno Kk IP-ceTsiM
3TO O3HAYAET, YTO CMCTEMbI 3a1LUTHI JODKHbBI IEHCTBOBATL HA CETEBOM
yposHe Moznenau OSI. IIpeumyliecTBo Takoro BeiGopa 3aKIIOHAeTCs B
TOM oueBHAHOM (pakTe, 4yTo B IP-ceTsix uMeHHO ceTeBOli ypOBEHb OT-
JMYaeTCs HauOONBIEH FOMOTEHHOCTBIO: HE3aBUCHUMO OT BBILIENEXA-
11X TIPOTOKOJIOB, PU3HMUYECKOW Cpennl Tepelayyd W TEXHOJNOTMU Ka-
HATBHOIO YPOBHSI TPAHCIOPTHPOBKA AAHHbBIX 0 CETU HE MOXET ObITh
npousBeneHa B o6xox mipotokosa IP. IMostomy peanusainus 3aLliuThl
CETH Ha TPETheM YPOBHE aBTOMAaTU4YeCKH FapaHTHPYET KaK MMHHUMYM
TaKYI0 X€ CTENeHb 3alIMThl BCEX CETEBBIX MPHJIOXKECHUN, npUyem 06e3
Kakoi-n6o MonudHKaluK NOCHeIHUX.

Ilpu dopMmUpoBaHHUM 3alLMIIEHHBIX BUPTYAIbHBIX KAHAJIOB Ha
ceTeBOM ypoBHe Mozenau OSI AocTHraeTcsi ONTUMAIIbHOE COOTHOILE-
HHE MeEXAy TPO3pavyHOCTHIO M KAa4YecTBOM 3aluThl. PasMelienue
CPEeICTB 3alllUThl HA CETEBOM YPOBHE JeJlaeT WX IPO3PAYHbIMU IS
MPUIOXEHUM, TaK KaK MEXIY CETEBbIM YPOBHEM M INPUIOXEHUEM
DYHKUMOHMPYET pPeaTU3alMs IPOTOKONA TPEHCIIOPTHOIO YPOBHSL.
Ilist monmb3oBarened TPOUENYPHI 3aliWThl OKAa3BIBAIOTCS CTOMb Xe
MpO3payHEIMH, KaK ¥ caM npoTokon IP. Ha ceteBoM ypoBHe cyLtecT-
ByeT BO3MOXHOCTb JOCTATOMHO HOJHON peannsauvyu GyHKImiA 3a-
IWNTH TpadyKa U YIpaBieHus KII0UaMu, MOCKOJbKY UMEHHO HA ce-
TEBOM YPOBHE BBIMOJIHSAETCS MaplIpYTH3allusl MakeTOB COOOLUEHMA.

Crex mporokonos IPSec ucnonnsyerca misi ayTeHTHGUKALMK
YYaCTHMKOB OOMeHa, TyHHeauposanusi Tpaduka W WUdpOBaHUS
1P-nakeros. OcHOBHOe HaszHavyeHue nporokona IPSec (/nternet Pro-
tocol Security) — obecneueHue 6€30MACHO fepeaavy JaHHbIX 110 ce-
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M IP. TTockonbky apxutekrtypa [PSec copmecTMa ¢ TIpOTOKONIOM
IPv4, ee moaaepxKy HOCTATOYHO OOECHEYUTh Ha OOOMX KOHIAX CO-
CITHEHHST; TIPOMEXYTOYHBIE CETEBBIC Y3JIbl MOTYT BOOOLIE HMYETO «HE
3Hath» 00 [PSec. IIporokon IPSec MoxeT 3aiummars Tpaduk Kax Te-
Kylieir Bepcuu miporokona 1Pv4, mpumenstemoir ceromast B Internet,
TaK U TpaduK HOBOM Bepcuu IPv6, KoTopasi MOCTENIEHHO BHEIPSETCS
B Internet.

12.1. Apxutektypa cpencrts 6e3onacHocTi IPSec

OcHoBHOE HazHayeHUE MpoTokonoB 1PSec — obGecneyenue 6e30-
nacHoil nepenaum gaHHbIX 110 cetsM |P. [Ipumenenue IPSec rapaH-
TUpPYeT:

e 1I€JIOCTHOCTD IEPENaBaeMBIX HAHHBIX (T. €. JaHHBIC MPH TEpe-

Aaye He MCKaXKEHBI, He MOTePsiHbl U He NpoAyOaMpPOBaHBI);

¢ AyTCHTUYHOCTb OTNpPaBUTENs (T. €. NaHHBIE MEPeJIaHbl UMEHHO
TeM OTHpaBUTesieM, KOTOPLIA JOKAa3al, YTO OH TOT, 332 KOro
cebsi BBIZACT);

» KOH(PUACHINANIbHOCTD IIEPeNaBacMbIX JaHHBIX (T. €. JaHHBIC
nepegaioTcsi B popme, TPENOTBPAILAIOLIEd WX HECAHKIHOHH-
PpOBaHHBIH MPOCMOTP).

CreayeT OTMETUTh, YTO OOBIYHO B TIOHSTHE 0OE€30TACHOCTH HaH-
HBIX BKJIIOYAIOT ellle OJHO TpeGOBaHME — HOCTYNHOCTH JaHHBIX, YTO
B paccMaTpuBaeMOM KOHTEKCTE MOXHO MHTEPIIPETMPOBATh KaK ra-
paHTuio uX AoctaBkH. [Iporokonsl IPSec He pemaloT gaHHyio 3aaa-
4y, OCTaBJIsAsl €€ IpoToKoay TpaHcnopTHoro yposHst TCP. Crek npo-
Toko0B IPSec obGecneumBaer 3aiuuty MHGOpPMALIMM Ha CETEBOM
YPOBHE, YTO [IEJIACT 3Ty 3alIMTy HCBUIMMOM 75 paboTaloluMX Mpu-
JIOXEHUIA.

DOyHIaMeHTANBHON eMHUUEH KOMMYHHUKaLuu B IP-ceTax sBisi-
erca IP-nmaker. 1P-makeT conepxur S-aapec mcrouHuka U D-aapec
noJjiyqare/isi COOOLIEHHA, TPAHCIIOPTHBINM 3aroj10BOK, MHQOpMaIUIO
0 THNE JAHHBIX, MEPEeHOCHMbBIX B 3TOM IaKeTe, M CaMHM JaHHbIE
(puc. 12.1).

{P-3aronosok TpaHCnopPTHBIiA
TCP- unn UDP- Dannbie
S-aapec l D-appec 3aronoBoOK

Puc. 12.1. Crpyxrypa IP-naxera
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ITonb3oBaresis BOCIPUHUMAET CETh KaK HAaOEeXHO 3alLMHICHHYIO
cpeay TOJBKO B TOM CJy¥ae, eciy OH YBEDEH, YTO ero INapTHep MO
0OMeHY — MMEHHO TOT, 3a KOro OH cebs BhijaeT (ayreHTHdukauus
CTOPOH), YTO IiepelaBaeMble TAKETbl HE MPOCMATPHUBAIOTCS [OCTO-
POHHMMHM JUUAMK (KOHDUACHIHATBHOCTD CBA3H) M YTO NOJy4aeMble
JAHHBIE He MMOIBEPIIMCh H3MEHEHHIO B MPOLIEcce nepeaaym (Lenocr-
HOCTb JAHHBIX).

g Toro 4robel obecneuuTh ayreHTUOUKALMIO, KOHIUIEHIIU-
ATLHOCTh M LEJOCTHOCTh MEpPeNaBacMblX AAHHBIX CTEK HAPOTOKOJIOB
IPSec mocrpoeH Ha 6ase CTaHIAPTU3OBAHHBIX KPUNTOIrpaQHUECKUX
TEXHOAOTUH:

« 06MeHa KmoyaMHu cormacHo aiaroputmy Hdubdu — Xennmana

JUISL pachpene/ieHVs] CEKpeTHBIX KIIIOYe MeXay nonb3oBaTesi-
MH B OTKDBITOK CETH;

o KpunTorpaduy OTKPBITHIX KIIOYEH A1 NMOANMCHIBAaHUA oOMe-
HoB Ingpdn — Xemrmana, 4yToOpl rapaHTHPOBATh HOMTMHHOCTD
IBYX CTOPOH M M30€XaTh aTak THMa «man-in-the-middle»;

o MGPOBLIX CepTHGHUKATOB [l MOATBEPXKACHUSA MOMITMHHOCTH
OTKPBITBIX KJIIOYEH;

o BIIOYHBIX CHMMETPHYHBIX aNTOPUTMOB UMGPOBAHHS HaHHBIX;

e ATOPUTMOB ayTeHTU(DUKAaUKM coobHIeHHH Ha Oase yHKUHU
X3UIHPOBAHUSA.

IIpotokon IPSec ompeaensieT CTaHJAPTHbIE CIIOCOOBI 3a3ILIUTHI
nHbopMaumoHHoro obMeHa Ha ceTeBoM yposHe Moxmenu OSI mis
IP-cetu, siBistomeiicss OCHOBHBIM BHIOM OKpBITBIX ceTeil. JlaHHbii
MPOTOKOJT BXOAMT B COCTaB HOBOW BepcuM mnportokosna IP (IPv6) u
NpUMEHNM Takke K ero tekyiueit Bepcuu (IPv4). [nsi nmporokona
IPv4 nonnepxxa IPSec apnsetcs xenarenpHoit, a wist [Pv6 — o6sa3a-
teabHOM. TIporokon 1PSec mpeacrtasnsier cob6oil CHCTEMY OTKPBHITBIX
CTAHIAPTOB, KOTOPask UMEET YETKO OUEPUEHHOE SAPO, U B TO Xe Bpe-
M3l TTO3BOJISET HOMOJHATH €¢ HOBBIMU TIPOTOKONAMU, AITOPUTMAMU |
dyakuuamu. CTaHoapTr3oBaHHBIMU byHkiwmsmu IPSec-3auimTsr Mo-
IyT TIOJIb30BATHCS MPOTOKOJIBE 00JIee BBICOKMX YPOBHEH, B 4aCTHOCTH,
YIPaBIKIOlIKie TPOTOKOJIBI, IPOTOKOABl KOHMPUIYpUPOBAHHS, a TaK-
e MPOTOKOJTBI MapLIpyTU3aLyH.

OCHOBHBIMH 3aJavyaMM YCTAHOBACHWS M TIONIEPXKAHMs 3allfH-
LLIEHHOTO KaHajla SBIISIOTCS Cleaylouue:

e ayTeHTH(DHKAUMS NMOJBL30BATENEH WM KOMITBIOTEPOB TIPH WHU-

HMalMy 3alIMIHEHHOro KaHama;

e wHdposaHne W ayreHTUGUKAUMS TIEPENABAEMbIX JAHHBIX MEXK-

Iy KOHEYHBIMY TOYKAMH 3aUIMIICHHOTO KaHaIa,
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¢ obecrieyeHne KOHEUYHBIX TOYEK KaHala CEKPETHBIMM KIII0YaMH,
HEOOXOMUMBIMH IS PAOOTHl' MPOTOKOJIOB ayTeHTU(MMKALIMK U
WHU@POBAHUS AAHHBIX.

Hnst pelmreHunst mepedrceHHBIX 3a1a4 cuctemMa IPSec ucronbsyer
KOMIUIEKC CPeNCTB 6€30TIaCHOCTH UHPOPMALIMOHHOTO 00MeHa.

BonpumHcTBo peanusanuii mpotokona IPSec uMmeroT ciieayoinue
KOMIOHEHThI, ‘

Ocnoenoti npomoxoa IPSec. DTOT KOMIIOHEHT pPeaIM3yeT IMPOTO-
konbl ESP 1 AH. On o6pabaTbiBaeT 3arojioBKi, B3aUMOAEHCTBYET C
B, SPD u SAD p1s onipenesieHust TIONUTUKU O€301MacHOCTH, MPUME-
HSEMOM K TTAKETY.

Ilpomoxoa ynpaesenus obmenom Karouegoi ungopmayuu IKE
(Internet Key Exchange). IKE o6bruHO npeacTaBnsiercst Kak Mpolece
MOJIB30BATEABCKOTO YPOBHS, 32 NCKIIOYEHUEM pealM3alliii, BCTPOCH-
Heix B OC.

baza oOannvix nosumux 6Gesonacmocmu SPD (Security Policy
Database). 9710 onuH 13 BaXHEHIIMX KOMIIOHEHTOB, ITOCKOJBKY OH
ofpeensieT NOAUTUKY O€30MaCHOCTH, TIPUMEHSIEMYIO K TlakeTy. SPD
HCTIONB3YETCS OCHOBHBIM NpoToKoJioM IPSec npu o6GpaGorke Bxoas-
IMX U UCXOISIIHX TTAKETOB.

basza oannvix 6esonacuvix accoyuayuti SAD (Security Association
Database). bJI SAD xpaHuT cnucok 0Ge30macHBIX acconuauuii SA
(Security Association) mns o6paboTKM BXOASILIE W HCXOASALIENR WH-
dbopmarmu. Ucxonsime SA UCTIONB3YIOTCH IS 3aIUTHl MCXOMSIIIMX
MAKETOB, 4 BXOASHINE SA HUCIONB3YIOTCS UISS 00pabOTKU HAKETOB C
3aronoskamu IPSec. B/l SAD zanonnstercs SA Bpy4YHYIO Wi ¢ HO-
MOHIBIO TIPOTOKONA ynpasneHus kiodamu 1KE.

Ynpaenenue noasumuixoli 6Gezonacnocmu u 0e30RACHBIMU ACCOUUA-
yuamu SA. BT0O — IPUIOXKEHHWS, KOTOPhiE YIPABISIOT MOAUTUKOM
fe3ornacHocTd H SA [9].

OcHosHo# nporokon IPSec (peanmsyioumit ESP u AH) Ttecno
B3aHMOJCHCTBYET C TPAHCIIOPTHLIM M CETEBBIM YPOBHEM CTEKA IPOTO-
kosioB TCP/IP. ®akrudecku nporokon IPSec saBiasieTcss 4acThIo ceTe-
Boro ypoBHsi. OCHOBHOM Moayab npotokona IPSec obecrieunsaeT nBa
uHTepdeiica: BXOMHOM W BHIXOXHON. BxomHoi uHTEpdEHC HCTI0Nb3Y-
€TCS BXOMSIIIMMY TIAKeTaMH, a BBIXOIHON — MexoasiuMu. Peannsa-
uus IPSec He nomxHa 3aBuceTh OT MHTepeiica MeXay TPaHCIOpPT-
HbIM U CETeBBIM YPOBHEM cTeka mpotokonos TCP/IP.

BJ1 SPD u SAD cyuiecrBeHHo BiHsiior Ha 3¢GeKTHBHOCTE pabo-
ThI IPSec. BoiGop CTpyKTyphl ZaHHBIX Jig XpaHeHus SPD u SAD ss-
NISIETCSl KPUTHIECKUM MOMEHTOM, OT KOTOPOIO 3aBHCHT MPOU3BOAU-
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tenbHOCTh IPSec. OcobeHHocTr peasmsaunn SPD u SAD 3aBucar ot
TpeGOBaHMIA TTPON3BOIUTEIBHOCTH U COBMECTHMOCTH CUCTEMEL.
Bce nporokonsr, Bxomsuime B IPSec, MOXHO pa3neinTe Ha

JIBe TPYIHIhI:

1) npOTOKONEI, HENOCPENCTBEHHO ITPOU3BOIAAINE 06paboTKy ne-

peaaBacMbIX NJaHHDbIX (BJUI obecrieueHUsl HX 3alLMThI);

2) MPOTOKOJIbI, MMO3BOJAKIIME ABTOMATUYECKH COIIaCoBaTh f1a-
paMeTphl 3aLMHILEHHBIX COCAUHEHUM, HEOOXOAUMBIE 1JIST TIPOTOKO/OB

1-# rpynmbl.
ApxuteKrypa cpeiacts 6e3omacHoctv IPSec npencrabieHa Ha
puc. 12.2.
fiporoxon fporoxon Mporokon
IKE AH ESP
AnropnTMb
?;?):?;:’;‘;" AnropuT™B! AnropuTMbl
4 ynpaeneHs ayTeHTudukaLmn Lwnpposanns
KnIouamm
Lomen
uHTepripeTayul
DOI

Puc. 12.2. Apxurextypa creka nporokosnoB IPSec

Ha 6epxXHem ypoere PACIIONOXEHDI 3 NMpoTOKOAa, COCTABJAKIINX

siapo [PSec:

e MPOTOKOJI COIIACOBAHHUS MAPAMETPOB BUPTYAJIBHOIO KaHajaa
n ynpapiaeHus ximioyamu IKE (Internet Key Exchange), omnpe-
JeNSIOIMH Cnoco0 HHULIHANH3ANKK 3alIMINEHHOTO KaHaia,
BKJIIOYAsi COIJIACOBAHHME HCIIOJIb3YEMBIX AJITOPUTMOB KPHUNTO34a-
UIMTBI, & TAKXKE Mpoueaypbl OOMEHa ¥ YHPABICHUSA CEKPETHBHI-
MU KJII0OYaMH B paMKax 3alIMILEHHOTO COCAMHEHUS;

npoToKoa ayreHtuduimpyouiero 3arojoska AH (Authenti-
cation header), obecrieurBarolIHii ayrTeHTU(UKALMNIO UCTOUHHU-
Ka JaHHBIX, NPOBEPKY UX LIEJIOCTHOCTH U MOMJIMHHOCTH Moche
npYieMa, a TaKXKE 3aLUUTYy OT HaBs3blBaHUS TMOBTOPHBIX COOO-

IEHHIA;
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¢ TIPOTOKOJ HMHKANCYIMPYIOIIEH 3aumrthl comepxumoro ESP
(Encapsulating Security Payload), obecneunBamooiumit Kpuiro-
rpadMuecKoe 3aKphiTHE, ayTEeHTH(MUKAILIUIO ¥ 1LI€JIOCTHOCTD TIe-
pedaBaeMBIX IaHHBIX, a TaKXe 3ammy OT HaBsI3BIBAHUS TO-
BTOPHBIX COOOHICHHUH.

PasneneHune pyHKIMA 3anIuThl MeXIy AByMsi nporokojamMu AH
u ESP obyciopieHO pUMeHAeMON BO MHOTHX CTpaHaX TPaKTHKOM
OTPaHHYECHUST SKCIOPTA W/WINM MMIIOPTA CPEACTB, 06eCHeUnBaIOIINX
KOH(QHIeHIIMAIbHOCTh NAaHHBIX ITyTeM ludposanus. Kaxneni us
npotokosioB AH u ESP MoXeT MCIOnb30BaThCA Kak CaMOCTOSITENb-
HO, TaK M COBMECTHO C IpyruM. M3 xpaTkoro nepeducieHus GpyHK-
it iporokosioB AH m ESP BHIHO, 9TO BO3MOXHOCTH 3THX IPOTO-
KOJIOB YACTUYHO TEPEKPHIBAIOTCH.

Mpotokon AH orBedaer TOJBKO 3a obecrniedyeHye HEJOCTHOCTH U
ayTeHTU(PUKAIINK J3HHBIX, B TO BpeMs Kak 1ipotokon ESP spnsercs
0oJiee MOLUHBIM, TOCKOJIBKY MOXET iudpoBaTh JaHHBIE, a KpOMe
TOr0, BBITIONHATh QyHKuMK npotokona AH (xortst, Kak yBHIMM II03M-
Hee, ayTeHTUOMUKAUUS U IEeJOCTHOCTh OOGECICUMBAIOTCS MM B He-
CKOJIBKO YPE3aHHOM BHJIE).

IIporokon ESP moxer nommepxuBaTh QYHKUUK UG POBAHUST H
ayTeHTU(QUKAIMHK/LEJJOCTHOCTU B JII0ObIX KOMOMHAIMAX, T. €. JIU0O U
Ty W OPYIVIO Ipynny GyHKIuiA, TU060 TONBKO ayTeHTHOUKAIHIO/1ie-
JIOCTHOCTbD, JTU0O0 TOJIKO 1IU(PPpOBaHUE,

Cpeonuii yposens apxutektypbl 1PSec o6pasyioT anropuT™msl co-
rJ1acoBaHMs NApaMEeTPOB W YIIPABICHUS KITIOYAMH, NPUMEHSIEMBIC B
nporokone 1KE, a takke anropurmsel ayreHTUGHKALMU U LiMdposa-
HHS, UCIIOJIb3yeMbIE B TIPOTOKOIAX ayTeHTUDULUPYIOLIETO 3ar0JI0BKa
AH u uHKancynupyolei 3ammTsl cogepxumoro ESP.

CreayeT OTMETHTB, YTO TTPOTOKOJIbI 3AIIATH BUPTYA/IBHOTO KaHa-
Jla BepxHero ypoBHs apxuTekTypsl IPSec (AH n ESP) He 3aBucsit or
KOHKPETHBIX KpPHUIITOrpauYeCKHX ajJTOPUTMOB. 3a CYET BO3MOXKHO-
CTH HCIIONB30BaHUS OOJILHIOr0 4ycia pa3sHOOOGpa3HLIX AJITOPUTMOB
ayreHTH(UKauuu 1 wudpoBaHus [PSec obecnmeunBaeT BHICOKYIO CTe-
MeHb ruOKOCTU opraHu3aunu 3aiuuTel cetn. I'ubkocTs IPSec cocrour
B TOM, YTO VIS KaXIOM 3aauM npeaiaraeTcs HeCKOJbKO CriocoboB ee
peweHys. BolOpaHHbIe METOABL IS OXHOM 3alayM OObIYHO HE 3aBH-
CSIT OT METONOB peanu3auy ApYrux 3agady. Hampmmep, BHIGOp ast
umdporanus anropurmMa AES He Biuser Ha BeIGOp PYHKIIUHM BbIYKC-
JIeHHs1 JaiiKecTa, UCTIONB3YEMOTO ISt ayTeHTH(MDRKAIIMM TAHHBIX.

Huxcnuii yposens apxutekTypsl 1PSec ob6pasyeT Tak Ha3bIBaeMbiil
noMeH uHteprperaimu DOI (Domain of Interpretation). Heobxonu-
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MOCTh MpUMeHeHHs JoMeHa WHTepnpetanuu DOI obGyciosiena cre-
aylouaMu npuynHamu. ITporokonsr AH u ESP mMeior MooyibHy10
CTPYKTYDY, IOTYCKasi MPUMEHEHHNE MOJb30BATENSIMHU 110 UX COIaco-
BAHHOMY BbIOODY Ppa3JIMYHBIX KPUOTOrpaMYECKHX aIrOPUTMOB
wndposanusa u ayreHtudukauny. [Tosromy HeoOX0mKMM MOLYIb, KO-
TOPBLA MOT' 6B 06ECIIEYUTh COBMECTHYIO paboTy BCeX NPHMEHSEMBIX
W BHOBb BKJIIOYaeMBIX MPOTOKOJOB U adropuTMoB. MIMEHHO Takue
dbyHKIMY BO3TOXeHB! Ha foMeH uHTeprperauun DOI. JlomeH nHTep-
nperauuy DOI B kayectse BJl xpaHut cBeieHUs! 06 UCMONB3YEMBIX B
IPSec mpoTrokonax M aaropuTMax, UX MapaMmeTpax, MPOTOKOJIbHBIX
uneHTndukaropax u 1. in. Ilo cylrecTBy, OH BbIIIONHSIET poib PyHaa-
MeHTa B apxurekrype IPSec. st Toro 4ro0nl HCII01b30BaTh AJINOPUT-
MBI, COOTBETCTBYIOLLME HAITMOHAILHBIM CTAHAAPTAM B KaueCTBe ajiro-
PUTMOB ayTeHTUdMKAUMM U b poBaHus B npoTtokoiax AH u ESP,
HEOOX0AMMO 3apEruCTPUPOBATh 3TH AATOPHTMBL B TOMEHE MHTEpIpe-
tauud DOI [9].

12.2. 3awmTa nepepaBaeMbiX AaHHbIX C NOMOLYLIO
npotokonos AH u ESP

Hporokon ayreHTuduumpyomero 3aromoBka AH u nporokon
VHKancyupyionei sawurel coaepxumoro ESP Moryr paborate B
TYHHEJIbHOM WJIN TPaHCIIOPTHOM pexuMax. s BbIIIOJIHEHHS CBOMX
3ajay 0o obecrnedeHuio Ge30MACHOM Mepeaadu JaHHBIX MPOTOKOJBI
AH u ESP sxiouaior B 06pabaTEIBa€Mble MM NAKETHI JOTIOJHUTEND-
HYI0 cyXkeOHyIlo HHDopManuio, oopmisisd €€ B BUAE 3aroOBKOB.

12.2.1. lMporokon ayrentupuuympyrowero saronoska AH

TMpotokon ayrenTuguuupyoiero 3aronoska AH (Authentication
Header) ofecrnieynBaer INpOBEepPKY AYTEHTHYHOCTH M LEJOCTHOCTH
IP-nakeToB, a TaKkxXe 3aLUMTy OT BOCHPOM3BEICHHUS PAHEE NOCHAaHHBIX
IP-nakeToB.

ITporokos AH mo3BossieT MpueMHOI CTOPOHE YOEIUTLCS, UTO:

e NaKeT OblJ OTIpaBiIeH UMEHHO TOH CTOPOHOIA, C KOTOPOH yCTa-

HOBJICHA JaHHAs acCOLMALINS;

s COAEPXKMMOE NAKeTa HE MOABEPIIOCh UCKAXKEHUSIM B TIpoLecce

riepeia4y ero Ho CeTy;
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¢ TIAKCT HE ABJSICTCS 1Iy6J'lI/IKaTOM HEKOTOPOro Iakera, 1moJy4ycH-

HOTO paHec.

[Iporokon AH mOMHOCTBIO 3aLIMIIAET OT MOLIOra M MCKAXEHUS
cogepxuMoe 1P-makeroB, BKJIKOYasi JaHHEIE TPOTOKOAOB GoJiee BBI-
cokux yposHeill. [TonHoTa 3ammtel mosieit 1P-3aronoBkoB 3aBHCHT OT
MCITONB3YEMOr0 pexXuMa paboThl — TYHHEIBHOI'O MW TPAHCIIOPTHO-
ro. OgHako nporokon AH He ofecneunBaeT KOH(MUMACHLHATBHOCTD
nepenaBaeMbIX JaHHBIX, T. €. HE NpeXHa3Ha4YeH I UxX IudpoBaHuUs.
JaHubie MOTYT OBITH MPOYHUTAHLI TIPOMEXYTOUHBIMHU Y3JIaMH, HO He
MOTYT OBITb WM3MEHEHbl. LIeNOCTHOCTL M AayTEHTUYHOCTb MAHHBIX
obecnieyuBaloTCsl A00aBIEHWEM ayTEHTU(DUIMPYIOLLIEr0 3arojaoBKa
(AH) mepen 3arosiopkoM IP U 3arojloBKOM TPAHCIIOPTHOIO YPOBHS
(TCP/UDP). ©@opmart 3arososka AH nokasan Ha puc. 12.3.

16

31

Cnegylowmi éaronoaox

Onvna

3apesepBupoBaHo

Wnaekc napamerpos 3aumtsi SPI

TMopsakoBsid HoMep SN

AyTeHTU(MKaLMOHHBIE faHHble (nepeMeHHas AnvHa)

Puc. 12.3. ®opmar saronoska AH

3arojiosok AH BKiIovaer B ce6st nons:
e credyrowuti 3a201060k (Next Header) — opHOGaiTOBOE I1OJNE,
collepskalliee KOJ IPOTOKONA CIEAYIOLIETO 3aroJ0BKa, BIOXEH-
Horo B IPSec-maker, HanpuMep kox riporokona TCP wmn ESP,
4yeil 3aroNIoBOK cienyer 3a AH;
o dauna (Payload Len) — ykasbiBaeT MIMHY 3arofioBka AH B
32-OMTHBIX C/JIOBax;
» undexc napamempog 3aujumot SPI (Security Parameters Index) —
npeacTaBiasger coboii 32-pa3psaHy0 MeTKy 6Ge3ormacHoi acco-
umaiu SA (Security Association), coaepxallieii Bce mapaMeT-
pbl TyHHEAA [PSec, BKIO4as TUIIBI KpUNITOrpadudecKUX ajaro-
purMoB U Kimioun umgpoBanus. Ha ocHoBanmy unaekca SPI
TaKeT OyHEeT NMPaBWJIHGHO OTHECEH K OAHON M3 CYIUECTBYIOIIMX
accolMalumi B MpueMHOM uumo3e (uiau xocre). Eciou xe akTus-
HOH accollMaliMy, Ha KOTOpyo ykaseiBaeT MeTka SPI, He cyuie-

CTBYET, TO MAKET IPOCTO OTOPACKIBAETCS,
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o nopadxoeuiti Homep SN (Sequence Number) — 0Ge33HAKOBOE
32-6uTHOE YKUCJIO, YBETUYMBAEMOE Ha EAMHULLY TTOCE NIepefadn
KaX1o0ro sauuiensoro mo nporoxony AH IP-nakera. O6ecrie-
YUBAET 3aLUTY OT JIOXKHOTO BOCIIPOMU3BENCHMUS paHEe IOCJaH-
ubix IP-nakeros. [pyu ¢dopMUpOBaHUM KAXAOrO 3alHHILCHHOTO
ceaHca MH(OpPMaMOHHOrO OOMeHa B paMkax TyHHens IPSec
B3aMMOEMCTBYIOLIHE CTOPOHBI HENAIOT CBOM CYETYHUKM HyJIe-
BBIMH, 4 TOTOM COIJIACOBAHHBIM 0O0Da3’OM YBEJIMYHBAIOT HX.
ITonyyaTens IpoBepsieT 3TO TOJE C LENbIO YIOCTOBEPUTHCH, UTO
IaKeTa ¢ TaKUM HOMEPOM MPUHSTO elie He 6uuto. Ecau xe ta-
KO# naker yXe ObU1, OH HE IPUHUMAETCS;
aymenmugpuxayuonnsie danmnvie (Authentication Data) — none
nepeMeHHOM JUTMHBI, colepxailiee MHMDOPMAIIAIO, HCIIONb3ye-
MYI0 Uit ayTeHTH(HKALIMK NaKeTa U HasbiBaeMyio MAC-kodom
(Message Authentication Code). D10 mosie HA3BIBAIOT TaxXKe
uughposoti nodnucwio, daiidxcecmom WK KOOOM NPOBEPKU Ueaocm -
nocmu — ICV (Integrity Check Value) makera. Comepxumoe
niosist Authentication Data BBIUMCASIETCS C TIOMOLIBIO OAHOTO U3
OBYX 00$s3aTe/IbHO NMOAJEPXKUBAEMBIX MpoTokonoM AH amro-
putMos HMAC-MD5 u HMAC-SHAL1, ocHOBaHHBIX Ha MpH-
MEHEHMU OJHOCTOPOHHMX X3UI-(PYHKUUN C CEKPETHBIMM KJIIO-
yamu. JIiMHa palifkecta 3aBMCHT OT BBIOPAHHOTO ajirOpHMTMAa,
NMO3TOMY 3TO I0jie UMEET B OOLIEM Clyyae NepeMEeHHBIH pas-
mep. HauGonee yacto ucnonssyemorit anroputm HMAC-MDS35
nopoxmaeT 16-6aliTHBIA AAMIKECT.

IIporokon AH 3anmiiaer Beck IP-maker 3a HCKIIOYEHUEM HEKO-
TophIx nojeii B [P-3aronoske, Takux Kak epema scusnu (TTL) u mun
cayacbu (Type of Service), KOTOpbie MOTYT MEHSITBCS B IIPOLIECCE TiE-
penayy fakera B ceTH. 3ameTmMm, uto mporokon AH obecneunsaer
3almTy oT u3MeHenuii 1P-agpecoB B 3arosioBke mnakera. Ilporokon
ayrentudukauy AH cosznaer cBoeoOpasHbIii KOHBepT, obecnmeyu-
BaOIIMI ayTeHTUPUKALUIO UCTOUHMKA NAHHBIX, MX HEJIOCTHOCTh M
3aLIMTY OT HABA3bIBAHUSA ITOBTOPHEIX COOOLIEHHH.

MecTtononoxenue 3arofoBka AH B nmakere 3aBHUCHT OT TOro, B
KAKOM pEeXHME — TPAHCIOPTHOM WIH TYHHEJIbHOM — CKOHbUrypu-
poBaH 3auMHieHHsIH KaHam Ha puc. 12.4 nmokasaHo pacnosnoxeHue
AH-3aronoBka otHocuTenbHO [P-3arooBka B 060MX pexXumax.

B mpancnopmuom pexcume 3aronosox ucxogHoro IP-makera cra-
HOBWTCSl BHEILHMM 3arojiOBKOM, 33 HUM ClexyeT 3aroioBok AH, a
3aTeM BCe HaHHbIE 3aiuulaeMoro makera (T. €. IakKeT IIPOTOKONa
BepxHero yposHst). [1porokon AH zamuuiaer Bech NOAYYEHHBIH Ta-
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IP-nakem nocne rpuMeHetus npomokona AH 8 mpaHcnopm+oM pexume

3aronoBok

MCXOAHOrO 3aronosok AH | Saronosok TCP [anHbie

IP-nakera (wwm UDP)
AyTeHTUpULMpPOBaHO

1P-niakem riocrie npumereHus npomokoisia AH e myHHerbHOM pexume

3aronosok 3aronosok 3 Tcp

BHELUHEro 3aronoaok AH UCXOLHOTO aronoa&gp HaHbie

IP-nakera IP-naketa (s )
AyTeHTU(PULIMPOBAHO

Puc. 12.4. [P-naker mocne npuMeHeHus npotokoaa AH B TpaHCHOPTHOM
{1 TYHHETTbHOM PeXUMax

KUM 00pa3oM MakeT, BKJIoYas 3arojoBoK IP um cobcTBeHHO caM 3aro-
noBok AH. Takum. oGpazom, 1000e M3MEHEHUE NAHHBIX B MAKETe
WJIM 3arojIoBKOB OyneT oGHapyxeHo. Cremyer TakkKe 3aMeTUTh, YTO B
3TOM PEXUME JAaHHBIE MTAKETA OTChUIAIOTCS OTKPBITHIMHU, T. €. NaHHbBIE
naKera 3aliyUIeHbl OT U3MEHEHUI, HO He 3alHUIIEHBl OT IIPOCMOTpA.
B uyacTHocTH, HE ymaercs cKpbiTh IP-ampeca MCTOYHMKA ¥ Ha3Haye-
HUS OT BO3MOXHOIO MPOCMOTPA OCTOPOHHUMM JIMLIAMU, ITOCKOJIBKY
3TH IOJIA BCErAa NPUCYTCTBYIOT B He3aiMdppoBaHHOM BMIIE M COOT-
BETCTBYIOT IEACTBUTEIBHBIM aJIpecaM XOCTOB.

B mynneavnom pexcume B KadecTBe 3aroioBKa BHelrHero IP-na-
KeTa cozfaercss HOBbli 3aronioBok IP. IP-anpeca mochimarwiiein u
MPUHUMAIOLIEH CTOPOH MOTYT OTJIHYATbCS OT aIpPECOB B 3arojiIOBKE
ucxomHoro 1P-nakera. B zanmimennom IP-niakere BHyTperHuii (mep-
BOHaYaubHbIM) [P-3arosoBoK COmEpKHUT I1IeNEeBOIl aapec MakeTa, a
BHeHU# [P-3aroioBok coaepXuT aapec KOHILa@ TYHHeIs. 3a HOBBIM
3arojJoBKOM BHelnHero [P-makera ciemyer 3aronoBok AH, a 3arem
BEChb MCXOAHBIA maker (3aronoBok IP u camy naHHble). Kak u B ciay-
yae TPaHCHOPTHOTO pexuMa, MpoTokoa AH 3aliuiiaer Bech CO3maH-
HbIil naker (aBa 3aroioska IP, zaronosok AH U aaHHBIe), 4TO TaKKe
NO3BOJISIET OOHAPYXWTL JIOOble H3MeHeHWs B mnakere. Kak u B
TPAaHCHOPTHOM pPEeXUME, CaM MakeT He 3alIMIIeH OT MpOCMOTpA.

HesaBucumo ot pexuma pabotsi, Tpotokoin AH mpenocrasiser
MEpHBI 3alIMATHI OT aTaK, HaNpaBJICHHBIX HAa HapylIEHHE LEJOCTHOCTH
1 TIONJIMHHOCTH NMAKETOB COOOLICHMIT. C MOMOIIBIO ATOTO TIPOTOKOJIA
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ayTeHTUOULUPYETCA KaXOBI MaKeT, YTO AEIaeT TpPOrpaMMbl, Mbl-
TalOLIMECs] TIEPEXBATUTHL VIIpaBjieHUE ceaHCcoM, Hedh EeKTUBHLIMM.
IIporoxon AH obGecniequBaeT ayTeHTU(HUKALHUIO HE TOJAbKO COAEPKHU-
MOro, HO ¥ 3arojiokoB IP-nakeros. OmHako cienyeT UMeTb B BUAY,
Y10 ayreHTHUKALMS 110 TIpoTokony AH He noryckaeT MaHUIY/IHpO-
BaHHUSI OCHOBHEIMM TroyisiMu 1P-3aronoBka BO BpeMsi MPOXOXIEHUS
naketa. Ilo 9Toil NpUYMHE JAHHBIA IIPOTOKOJN HENb3A NPUMEHSTb B
cpene, TIe MCIOJIb3YeTCS MEXaHM3M TPaHCISILMU CEeTEBLIX aApecoB
NAT (Network Address Translation), TOCKOABKY [ijisl €70 paboThI He-
obxoamo MaHumyMposanue IP-3aronoskamu.

IMporokon AH MoxeT NpUMEHSITHCS KaK OTIENBHO, TAK U B KOM-~
OuHaumuu ¢ nporokoioM ESP MM gaxe ¢ NakeToM, KOTOPBIA yxke
cojepxuT AH-3arooBoK (Bl10XEHHOE NPUMEHEHUE).

12.2.2. lNporokon uukancynupyiouled 3awmte ESP

IMporokon uHKancynupyowen 3aumrel cogepxumoro ESP (En-
capsulating Security Payload) obecneuywsaer KOHOHACHLMAIBHOCTD,
ayTeHTUYHOCTh, IEJIOCTHOCTh M 3alMTY OT MOBTOPOB AIS IMaKeTOB
naHHbx. Cenyer OTMETUTH, YTO KOHGUAEHIUATLHOCTL JAHHBIX PO-
toxojt ESP obecneunBaer Bcerna, a LEAOCTHOCTh M AyTEHTUYHOCTD SIB-
JIIOTCH IUTS1 HETO ONLMOHANBHBIMHI TpeboBaHusaMHu. KonduaeHmans-
HOCTb AAHHBIX ofecrieunBaeTcd myreM IHH(MPOBAHUS CONEPXKHUMOTO
OTHENBHBIX 1MTakeTOB. LIeJOCTHOCTD U ayTeHTUUMHOCTh JaHHBIX ofecre-
YMBAIOTCS Ha OCHOBE BLIMMCICHUS NaiKecTa.

W3 npuBenenHoro mnepeuHs GyHKUMH 1o 3aumrte WHbOpMaLm-
OHHOro OOMEHa BHMAHO, YTO (PYHKIMOHANBHOCTh mnportokona ESP
umpe, 4em y nporokona AH. Ilporokon ESP nogaepxmueaer Bce
dyukuum nporokona AH no zammre 3amuppoOBaHHbIX MOTOKOB H4H-
HBIX OT MOUIOra, BOCIPOU3BENCHMS W CIAyYalHOro MCKaKEHWs, a
Takxke obecTeynBaeT KOH(QHICHIHATBHOCTD JAHHBIX.

B nporokone ESP dyHkumu ayreHTRUKAOMN U KpUnTorpadu-
YECKOIO 3aKphITUS MOTYT OBITH 3aJeicTBOBaHbEI JNMOO BMecTe, MO0
OTHENBHO Apyr or apyra. [Ipu BeimonHenun mudpopaHus 6e3 ayreH-
THDHUKALUK TOSRIAETCS BO3MOXHOCTH HCIOJIb30BAHMS MeEXaHM3Ma
Tpancasuuu ceteBnix anpecoB NAT (Network Address Translation),
MOCKOJIBKY B 3TOM C/Iy4yae aapeca B 3arojioBkax IP-makeTtop MoXHO
Monuduuuposars [9].

Hna pemenuss cBomx 3amay nporokon ESP ucnonbiyer 3arodio-
BOK (pbopmMaTa, mpHBEACHHOrO Ha puc. 12.5. ,



Traea 12. 3amuma na cemesom ypoene — npomoxoa IPSec 275

0 16 31

WHpekc napamerpos 3almrtil SPI

Mopspkosbid Homep SN

Maxuble (nepemeHHan gnuHa)

3anonxutens PAD

3anonHutens PAD BnuHa 3anonHuTens CnepyliowWmiA 3arofioBok

AyTeHT(MKALWOHHbIE flaHHbIe (NepeMeHHan AruHa)

Puc. 12.5. ®opmar 3arososka ESP

3arosiook ESP comepxur cnemylomnme mos:
o unoexc napamempos sauwumst SPI (Security Parameters Index) —

UCTIOIB3YETCSl COBMECTHO C aJIpecoM ITONy4aTeas M NMPOTOKO-
som 3awutel (AH v ESP). YkasbiBaeT cOOTBeTCTBYIONIEE CO-
rnaienne SA. IMonydareib UCTIONB3YeT 3TO 3HAYEHHWE [UIS OI-
peneieHus COrIaIueHUs] O 3alIUTe, C KOTOPBIM MAEHTH(HHLUMUPY-
€TCST ITOT TIAKET;

nopadxosuviti Homep SN (Sequence Number)— obecrieuMBaeT 3a-
wuty ot mnosropoB wis SA. Ipencrapiasier coboi 32-6utHoe
YUCO0, TIEPBOHAYAIBHO paBHOE | M yBeJIMUUBAlOUleecs ¢ Iua-
roM 1. OHO He MOBTOPSIETCH UMKIUYECKU M YKA3BIBAET HOMED
MaKkeTa, OTChLIAEMOro 1o JaHHoMy corjaiieHuto. Iloayuatens
MPOBEPSIET 3TO I10JIE C LEIBIO YIIOCTOBEPUTHCS, UTO ITAKETA C Ta-
KHM HOMEpPOM MPHUHATO elle He Obl1o. Ecau Xe TakoM maker
y>xe ObUT, OH HEe IIPMHHUMAETCH;

dannwie (Payload Data),

3anoanumens (Padding) — nonuceiBaercst ot 0 1o 255 Gair s
32-6MTHOTO BBIPDABHUBAHUSA C pa3MepoM Gjioka mudpa;

dauna 3anoanumens (Padding Length) — yka3blBaeT MIMHY O
3anoJHUTENS. B OalTax;

caedyrouwull 3azon06o0x (Next Header) — yka3biBaeT NIpupoay Ie-
penaBaeMbix gaHHbIX (Hanpumep, TCP uiu UDP);
aymenmugurayuonnvle dannsie (Authentication Data) — conep-
xat kod npoeepku yeaocmuocmu ICV (Integrity Check Value) u
K00 aymenmuuHocmu coobuienus, VCTIONb3yeMble ISl IIPOBEPKU
NOJIMHHOCTHA OTTIPABHUTENSl M LEIOCTHOCTH COOOLIEeHnsI. 3Ha-
yenue ICV Berumcisiercs g 3aronoka ESP, nepenaBaeMbix
naHHbIX U kKOoHueBoi Metku ESP. ITone Authentication Data
roMeniiaeTcst B 3arojioBok ESP Tonbko mpu BKIIOYEHHON ay-
TeHTU(DUKAITAN.
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HerpynHo 3amMeTHTh, YTO HEKOTOPSIE IToJIs 3arosioBka ESP anamo-
ruynsl oM 3aronoska AH: Next Header, SPI, SN, Authentication
Data. Ho ecTb 4 ABa NOTIOTHATENBHBIX 1107181 — 3anoanumens (Padding)
U dauna 3anosdumensn (Pad Length). 3anonaurens MoXer NMOHAXZO-
OUTBCH B Tpex ciaydasx. Bo-nepBrix, IS HOPMaabHOU paboThl HEKO-
TOPLIX AITOPUTMOB WIM(POBAHUS HEOOXOAMMO, 4TOOB! MNP pPyeMBIi
TEKCT COIEPXai KpaTHOE YHCIO OJIOKOB ONPENEIEHHOrO pasMmepa.
Bo-sropsix, dopMmar 3arosoBka ESP tpeGyer, yToGHI HIOJIE JaHHBIX 34~
KaHYMBAJIOCH Ha IpaHMiie YeThipex 0aiiToB. B-TpeThux, 3aNOJHUTEND
MOXHO HCHIO/Ib30BaTh /15l COKPBITYA ASUCTBUTEIBHOIO pa3Mepa nake-
Ta B LEJSIX o0ecneueHns TaKk Ha3bIBaeMOM YaCTHYHOM KOHOHIECHIH-
anbHoCTH Tpaduka, xorsa nporokon ESP orpaHnvMBaeT BO3MOXHOCTH
MACKHMPOBKM 255 GaliTamMu 3aTONHMTENSA;, 3TO CAEJaHO ISl TOTO, YTO-
OBl He CAMIIKOM CHIKANACH ITOJIe3Has IPONYyCKHAs CIIOCOOHOCTD Ka-
HaJjia CBS31 U3-3a 60ab0ro 00beMa U30BITOYHBIX AaHHBIX.

Kaxk BunmHO u3 puc. 12.5, 3aroioBOK JeNWUTCA HA ABE YacTH, pasie-
JIseMbIe nosem oannbix (TTone3Hast Harpyska — Payload Data). Ilepsast
4yacTh, KOTOpas aajiee OyaeT o003HaYaThea Kak 3aeon080k ESP, obpa-
syetcs AByMs noasmMu — SPI u SN — u pasmelnaeTcs mepeln mojaem
nauHbix. OcTanbHeie ciyxeOHble nojs nporokona ESP pacrnonoxeHs
B KOHIIE Takera. HerocpencTseHHO 3a mojeM JaHHBIX CJIEAYET Tak
Ha3bIBAEMBIH mpeiliep, B KOTOPHII BXoaAT 3anosnumess (Padding),
dauna 3anoanumenn (Pad Length), a takxke ykasareib Ha NPOTOKON
caedyroujeeo ypoers (Next Header). 3aBepiuiaer makeT nose KOHmMpoas
ueaocmnocmu (Authentication Data). B toM ciyuae, Korma rnpu ycra-
HOBJIEHUHU 6€3011aCHOM acCOLMallui PUHSITO PELICHUE HE UCTIONB30-
BaTh BO3MoxHocTH ESP o ofecneyeHHIO 11€10CTHOCTH, 3TO NOJjie OT-
CYTCTBYET.

I1O nepeuncaeHHBIX NPOTOKONOB (YTinTH wndpoBanus, uud-
pPOBOI TIOANMCH M TP.) MOXET (PYHKLIMOHMPOBATh HA CepBepax WU
KOMTBIOTEpaX KOHEUHBIX NMoib30Bareiei. OIHaKo yallle ero ycraHas-
JIMBAIOT HA MApLUPYTU3ATOPaX WM CIIEIUaNbHbIX YCTPOHCTBAX, KOTO-
pbie B apxutektype IPSec umenyiorcs warozamu 6e3onacnocmu
(security gateway).

IIporoxon ESP takXe HCHOIB3YIOT B IBYX PEeXMMax -— TpaHC-
MopTHOM M TyHHeJXbHOM, Ha puc, 12.6 nokasano pacnonoxenue ESP
3arojIOBKa B TYHHEJIbHOM W TPaHCMOPTHOM pexumax [62].

B mpancnopmuom pexcume 3aiMdpPOBaHHBIE JAaHHbIE TPAaHCIIOP-
THPYIOTCS HETNOCPEACTBEHHO MEXIy XocTamMu. B TpaHcmopTHoMm pe-
xume mnporokona ESP saronoBok ucxogHoro IP-makera ocraercs
BHelrHUM. 3aronoBok ESP momeiniaercs B nepesaBaeMBbiil MakeT Me-
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XKy 3aroJIOBKaMH MpPOTOKONA0B TpeTrhero (IP) m yerBeproro (Hanpu-
mep, TCP) yposHeit. Crenyer 3aMeTUTh, YTO TOJds mporokona ESP
clenylor nocjie crangaptHoro IP-3aronoBka, a 3T0 O3Ha4YaeT, YyTo Ta-
KOHM MaKeT MOXET MaplLUPYyTH3UPOBATECSA B CETH C ITOMOIIBIO OOBIY-
Horo obopynoBaHuUs, noaaepxusalomuiero IP.

IP-nakem nocne npumereHus npomoxona ESP e mpaHcnopmHoMm pexume

3aronosok 3aronosok .
YICXOIHOTO 33'22%”" TCP DanHbie Tpgggep ayreﬁTa:;):I:aum
IP-nakera (nnu UDP)
3awmnchposaHo
AyTeHTUULMPOBAHO

IP-nakem nocne npumeHeHus npomokorna ESP & myHHersHoM pexume

3aronoBoK | naronopox | 3aronoeok | 3aronosok Toeit Dannsie
peitnep
BHELIHEro MCXOAHOTO TCP LanHble ayTeHTMdbUKALMM
|P-naketa EsP iP-naketa (urn UDP) ESP yT bukan
SawmcposaHo
AyTeHTUdMLUPOBAHO

Puc. 12.6. IP-maker nocne mpumeHeHus npotokoaa ESP B TpaHcnoprHoM
U TYHHEJIBHOM PeXUMAaX

Hindposannio monsepraioTCcs TOJbKO JaHHble ncxomHoro IP-ma-
KeTa (MaKeT BEPXHErO YPOBHSA) W 3aKmo4yuTelbHas 4actb ESP 3aro-
noska (ESP trailer). B atoM pexume ESP He nmcppyer 3aronoBok
IP-nakeTa, vHaYe MapUIPYTH3ATOP HE CMOXET NPOYMUTATH [0S 3aro-
JIOBK2 ¥ KOPPEKTHO OCYIECTBUTL MPOABUXKEHHUE MAKETa MEXIY CETsI-
Mu. B uncno mubpyeMoix moneit He nomanu takxke nojas SPI u SN,
KOTOPbIE NO/DKHBI MEPEeAaBaThCsA B OTKPBITOM BHUAE, AJSI TOI'O YTOOBI
NpUOBIBLIKI MAKET MOXHO ObLIO OTHECTH K OIpeAesIeHHON accolika-
UM SA Y 3alIUTHTRCS OT JIOXKHOIO BOCHPOM3BEACHHS AKETA.

B omiuume ot mporokona AH, KOHTPOb LEAOCTHOCTH M AyTEH-
TUMHOCTHU HaHHBIX B nporokojie ESP He pacnpocrpaHsiercs Ha 3aro-
JIOBOK MCXOZHOTO TAKeTa, M T0 3TOH NMPUYMHE WMEET CMBIC/ IpHMe-
HsITh 00a NpoToKOoa coBMecTHO — ESP g mndposanus, a AH mia
KOHTPOJS LE€TOCTHOCTH.

Takum obpazoM, aapecHas uHpopmamus (IP-agpeca orceriaio-
el M NpUHUMAIOLIEed CTOPOH) BMAHA IPH TIEPECHIIKE TIaKeTa 1o
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CeTH, U HeCAaHKLMOHMPOBAHHOE M3MeHeHHe 3Tux IP-aapecos He Oy-
JIET 3aMEYEHO.

B mynneavHom pexcume OCHOBHAS pOJib OTBOOUTCS 1LITI03aM 0€30-
MMACHOCTH, TIOCKOJIBKY IPEAToNaraercsi, 4ro KIMEHTCKHE CTaHIIHMH
(w1M cepBephl) MOIYT He noanepxupath IPSec u ornpasnsor B ceTh
obGbrunbiit [P-Tpaduk. IMepem Tem Kak JOCTHYbL KAHAJIOB MIOGATBHOM
ceTHl, Kaxnplii ucxonHblil IP-maker CHavaza monazaeT B LLMO3, KO-
TOPBIN MOMeELIAeT 3TOT MaKeT UeTUKOM B «0bonouky» IPSec, 3auund-
POBLIBas €r0 CONEPXHUMOe BMecTe ¢ HexonHbiM [P-3aromoskoM. Yro-
OBl 00ECHEUNTh BO3MOXHOCTD MapIUPYTH3ANMN TOJYUMBIIETOCs Tia-
KeTa, HUN03 CHabXaeT ero HOBBIM [P-3aro0BKOM W TOJIBKO MOCHE
atoro ornpasisier B ceth. [ll103, Haxonsiumifics Ha NMPOTUBOTIONOXK-
HOM KOHLE COeIMHEHHs!, paclUU(pPOBLIBAET 3TOT MAKET U MEpenaer
€r0 Ha OKOHEYHOE YCTPOMCTBO B MEPBOHAYAIBHOM BUle. OnucaHHas
npoueaypa Ha3bIBACTCST MYHHEAUPOBAHUEM.

W3 puc. 12.6 BUAHO, 4YTO B TYHHEJIBHOM PEXHUME B KA4YECTBE
BHEHIHETO 3arojloBKa co3daercs HOBbI 3arooBok IP. Becws mcxon-
Heli [P-naker (4 paHHBIE W 3aronoBoK IP) u 3axiiounTesibHAS YacTh
3aronioska ESP (rpeiinep ESP) mmdpylorcs. IToatoMmy anpecHas MH-
dopmaums ucxonHoro IP-nakera He JOCTYIHA ISl IPOCMOTpa. 3aro-
JIoBOK BHelHero 1P-nmakera mpotokonom ESP He 3aumuraercs.

TynHenuposaHue NO3BOJSET PACIIPOCTPAHUTH IEUCTBUE CPEACTB
3alIMTH HAa ceTeBOil ypoBeHb Moneau OSI U, B 4aCTHOCTH, CKPBITH
HCTUHHBIE aZpeca HCTOYHMKA M nojydartens. [Ipu 2ToM yMeHbLIaeT-
€ PUCK aTaK, OCHOBAHHBIX Ha AETaNbHOM aHanu3e Tpaduka.

Cpasuupas nporokoyisl ESP 1 AH MOXHO 3amMeTHTh, 4TO OHU
IyonupyioT (GYHKIIMOHANBHOCTD APYr Apyra B obiactu obecrieyeHus
ayreHTHUKANUY JaHHBIX. [MaBHBIM oTavuyueM npotokosna AH or
ESP B jaHHOM BoIpoce sBisgerca To, 4ro npotokon AH obecnieun-
BaeT ayreHTHdUKaLKIO Becero naketa (v 1P 3aronoska U camux naH-
HbiX), B TO BpeMs kak mporokon ESP ayrenrudunupyer Tonabko
JaHHble U3 pakera (cMm. puc. 12.6). IIpu mmdposaHuu B MPOTOKOJIE
ESP ncrnionb3yercss CUMMETPHUYHBIA CEKPETHLIA KJIIOY, T. €. nepeia-
BaeMble JaHHbIE 3alH(PPOBBIBAIOTCS M PACHIMGDPOBLIBAIOTCS C NOMO-
HIBIO0 OXHOro ¥ Toro Xxe kmoda. Jdist nporokona ESP taxke onpene-
JIEH TiepedeHb OoO0s3aTeNbHbIX aaroputMoB uudposanus — DES,
MD5 u SHA-1.

Ipu ayrenTuduxanuu qaHHbix npotokon ESP ucnons3yer e xe
anroputMel HMAC, uyto 1 nporokon AH (ncnonb3ywoine MDS wiu
SHA-1 B kauectBe QyHkuuu xemunposanusi). OQHAKO cnocoOsl 1pu-
MEHEHMsI PazInyaloTcs (cM. puc. 12.6).
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B TpaHCNOPTHOM peXuMe:

o TIpoTOKOTI ESP ayTeHTHUMHIIMPYET TOJHLKO AaHHBIE U3 MaKeTa,
He 3aTparmBas IP-3aronoska;

 nipoTokon AH 3amumaeT ¥ JaHHBIe U 00a 3arojI0BKAa.

B TyHHEABHOM peXHMeE:

o ayTeHTH(UKanmg B ESP mporokose mpuMmeHsieTcs K AaHHBIM
nakera u ucxogHoMmy IP-3aroioBky, HO He 3aTparmBaeT HOBBIH
1P-3aronoBoK;

o mpotokon AH ayreHTHduumpyer maHHble, AH-3arojioBok u
oba IP-3aromoBka.

IIpoTokon ESP MoXeT NMpYMEHATBCSI OTAENBHO WIH COBMECTHO C
npotokoioM AH. TIpu cOBMECTHOM HCIIOJIb30BAHUM TPOTOKOIbI AH
u ESP Moryr kKoMOGHHUpOBATHCA pasHBIMM crocobamu. Ecim uc-
MOJIL3YETCSl TPAHCIIOPTHBIN PEXUM, TO aHAJIOTHYHO TOMY, KaK B paM-
kax ESP ayrenTudukanmsa vaeT ciaemoM 3a IHQpoBaHUEM, NPOTO-
konm AH nonxeH mpuUMeHSTbCS mocine mportokoia ESP. B Tynuenb-
HoM pexume npotokonsl AH u ESP npuMeHsiorcs X pasHBIM
BJIOXEHHBIM NakKeTaM M, KpOME TOro, IONyCKaeTcs MHOrOKpaTHas
BJIOXEHHOCTb TYHHeAe#l C pa3iIMYHBIMU HadaibHBIMH M/WIKU KOHEY-
HBIMH TOYKAMH.

12.2.3. Anropurmsl ayTeHTnmkaLmm m wnppoBaHus
B IPSec

Crex niporokosioB IPSec mpencrapnser coGoif coracoBaHHbIMH
Habop OTKPBHITHIX CTAHAAPTOB, HMEIOLIMI BIIOJHE OIpeAcIeHHOE
S7IPO, ¥ B TO XK€ BPEMS OH MOXET OBbITh JOCTATOYHO MPOCTO AOIOJ-
HEeH HOBBIMH MPOTOKONAMHM, anropurMamu u GyHxuusiMu. braroaa-
psi MOIYJIbHOMH cTpyKType TipoTokonsl AH n ESP nomyckaior npume-
HEHHE TONB30BATEJISIMM 110 UX COTJIACOBAHHOMY BBIOODY pazIUYHBIX
Kpunrorpadudeckux aairopurMoB ayTeHTUGUKALUK KU L poBaHHS.
Hast mudpoBanus nanubix B [PSec (nporoxon ESP) moxer GBITH
MPUMEHEH TIPAKTHYECKHU JTI000W CUMMETPWIHBIN aaroputM Iuudpo-
BaHMS!, UCTIONB3YIOIIMA CEKPETHBIE KITIOUH.

Il obecnieueHWs MEJIOCTHOCTH W AYTEeHTUGMUKAIHMM JaHHbIX
(mporokonsr AH u ESP) ucnosb3yercs onnH U3 npueMoB 1 poBa-
HHI — IMUMPOBAHME C MOMOIIBIO 0HOCMOpOoHKel ynkyuy (one-way
function), HaseiBaeMO# Takxe xsuw-@yukyueid (hash function) wim
oationcecm-pynxyueri (digest function) [45, 72]. Ora dyHkuus, npu-
MEeHeHHasl K 1M(pyeMBIM JaHHBIM, 3T B pe3y/bTaTe 3HAYEHIUE - Haii -
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IDKECT, cocrosiee U3 GUKCHPOBAHHOTO HeGonbuioro yucna Oailr.
Haiinxecr nepenaerca B [P-nakere BMecTe ¢ MCXOOHBIM COOOLIECHHU-
eM. onyuaTens, 3Hasi, Kakasg ONHOCTOPOHHSS (PpyHKuMa umdpposa-
HUA ObLIa MPUMEHEHA M5l COCTABJIEHMS MalIKecTa, 33aHOBO BhIUMC-
JISIeT €ro, WCIOJNB3YA UCXOAHoe coobiueHue. Ecnu 3HaueHus TONy-
4EHHOTO M BBIMHCICHHOIO JaiIKEeCTOB COBNANAIOT, 3TO 3HAYMT, YTO
COEePXKMMOe MaKeTa BO BpeMs Mnepeiaun He ObLIo MOABEPrHYTO HUKA-
KVM U3MEHeHMsIM. 3HaHue Aaliixecra He JaeT BOZMOXHOCTU BOCCTa-
HOBUTb HCXOJHOE COOOLIEHHE H TIOITOMY He MOXET OBITh MCITOIb30-
BaHO JUIS 3alMTH KOHGUAEHLMATLHOCTH, HO OHO TIO3BOJISIET MPOBE-
PHTb I€AOCTHOCTb JAHHBIX.

JaiaxecT aBisieTcsl CBOErO PONA KOHTPOJLHOW CyMMOMW ISl uUc-
XOAHOIO coobuieHusi. B oTnuyme OT TPaIMUMOHHOW KOHTPOJIBLHOH
CYMMbI NP BBIYMCICHUM JaixecTa HCHOJAb3YeTCsl CEKPETHBLH
kno4. Ecny miist nonydeHus: JaiiikecTa MpUMEHSNach OAHOCTOPOH-
Hsist GYHKOMS ¢ NapaMeTpoM (B Ka4eCcTBe KOTOPOro BBICTYNAET CeK-
PETHHIN KJI104), M3BECTHBIM TOJBKO OTIPABUTENI0 M IONYYATENIo,
J06asi MoguHUKaUHUI HCXOXHOro coobleHus OyneT HeMeLIEeHHO 00-
HapyXeHa.

B Hensx obecreyeHrs COBMECTUMOCTH NMPOAYKTOB Pa3HbIX MPOU3-
Bomuteneit pabouas rpymma IETF onpeaenuna Gasopbiit Habop nox-
IePXKUBAEMBIX (PYHKIMIA U aJITOPUTMOB, KOTOPEIH TOJIKEH ObITE OHO-
THITHO Peajin30BaH BO BCEX Npolykrax, roamepxupaioinux 1PSec. Ha
CETOIHS ONpeReseHbl 2 anropuT™Ma ayTeHTU(UKaLMK U 7 alTOPUTMOB
I pOoBaHMS,

B nacrossumit MoMenT wist mpotokono AH u ESP 3apeructpu-
posaHo 2 anroputma ayrentudukauun — HMAC-MDS u HMAC-
SHAIL. Asroputm HMAC (Keyed-Hashing for Message Authenti-
cation Code) onpenensiercs crannaptom RFC 2104, @yukuuun MD5
(Message Digest version 5, cranmapr RFC 1321) u SHA1 (Secure
Hash Algorithm version 1, cranmapr FIPS 180-1) amasorcst dyHK-
UMMM xewrmpoBanust.  AnroputMsl HMAC-MD5 1 HMAC-SHAL1
SABJISIIOTCS  AIMOPUTMAMH  AYTCHTU(MUKALMM € OOLIMM CEKPETHHIM
kimiouoM. CekpeTHBIH Koy umeeT AnuHy 128 6ur B ciayyae MDS5
u 160 6ur B ciyuae SHAT1 [9].

Ecnu cexpeTHBI#l KI0Y M3BECTEH TOJBKO Nepenaionieil ¥ NpUHU-
Majouleil cTopoHaMm, 3T0 ofecneyuT ayreHTHU(HKALMIO MCTOYHHKA
JAHHBIX, 3 TAKXe UENIOCTHOCTh TIAKETOB, NEPECHLIaeMbIX MEXIY JBY-
Ms cropoHamu. Kmouu miss HMAC reHepupyioTcs TIOCPEICTBOM
npoueaypbl  ISAKMP/Oakley. [lias obecnedeHuss COBMECTHMOCTH
obopynosanmsa ¥ 10 Ha HavyanbHON CTAaIMM PEATM3ALMM MPOTOKONA
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IPSec onuH M3 3apeTMCTPUPOBAHHBIX WITOPUTMOB ayTeHTHU(DUKALMU
MPUHATO UCIIONB30BATh 110 YMOJYAHHIO. B KauecTBe TAaKOro airopur-
Ma omipeneneH airoput™m HMAC-MDS5,

Crpykrypa anropurma HMAC nokasana Ha puc. 12.7. Tlpunmun
neiictBust anropurMa HMAC 3akimioyaeTcst B ABYXKpaTHOR oOpaboTke
nakeTa (PyHKUMEH XeUITMPOBAHHUS, YIPABISeMON KII0YOM ayTeHTH (U -
Kauuy (Hanpumep, pyHkuuei xemuposanus MDS5). Kak suaHo u3
pucyHKa, oba pa3a B oOpadaTbiBaeMBbie JaHHbIE BKIIOYAETCH CEKpPET-
HBIF K104, KOTOPBIN 00eclieYuBaeT ayreHTHQUKANIO nepenaBaeMoi
uHgpopmaruy. IlonyueHHAsT KOHTPOJbHAS CyMMa IOMELaeTcs B 3a-
ronioBok AH mpotokona. IlpoBepka ayrentudukauuy Ha Ipyroi cro-
pOHE OCYILECTBISETCS MYTEM IMMOBTOPHOTO BHIYMCIEHHSI KOHTPOIbHOM
CYMMBI JIJIsI TIPMILICAIIETO NIAKETa C MCIIO/Ab30BaHMEM TAKOIO Xe KO-
4a U CPaBHEHHUS TTOJYUSHHOTO PE3YJbTaTa C IIPHUCAAHHBIM.

¥

3aronoeok IP 3aronosok AH | QaHHble

Kriou MDs

ayTeHTucbuKaLum

MD5 ]

Puc. 12.7. Crpyktypa HMAC anropnt™a

Anroputm HMAC peanusyer CUMMETPHYHYIO CXeMY ayTeHTH(DH-
KallMy, MCHOJIB3YS TapaMeTp TPOBEpKH leocTHocTh nakera ICV
(Integrity Check Value). Ilo cytn, on npexcrasisier co6oil uudpo-
BYIO TIOANNCH, TIOMELIAEMYIO B NOJie ayTeHTU(UKALMU U TI03BOJISIO-
ILYI0 OTIPABUTENIO TMOANMCATb PE3y/IbTaT MPEABAPUTENBHOTO XeIllu-
POBaHMSI COJepXaTebHON yacTh nakera ESP.

AHaINM3 COAEPKHMMOTrO 3TOTIO TMOJS AAeT BO3MOXHOCTD IToJTydaTe-
MO UAeHTUMUUMPOBATH UCTOUHUK JAHHBIX ¥ yOEIMTLCS B TOM, UTO
OHM He ObUTM U3MEHEHBI B Mpoliecce nepenayu. Ecam ansg nporokona
ESP dynkuun ayreHTUUKALMHN SBISIOTCS (DAKYIBTATUBHBIMH, TO
nas nporokosia AH npouecc ayreHTUdUKAM 00s13aTeNeH.

s nporokoaa ESP 3aperncrpupoBaHo HECKOJNBKO AJITOPUTMOB
wMbpoBanus. Yaine Bcelo B KayeCTBE AITOPUTMOB IIHM(PPOBAHUSA
it ESP mpumensitorcss DES (Data Encryption Standard), 3DES
(rpoitBoii DES) m HoBHIA craHmapt umdposanus AES (Advanced
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Encryption Standard). Jlns obGecneyeHust IPSec-COBMECTMMOCTH I10
YMOJHYAHMIO B Ka4eCTBEe AIrOpUTMa 1IH@PPOBAHKS CTAHAAPTOM MNPELY-
cmotped cummerpuuHbiii meton DES-CBC (Cipher Block Chaining)
C SIBHO 3aJlaHHBIM BEKTOPOM MHuuMaausauuu IV u ¢ 56-paspsaHbiM
kmouoM. Anroput™m AES nosciony BcTpauBaeTcs B craHpapT IPSec
Kak anprepuarua DES un 3DES.

BriGop asiroput™a 1iMQpOBaHUs LEJIUKOM 3aBUCHT OT pa3pabor-
ynka. Bo3MOXHOCTh BeIGopa anroput™a Ut pOBaHUS NMPEAOCTABA-
eT MONB30BATEIO JOTIONHUTENBHOE TPEUMYLIECTBO: 3IOYMBILIUIEH-
HHUK JOJDKEH HE TOJBKO BCKPBITH INM(PP, HO U OMNpeaeauTb, Kakoi
MMeHHO 1WHdp eMy Hajo BCKPLIBATh, & BMECTE C HEOOXOAMMOCTHIO
nonfopa Kioued, 370 eile 60jee YMEHBILAET €ro LUAHCHI CBOEBpe-
MEHHO pacuIi¢hpoBaTh JaHHbIE TIOJIbL30BATENS.

IPSec moxer paborath coBMeCTHO ¢ mporokonamu L2TP wim
L2F, KoTopble BRITIOJHSIOT TOXBKO TYHHEIMPOBaHKHE, HO He obecrie-
YUBAIOT IHGPOBAHUE U AYTEHTUDUKALMIO JaHHBIX. DTH NMPOTOKOMbI
cospaloT 4yepe3 Internet TyHHenb A NAKETOB JIOOBIX NMPOTOKOJIOB,
yrakossigast ux B makersl [P, Korna tpadwk ¢ nomomurio L2F wim
L2TP okasbiBaeTcd ynakoBaHHBIM B ITakeTsl [P, To manblue ais ero 3a-
HUTHI MOXHO HCH0/b30BaTh IPSec. B pesyabrare koMOuHHpOBaHUE
IPSec ¢ nporokonamu tyHHenupoBanust Tiuna L2F/L2TP nossonsier
peIlNTh 3a/la4y 3alllMThl JAHHBIX JUISl TIPOTOKOJIOB, OTJIMYHBIX OT IP.

AnropuTMuYecKas He3aBUCUMOCTH npoTtokonoB AH u ESP tpe-
OyeT IIpelABapHUTEIBHOTO COIJIACOBAHMS B3aMMOICHCTBYIOIIUMH CTO-
pOHaMHU Habopa MPUMEHSIEMBIX aJIFTOPUTMOB U X apaMETPOB,

12.3. NMpotokon ynpasneHus Kpuntokmoyamm IKE

IIporokoasi ESP 1 AH no3Boasior peann3oBarh BaXHeMHIIne aT-
puGYTH 3alLMILEHHOM Tlepeiayu — KOH(UACHUHATBHOCTh CBSA3H, ay-
TeHTH(PUKALIHIO CTOPOH M IIENOCTHOCTb HaHHBIX. OfHAKO HMX QYHK-
LIMH TEPSIOT BCAKYIO LIEHHOCTh B OTCYTCTBUE MOLLIHOW MO1IEPXUBAIO-
e MHPPACTPYKTYphl, KOTopasi obecrieunBaia Obl pacnpeneneHue
KJIIOYEH M COTIaCOBAHUE TMPOTOKONOB MEXY YYACTHHKAMU OOMEHa.

Ponb Takoit mngpactpyxTyps! B IPSec BBITIONHSIET rpyrmma fpo-
tokonoB IKE (Internet KeyExchange). Dro Ha3BaHWE IPHIUIO B
1998 r. Ha cmeHy Oonee panHeMy — ISAKMP/Oakley, xoTopoe He-
MOCPEACTBEHHO YKA3LIBAJIO Ha MPOUCXOXKICHHE CPEACTB YIpPaB/eHUS
Kioyamu B cocrase. [ PSec.
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Ilporokon I[SAKMP (Internet Security Association and Key
Management Protocol), onucanusiii B tokymenre RFC 2408, nosso-
JISET COIJIACOBBIBATH AITOPUTMBI M MAaTeMaTHUECKUE CTPYKTYPHI (Tak
Ha3biBaEMble MYJbTUIUIMKATUBHBIC TPYITIEI, ONpeAesieHHble Ha KO-
HEYHOM TIOJE) AJIsl Mnpouexypbl ooMeHa kmioyamu dnddn — Xemn-
MaHa, a Takxe Inpoueccos ayreHTudmkaumu [98, 102]. IIporokon
Oakley, onucannsiii 8 RFC 2412, ocHosan Ha anroputme Judpdu —
XenaMaHa U CIYXWT JUISl OPraHW3alHMM HEIOCPEeICTBEHHOTO O0MeHa
KJIIOYaMMU.

[Iporokonsr IKE pemaor tpu 3agayu:

e OCYIIECTBISIIOT AYTEHTU(UKAUMIO B3aMMOIEHMCTBYIOIIMX CTO-
POH, COFJIAaCOBBIBAIOT AJTOPUTMB! LIAMDPOBAHUSA M XapaKTepu-
CTHUKM KJTI0Y€H, KOTOpBIe OYIYT UCIOIB30BATECS B 3aIIHIIIEHHOM
cearce oOMeHa uH(popMalueit;

o 00ECIIEYNBAIOT CO3MaHKUE, YIIpaBIcHNE KITIOUeBOH MHGOPMAITUA
COEMUHEHUSI, HETTOCPEICTBEHHBIA OOMEH KM109aMM (B TOM YHC-
JIe BO3MOXHOCTb X YaCTOH CMEHBI);

e YMIPABISAIOT TIAPAMETPAMU COSAWHEHHUSA W 3aIMUTON OT HEKOTO-
PBIX THIIOB aTaK, KOHTPOJMPYIOT BBITIOJHEHUE BCEX TOCTUTHY-
TBIX COTJIAIIEHWH.

Paspabotuuku IPSec Hauyanu CBOIO HEATEABHOCTE C pPellieHUs Mo-
cJelHed U3 Mepeyuc]eHHBIX 3a1a4. B pesynbrare Ha CcBeT TOsABWIACH
KOHUenyus 3QUUWEHHbIX BUDMYAAbHLIX COeOUHeHUl W 0Oe30NaACHbIX
accoyuayuii SA (Security Associations).

12.3.1. Ycranosnenne 6esonacHoi accoymaymm SA

OcHoBoll (dyHKuUMOHUpoBaHUs [PSec gBASIOTCS 3alUMIICHHBIE
BUPTYAJIbHBIE COSAMHEHUS WK Oezonachbie accoyuauyuu SA (Security
Associations). Inst Toro yto6s1 npotokonasi AH u ESP mMorim Beinos-
HSATH CBOIO paboTy 1O 3alUMTe IEPEIaBAEMBIX JAHHBIX, MEXIY JABYMS
KOHEYHbIMH TOYKAMM JOJLKHA ObiTh CHOPMHPOBAHA AaCCOIMALIMS
SA — cornawieHHe o 3alMTe OOMEHA HJAHHBIMH MEXIY IByMs B3au-
MOZIEMICTBYIOIIUMH TAPTHEPAMH.

YcraHosneHne SA JOKHO HAUYWHATHCS CO B3AUMHOW ayTEHTH-
(dUKaLlUKM CTOPOH, MOTOMY 4TO MEpPH HE30MACHOCTH TEPSIIOT BCAKUNA
CMBICJI, €CTM AAHHBIC NEPeaaloTCs MM MPMHHMAIOTCS HEaBTOPH30-
BaHHBIMU MOJib30BaTeNsIMU. [1polienypsl ycTaHOBIeHUs SA olpaBna-
HBI JIMIOb B TOM CJIy4Yae, €C/U Y KaXMoil U3 CTOPOH UMEETCS I[TOTHAS
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YBEPEHHOCTb B TOM, YTO €€ IapTHEp — MMEHHO TOT, 3a KOTro OH cebs
BBIIAET.

Inst BeionHenust ayredtuuxaunu ctopoH B IKE npuMeHsior-
Csl 1Ba OCHOBHbIX CIIocofa.

Ilepeubili cnoco6 OCHOBAH Ha MCIIOJB30BAHMU PA3IEASAEMOTO CEK-
pera. Iepen unummannsauuei 1PSec-ycrpoiicts, o6pasyomux 6e30-
nacHble accolMauu, B MX BJl momeniaercss mpeaBapHTEIbHO pac-
npeaeaeHHbIA pa3nenseMbiii cexpeT. Hudposasi nognuck Ha oCcHOBE
OXHOCTOpOHHeH (yHKiMK, HanpuMep, MD35, ucnoassyomeil B xa-
YeCcTBe apryMeHTa 3TOT IPEABAPUTENABHO paCOpPeHe/ICHHBIA CEKpET,
I0Ka3bIBa€T AyTEHTHYHOCTDb IIPOTUBOHOJOXHON CTOPOHHI.

Bmopoii cnoco6 ocHOBAH Ha MCNOIB30BAHUM TEXHONOTUM LNGPO-
BOi noanucu U nudposwx ceprrudukaToB cranaapra X.509. Kaxnas
M3 CTOpPOH IONMHCHIBAET CBOH LHUPPOBOil cepTdHUKaT CBOMM 3aKphl-
THIM KJIIOYOM M MepemaeT 3TH JaHHbIE TIPOTHBOIMOJOXHON CTOPOHE.
Ecau noanucaHHbiii cepTUduKaT paciuPpOBLIBACTCS OTKPHITHIM
KJTIOYOM OTHPABUTEIIS, TO 3TO YAOCTOBEPSET TOT (DAKT, YTO OTHpPABH-
T€Jb, NPEIOCTABUBIIMK JaHHBIE, AeHCTBUTEILHO 00NagaeT OTBETHOM
YaCThIO NAHHOTO OTKPBITOTO KJI0Ya — COOTBETCTBYIOLIUM 3aKPBITHIM
KJTIOYOM.

OnHako ciaenyeT OTMETHTh, YTO VISl YEOCTOBEPEHUSI ayTeHTHYHO-
CTU CTOPOHBI HYXHO eule yOenMThCst B ayTEHTHYHOCTH CaMOro cep-
tudukata, U s 3Toro cepTHUKAT NOMKEH OBITH MONIHCAH HE
TOJILKO €T0 BAANENBIEM, HO U HEKOTOPOUl TpeTheil CTOPOHOU, BBIIAB-
uieit cepridukar U BbI3biBawILEi AoBepue. B apxurektype IPSec ata
TpeTbsi CTOpOHA UMEHYeTCS opearom cepmugpuxayuu CA (Certification
Authority). 3ToT OpraH nmpu3BaH 3aCBHACTE/ILCTBOBATL NOLIMHHOCTH
00eUX CTOPOH M NOJDKEH MOJIL30BAThCS NOJHBIM AOBEPHEM CTOPOH, a
€r0 OTKPHITHIH KIIOY — U3BECTEH BCEM Y3/1aM, MCHOIB3YIOILIMM €ro
cepTudUKaThl [Uist YIOCTOBEPEHUS IMUHOCTEH APYT Ipyra.

Hocne npoBeneHHs B3auUMHON ayTeHTHOMKAIIMH B3amMONEHCT-
BYIOLIIHE CTOPOHBI MOTYT HENOCPEICTBEHHO NEPEHTH K COMTaCOBAHHUIO
napaMeTpoB 3alliMilieHHOro Kanana. BeibupaeMele napaMeTpst SA ofl-
peaesioOT: NPOTOKOJA, MCTIONAB3YEMBIH LISt obecneyeHus: 6e30nacHo-
CTH TepefayM JaHHBIX; aITOPUTM ayTeHTUdHKalMK nipoTokoia AH u
€ro0 KJIIOYM; UITOPHTM IUU(pPOBaHUS, HCIIONB3YEMBIH TMPOTOKOIOM
ESP, 1 ero xmo4d; HaJIMUYHE MIM OTCYTCTBME KPHITOrpachuyecKoi
CHHXPOHM3a1iUU; CIOCOOH 3aliUThl CeaHca OOMEHA; YACTOTY CMEHBI
KJII0YEH U Pt APYTHX napaMeTpoB. BaxubeiM napaMeTpoM SA sBisaer-
Cs TaK Ha3bIBaeMBIM KpMnTorpapuueckuil Marepual, T. €. CEKPETHbIE
KJIIO4M, HCToab3yeMble B paGore mpotokonaoB AH u ESP. Cepsuch
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Oe3onmacHOCTH, npeanaraeMeie 1PSec, ucnonesyior wist popMuposa-
HUS KpunrorpadudecKuX KIO4Yel pasaelisieMble CEKPETHI.

INapameTpst SA DOMKHBI YCTPAaHBATh 06¢ KOHEYHEIE TOYKH 3alliy-
LIeHHOTO KaHana. IlosromMy rnpu HCNOJ1b30BAHMM ABTOMATHUYECKOM
rnpouenypbl ycraHosiaeHus1 SA mportokonbl IKE, paGoratomume o
pPa3HBIE CTOPOHB! KaHana, BRIOMPAIOT mapaMmeTphl B XOJE I1eperoBop-
Horo npouecca. s KaxnaoH 3anauu, pemraemoit nporokojgamu AH u
ESP, npeaiaraercsd HECKOJNBKO CXeM ayTeHTH(UKAIUK W IHQpoBa-
Hug — 3T1o aenaer [PSec ouenp rubkum cpeacrsoM. BesoracHas ac-
coumauma SA npexacrapisier coboit B IPSec omHoHanpasineHHoOe Jio-
IrMYECKOE COCAUHEHUE, MTO3TOMY NPy IBYCTOPOHHEM OOMEHE JaHHbBI-
MH HeO0XOOMMO yCTaHOBHTH JIBe accouranwi SA. B pamkax omHoit
acconmanuu SA MoxeT paboTaTh TOJBKO OJUH M3 IPOTOKOJIOB 3alllH-
Thl ZaHHbIX — anb6o AH, nubo ESP, Ho He 06a BMecTe.

Jnsi upeHTUGUKaUMKM Kaxmoil SA mpenHasHaueH uHOeKc napa-
mempoe 6ezonacnocmu SPI (Security Parameters Index). Oror uxaexc
BKJIIOYAETCS B 3arojOBKHU 3aliulieHHBIX [PSec-nakeroB, 4To0BI MpH-
HHUMAIOLilasi CTOPOHA CMOFJIa MIPaBWIBHO KX paciupoBATh U ayTeH-
THDUIIMPOBATh, BOCMONb30BABIINCh YKA3aHHON O€30MacHoi acco-
LA HAEH.

Cucrema IPSec momyckaer ripuMeHeHHMe PYYHOIO M aBTOMaTHye-
ckoro cnocoba yctaHopiaeHust SA. Tlpu pyuromM criocobe aIMHUHUCT-
paTop KOHQUIYPUPYET KaXJIblii KOHEUYHBIA y3€l TakuM o6pasoM,
YTOOBI OHY TIOJIEPXXKHUBAIH COTJIACOBAHHEIE NAPAMETPHI ACCOLMALNH,
BKJTIOYUAST ¥ CEKPETHBIC KITIOYHU.

[As aBTOMATHUYECKOIO YCTAHOBJIEHHS aCCOLMALMM HEOOGXOoUM
COOTBETCTBYIOILMI TIPOTOKOJ, B KAayecTBE KOTOPOrO B CTaHaaprax
IPSec onpenenen mporokosn IKE. OH siBasiercsi KoMOMHaLMER 1po-
tok010B ISAKMP, Oakley u SKEME. IIpoTokosn coracoBaHus na-
paMeTPOB BUPTYAJIbHOIO KaHAIa W yrpasneHus knodamu ISAKMP
(Internet Security Association Key Management Protocol) onuceisaer
$a30ByI0 TEXHONOTHIO ayTeHTHGHUKANMKH, 0OMeHa KJIIOUYaMH UM CcOrjia-
COBaHMSA OCTATbHBIX rapameTpoB IPSec-TyHHENS MpH co3naHumM SA,
OIHAKO CaMW MPOTOKOJBI ayTeHTHU(MUKAIUM CTOPOH W OBMeEHa KiIo-
YaMM B HEM JETANBHO HE OmpeaesieHbl. T1oaToMy npu paspaboTke
nporokona IKE obimwe npasuna v npoueaypsl nporoxkona ISAKMP
HOTIOJTHEHBI MpPOUEAYpaMH ayTeHTHGhUKALUM M OOMeHa KIIoYaMH,
B3sITBIMU 13 TpoTOKOJNoB QOakley m SKEME. ITockonbKy NpoToKOsi
IKE ncnonbsayer 1151 ynpasiIeHUsT acCOLUALMSMH aITOPUTMbL U op-
MaTtel Tipotokona ISAKMP, Ha3zBaumsi 3TUX NpOTOKOJIOB MHOIAA KC-
NOMH3YIOT KaK CHHOHHMBL.



286  Yacms 3. Texnoaozuu 3auumet Mexccemesozo o6Mena OGHHLIMU

Ha ocHopanuu npotokona ISAKMP cornacosaHue TapaMeTpoOB
3aIUMILIEHHOTO B3aMMOJEHCTBUSA HEOOXOAMMO Kak npu (popmupoBa-
HuHK [PSec-Tynnenst, Tak ¥ npyu GOPpMHPOBAHUM B €r0 PaMKax Kax-
IOr0 3alUMUIEHHOrO ONHOHANpPAaBAeHHOTo coenuHeHus. [lapamerpsl
IPSec-tynHesnst cornmacyiorcss mo mporoxony ISAKMP/Oakley. Tla-
PaMeTphl KaXAOro 3alUILIEHHOTO OJHOHAMPABJICHHOTO COEHMHECHUSN
cornacyircsl B paMkax chopmuposannoro 1PSec-tyHHens U o0pasy-
10T SA.

Kpunrorpapuueckue KAOYH U KAXKAOrO 3ailMINEHHOTO OJHO-
HAMpaBJI€HHOro COeNUHEHMS TEHEPUPYIOTCSI HA OCHOBE K/IOUEH, BbI-
paboraHHbiXx B paMkax IPSec-tyHHens. Ilpu 3TOM yYMTHIBAIOTCS a1~
TOPUTMBI ayTeHTU(OHUKALMKT K LM PpOBaHUs, KCIIONB3YEMBIE B TIPOTO-
Kosax ayreHTHuiMpylolero 3aronoska (AH) u uHkancynupyroulei
zamutsl (ESP).

Cranpapth 1PSec no3poagior nunos3am MCHoJb30BaTh KakK OAHY
accouManuio SA s nepejayu TpadMKa BCEX B3aUMOIEHCTBYIOLIMX
yepe3 Internet xocToB, TaK M €O31aBaTh IJ1s1 3TOM LICJHM NPOU3BOJIb-
HOE YUC/I0 accoumandi SA, HalpuMep IO OAHOM Ha KaXIoe COelu-
Henue TCP.

12.3.2. Ba3w pannsix SAD u SPD

IPSec nmpemiaraeT pasauuHBIE METOMbI 3aLUTH TpagHuKa.

B kaxmom ysne, nomaepxusalomeMm IPSec, ucnonwayiorcs BJI
JIBYX THIIOB:

« Oaza Ja”HHbIx GesomacHeix accoumaumit SAD (Security Asso-

ciations Database);

« 6a3a JaHHbLIX NOAMTHKU GesonacHoctd SPD (Security Policy

Database).

Ilpy ycraHoBjaeHHM SA ABE BCTYNAIOUINE B OOMEH CTOPOHBI NpH-
HUMAIOT DA COMMAICHUH, perTaMeHTUPYIOLUX NMPOLECC Mepeladn
MOTOKA HAaHHbBIX MexAy HUMHU. CorlalieHus NpenCcTaBiasioTcs B BUIe
Habopa napamerpoB. [1ias SA TakuMu nmapamerpamu SABJISIOTCH, B 4a-
CTHOCTH, THII YU peXuM pabotsl Tipotokosa 3aumrsel (AH wim ESP),
METOABI LTHPPOBAHHS, CEKPETHBIC KJIIOYH, 3HaYEHHME TEKYLIEro Ho-
Mepa [aKeTa B aCCOLUMALIMY H Apyras uHopMaius.

O6benuHenne cayxeOHoi uHopManuu B pamkax SA mnpesoc-
TaBJISIET TOJB30BATENIO BO3MOXHOCTE COPMUPOBATh PA3HbIC KIIACChI
3aHMTHI, NPEeAHA3HAUYCHHbIE, HAaNpPUMeEp, U1 BACKTPOHHOro 00lue-
HHS ¢ pasHBIMU «cobeceanykaMiu». [IpyruMu CiioBaMU, NIPUMEHEHKE
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CTPYKTYP SA OTKpbIBaeT ITyTh K ITOCTPOEHMI0O MHOXECTBA BHPTYATIb-
HBIX YACTHBIX CeTei, PasIu4alolUXCsi CBOMMH NapaMeTpamu.
HaGophl TekylIMX MapaMeTpoB, ONPEACSIOUIMX BCE AKTHUBHBIE
accoUMallMM, XpaHITCS Ha OOOMX OKOHEUYHBIX y3/1axX 3alllMHICHHOTO
kaHaia B Buae SAD. Kaxneiit y3en IPSec nonmepxusaer nBe Gasb
SAD — onHy Ijis MICXOISIIMX ACCOLIMALIMIA, IPYTYIO — ISl BXOISILIMX.
SPD 3amaer cootBercTBMe MexXmy IP-makeramMu ¥ yCTaHOBJIEH-
HBIMU JUISL HUX npaBuiaMu o6pabotku. Ilpu oOpabotke nmakeTo BJ]
SPD ucnonssytorcst coBmectHo ¢ b/l SAD. SPD npeacraensier co-
00i1 ynopsaoueHHBIH HAaGOp IPaBWI, KAXI0€ M3 KOTOPHIX BKIIOYAET
COBOKYTIHOCTh CEJIEKTOPOB K NOIYCTMMbBIX TIOJIMTHK 0G€30MacCHOCTH.
CenekTopsl cayxatr Ajsi 0T6opa NaKeToB, a MOJIUTUKH GE30MacHOCTH
3agaT Tpebyemyro obpaborky. Takas bJI dopmupyercst U ronuep-
JKMBAETCS HA KaXIoM yane, rae ycraHosieHo 110 1PSec. ‘

12.4. OcobenHocTH peanusaumn cpepcte IPSec

Brimie 6vuT10 paccMopTpeHo, uTo npotoxoasl AH unu ESP moryr
3aUIMINATE TIEpeJaBacMble JaHHBIE B IBYX peXHMMax: TYHHEIBHOM,
mpd KOTOpoM IP-nakeThl 3alnMIaroTCs UeJUKOM, BKIIOYast HX 34aro-
JIOBKH, U TPAHCIIOPTHOM, 00€CNEYMBAIOLIMM 3aLUHUTY TOJABKO Comep-
xumoro IP-makeTos.

OCHOBHBIM PEXUMOM SIB/ISETCS TYHHEJABHBIN. B TYHHEIBHOM pe-
KM€ UCXOAHBIA MakeT nmomeluaeTcsi B HoBb IP-maker w nepemaua
JAHHBIX 110 CETH BBINOJHAETCSI Ha OCHOBAHHUM 3arojioBKa HOBOTO
IP-nakerta. [lpu paboTe B 3TOM pexXnMe KaxXAbIi oObIuHbIA IP-nIakeT
MOMEILAETCH LEJTMKOM B KpUNTO3aIIMIIEHHOM BUJE B KOHBEpT IPSec,
a TOT B CBOIO OYe€peNb WHKAICYJIMPYETCS B NPYrOW 3allMINEHHBIH
[P-maket. TyHHe/NbHBIA peXXuM OOBIYHO PealM3yIOT Ha CNELUATLHO
BBIICTICHHBIX HLUTIO3aX O€30TIaCHOCTH, B POJIM KOTOPBIX MOIYT BBICTY-
naTh MaplIpyTU3aTopsl U M3, Mexay Takumu uuio3amMu 1 Gop-
MMPYIOTCS 3allMIIeHHBIE TyHHE U IPSec.

ITocne npuema Ha Apyroit CTOPOHE TYHHES 3allMILieHHbIe [P-ma-
KETHl «PACMaKOBbIBAIOTCS» M TOJYyYeHHBIE HCXoaHble IP-makeTsl ne-
pPENAtOTCI KOMILIOTEPAM MPHEMHON JIOKaJIbHONH CeTH 10 CTaHAapT-
HbIM TIpaBwiaM. TyHHenupoBaHHe |P-makeTOB MOJHOCTBIO IIPO3pau-
HO 1Sl OOBIYHEIX KOMIIBIOTEPOB B JIOKANBHBIX CETAX, SBJISIOLIMXCH
JepxarensMu TyHHenei, Ha OKOHEUHBIX CHCTeMax TYHHENBHbIH pe-
XXMM MOXET MCTIOJB30BAThCS IS TOJIEPXKM YAAICHHBIX U MOOKHIb-
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HBIX TI0/Ib30BAaTese. B 3TOM ciiydae Ha KOMMBIOTEPAX 3TUX N0JIb30Ba-
Teel HOJDKHO ObITh ycraHoBieHO I10, peanusyroilee TyHHEAbHbII
pexum 1PSec.

B TtpaHcrioptHOM pexume nepemada IP-makera yepes ceth Bbl-
TIOJIHSIETCSA ¢ TTOMOIIIbI0 MCXOMHOTO 3arojoBKa 3Toro makera. B koH-
BepT IPSec B KpUITTO3aIIMIIEHHOM BHIC HOMELLAETCH TONbKO COAep-
Kumoe McxomHoro IP-makera ¥ K nonyyeHHOMY KOHBepTy noGasisi-
ercsa wucxomHbii IP-3aronoBok. TpaHCMOpPTHBLIE pexum ObiCTpee
TYHHENRHOTO ¥ pa3paboTaH i NPUMEHEHUS Ha OKOHEYHbIX CHCTe-
Max. DTOT PEXHM MOXET WCIOJb30BATHCS AJISl MOMAEPKKH YAAJICH-
HbIX ¥ MOOMIBbHBIX [T0OJIB30BATENCH, @ TaKXKe 3alMThl UHPOPMAIIMOH-
HBIX IIOTOKOB BHYTPH JIOK&IbHbIX ceTeil. CenyeT OTMETUTH, 9TO pa-
60Ta B TPaHCMOPTHOM DPEXKME OTPAXAaeTCsl Ha BCEX BXOISILMX B
TPyNIy 3aliXIIEHHOTO B3aMMOJECHCTBMS CUCTEMAX, U B OObILIMHCTBE
ciy4yaes TpeOyercs TepenporpaMMUpOBaHUe CETEBbIX MPUIOXEHHIA.

12.4.1. OcHosHble cxembl npumeHeHns IPSec

IlpuMeHenHe TYHHEIBHOTO MM TPAHCTIOPTHOTO PEXUMA 3aBHCHT
oT TpebOBaHMIA, TIPEABIBISIEMBIX K 3a1UMTE JAHHBIX, a TAKXKE OT POJIM
yana, B KotopoM pabortaer IPSec. ¥Y3noM, 3apepllaoliuM 3allULHCH-
HBIM KaHajI, MOXET ObITh XOCT (KOHEYHBIH y3€1) WIM LUno3 (mpoMe-
XkytouHbiit y3en) [48]. CoOTBETCTBEHHO pPa3iMYalOT TPU OCHOBHBIC
cxeMbl ipuMeHeHus [PSec:

1) xocT—X0CT;

2) HUNI03—HITI03;

3) XoCT—1ILTIO3.

B cxeme | 3allMHICHHBIN KAaHaj, WIK, YTO B JAHHOM KOHTEKCTE
ONHO M TO Xe, SA, YCTaHABJIMBAETCS MEXHNY BYMS KOHECYHBIMH Y3-
JnaMu cetd, 1. e. xoctami H1 u H2 (puc. 12.8). IIporokon IPSec
B 3TOM ciy4yae paboTaeT Ha KOHEYHOM Y3/ie W 3aLIUILAET JaHHBIE,

. JaumuieHHbIR karan, SA . >'
¥ 1 4
1PSec {PSec
Intranet /
Xogr Intemet Xocr

H1

Puc. 12.8. Cxema XocT—XO0CT



Taasa 12, 3amuma na cemeeom yposue — npomoxoa IPSec 289

nocrymnatome Ha Hero. JLisg xocros, nopaepxupalomux 1PSec, pas-
peliaeTcsl UCIIONh30BaTh KAK TPAHCITOPTHLIA PEeXUM, TaK M TYHHEIb-
HBIN.

B cooTBeTcTBUM CO CXeMoii 2 3allMIIeHHBIN KaHal YCTaHABIHBA-
€TCSE MEXKTY IBYMSI IIPOMEXYTOUHBIMM y3JIaMH, HAa3bIBAEMbIMHU ILLTIO-
3amu GesonacHoct SG1 u SG2 (Security Gateway), Ha KaxiaoM H3
KOTOpPHIX pabotaer mpotokon 1PSec (puc. 12.9).

Intranet Intranet

3alLMILBHHbI KaHan, SA N )‘

IPSec IPSec
Limoa Wintos
SG1 SG2

Puc. 12.9, CxeMa 1u03—Uumios

3anmnieHHeI 00MeH JaHHBIMH MOXET TIPOUCXOTUTH MEXIY JLO-
ObIMU IByMSI KOHEYHBIMM Y3/IaMH, TIOJKIIOYEHHBIMH K CETIM, KOTO-
pble PAacIONOXKEHBI M03anu LUTI030B Ge3omacHocTH. OT KOHEYHBIX
y3JI0B TIopAepXKa TipoTokona IPSec He TpeGyeTcsi, OHH repenaior
CBOU TpauK B HE3aUIMILICHHOM BHIE 4epe3 3aciayXHBAlOIHMe JI0BE-
pue cetn Intranet npemnpusitus. Tpaduk, HanpasnseMbiii B oblie-
JOCTYITHYIO CE€Th, MPOXOAUT Yepe3 ILT03 0e30MacHOCTH, KOTOPHIH U
obecnieynBaeT ero 3amury ¢ nomoiunsio 1PSec, neiictByst or cBoero
umenu. lllno3aM paspeuraercss MCroOAb30BaTh TONBKO TYHHEJIBHbIi
pexxuM paboThl, XOTSI OHM MOIJIH Obl IOAAEPXKHBATh M TPAHCIIOPTHBIM
peXuM, HO OH B 3TOM cjiyyae MamodddekTUBeH.

IIpy 331UUIIIEHHOM YOAICHHOM JTOCTYIIE YACTO MPHAMEHSIETCS CXE-
Ma 3 xoct—uumo3 (puc. 12.10),

3mech 3alMINEHHbIN KaHad OPTaHM3YETCS MEXAY YAaJIEHHBIM
xocroM H1, Ha koTopoM paboraer IPSec, u mimo3om SG, 3atmmiaio-
MM TpaduK [UIsT BCEX XOCTOB, BXOISIIMX B ceTh Intranet mpeanpu-
SATHA. YIAICHHBI XOCT MOXET MCHO/Ib30BATh MPH OTIIPaBKE TAKETOB
UUTIO3Y KaK TPAaHCIOPTHBHIM, TAK M TYHHENBHBIA pPEeXUM, ILTIO3 XE
OTIPABIISIET TIAKETHI XOCTY TOJIBKO B TYHHEJBHOM PEXHUME.

BTy cxeMy MOXHO MOIM(MULMPOBATh, CO3[aB Mapa/uIeNIbHO elile
ONMH 3alllMILIEHHBIM KaHal — MeXAy ylajeHHbBIM xoctoM H1 u ka-
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Intranet
. 3almiyeHHbIN KaKarn, SA N
AJ L4
IPSec IPSec
Internet
Xoct Uinios
H1 SG

N 3awmiueHHbIA Kanarn, SA

A
\;

Puc. 12.10, CxemMa XoCT—1U1103, JOTIONHEHHAS KAHAJIOM XOCT~-XOCT

KUM-1u60 xoctom H2, mpuHamimexaluyiM BHYTPEHHeH ceTH, 3allu-
waeMoi 1mo3oM. Takoe KOMOMHMPOBAHHOE HCIIONB30OBAHHE [IBYX
SA no3BOJISIET HAKEXHO 3AIMTHTL TPA(PUK U BO BHYTPEHHEN CeTH.

PaccMoTpeHHBIe CX€MBI MOCTPOEHHS 3alUMLIEHHBIX KaHAJI0B Ha
Gaze 1PSec mIMpPOKO NMPUMEHSIOTCS TIPH CO3JAHMM Pa3HOOOPa3HBIX
BUPTYaJbHBIX 3aliniieHHbix ceteit VPN. Ux cnektp Bapbupyercst oT
MPOBafIEPCKUX CeTeH, IO3BOMSIIOIMX YIPABIATh OOCIYKMBaHMEM
KJMEHTOB HEMOCPEACTBEHHO HA UX IUIOHIANSIX, A0 KOPMNOpaTHBHBIX
cereit VPN, pa3BopauMBaeMbiXx ¥ yNpaBisSeMbIX CAMHMH KOMIaHMsI-
mu. Ha Gaze 1PSec ycrnenmHo peannsylorcsi BUPTYaIbHbIE 3aLUMLICH-
Hble ceTH 1000 apxurekTyphl, BKIoYas VPN ¢ ynaneHHbIM 10CTYy-
noM (Remote Access VPN), BHyTpukoprnoparusabie VPN (Intranet
VPN) u mexkoprioparusHbie VPN (Extranet VPN).

12.4.2. lNpeumyujecrsa cpegecrs 6eszonacHocrtmn IPSec

Cucrema cradnapros [PSec BoGpasia B ceGs NporpeccCUBHBIE Me-
TOJIMKH U AOCTHXEHHS B 00JIaCTH CeTeBOil Ge30ImMacHOCTH, 3aBoeBajia
NMpU3HAHAE CHEUMATUCTOB KaK HAJeXHAas M JIETKO MHTErpupyemasi
cucrema 6esonacHocti mis 1P-cereit. Cucrema IPSec npouHo 3aHu-
MaeT CEerofHs JUIUPYIOILNE MO3UIIHK B Habope CTaHAapPTOB IS CO3-
Janusit VPN. 9toMy cnocoOCTBYET ee OTKPHITOE TTOCTPOEHHE, CHiO-
COOHOE BKJIIOYATb BCE HOBbIE AOCTHXEHUS B 0061acT KpunTorpadhuu.
IPsec mnosBonsieT 3alUUTHTL CETb OT OOMBLIMHCTBA CETEBLIX aTak,
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«COpachIBash» YyXKH€ IMAaKeThl elle M0 TOr0, KAK OHU AOCTUTHYT YpPOB-
Hs IP Ha mpuHHMalollleM KOoMITbIoTepe. B 3alliniaeMblii KOMITBIOTED
WIM CE€Thb MOTYT BOWTH TOJIBKO IMaKeThl OT 3aperMCTPUPOBAHHBIX
[apTHEPOB 110 B3aHUMOIEHCTBHIO.

IPsec obecnieumnBacr:

¢ ayTeHTH(DUKALHMIO — JJOKA3aTeNbCTBO OTIPABKH ITAKETOB Ba-
LIUM TTAPTHEPOM IO B3aMMOACHCTBUIO, T. €. obGiamareieM pas-
JeJISIEMOTO CEKPETa;

e LIEJIOCTHOCTh — HEBO3MOXHOCTb U3MEHEHHS TaHHBIX B IAKETE;

o KOHOWIEHIIMAIBHOCTh — HEBO3MOXHOCTL PACKPBITHS TIepeaa-
Ba€MBIX JAHHBIX;

o HaJIEXXHOE yIpaBicHUe Kmoyamu — rporokon 1KE Bbrauciaser
pasieisieMblil CEKpeT, M3BECTHBI TOJBKO MOIYJaTeqio U OT-
NPaBUTEIIO T1AKeTa;

* TYHHEJIMPOBAHUE — ITOJIHYI0 MACKHPOBKY TOMOJIOTMM JIOKAJb-
HOH CETU NPEANTPUATHS.

PaGota B pamkax craHmaptoB IPSec oGecneuuBaer momHyro 3a-
LIUTY HHPOPMAlIMOHHOTO TTOTOKA AaHHBIX OT OTIPAaBUTENs O TIONY-
yaTens, 3akpbiBass TpaduK g HaGioAaTee Ha ITPOMEXYTOYHBIX
y3nax ceth. VPN-pelreHusi Ha OCHOBE CTe€Ka IpOTOKOJOB IPSec
06ecreynBaOT TMOCTPOEHHE BHPTYATbHBIX 3alTMILIEHHBIX CETel, HX
0e30MacHyIO 3KCIUTyaTalWio ¥ WHTErPaliio ¢ OTKPHITBIMM KOMMYHU-
KallHOHHBIMH CHUCTEMaMH.



Mnasa 13
MHDPACTPYKTYPA 3ALLMTDI
HA NMPUKNAOHOM YPOBHE

Pazsutue UT no3possieT MOBBICHTb 3(eKTUBHOCTL ACATENBHO-
CTU KOMINaHUH, a TAKXKE OTKPBLIBAET HOBbIE BO3MOXHOCTH JUISl B3aUMO-
JEHCTBUSA € MOTEHLHATbHBIMK KIIMEHTaMU Ha 06a3ze OOLIEIOCTYIHBIX
ceteit, B ToM uncie Mureprera. Coznanne Web-caiita — cBoeoGpasHo-
ro TpeACTaBUTENLCTBA NIpeanpusaTus B MutepHere — SBASETCS JUIbL
NEPBBIM LIArOM HA 9TOM NYTH. AKTMBHOE BEIEHUE KOMMEDUYECKHX
onepauuii B CeTH NpeanosiaraeT MAacCOBBIA JOCTYIN MOTpeOUTEaCH
SIEKTPOHHBIX yeayr (mny Web-xiuenTtos) K Internet-npunoxeHusM u
MPOBEAEHME ICKTPOHHBIX TPAH3AKIIMI MUUIMOHAMM TONB30BaTENCH
Cetn. Pasmemienue Internet-nmpujioXeHHM BHYTPH KOPIOPATHBHOM
ceT MoOXeT HaHecTH Yuep® OesonacHoctn HMT-uxdpacTpykTyphl,
MOCKOJIBLKY OTKPBITHE JOCTYNA Yepe3d MDD Heu36eXXHO CO31aeT MOTEH-
IHAbHYIO BO3MOXHOCTD JUIST HECAHKLIMOHUPOBAHHOI'O IPOHUKHOBE-
HUS 3IOYMBIIICHHUKOB B CETh TIPEANIPUSTHS.

Obecneyenre HHGOPMALUOHHOMN 0e30MacHOCTH JOMXHO BKJIIO-
yaTh peleHue TAaKMX 3a7ad, Kak Ge3onmacHelii goctyn K Web-cepse-
paM 1 Web-npuioxeHusM, ayTeHTHQUKAIIMS M aBTOPHU3aLUs T10J1b-
3o0Bareieil, obecre4eHue UeNOCTHOCTY M KOHDHASHIMAIBHOCTY AaH-
HbIX, peanu3anus 31eKTpOHHON 11 pPOoBOH MoANKUCH U Op.

OpraHuzaiy HYXAAIOTCS B HAAEXHBIX, THOKMX W 0Ge30MacHbIX
METOJIax M CPeAcCTBax [UISl TIONYYEHHUsI M MCIOAL30BaHUs OTKPHITOM U
KOHPMIeHIMATEHON HMH(POpPMAIM¥ MHOTOYHCIIEHHBIMU TPYIIaMK
JoAeit — CBOMMH COTPYIHWKAMH, NAapTHEpPaMH, KIHEHTAMH U TI0-
craBuidkamu. [TpoGiema s3axmoyaeTcst B obecnedeHyy A0CTyIa K Ta-
Koil mHOpMALIMKM TOJNBKO aBTOPU3OBAHHBIM 1101b30BaTensAM. Llene-
co00pa3sHoO MCIMONb30BATH MHTETPUPOBAHHYIO CHCTEMY YIpaBICHUs
IIOCTYIIOM HOJIB30BaTeICH K YyBCTBUTENbHOM MHpOpMALUM B HIMPO-
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KOM [Wana3soHe To4YeK AOCTYIAa M mpunoxeHmit, Takas cucrema pe-
11aeT MHOTHE MPOOJIEeMbl KOHTPOJNS NOCTYMNA, ¢ KOTOPLIMH CTaJIKHMBA-
I0TCsl OpraHu3auuu, odbecreyrBast PU 3TOM YAOOHBIM JOCTYIT M Bbi-
COKYIO 0€30I1aCHOCTb.

13.1. YnpaeneHne upgeHTMpHKaLMeH M JOCTYNOM

JUta peanu3aiiiu pactyiux HOTpeGHOCTEN 2/IeKTPOHHOro GHu3He-
ca HeOoOXOAMMO TIOCTPOUTb HAJEXHYIO C TOYKH 3pEHMs! Oe30I1aCHO-
CTH Cpeny IUIsi OCYLUECTBJCHHSI 3JIEKTPOHHOrO OM3HECZ B pPeEXHME
on-line. TexHOMOrMY, KOTOPHIE NAIOT BO3MOXHOCTH OCYILECTBJISATH
3/JEKTPOHHBII OM3HEC, BBHITOJHSIOT YEThIPEe OCHOBHEIE (DYHKLIUM:

» ayTeHTH(UKaUMIo, WU MPOBEPKY MOMTUHHOCTH IOJIH30BATEIS,

* YIpaBJieHUE NOCTYIIOM, MO3BOJSIOLIEE ABTOPU30BAHHEIM MOJIb-
30BaTENSIM [OAY4aTh JOCTYT K TpeOyeMbIM pecypcaM;

o udpoBaHWe, TAPAHTUPYIOLIEE, YTO CBSI3b MEXAY MONb30BaTe-
JeM U 6a30Boi MHPPACTPYKTYPOH 3allIHIIEHA;

» HEOTKAa3yeMOCTb, O3HAYAIOIIYIO, YTO IIOJb30BATEIM HE MOIYT
M03/IHEE OTKA3aThCsl OT BBIMOJIHEHHOW TpaH3akKUMH (0OOBIYHO
peanmayeTcs ¢ MOMoulblo UUDPOBOH MOANHCH M UHPPACTPYK-
TYPHl OTKDPBITHIX KITtoueit) (puc. 13.1).

AYTeHTll|¢JVIKaL(MF|> y“pa"”e””e> LUw¢poaaHm> U.VICbDOBaﬂ>
AOCTYNOM noAnUcs

Puc. 13.1. Texnonornu, oGecneYHBalOLIHe HIEKTPOHHBIN GU3HEC

Tonbko peuieHue, KOTOpOE BBUIOJHSET BCE 3TH YeThipe (DYHK-
LMY, MOXET CO31aTh JOBEPEHHYIO Cpedy, CIIOCOOHYIO TTO-HACTosIIe-
My OOECHEYHTh PEATU3ALIAI0 DJIEKTPOHHOTO GH3HECA.

YripasieHue AOCTYIIOM SBJSIETCS KPUTHYECKAM KOMITOHEHTOM
obuieil cucreMbr OezonacHocTH. CucTeMa YIpPaBiAeHHS ILOCTYIIOM
06eCrIeYnBAET aBTOPU3OBAHHKIM TTOIL30BATENSAM JAOCTYIT K HaLiexa-
wuM pecypcam. IlpoektupoBaHue 3TOM MHOMPACTPYKTYpH Tpebyer
TOHKOTO 0ajlaHca MeXAY NpelioCTaBIeHUEM AOCTYIIA K KPUTHYECKHM
pecypcaM TOJbKO aBTOPU3OBAHHLIM TI0JIB30BATENSIM U 00eCIIeueHueM
HE06X0nMMOl 6€301TaCHOCTH 3TUX PECYPCOB, M3BECTHBIX OOJBIIOMY
YUCTY T10b30BaTEICH.
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13.1.1. Ocob6eHHOCTH ynpasneHms AOCTYNOM

B pacnpeneneHHON KOPIOPATUBHOU CETH OOBIYHO MPUMEHSIOTCS
IIBa METOAA YIIPaBJIEHHUS AOCTYIOM:

» yMpaBjleHUE CETEBBIM AOCTYNOM (peryjJupyer AOCTYN K pecyp-

CcaM BHYTPEHHe#l CeTH OpraHu3auun);

« ynpasienne Web-noctynoMm (perymupyer noctyn Kk Web-cepse-

paM ¥ UX COOEPXKUMOMY).

Bce 3anpocer Ha JOCTYI K pecypcam NPOXOAAT 4epe3 OANH WiH
6onee cnuckoe koumpons docmyna ACL (Access Control List). ACL
SIBsSIETCST HAGOpOM NpPaBWJI JOCTYNA, KOTOpHIe 3aiailoT il Habopa
3alIMIHAEMBIX DECYPCOB. Pecypchl ¢ HH3KMM PUCKOM OyayT MMETh
MeEHee CTPOrve NpaBWia A0CTyNa, B TO BpeMsl KaK BbICOKOKPUTHYHBIE
pecypchl JODKHBI MMeTh Gojiee crporve npasuia gocryna. ACL, no
CYIIECTBY, OTIPEAEISIOT TIOUTUKY Ge301acHOCTH.

Joctyn K ceTeBbIM pecypcaM OpraHHM3aliMid MOXHO peryJiupoBaTb
IyTeEM CO3JaHMA CHHUCKOB KOHTpoJs moctyma Login ACL, xoTopble
MTO3BOJISTIOT TOYHO OTIPEHENNUTh KOHKPETHBIE pa3pelleHus U yCIAOBUsI
IJIsT TIOJTYYEHMSI IOCTYTIA K pecypcaM BHYTPEHHEH CETH.

Cpenctea KOHTPOJS U ympasieHuss Web-I0CTynioM I[TO3BOJAIOT
CO3[aBaTh H HCMONHATE oauTuky Web-nocryna. Co3naBasg KOHKpET-
Hble CITMCKKM KOHTpoist Web nmocryma Web ACL, aaMyHHCTPaTODHI
6e30MaCHOCTH OIPEAENNIOT, KaKWe I0JIb30BATEAM MOIYT TOJIY4MTh
mocTtyn kK Web-cepBepam opraHu3aiiyd M HX COAEPKUMOMY W TIPH
KaKHX 3apaHee YCTAHOBJIEHHbBIX YCJIOBHSX.

YrnpasieHue JOCTYHOM YIPOWIAETCs TIPH NPUMEHEHUH €IAMHOMN
HEHTPATU30BAaHHOW HMH(pPACTPYKTYPH! KOHTPOJISi U YIIpaBiIeHUs 10-
CTYTIOM, KOTOpas MOXKET Pa3peiinTh HOJIb30BATEISIM «CaMOOOCITy KU -
BaHWE», NOpYYasi UM TaKue 3aJayyd YIpaBjJeHus, KaK perucrpanus,
pelakTHUpoBaHue MpOGHIA, BOCCTAHOBIEHHE NMAPOJIsl U YIpaBIcHHE
moanuckoil. OHa MOXeT TakXke OOECTeYUTh NeJeTHPOBAHUE aAMU-
HUCTPHPOBAHMS, Tiepenaqy PyHKUMH ynpapIeHus NOJb30BaTeIIMH,
JIIOIM, HanboJjiee OCBEIOMIIEHHBIM O KOHKPETHOH I'pymme Nojab30-
Barejieil Xak BHYTpU — B OW3HeC-NOIpa3le/IeHHAX OpraHU3aluy,
TaxK M BHE e — Y KJIHEHTOB ¥ B NTOApa3neIeHHAX OM3HEC-TTAPTHEPOB.
Y106bl 00JeTYUTh TOMAEPKKY CHUCTeMbl Oe3omacHoOCTH Maclutaba
MPEATIPUSATHS, CPEACTBA YNPaBICHHS JOCTYIIOM MOTYT HOXYy4aTb
JAHHBIE TTONL30BaTeNeH Y MTONIMTUK, YX€ XPAHUMBIX B TAKUX CYLIECT-
BYIOUIMX XpaHWIHILAX AaHHBIX, Kak Karaiorn LDAP u pensitron-
Hbie B]I.
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13.1.2. DyHKUMOHUPOBAHHE CHCTEMBI YIPABIEHMS ZOCTYNOM

LlenTpanu3oBaHHbIE CHUCTEMEI YTpaBJIeHUS ROCTYIIOM BBIIIYCKA-
I0TCS psAlOM  KoMnaHwii, B 4acTHoctu Secure Computing, RSA
Security Inc., Baltimore u ap.

PaccmotpuM DyHKUMOHMPOBaHUE CUCTEMBI YIIPABACHHUS IOCTY-
IOM Ha T1puMepe cHcTeMbl PremierAccess koMmnauwu Secure
Computing. Drta cucrema OCYHIECTBIAET yipasacHue Web U cete-
BBIM JOCTYIIOM BCEX I10JIb30BATENICH, BKIIIOYAsE BHYTPEHHUX I10/b30-
BaTeici, YIATCHHbIX COTPYAHUKOB, KIIMEHTOB, TTOCTABLIMKOB U OH3-
Hec-napTHepoB. OHa 0a3upyeTcsl Ha MOAUTHKE Ge30IIaCHOCTH, KOTO-
past [O3BOJISIET MEPCOHANU3UPOBATh INpaBa JOCTYIA IOJIb30BaTENEH.
ITons30BaTenu MOAY4alOT KOCTYIN TOJLKO K TEM pecypcaM, Ha KOTO-
pele OBUIO JaHO pa3pelleHHE B COOTBETCTBUMHU C MX IPABaMH JOCTY-
ra, 4epe3 Web-nocryrn, VPN-mocTyn wiu yganeHHBIH HOCTYII ¢ HC-
noabs3oBaHueM cepsepoB RADIUS. B cucreme peanns3oBaHbl OCHO-
BaHHble Ha TPUMEHEHWH KaTaJOTOB IIPOHECCHI ayTeHTH(hHUKAIIUH,
aBTOpM3AlMA U aJAMUHUCTPUPOBAHUA [OEHCTBUIl I10JB30BaTENICil.
CucreMa NoOAAEPXWBACT pPA3THYHBIE THUIBI AyTEHTU(OUKATOPOB —
OT MHOIOPa30BbIX MApoNed [0 OMOMETPUUYECKMX CPEACTB ayTEHTH-
dukanuu. [IpexmoureHue ormaercs MeTogaM M CPENCTBAM CTPOIOM
ayTeHTU(PHKALIAH.

Cpencrsa ynpasieHMsl TOJIb30BaTeNSIMUA MO3BOJISIOT YIIPABJIATh
OonplIMM YyucIOM TIONb30Bareseil. CepBep perncTpauiy JaeT BO3-
MOXHOCTh CaMUM TOJb30BATESIM PErHCTPUPOBATECS B CETH, HC-
nojib3ysd CTraHaapTHele Web-Opaysepel. B mpouecce perucrpaumu
MOJb30BATE/ISIM HA3HAYAIOTCS poau. Poid SIBAAIOTCS  SIPJABIKAMU,
UACHTUOWLMPYIOLUUMH TPYIIHI TIOTB30BaTeNei, KOTOPBIE Pa3Ae/isiioT
OIMHAKOBble MpaBa goctyna. MHaue roBops, pojid OOpPEAe/sioT Ha-
6opbl ITpaBWJI NOCTYIA, MPUMEHSIEMBIE K KOHKPETHBIM TpyImam
nonb3oBateneil. Kareropupopadue nojib3oBaTelieil 1Mo poiasM MOXHO
BBIMTOJIHUTH HA OCHOBE MX (DYHKUMOHATIBbHBIX O0S3aHHOCTE.

CpeAcTBa yNPaBReH!si CeTEBbIM AOCTYNOM

B cucreme ympaBieHUs TOCTYIIOM MCIIOJB3YIOTCSI TAK Ha3bIBae-
MBIE areHThl. AeeHm CUCTEMBI — 3TO HPOTrPAMMHBII MOLYJlb, HHCTAI-
JMPOBAHHKI HA COOTBETCTBYIOLMI CepBEpP B paMKax KOpIIOpaTHB-
HO# ceTu (puc. 13.2).

B KauecTBe TaKMX areHTOB BBICTYNAIOT areHTH YIAJEHHOIO J0C-
Tyma, areHtel VPN-gocryna, areHthl cepsepoB RADIUS, Novel,
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3anpoc ~ 3anpoc /

Aoctyna Aocryna
~ -

AreHT AreHt AreHT
cepeepa RAS nocryna
SSH Windows c;%?,:‘,’,a e
Banpoc
Arent
copaepa e POCTYNE
RADIUS
Arenr
VPN-
focryna
AreHTs! nocrtyna
ynaneHHoro " AOCTY
BepuTtenbhbie pocryna
fAaHHble
nons3osarveneii

NoMToBbLIH

DNS-cepaep

ERRER

cepaep

BHyTpeHHss ceTb

Cepsep

PremierAccess Web-cepsep
AAA

Puc. 13.2. CxeMa yrpaBjieHUsA JOCTYIIOM K CETH

RAS, Citrix v gp. Ilpy IOmbITKE IMOAb30BATENS ITOAKTIOYMTLECH K
BHYTPEHHEH CeTH, areHThl CUCTEMBI NEPEXBATHIBAIOT 3aIPOC MOJIB30-
Bareiss Ha BXOHI B CETh.

AreHThl JAEHCTBYIOT KaK TOYKU ayTeHTU(DUKALMM NOAb30BaTesIeH
UAPs (User Authentication Points) Ha TMHUSAX KOMMYHMKal{yH C cep-
pepoM PremierAccess. B oTBeT Ha 3anpoc NONb30BaTENsl AreHT 3amnpa-
LIMBAET Y M0JIb30BATE/IS €70 BEPUTE/IbHBIE NAHHbBIE — UIECHTU(HUKATOD
10/1b30BaTe/Ig M ayreHTHduKaTop. OTBeuyas Ha 3alpoc areHTa, noJb-
30BaTeIb BBOAUT CBOU AaHHbIC. DTH BEPUTEAbHBIC JAHHDIE [TEPeIalOT-
csa AAA-cepsepy (AAA — Authentication, Authorization, Accounting).

AAA-cepBep cpaBHMBaeT uaeHTuduKaTop 1D nons3oBarens wiu
cepruduKar ¢ AaHHBIMH, XpaHMMBIMU B Katasore LDAP, ¢ ueasio
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NPOBEPKU UX TOXIECTBEHHOCTU. Bcnu unentudukarop 1D monb3o-
BaTeyid COBMANACT C XpAaHWMBIM, 3alKCh oab3oBareiss B bl npose-
pseTcs MO POJH (MK POJISIM) M pecypcaM, K KOTOPbIM OHH aBTOPH-
ayorcs. s ayreHTUdMKAIMKM MOryT HNPUMEHSTbhCS (PUKCHPOBAH-
HBI MApOJb, ANMAPATHBIM WJIM ITPOTPAMMHBIA ayTeHTH(MOUKATOPEHI.
Ecnu nonp30Bates b YCMEUIHO TIPOXOAMT BCE INATH TOATBEPKICHHS
CBOEH MOJIMHHOCTH, OH ITOJIyYaeT JOCTYH K PECypCy CeTH.

Cpencrsa ynpaeneums Web-gocrynom

Cucrema PremierAccess UCIIOJIB3yeT YHUBEpCATbHBIL Web-areHT
UWA (Universal Web Agent), KOTOpEIf MHCTATHPYETCSI HA XOCT-Ma-
IUMHE Kaxgoro zamnmaeMoro Web-cepsepa. B paccMmarpusaemMoMm
MpUMepe B KayecTBe MOJb30BATENs BHICTYNaeT OM3HEC-IIApTHEP, KO-
TOpPBIIT 3anmpamiMBaeT JOCTYN K 3aliuiiaeMomy Web-pecypcy Komia-
Huu (puc. 13.3).

Vhpaenenune Web-gocTyliom peajusyercsi B BUIE Ipolecca, Co-
CTOSIETO M3 JBYX 3TaIlOB.

1. TTonb30BaTeNib NBITAETCS BOMTH B CUCTEMY, UCIIONB3YS CEpBEP
WLS (Web Login Server). 3anpoc nois30Bateiist HA JOCTYII K 3alllH-

3anpoc e I
6usHec-napTHepoM | |
Web-pecypca | |
KOMMaHnn | Cepsep Cepeep |
[ AAA Karanoros i
hitps:/iwwwcompany.com |
| DNarHsie |
CeaHcoaniit | ronb3oBarerst |
cookie | 13 coppepa |
crpasom | Karanoroa |
HBCE3HC |  3anpac Beputenshbe |
AOCTYAE | paupwix DaHHLe I
| nionkaosaTens: nonbsosarenedl |
———]———— |
| | |
Asropusauvs | v |
Web-foctyna | H T T Cepsep
Em— | | WLS
| |
| ! |
b e
} | AreHT UWA Cwcrema
| nepexearsisaer PremiereAccess
Web-cepaep 3anpoc

KOMHPHVIM W Hanpaensaer

: ero cepsepy WLS
|
|

Puc. 13.3. CxeMma yripapneHus Web-goctyriom
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HeHHOMY Web-pecypcy KOMITAHUY nepexBaTbiBaeTcs areHToM UWA,
KOTOpBhIA mjisi o0paboTKM STOro 3ampoca obpaiaeTcs K ceppepy
WLS. Cepsep WLS 3anpaiuuBaet pe3ynabrar ayTeHTU(dUKaLMu y cep-
Bepa AAA. B ciyuae ycnewHo# ayreHtudukanuu cepsep WLS rexe-
pHpYeT CeaHCOBBII cookie, KOTOPBI CONEPXKUT CCaHCOBBIN MACHTH-
¢$uKaTop NOAB3OBATES.

2. IMonp30oBaTeb MBITaETCS NOJYYMTb JOCTYIT K Web-pecypey.
Cepsep WLS ucnonbsiyer ceaHcoBbilt uaeHTtudukarop B cookie ans
3anpoca Yy AAA-cepBepa NaHHbIX ceaHca noab3opatensi. Yrobol BEI-
TOJTHUTD 3aMpocC Ha JOCTYII, cepep WLS repenaer noimb308aTesio ce-
aHCOBbIH cookie ¢ npaBaMu Ha ceaHC. AreHT UWA nony4aeT ceaHco-
et ID, sarem nonyuaer or AAA-cepBepa JaHHble ceaHca. OCHOBbI-
BasiCb Ha pOJIAX I0JIb30BATENs U MOJUTUKE JOCTYNAa, OH NPHHUMAET
peileHHe, [aBaTh WM 3alpeTUTh MOJb30BaTe/MO nocTyn K Web-pe-
cypcy.

Ilpu TTOCTPOEHUM CHCTEM YHPABICHHUS JOCTYNIOM BaXHOE 3HaYe-
HIE UMEIOT:

s CPEICTBA U MPOTOKONB AayTEHTUDUKALNN YOAIEHHBIX TMOMB30-

BaTesei;
s CpelCTBa YNpaBjJeHUsI JOCTYNIOM MO CXeME OZHOKPATHOIo BXO-
Ia ¢ apropusanueit Single Sign-On;

o WHOPACTPYKTYPhI YIpaBJeHUs! OTKPLITBIMU Kioyamu PKI.

IlepeuncieHHbIE CPEACTBA M CUCTEMBI PACCMATPUBAIOTCH B MO-
CReAyIOHIMX pa3fienax JaHHOM IiaBbl.

13.2. OpraH13auusa 3aujMULeHHOTO yaneHHoro gocryna

ViajeHHBIM TOCTYI K KOMITBIOTEPHLEIM pECypcaM CTal B HACTOS-
ilee BpeMsl TAKHUM XK€ aKTYaJIbHbIM W 3HaYMMBIM, KakK U JAOCTYN B pe-
XKHME HEMOCPEICTBEHHOrO MOIKIIOYEHUsl. YIaJeHHBIM [NOCTYM K
KOPHOPATUBHOM CETH OCYLIECTBIACTCS U3 HE3AIIUIICHHONO BHEILIHE-
IO OKpPYXEHMS 4Yepe3 OTKpbIThie ceTu. [1oaToMy cpeicTBa MOCTpoe-
HUS 3aIlIMIIEHHONW KOPIIOPAaTHBHON CETH JOKHBI 00ecneduTh He30-
[TACHOCTb CETEBOI0 B3aUMOAEHCTBUS IIPU MOAKIIOYEHUM K CETU yIa-
JIEHHBIX KOMITbIOTEPOB.

YoaneHHbId JOCTYN K KOPHIOPATrMBHON CETH BO3MOXEH 4epes
IJ100ATEHYIO KOMIIBIOTEPHYIO CETb WM 4Y€pe3 Cpeay rfepelayd uH-
¢opMaLny, 00pa30BaHHYIO LENOYKO 13 TejeOHHOH U m1obaTbHON
KOMIIbIOTEpHO# cereil. JlocTyn depe3 rmobansHylo ceThb Internet sis-
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JISeTCSl IOCTATOYHO 3(PEKTUBHBIM CITOCOOOM, ITPUYEM VISl HOIKITIO-
YeHHs YAUICHHOIO IMOJb30BaTesisl K Internet MOXET HUCIIONB30OBATHCS
KaHaj TrejaedoHHon CBa3u. OCHOBHBIE TOCTOMHCTBA YIAJIEHHOIO J0C-
TyIa X KOPIIOpaTuBHOU CeTH 4epe3 Internet:

« obecrieyeHne MaciuTadUpyeMoi MOIIEPKKU YIATEHHOTO I0C-
TYNa, MO3BOJSIONICH MOOWILHBIM TIO/Ib30BATEAM CBSI3BIBATHCS
¢ Internet-mpoBaiimepoM u 3areM 4epe3 Internet BxomuTh B
CBOIO KOPIOPAaTHBHYIO CETh;

e COKpallleHHEe PacxXoJ0B Ha HHPOpMALMOHHBI OOMEH Yepe3 OT-
KPbITYIO BHELIHIOW Ccpeay (YIaJeHHBIE MOIb30BaTE/H, TOIKIIO-
YMBIIMCH K Internet, CBS3BIBAIOTCS C CETBIO CBOEH OpraHM3a-
LMY ¢ MUHHMAJBHBIMA 3aTPaTaMH);

e ynipaBiAeHUE TPpaUKOM YJAICHHOIO NOCTYNa OCYLLUECTBIISETCS
TaK XK€, KaK MoObiM ApyruM Tpadhukom Internet.

B kopriopatMBHO#W CeTM i B3aMMOHAEUCTBUSI C YyHAJEHHBIMU
MOJIb30BATENSIMU BBIAESAETCS CEPBEP YAATCHHOrO HOCTYIA, KOTOPIi
CILYXMWT:

e 7151 YCTAHOBKU COEIMHEHUS C YIaJeHHBIM KOMIbIOTEPOM;

o AyTEHTU(DVKAIINH YIATEHHOTO MOTh30BATEIS;

e VIIPaBJICHUS YAATEHHBIM COCAMHECHHEM;

» TIOCPETHUYECTBA TIPH OOMEHe HaHHBIMHA MEXIY YIAJICHHBIM

KOMTBIOTEPOM M KOPIIOPAaTHBHOW CETHIO.

Cpenu mpoTOKOJIOB YAAJIEHHOIO HOCTYIIA K JIOKAJBLHON CeTH Hau-
GosbllIee PacIpoCTpaHeHHe TIONYYWI MPOTOKON «TOUKa—To4kKa» PPP
(Point-to-Point Protocol), KOTOpbIil SBJISIETCS. OTKPHITHIM CTAHAAPTOM
Internet. Tlporokon PPP npesnasHaueH jisl yCTaHOBJIEHMS yAAICH-
HOTO COeIMHEHHsT 1 oOMeHa MHGOPMaLMEH 110 YCTAaHOBJICEHHOMY Ka-
HaJly IaKeTaMK CETEBOro YPOBHSA, MHKaNCcylupoBaHHbiMU B PPP-kan-
pul. Mcnoab3yemnlit B mpotokosie PPP meron ¢dopmupoBaHus Kaapos
ofecrie4uBacT OMHOBPEMEHHYIO paboTy Uepe3 KaHaJl YIAJIeHHOMN CBsi-
31 HECKOJBKHUX TIPOTOKOJIOB CETEBOTO YPOBHS.

[Iporokon PPP nommepXuBaer cliexyrole BaXHbie GyHKIMN:

o ayTeHTU(DHUKALIUA YIAUICHHOTO IIOJb30BATENsT W CepBepa yla-

JICHHOTO JOCTYIIa;

¢ KOMIIPECCUH U ¢ pOBaHMS TiepeaaBacMbIX JaHHBIX;

o OOHAPYXEHUSI ¥ KOPPEKIIUH OLIHGOK;

» KOHPUTYpHUPOBAHMS ¥ TIPOBEPKY KAUeCTBA KAHAJA CBA3M;

¢ IHHAMUYECKOTO NMPUCBOEHUS anpecoB [P u ynpasieHuss 3TuMu
aznpecamm.

Ha ocHore npoTtokona PPP noctpoeHs 4acTo UCIOMb3yeMBble TP

yrateHHoM goctyne rpoTokoasl PPTP, L2F u L2TP. D1h nipotokoabl
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MO3BOJIAIOT CO3NABaTh 3AllMIIEHHbIE KaHAXbI Wi oOMeHa JaHHLIMU
MEXIY YIaTeHHBIMH KOMIbBIOTEPAMHU U JIOKAIbHBIMU CeTIMH, DYHK-
UMOHHPYIOIMMH 10 PA3AWYHEIM IIPOTOKOJIAM ceTeBOoro yposHs — 1P,
IPX wnn NetBEUIL Jlng nepenauy mo TenedOHHBIM KaHalnaM CBA3H
MAKeThl 3TUX IPOTOKOJIOB HHKancyaupyworcsa B PPP-xanpul. Ilpu He-
obxomMMoOCTH Hepenayd 4yepe3 Internet 3auruiueHHsle PPP-kagpsr
uHKancyaupyiorcs B 1P-makeTsl cetun Internet. Kpunrozauiura Tpa-
(puKka BO3MOXHA KakK B KaHanax Internet, Tak U Ha MPOTSKEHUHU BCErO
IyTH MEXAY KOMIIBIOTEPOM YAAJEHHOTO TOJb30BATENd U CEPBEPOM
yIANEeHHOTO AOCTYIA JIOKaNbHON CEeTH,

13.2.1. lNporokonsl ayTeHTHMPHKALMN yAANEHHBIX
nons3oBarenen

KOHTpO/Ib AOCTYIIA MOJB30OBATENEll K pecypcaM KOpHopaTMBHOMN
CeTH JIOJDKEH OCYILECTBISITHCS B COOTBETCTBUM C IIOJMTUKON 6e30-
NMacHOCTH OPraHM3alliM, KOTOPON TPUHAIIEXHT AaHHAst CeTb. Bd-
exTMBHOE pa3rpaHMUYEeHHE AOCTYyNa K CETEBBIM DPECypcaM MOXET
ObITh 00€CIIEYEHO TOJNBLKO MPH HAeXHOW ayTeHTU(HUKALUHN TOJIb30-
pateneil. TpeGoBaHMS K HaJE€XHOCTH ayTeHTH(hOMKALMU yIAIEHHBIX
MOJIL30BaTeeil AOKHBL ObITh OCOOEHHO BBICOKMMHM, TaK Kak IIpH
B3aMMOJCHCTBUN ¢ GOU3UYECKKH YIAJICHHBIMHM [OJb30BATENSIMM 3Ha-
YHTESBHO CIOXHEE OBeCneYuTh IOCTYII K CeTeBbIM pecypcaMm. B or-
JIMYUE OT JIOKAIbHBIX MONb30BaTeseil yAaeHHbie IMOJAb30BaTENM He
MPOXOAAT MPOUEAYPY (PUINYECKOro KOHTPOJSA IIPH JOIyCKE HA Tep-
PUTOPHIO OpraHMU3alNM.

Tlpn yunaneHHOM B3aUMOJEHMCTBMM BaXHAa ayTeHTAQMKALMUSA He
TOJILKO MOJB30BaTeNieil, HO U O0COpPYNOBaHUS, MOCKOJbKY TIOIMEHA
MOJbL30BATES WM MapIUpyTU3aTopa NMPUBOAMT K OJHUM M TeM Xe
TIOCNIEICTBUSIM — JaHHbIE U3 KOPIOPATHBHOI CETU MEpeNalOTCs He
TE€M JXLaM, KOTOPBIM OHHU IMPEAHA3HAYEHBI.

Ans obecneyeHust HAOEKHON ayreHTUGDHKALIMHE YAAIEHHbIX TOJIb-
30Baresieit HeOGX0AUMO BHUTONTHEHHE CICHAYIOHIMX TpeOOBaHHM:

e NpOBeicHHE ayTeHTHDMKAnuy oOeux B3aMMONEHCTBYIOIIUX
CTOPOH — KakK YIaJICHHOI'O IoJib30BaTeNs, TaK U cepBepa yha-
JIEHHOTO AOCTYNa — I MCKIIOUEHUST MACKUPOBKH 3JIOYMbILLI-
JIEHHUKOB;

e ONEPATHBHOE COIJIACOBAHUE MCIOIb3YEMBIX IPOTOKOJIOB ayTeH-
THPMKALINHN;

|
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e OCYLIECTBICHHUE AMHAMUYECKOM ayTeHTH(HKALIMYM B3aMMOIENCT-
BYIOILIMX CTOPOH B Mpolecce paboThl yIaJleHHOTO COeMHEHMS;

o IPUMEHEHME KPUIITO3ALIUTHI NIEPEaBAeMbIX CEKPETHBIX Mapo-
et 160 MeXaHW3Ma OXHOPA30BHIX NAPOEi I UCKIIOYEHUS
MEpexBaTa U HECAaHKIMOHMPOBAHHOTO HCIONIL30BaHHS ayTeH-
Tuuuupytomeil nHbopMalnu.

IMporokon PPP umeer BcTpoeHHBIE CpemcTBa, KOTOPBIE MOTYT
OBITh HMCIIONB30BaHbI [UIS OPTAaHM3AIUM AYTeHTH(PHUKALUUHA NPU yaa-
JeHHoM B3anmozeiictemu. B cranmapre RFC 1334 onpenenennl nBa
NPOTOKONA ayTeHTADUKALIMH:

e 1o niaponmo — PAP (Password Authentication Protocol);

e no pykonoxatuio — CHAP (Challenge Handshake Authenti-

cation Protocol).

B mpouecce yCTaHOBJICHUSI YIAIEHHOIO COEIAMHEHMS KAXKIAs U3
B3aUMOJEHCTBYIOIINX CTOPOH MOXET TIPEIUIOXMTD LISl IIPUMEHEHUS
OIWH M3 CTaHAAPTHBIX MPOTOKONOB ayreHTM(dukaumu — PAP win
CHAP {9].

HHorna xoMnaHuy co3naoT COOCTBEHHRIE NPOTOKOJbI ayTEHTH-
(pukanuyn yoaJeHHOTo IOCTyra, paboTaloline BMECTE C NMPOTOKOIOM
PPP. D11 ¢dupMeHHBIE TPOTOKONBI OOLIYHO SBJISIIOTCS MoOAMQHKa-
MMM npotokosnos PAP u CHAP.

ITupokoe mpuMeHeHUe IS aAyTeHTUGUKALMHA 10 OIHOPAa3OBEIM
naposnaMm noaydun npotokon S/Key. B mporpaMMHBIX TIpOOYKTaXx,
o0ecrieYuBalOLIMX CBsA3b MO mnpotokoay PPP, mpotokonsl PAP u
CHAP, xak npaBuio, NOAAEPXHUBAIOTCA B NEPBYIO OYEPE]ib.

Mportokon PAP

Cytb paGotel nporokona PAP noBonbHO mpocra. B npoiiecce ay-
TEHTU(PHUKALMK YYACTBYIOT JBE CTOPOHBI — MpOBEpseMas U MPOBe-
psrowtast. ITporokon PAP ucnonb3syet mnsi ayrTeHTHOHUKALUY 1TEpena-
4y MpOBEPAEMOA CTOPOHON WIeHTU(DUKATOpa M Mapojst B BUIE
OTKpBITOro Tekcra. Ecin mpoBepsiiomiast cTopoHa 0GHapyXKUBaeT COB-
najeHne HACHTUPHUKATOPA U MMAPOJIST C 3AMUChIO, HMEIOILENCS Y HEro
B B/l neranbHbIX nONB30BaTeNeil, TO NPOLECC ayTeHTU(GUKALUY CHH-
TAETCA YCIEIIHO 3aBePLICHHBIM, MOCHE YEro MpoBEPSIEMOil CTOPOHE
[TOCLIZIAETCSL COOTBETCTBYIOHICE COOOLIEHMEe. B kauecTBe CTOPOHBI,
Ybsl TOAJIMHHOCTD MPOBEPSETCS, KaK MPABUJIO, BEICTYNAET YIAT€HHBIH
[OJIb30BaTe/b, @ B Ka4eCTBE MPOBEPAIOLIEH CTOPOHB — CEPBEP yaa-
JIEHHOTO JIOCTYyTIA.
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Jig vHAuMaIM3auuK npolecca ayrentudukauuu Ha 6ase npo-
Tokonia PAP cepBep ynaneHHOTo JOCTyIa 110C/IE YCTAHOBJIEHHMS CeaH-
ca CBSI3W BHICHUIaET yaajdeHHoMy KomibioTepy maker LCP (Link
Control Protocol) — IpOTOKOJI yIIPaBiCHUS KaHATIOM, YKa3biBalOHMI
Ha HEOOXOJHUMOCTh NpHMeHeHus TTpoTokojia PAP. Jlanee ocyiecrs-
ngercs oomen nakeraMu PAP. YaaneHHbIl KOMIBIOTEp MepenaeT rno
KaHajly CBSI3M MPOBEPSIOUIEN CTOPOHE MACHTUPHMKATOP U TapOib,
BBEJICHHbIE YIATEHHBIM nonb3oBateneM. CepBep YIATEHHOTO AOCTY-
fa no MoJayYeHHOMY HACHTU(DHUKATOPY NOMB3OBATENS BHIOMpaeT >Ta-
JIOHHBI T1aposb M3 B/l cHCTeMBI 3alliMTHl M CPABHMBAET €0 C IIOMY-
YeHHBIM naposieM. Eciay OoHM COBMAjaioT, TO ayreHTH(UKAIUS CUM-
TAeTCH YCIEIHOM, YTO cOODIHAeTCs YIANEHHOMY TIOJIB30BATEIIO.

Cnenyer 0co60 OTMETUTD, YTO MPOTOKOJ ayTeHTU(uUKaimu PAP,
COIIACHO KOTOPOMY MISHTHU(HUKATOPHI M TAPONH MEPENAIOTCS T10 JIU-
HHUU CBA3U B He3amMdpPOBAHHOM BHJE, LEIECOO0PA3HO IPHUMEHSATD
TOJILKO COBMECTHO € NPOTOKOJIOM, OPHEHTHPOBAHHLIM Ha ayTeHTH-
¢ukanuo no 0JHOPa30BLIM MAPOJISIM, HANTPHUMED COBMECTHO C IPO-
tokonoM S/Key. B npoTMBHOM ciyyae Mapoib, TiepefiaBaeMblil mo
KaHajly CBSI3M, MOXET OBITh MEepexBavyeH 3JIOYMBIIUIEHHMKOM M MC-
MOJTF30BAH MOBTOPHO B LIEJSIX MACKHPOBKY MMOJ CAHKIIMOHHPOBAHHO-
IO YAAJIEHHOTO HOJb30BAaTEs.

NMporokon CHAP

B nipotokone CHAP ucnonn3yeTcsi CeKpeTHBI cTaTHUeCKUil Ta-
pons. B ominume ot nporokona PAP, B mporokone CHAP naponb
KaXIO0T0 MONb30BaTEeNIS IS Nepefadu To JMHUM CBS3M wudpyercs
Ha OCHOBE CJYYailHOrO YMCTa MOAYYEHHOTO OT cepsepa. Takas tex-
HOJIOTHS 00€CTIEYHBAET HE TOJMBKO 3aIUMTY MapoJist OT XMIIEHUS, HO U
3alUTY OT TIOBTOPHOTO MCMOJB30BAHUA 3M0YMBILLIEHHUKOM Mepe-
XBaYSHHBIX MAKETOB C 3a1mmdpoBaHHBM naponem. [Iporokon CHAP
OPUMEHSIETCS. B COBPEMEHHBIX CETSIX ropazfgo vaune, yeM PAP, Tak
KaK OH UCIIOJIb3YeT Tepeaady mapoist 0 CeTH B 3alMileHHOH (op-
Me, W, ClIeJ0BaTe]bHO, ropasno Ge3omacHee [9].

IIudpoBanue naposis B COOTBETCTBUU ¢ MpoTokosioM CHAP Boi-
TIOJIHSETCS C TOMOILBIO KPUNITOrpadHyecKoro ajiropuTMa X31uposa-
HHMSA U NO3TOMY sisieTca HeoOparuMbiM. B craumapre RFC 1334 s
nporokona CHAP B kauectBe X3UI-DYHKIIUM OTpENeeH aropuT™
MDS35, BrIpabaTeIBalOUIMiT M3 BXOAHOH MOCAEAOBATEILHOCTH J11000M
IUIMHBI 16-6aiiToBoe 3HaveHue. XOTA MHHUMAAbHOMN MJIMHOM ceKpera
ABisercss 1 6aliT, A1 NOBbILICHUS. KPUTITOCTOMKOCTU PEKOMEHAYETCA
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HCTIONB30BAaTh CEKpPET MJIMHOW He MeHee 16 Gaiir. Crneumbpukaums
CHAP He wuckioyaeT BO3MOXHOCTb MCIIOIb30BAHMA IPYIMX ajro-
PUTMOB BBIYUC/IEHHS X21I-PYHKIINH,

Jng vHUIManu3auMy NpoLecca ayreHTU(MUKAIIMK TI0 ITPOTOKOIY
CHAP cepBep ymaleHHOTO IOCTyNa IOCIE€ YCTAHOBJICHHs ceaHca
CBSI3M IOJDKEH BBICJATh yAaJleHHOMY KoMmmbloTepy naker LCP, yka-
3BIBAIOLIMIA Ha HEOOXOAMMOCTH TpUMeHeHus1 nporokoja CHAP, a
TaKxe TpeOyeMOoro anropurMa x3umpoBanus. Eciv yaaneHHbI KOM-
MBIOTEP TIONMEPXKMUBAET NMPEUIOXKEHHBIN AJITOPHUTM X3ILIMPOBAHUS, TO
OH JOJXEH OTBeTUTh nmaketoM LCP o comtacum ¢ mpenioxeHHbIMU
napaMerpaMu. B mpoTUBHOM ciyqae BRITTOJHSIETCH OOMEH MakeTamu
LCP mnst corsracoBaHus aJrOPUTMA X31UIMPOBAHMSA.

ITocne 3TOrO HauWMHaeTcss ayTeHTU(HKALIMS Ha OCHOBE OoOMeHa
nakeramu nporokosa CHAP.

B npotokone CHAP onpeneneHbl NaKeThl YEThIPEX THIIOB:
Brizos (Challenge);

o Otk (Response);
» IlonTBepxnenue (Success);
¢ Otka3 (Failure).

IIpotoxon CHAP ucnonb3yer msi ayrTeHTUGUKALMKY YIATEHHOTO
[I0JIb30BATENS Pe3yabTaT WHGPOBAHUS MPOU3BOJBHOIO CJIOBA-BbI30-
Ba C [OMOUIBIO YHMKAIBHOTO CEKpeTa. DTOT CEKpeT HMMEETCS KaK Y
[IPOBEPAIOLLIEH, TAK U Y NpoBepsieMol cropoHbl. Ilpouenypa ayreH-
TUGUKALNN HAYMHAETCSl C OTMPABKU CEPBEPOM YAAJIEHHOIO JOCTYIa
naketa Brizos (puc. 13.4).

Fiposepsiolas MpoBepsiemMasn
CTOpOHa CTOPOHa
1 1
i :
| CHAP-8bisoB !
| E
' Buiuncnenwe |
! CHAP-oTknuk x3w-koaa |
I, ]
i '
] I
| Berncnienme i
| Xaw-kona CHAP-noaTBepxaexve !
| i
1 1

VI paspeis CBAIN

Puc. 13.4. Hlaru npouecca ayrenTudbuKaumy no mporokony CHAP

YnanenHslii KOMIBIOTEP, MOMYYMB NakeT Boi3os, 3amndposbiBa-
€T ero ¢ MOMOLUBIO OJHOCTOPOHHEH (DYHKIIMM M H3BECTHOIO €My
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CeKpeTa, nojyvyast B pesynprare Aaikecrt. JaimkecT Bosspalaercs
TIPOBEPSIIOLICH CTOPOHE B BHAe MakeTa OTKINK.

Tak kak HMCHOAB3YETCA ONHOCTOPOHHSISL X3HI-(DYHKUHUS, TO TIO
nepexpaveHHBIM nakeTaM BrizoB U OTKIMK BLIMMCIMTL Napojib yaa-
JIEHHOTO NOJTb30BaTENs MPaKTHYECKH HEBO3MOXHO.

Nonyuus maker OTKIIKK, CepBep yAaleHHOrO JOCTYna CpaBHUBA-
€T CONEPXHMOE pe3yibTara M3 IojydeHHoro makera OTKIMK C pe-
3yNIBTATOM, BBIYMCICHHBIM CaMOCTOSITE/IbHO. ECAM 3TH pe3ysibTaThl
COBMNAJAIOT, TO ayTeHTUGDUKAMA CYUTAETCS YCHEHIHON U CepBep BhI-
ChlIaeT yiaieHHOMY KoMubiotepy naket Hoarsepxiaenue.

B nmpotuBHOM Ciiyuae cepBep yJaJ€HHOIO JOCTYINa BHICBLIAET Ia-
KeT OTKa3 U pa3phIBacT CeaHC CBA3W.

lMaker BbI3oB n0keH ObITh OTIHPABIEH CEPBEPOM NOBTOPHO,
€C/IN B OTBET Ha HEro He ObL1 nosydeH naker Orkmk. Kpome Toro,
makeT BbI30B MOXET OTNPABIATLCS NEPUOTUYESCKU B TEUCHUE CEaHCa
yOaJIeHHOM CBSI3U U151 MPOBEACHUS AMHAMUYECKOI ayTeHTHhUKALWH,
4yToOBI YOEIUTBCH, YTO NPOTHBONOJIOXHAA CTOpOHA HE Obuia HOAME-
HeHa. COoTBETCTBEHHO IMakeT OTKIUK JOMKEH OTIPABRNATHECS NMPOBE-
psieMOii CTOPOHON B OTBET HA KaXKIbIH NpUHSATHIN nakeT Bri3os.

Mporokon $/Key

OnHuM 43 Haubosee pacrpoCTPAHEHHBIX POTOKOJIOB ayTEHTH-
(buKaumy Ha OCHOBE OJHOPA30BEIX NApojicit ABIAETCS CTAHAAPTH3O-
BaHHbiit B MHrepHere nporoxon S/Key (RFC 1760) [9, 32]. Oror
TPOTOKON peajin30BaH BO MHOIHX CHCTeMax, TpeOyloumx MpoBEPKU
TIOAJIMHHOCTH YAAJEHHBIX I10/1b30BaTejel, B 4YaCTHOCTH B CUCTEME
TACACS+ komnanuu Cisco.

TlepexBar onHOPa30BOro Napoisi, NepegaBaeMOro Mo CeTd B Ipo-
ecce ayreHTHPHKANMK, He NPEIOCTABISET 3IOYMBIIUIEHHHUKY BO3-
MOXHOCTH [IOBTOPHO MCNOJIb30BATh TOT MapoJib, TAK KaK NPH CAEAYIO-
HIeH MpoBepKe NOJIMHHOCTH HEODXOHMMO IPEABSBISTh YXKe ApYroi
napoyb. [loaroMy cxeMa ayreHTH(WKAUWM Ha OCHOBE OJHOPA30BLIX
naposeit, B yactaoctu S/Key, nossosisier nepenapaTh 1o CETH OfHOpa-
30BBIH MAPOJb B OTKPBITOM BUIE M, TAKMM 00pa3oM, KOMIICHCHPYET OC-
HOBHOM HEAOCTATOK MpOoTOKojia ayreHTH(duKanumn PAP.

OnHaxo cjejyer OTMETHTh, YTO NPoToKoa S/Key He MCKIIOYaeT
HeOOXOMMMOCTh 3aHaHUSl CEKPETHOTO MapoJisl /IS KaXIOTO TOAb30-
BaTesist. DTOT CEKPETHBIH Napojib UCIOAb3YETCs TOABKO IJs eHepar
LM OAHOPA30BLIX mapoiei. ist TOTo YTOOBl 3JOYMBILIIEHHHUK HE
CMOT IO MIepeXBAYEHHOMY OJHOPA30BOMY TapoJi0 BbIYUCIUTH CEK-
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PETHBIN MCXOIHBIA MAapoib, reHepauus OQHOPA30BBIX MapoJeid BbI-
TMOJTHAETCS ¢ MOMOIIBIO OJHOCTOPOHHEH, T. €. HeobpaTnMom, GyHK-
uMu. B xadecTBe TakoM OOHOCTOPOHHEH (DYHKLMM B crernprKaluu
npotokona S/Key ompeneneH anroputm xsmiMpoBaHus MD4 (Mes-
sage Digest Algorithm 4). Hekortopsie peannsaniuu nporokona S/Key
B KayecTBe OJHOCTOPOHHEW (DYHKIIMMW MCIIOJB3YIOT AArOPUTM X3IIIH-
poBauusi MD5 (Message Digest Algorithm 35).

TosicHum ocHoBHYIO Maewo mpotokona S/Key Ha cieayoiem
npuMepe.

IlycTb yoaneHHOMY ITOJb30BaTE 0 (TIPOBEPSIEMOI CTOpPOHE) I
PETYJISIPHOTO TPOXOXACHUS ayTeHTH(PHKAIMH HeoOxoaum Habop u3
100 omHOPa30BBIX HAPOIECH.

IIpoBepsieMoil CTOpOHE 3apaHee Ha3HA4YaeTCsd TeHEepUpYyeMBbIH
CAydallHBIN K04 K B KAUECTBE €€ CEKPETHOI'0 MOCTOSTHHOTO Napons.
3aTeM TpOBepsIOINIasi CTOPOHA BHINOJHAET TPOLENYPY MHHUIINATIN3A-
LMK CTHICKa omHopa3oBeIX N = 100 maponeii. B xome nannoil npotie-
JIYPHI TIPOBEPSIONIAS CTOPOHA C MOMOLIBIO OJHOCTOPOHHEH (QYHKIINH
h BBIMUCIAET 10 Kiiouy K NMPOBEPOYHOE 3HAUEHUE Wy, st 1-ro on-
HOPa30BOro mnapoist. [list BEIYMCIACHUS 3HAYEHUST Wy, KTiou K 1of-
CTaBJISIIOT B KA4ECTBE apryMeHTa GyHKUMM A ¥ HaHHas (yHKLMS pe-
KypcuBHO BeinojiHsercs: 101 pas:

w, = h(K), w, = h(h(K)), w; = h(h(h(K))), ...,
Wios = B(h(R(..H(K)...))) = BYK).

Maenruguxarop roap30BaTeNs 1 COOTBETCTBYIOUIHI 3TOMY TOJb-
30BarTeI0 CEKpeTHbIH KoY K, a Takke HeCeKPeTHbIe uncna N U wyy
coxpaHsiorca B b/l nposepsioineit ctopoHnl. Yucno N seastercst HoO-
MEPOM OFHOPA30BOTO TApOJIsl [UISE OUepeqHON ayTeHTHhUKALUN U3
CITHCKA OJHOPAa30BBIX faponeil. CiaeayeT OTMETUTB, YTO IOCJEe HC-
MOJIb30BAHUS KaXKAOro TAaKOIo OMHOPA30BOTOo Napojist HoMep N yMeHb-
HIAETCH HA €AVMHHUILY.

B npouecce ouepenHoi ayreHTU(MMKALWK, IIPOBOCAMMON TOCIE
VHULAAIN3aNNY, TIPOBEpSeMasl CTOPOHA IpeIOCTARISIeT IIPOBEPSIO-
1Iell CTOpoHE CBOM MASHTH(MMKATOP, a Ta BO3BPAILAET COOTBETCTBYIO-
uree aroMy uaeHTudukaropy uuciao N. B mamem npumepe N = 100.
3ateM NpoBepseMasi CTOPOHA BLIUMC/AAET IO CBOEMY CEKPETHOMY
K04y K 0OTHOpa30BHIA Maposib

Wioo = hORCR(...h(K))...))) = B"(K)

" IOCBLIACT €Io npOBepsnomeﬁ CTOPOHE.
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[MonyunB 3HaueHHUEe Wiy, NPOBEPAIOUIA CTOPOHA BHINOJHAET
Hal HMM | pa3 OZHOCTOPOHHIOW GYHKUHIO Wiy = h(wiy). Hanee
NpPOBEPSIOLIAst CTOPOHA CPABHHUBAET TOJYYEHHOE 3HAYEHHE Wi, CO
3HaueHueM w,,, u3 BbJI. Ecam OoHM coBMamaioT, TO 3TO O3HAYaeT,
9TO U Wiy, = Wy, M, CIEJOBaTeIbHO, AYTCHTU(DUKALMS SABISIETCSA YC-

TICLTHOA.

B ciydyae ycnemHoil ayreHTMGMKaUMKU NPOBEPSIONIAst CTOPOHA
3aMeHsieT B B/l wis npoBepsieMoil CTOPOHBI YMCIO Wiy HA IOJIy4YeH-
HOE OT Hee YMCIO Wiy, a 4ucio N Ha N=N-1. C yuyerom Toro,

YTO NpM YCTIEWIHOUW ayTeHTHGhUKALUA HOMED OTHOPA30BOIO IapOJist
N nna ouepenHoi ayrenrudukauuu ymeHplumncst Ha 1, 8 Bl npo-
BEPSIOLIEH CTOPOHBI COBMECTHO ¢ MACHTU(PHKATOPOM H CEKPETHBIM
wnoyoM K npopepsieMOH CTOpPOHB! OyayT XpaHWTbCs yucna (N-1)
H Wy 30eCh MOX Wy, TOHWMAETCs MOJIyYeHHbIH OT TPOBEPAEMOiA
CTOPOHEI NpH YCIEIHOW ayTeHTHUKALMY MHOCTEAHUA OXHOPA30-
BBl mapons. Iloclie MCNOB30BaHUA OYEPEIHOTO CIHCKA OXHOPA30-
BHIX Naposieil Mpoueaypa WHUOUAIM3ALUUA AOJDKHA BBIIONHATHCSH
CHOBA.

Wnorna xenareibHO, 4TOOBL HOJL30BATENb MMENT BO3MOXKHOCTH
CaM Ha3HayaTh CEKPETHBIA IMOCTOSIHHBIM maponb. s ocywectsie-
HUSI TAakoi Bo3MoxHocTH crieimdukanus S/Key npenycmarpupaer
pPEXMM BBIYMCIECHHUS ONHOPA3OBLIX NMApOJiel HE TONBKO HA OCHOBE
CEXpEeTHOrO MapoJisi, HO U Ha OCHOBE [€HEPUPYEMOrO NPOBEDPSIOLIEH
CTOPOHOM ciiyyaiiHoro umciaa. Takum o06pa3’oM, B COOTBETCTBHM C
poTokojioM S/Key 3a KaKIbIM [TONB30BATENIEM 3AKPEILISETC UACH-
TH(PHUKATOP M CEKPETHBIN NOCTOSHHEINA Mapoib.

Tlepea TeM Kak MPOXONMTH ayTeHTU(DHMKALNWIO, KaX[Iblii MONb30-
BaTeslb JOJIKEH CHauyajia MpOoUTH mpouenypy MHULMaIN3AIUU oYe-
PEeAHOrO CIHMCKA OXHOPA30BBIX TaposieH, T. €. a3y nNapoibHON MHH-
vranusaumd. JadHasa ¢as3a BRITIOMHSETCS MO 3anpocy NOJIb30BaTeNst
Ha cepBepe VAAIEHHOTO JOCTyna.

Jlnsg yckopeumst npoueAypbl ayreHTHDMKaUuMU OmNpeneicHHoe
YHCJIO ONHOPA30BBIX NMApojieii, HAIIPUMED HECKOIBKO IECSTKOB, MO-
KeT GbITh BBIYMCIICHO 3apaHee M XPAHWTHCS Ha YIANEHHOM KOMIIBIO-
Tepe B 3ailM(PpPOBAHHOM BUIE.

Tporokon ayreHTU(HMKanMKM Ha OCHOBE ONHOPA3O0BbIX NMapOJEH
S/Key npuUMEHSIOT, B YaCTHOCTH, VI YIYYIUEHMS XapaKTepHUCTHK
[IPOTOKOJIOB LIEHTPATM30BAHHOIO KOHTPOJIS AOCTYHA K CeTH YAasieH-
HbIX rrosb3oBareaeii TACACS u RADIUS.
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13.2.2. LleHTpanu30BaHHbI}i KOHTPONb yAANE€HHOr o
Aoctyna

U1 ynpaBneHus YIOadeHHBIMH COSHUHEHMSIMH HeOOJIbIION JIo-
KaJIBHOM CETH BIMOJIHE AOCTATOYHO OJHOIO CepBepa yIAJIEHHOTO A0C-
Tyna. OXHaKO eC/IH JIOKATbHAS CeTh OObEIMHAET OTHOCUTEILHO B0JIb-
Hie CerMeHTHl M YMCIIO YIAATeHHBIX MMOJb30BaTe/lell CYIIECTBEHHO
BO3pAcTaeT, TO OXHOIO CepBepa YAAICHHOTO AOCTYIIA HEAOCTATOYHO.

pu ucnonp3oBaHMU B ONHOH JIOKAJILHOM CETH HECKOJIBKHX Cep-
BEPOB YAATCHHOIO A0CTYNa TpebyeTcs LeHTPaJM30BaHHbIM KOHTPOIIb
JIOCTYIIa K KOMITBIOTEPHBIM PECypCaM.

PaccMoTpuM, Kak peliaercsi 3a1a4a KOHTPOJS HOCTYNa K CeTH
YIAJNEHHBIX T101b30BATENEN B COOTBETCTBMM C OOBIMHON CXEeMOJi, KO-
ra yIaJleHHble MOJIB30BATENM TIBITAIOTCS TIONYYUTh HOCTYI K CeTe-
BBIM pecypcaM, KOTOpbIE HAXOASITCS TIOJ YIPaBJIIEHHEM HECKOJbKUX
pazubix OC, Ilonb3oBareas DO3BAHMBAETCS OO CBOErO CepBepa yaa-
JIEHHOrO focTyna, U RAS BBIMONHSET LISt HErO NPOLEAYPY ayTeHTH~
tukauuu, Hanpumep no nporokony CHAP. [osnb3osarens joruye-
CKHM BXOIMT B C€Thb M OOpalIaeTcsd K HYXHOMY CepBepy, Tle CHOBa
MPOXOAUT ayTEHTU(DUKAIMIO W aBTOPU3ALUIO, B PE3yJabTaTe 4ero Ino-
JlydaeT Wid He TIONyyaeT paspellleHre Ha BBINOJHEHUE 3apOLIeHHON
oriepanmu. ;

HetpynHo 3ameTuTb, 4TO Takas cxeMa HEyIOOHA I10J1b30BaTellIo,
NOCKOJIBKY €My MPUXOMUTCS HECKOJBKO Pa3 BBIMNOJIHSTh ayTeHTU(H-
Kaluio — TIPU BXOHE B CETh Ha CepBepe YAAJICHHOro NOCTYIaA, a Mo-
TOM €llle KaX/Inlil pa3 1Mpy oOpalleHHH K KaXJI0MY PECYPCHOMY CEp-
Bepy ceTH. [lonp3oBareiib BHIHYXAEH 3aIIOMHUHATh HECKOJIBKO Pa3HbIX
napoaeil. KpoMe TOro, OH HOJMKEH 3HATh IOPSIOK IMPOXOXIEHUS
pasHbIX Opouenyp ayrearudukauun B pasHeix OC. BosHukaior Tak-
X€ TPYAHOCTHU C 3JMUHUCTPUPOBAHMEM TaKOH CeTH. AAMUHMCTPATOP
IOJDKEH 3aBOIUTH YUETHYI0 MHGOPMALHMIO O KaXAOM [I0Jb30BATENE
Ha KaXKA0M cepBepe. DTu pa3po3HeHHbie b/l TpyaHo noamepxusarh B
KOPPEKTHOM COCTOSTHUM. IIpu yBOJIbHEHMH COTPYIHHKA CJOXHO WC-
KJIIOYUTh €0 U3 BCEX CMTMCKOB. BO3HHKAIOT npolieMbl [P Ha3HAYE-
HUHW Maponeii, CYyHIeCTBEHHO 3aTPYIHSETCS ayauT.

OTMeueHHBIE TPYIHOCTH MPEOAOJIEBAIOTCA MIPU YCTAHOBKE B CETH
LECHTPAJTU3OBAHHON CAyXObl ayTeHTHU(MHUKAIMA W aBTOpHM3aLMu. st
LEHTPANU30BAHHOTO KOHTPOJIA HOCTYNA BhIAEISETCS OTIENbHbIH cep-
BEP, HA3BIBACMBIN cepeepom aymenmupuxayuu. DTOT CEPBEP CIAYKHUT
IJI TIPOBEPKU TIONJTWHHOCTY YIOAJIEHHBIX T10J1b30BaTeENei, onpeneie-
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HHMSl MX ITOJTHOMOUMIA, a TaKxKe (PUKCALUM ¥ HAKOIUIEHMS PErucIpa-
HHOHHOM uHbOpMalMK, CBSI3aHHONU C yIaleHHBIM moctyroMm. Ha-
JIEXHOCTh 3alLMTH HOBBIILAETCH, €CMH CePBep YAaNeHHOIO IOCTYTa
3aNpaiMBaeT HEOOXOAUMYIO AJid ayTeHTHOUKauuy HHPOpMALMIO
HENOCPeICTBEHHO Y cepBepa, Ha KOTOpOM xpanurcsa obimas B/l cuc-
TEMBI 3alUThl KOMITBIOTEPHOM CETH.

Onunako B OONBIIMHCTBE CJIYYacB CEPBEPHI yAANEHHOTO AOCTYMa
HYXIAI0TCS B TOCPEIHUKE JUIs B3aUMOIEHCTBUA C LeHTpanbHO# BJ]
CHCTEMBI 3aIHUTH], HAIIPUMEP co cayx00il Xaraioros.

BospiuHCTBO ceTeBbiX OC U CiayX0 KatanoroB COXpaHSIOT 3Ta-
JIOHHBIE MAPOIYN TONB30BATEIEH C UCTIOIL30BAHMEM OJIHOCTOPOHHEFO
X3IUUPOBAHMS, YTO HE MO3BOMET CEPBEpaM yAajleHHOro AOCTYNA,
CTaHAapTHO peanusywoiium nporoxkonbt PAP u CHAP, u3Bneus or-
KPBITHI# 3TANIOHHBIM Mapob IS TPOBEPKH OTBETA.

Pone nocpenHMka BO B3aHMOACHCTBUU MeXIy cepBepaMu yiaa-
JIEHHOTO JOCTYNa W meHTpanbHoi b/l cuctemsl 3ainuthl MOXET OBITH
BO3/IOXEeHa Ha cepsep ayrentudukauuu. LlenTpann3oBaHHbIH KOH-
TPOJIb YAAJIECHHOTO JOCTYIA K KOMIBIOTEPHBIM pecypcaM € IIOMOLIBIO
cepsepa ayTeHTU(MOHUKAIIMM BHITTONHSAECTCS HA OCHOBE CIIELMATN3UPO-
BAHHBIX MPOTOKOJIOB. DTH MPOTOKOALI MO3BOIAIOT OOBEAMHATH UC-
IOJb3yeMbIE CepBephl YOAIEHHOTO AOCTYMa M cepBep ayreHTU(HKa-
UMM B OAHY NOJICUCTEMY, BBLIIOTHAIILYIO BCe (PYHKUMU KOHTPOJIS
ylaJleHHBIX COCIMHEHUI HAa OCHOBE B3aMMOICICTBUS C LEHTPATBHOM
BA cucremnr 3amuthl. CepBep ayTeHTH(GUKAHUHM CO3HAET €XMHYIO
TOUKY HAOMIOAEHWA M MPOBEPKH BCEX YAAICHHBIX TOJb30BaTE/IeH U
KOHTPOJHUPYET JOCTYIl K KOMITBIOTEPHBIM pECypcaM B COOTBETCTBHH C
YCTaHOBJIEHHBIMHU TMPaBUIAMM.

K Haubonee DHOMYJISPHBIM TIPOTOKOJMAM LIEHTPAIN30BAHHOTO
KOHTpOJISI AOCTYNA K CETH YAAJEHHBIX TIONB30BaTE/ICl OTHOCATCH
nporokosibl TACACS (Terminal Access Controller Access Control
System) u RADIUS (Remote Authentication Dial-In User Service).
OHyu npennasHayeHbl B IepBYI0 oyepelb JUIS OpraHM3aluil, B HEH-
TPanbHOM CETH KOTOPBIX MCTOJIB3YETCAd HECKONBKO CEPBEPOB YIAJICH-
HOro gocTtyna. B 3THX cucTeMax aAMWHUCTPATOP MOXET YIPaBIATh
B uaenTuduKaTOpPOB M Tapoyieil MOAB30BaTENeH, IIPEIOCTABIIATD
MM NPUBWIETHH JOCTYTAa U BECTH yUeT OOpatlleHHit K CHCTEMHBIM pe-
cypcam [9].

Hpotoxontt TACACS n RADIUS 1pebyior npuMeHeHUs 0TAe]Ib-
HOro cepBepa ayTeHTH(UKALUNHA, KOTOPBIH L1 IPOBEPKU TTOIMHHO-
CTH 110JIp30BaTelielt U OnpeaeaeHHST UX IIOTHOMOYMI MOXET UCIIO/b-
30BaTh HE TONBKO coOcTBeHHYIO bJl, HO U B3auMOEHCTBOBATD C CO-
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BPEMEHHBIMHM CiTyx0amu karanoroB, Harmpumep ¢ NDS (Novell
Directory Services) u Microsoft Windows NT Directory Service. Cep-
Bepsl TACACS u RADIUS BrIcTynaoT B KaUeCTBE [OCPEIHUKOB Me-
XK1y CepBepaMHu YIaJIEHHOTO IOCTYMa, NPUHWUMAIOIIUMH 3BOHKH OT
M0JIb30BATENICH, C OHON CTOPOHBI, U CETEBBIMH PECYPCHBIMY CEPBE-
pamu — ¢ apyroi. Peanmzamnu TACACS u RADIUS moryr Takxke
CNYXHTh HOCPEIHMKAMHU ISl BHELITHUX CHCTEM ayTeHTH(HKALMHY.

PaccMOoTpUM OCOOEHHOCTH LEHTPAJIM30BAHHOLO KOHTPOJS YAA-
JIEHHOTO moctyma Ha npuMepe riporokona TACACS (puc. 13.5).

Cucrema TACACS BHINOJIHEHA B apXMTEKTYpE KIHEHT-—CEPBEP
[32]. B xommploTepHOUl CeTH, BKIIOYAIOUICH HECKOJLKO CEPBEPOB
VAATICHHOTO JIOCTYIEA, YCTAHABIUBAECTCA ONUH CepBep ayTeHTU(UKA-
uuu, Kotopsrit HassiBaloT cepepoM TACACS (06b4HO 3TO TIporpam-
Ma, paboraloias B cpeae yaupepcansHoit OC, vaine Becero Unix).

Ha cepeepe TACACS dopmupyercst meHTpalisHas 6a3a yYeTHOM
nHbopMaIuu 06 yIATEHHBIX [TOJb30BATENSX, BKIOYAIOMIAS UX HME-
Ha, MApOJHN U TIoNIHOMOouMS. B MOJTHOMOYHMSIX KaXIOIo MOJIb30BaTels
3a0a10TCA MOACETH, KOMITBIOTEPH W CEPBUCH!, C KOTOPHIMH OH MOXET

PecypcHuie cepeepbt

Cepsep
TACACS

‘ Basa gaHHbIX
/ CUCTEMbI
: Cepsep - Cepsepbi 3aWUTHI
RAS YARNeHHOro
focryna

TenedoHHan
ceTb

i0
o
i0

==

YnaneHHsie noskaosaTenv

Puc. 13.5. Cxema HEHTPATH3OBAHHOTO KOHTPOJA YAATIEHHOTO JOCTYIA
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paboraTh, a TAaKKe pa3nuyHble BHIAbLL OTPAHHYEHWH, HAIIPUMEDP Bpe-
MeHHbIe orpaHuyeHusi. Ha atoMm cepBepe Beacrcs b/l ayaurta, B KO-
TOpPOH HAKAIlIMBAETCS PETHCTPALMOHHAS HHGOPMALMS O KaXIOM
JIOTHYECKOM BXOJ€, MPOJOIXHUTEIBHOCTH CECCHH, 2 TAKXKE BPEMECHH
HCTIONIb30BAHUS PECYPCOB CETH.

Kiuenramu cepsepa TACACS saBIs0TCH CEepBEPHl YAAIECHHOTO
JOCTYIA, NMPUHHMAIOLINE 3alPOChl HAa JOCTYI K pecypcaM CeTH OT
yIQIEHHBIX Nojab3oBareneii. B Kaxnplii Takoi cepsep BcrpoeHo 110,
peaiu3yiolliee CTAHIAPTHBIA TIPOTOKOJ, [0 KOTOPOMY OHM B3aUMO-
npeiictyiot ¢ ceppepoM TACACS. 3TOT NPOTOKOJ TaKXe HA3bIBACTCSH
TACACS.

Iporokon TACACS cTaHmapTH3yeT CxeMy B3aBMOEHCTBUA cep-
BepOB yaajJieHHOro aoctyna ¢ ceppepoM TACACS Ha OCHOBE 3a1aHus
BO3MOXHBIX THIIOB 3aIIPOCOB, OTBETOB M COoefMHEeHUH. OnpenesncHbl
3ampochl, ¢ KOTOPBIMM KJIMEHTBl MOryT o0paiarbcsi K CEpBepy
TACACS. CepBep Ha KaXABIif 3aMpoC ITOJKEH OTBETHTEH COOTBETCT-
BYIOILIMM coo0uLIeHHeM. TTpOTOKOJI 3aMaeT HECKOIBKO THIIOB COSIUHE-
HMI, KaXKII0€ U3 KOTOPEIX ONpeIessieTcs KaK IoCneA0BaTe/1bHOCT 11ap
3anpOC—OTBET, OPHEHTUPOBAHHAS HA pellieHre OTAeIbHOM 3a1a4M.

OnpezaeneHo TPH THIA COeTUHEHWIA:

e AUTH — BBIIIONHAETCS TOJBKO ayTeHTUDHUKALUS;

+» LOGIN — BrimonaseTcs ayreHTUUKALHS ¥ QUKCHPYETCs J10-

rMYECKOe COEIHHEHNE C TIOIh30BATEICM;

o SLIP — BemmosnHseTcs ayreHTHduKanus, GUKCHPYETCS JOIH-

yeckoe coeauHeHune, noareepxaaercs IP-aapec kiueHra.

C nomouupio coenuuenusi AUTH cepBepn! ynaneHHOro aocryna
nepenanpasisioT cepeepy TACACS noTtox 3ampocoB Ha JOTMYECKOE
MOAKIIOUEHHE T0b30BaTeneil K cetn B uenoMm. Coeaunenue LOGIN
CIIYXUT Ul niepeHanpasneHus 3anpocos ceppepy TACACS Ha soru-
YyecKoe NOAKIIOUEHHE IO/Ib30BaTeNedl K OTAe/JbHBIM KOMIIBIOTEPAM
JIOK&JIbHOM CETH.

IIpn coenunenun AUTH cepsep yaaneHHOro AocTyna IochLiaeT
Ha cepsep TACACS Ttonbko omHo coobuienne — maker AUTH, Ha
Kotopsiit cepeep TACACS orBeuaer coobmenneM REPLY.

Cepsep TACACS Ha OCHOBaHMM WMEIOIMHMXCH Y HEro JaHHBIX
NpoBepET Napoib M Bo3Bpawaer orser B Buie nakera REPLY, rae
coobuiaer 06 ycrexe wiM Heycrexe ayreHtudgukauuu. B coorsercr-
Bun ¢ nporokonoM TACACS naposp nepemaeTcsd MEXAY CepBEpOM
yIaJeHHOrO JOCTYNA M CePBEPOM ayTeHTU(UKALIMK B OTKPBITOM BHIE.
IMostomy nporokon TACACS HeoOX0AMMO NPUMEHSThL COBMECTHO C
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IPOTOKOJIOM ayTeHTH(UKALIMY 10 OMHOPA30BhIM IIAPOJISIM, HANIPUMED
¢ npotokosnoM S/Key.

Ha ocHoBanun nonyuyeHHBIX o1 ceppepa TACACS ykazanuii cep-
BEp YAAJIECHHOTO JOCTYIIAa BHITIONHSET MPOLERYPY ayTeHTHDHUKALMM U
paspelllaeT WK He paspelraeT YIaJeHHOMY I0J1b30BaTENIO JIOTHYSCKH
BOWTH B CETh.

CepBep TACACS MOXeT BHINOJHATh ayTEHTH(UKAIIMIO H aBTO-
PH3alMI0 YIATCHHBIX TTONB30BaTeel pa3iudHbBIMU ciocobamu;

¢ MCHOJIb30BaTh BCTPOCHHBIM MeXaHW3M ayTeHTH¢hHUKAIM TOM

OC, nox ynpaBleHUEM KOTOPOUM paboTaeT cepBep;
e UCHOJIb30BaTh LIEHTPAIN30BaHHbIE CripaBo4YHble cucteMbl OC;
» MCI0JIb30BaTh CUCTEMbI ayTeHTH(UKALWK, OCHOBAHHbIE HA OI-
HOPA30BBIX MAPOJISIX, HAnpuMep cuctemy SecurlD;

« MepenaBaTh 3aMpochl IPYTUM CHCTEMaM ayTeHTHGhHKALWU, Ha-

npumep, cucreme Kerberos.

Cnenyer oTMeTnTh, 4TO HegocTatku mportokona TACACS, ces-
3aHHbIE C OTKPBITOI Nepenayeil maposist o CETH, YCTPaHEHbl KOMIIA-
uueit Cisco B Bepcum, HaszBaHHOM TACACS+. B cootBercTBUEM C
npotokonioM TACACS+ nmaponb mjis niepeaaqu o cetu wndpyercs ¢
nomoibo anropurma MDS. TACACS+ mpenycMaTpusaeT pasieiib-
Hoe xpaHeHHe B/l ayreHTH(UKAIIMOHHOM, aBTOPHU3AIIMOHHOM B yI€T-
HOI MHGpOPMAIIMK, B TOM YMC/IE M Ha Pa3sHBIX CepBepax. YIYYIICHO
B3auMoeicTBue ¢ cucremoit Kerberos.

Hpyroit pacnpocTpaHeHHON CUCTEMOM LIEHTPaIn30BaHHON ayTeH-
tHdHUKALMA TpH YIAJIEHHOM HocTyre siBasiercst cucreMa RADIUS.
ITo cBouM GYHKHHOHANBHBIM BO3MOXHOCTAM HpoToKonasl TACACS
1 RADIUS npakTtadeckKd SKBUBANEHTHBI KM SIBJISTIOTCS OTKPBITHIMH
craHgapramu, omHako nporokon RADIUS cran 6onee momynsipen
Cpenr TIPOU3BOIUTENEH CHUCTEM LIEHTPATM3OBAHHOTO KOHTPOJS yia-
JIEHHOTO IOCTYTa. OTO CBSA3aHO C TEM, YTO OCHOBAHHOE HA HEM Cep-
BepHoe 1O pacnpocrpansercs GecruiatHo. KpoMe Toro, mpoTokon
RADIUS MeHee coxeH B peanu3aliui.

13.3. YnpaBneHHe fOCTYNMOM MO CXxeMe OAHOKPATHOro
BXxojAa ¢ aBTopu3aumei Single Sign-On (SSO)

BoNbIIAHCTBO noOJIb30BaTeNiel MH(MOPMALMOHHBIX CPEICTB M
CHCTEM HCTIONB3YIOT KOMHOBIOTEPHI UISI JOCTYyNa K DSy CEPBUCOB,
OyIlb 3T0 HECKOABLKO JOKAIbHBIX NMPUIOXEHUI WIM CIOXHBIE TPHIIO-
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SKEHMs!, KOTOpBhIE BKJIIOYAIOT OJHY WMIM 00Jee yAaleHHbIX CHCTEM, K
KOTOpBIM MAalllMHA I0Jib30BaTelsl TIOACOeauHsIeTCa Yepe3 ceThb. B ue-
ns1x obecrieyeHHs 6€30MACHOCTH MHOTHE IIPWIOXEHHUS TPeOyIOT npo-
BeleHUs ayTeHTH(PUKALUU [IONb30BATENS, IPEXAE YeM €My HaayT
JOCTYI K CEPBHCAM M JAHHBIM, IIPEJOCTABISEMBIM IIPUTOKEHUEM.

KoHeyHble Mojab30BaTe iy OOBYHO BOCNPUHMMAIOT Takue Tpedo-
BaHMA CHUCTEMBI 0€301aCHOCTH KaK JOMOJHHUTENbHYIO HArpy3ky, Ko-
TOpas 3aCTaBiseT MOJAEPXMBATh 1 MOMHUTbD MHOTOYHC/IEHHBIE BXOJI-
Hbie HIeHTH(UKATOPLl ¥ MMAPOJit U UCIONB30BaTh WX KAXIBIN JEHb
110 HECKOJIBKO pa3, YyToGbl MMETh BO3MOXHOCTb BBITIONHATH CBOIO
o6bIuHYIO paGory. JJoBOILHO OOBIYHA CUTYAIlMS, KOTIa ONMH NOJb30-
Barejah UMeeT 5 u 6ojtee TaKMX MOJIB30OBATEJIBCKMX accounts, Bce Ha
pasnMuHbIX IWIaTHOpMax, C pa3iMyHbLIMHM MPaBWJIAMH LI JJIMH Ma-
poJieil, a TaKxe C pa3auwyHOM uyactotoi ux 3aMeHsl. Ilonabn3osarenb
JOJDKeH nubo 3aydyuBarh MX, JUOO 3anMChIBaTb, [MOABEpras TeM ca-
MBIM 6€30MacHOCTb CEPLE3HOMY PHMCKY, TaK KaK UX U MOTYT HAUTH
HEaBTOPH30BaHHBIE TTONb30BATENN.

C yBesiMUEHHEM YHC/Ia TPeOYIOWIMX 3aTIOMUHAHUSA NaposieH, BO3-
pacTaeT BEPOSATHOCTh TOTO, YTO 3TU NApOaM OyAyT 3abniBaThCsl, a 3TO
noTpebyeT OT aAMHHHMCTPATOPOB IONOJHHUTENbHBIX YCWIMIA 110 HX
BOCCTAHOBJEHHIO. DTy Npob/ieMy YacTO HA3bIBAlOT «11pobieMoil MHO-
rux BxofoB». Ee no3BoJgeT pelInTh CXeMa 00HOKPAMHO20 6X00a ¢ ag-
mopusayuei SSO (Single Sign-On).

Yipasnenue noctyrmoM no cxeMme SSO gaer BO3ZMOXHOCTb TTOJMb-
30BaTe/IsIM KOPIOPATMBHOH CETH TIPU MX BXONE B CETh NPOHTH OIHY
ayTeHTU(PHMKALKIO, NPEXbSIBUB TOJBKO OJWH Pa3 napoib (Wid UHOH
TpeOyeMblit ayTeHTHM(UKATOD), U 3aTeM 6e3 NONOTHUTENbHON ayTeH-
TUPUKALHMY TONYYUTh AOCTYIT KO BCEM aBTOPH30BAHHBIM CETEBbIM
pecypcaM, KOTOpbIe HYXHBbI [Ulsl BbINOJHEHUS MX paborul. Takumu
CETEBBIMM PECYPCaMM MOTYT OBITb MPUHTEPHI, MPUIOKCHUS, Daiibl
W Jpyrue AaHHEIEe, pa3MelllaeMble MO BCEMY MPEAIIPUATUHIO Ha CepBe-
pax pasjIMYHBIX THIIOB, paborarouiux Ha 6ase pasmmunbix OC.
VnpasaeHue goctyrnioM no cxeme SSO NO3BOJAET MOBLICUTH NPOU3-
BOOUTENBHOCTh TPYHa IMOJB30BAaTEIC! CETH, YMEHBLIUTh CTOMMOCTD
CETEBHIX ONEpaLlMii U YAYYUINTh CETEBYIO 0€30MacHOCTh.

C dyuxumonupoBatueM cxeMbl SSO HEMOCPEICTBEHHO CBA3aHbBI
npouecchl ayreHTUdHKaLMHA W aBTOopu3anuu. C MOMOLLbIO ayTeHTH-
duKaUMK CHCTEMa NPOBEPSIET NONATUHHOCTD MOJIL30BATENS, B TO Bpe-
Ms KakK aBTOpHM3allMsl OIpeleisieT, YTO MMEHHO pa3pellaeTcst AejaTh
1T0/IL30BaTEM0 (OOBIYHO OCHOBBIBASICH HA €r0 POJIM B OPraHM3aLIiH).
BonbiuuucTBo moaxonoB SSO LEHTPaAM30BAHHO OCYILECTBIAIOT ay-
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TeHTRGUKALUIO TIOb30BaTENSI. ABTOPHU3ALIMIO OOBIYHO BBIMOJIHSIOT
Ha pecypcax IHeNeBbIX OOBEKTOB, XOTS HEKOTOpbI€ IPOIBHHYTHIE
SSO-pelieHns UEHTPATM30BAHHO OCYHIECTBIIIIOT M aBTOPH3aLIMIO,
TIp¥ 3TOM. UCHIOJB3YIOTCS TIPOLYKTH LIEHTPaJH30BAHHOIO aAMUHMCT-
pUpoBaH#s G€30TIACHOCTH, KOTOPhIE OCYIIECTBIISIIOT aIMHHUCTPHPO-
BaHWE MTOJTHOMOYHUH MOJIE30BaTeNe.

Cxemy SSO momgepXuBalOT Takue CpEACTBAa, KaK IPOTOKON
LDAP (Lightweight Directory Access Protocol), mnporokon SSL
(Secure Sockets Layer), cucrema Kerberos u uHdpacrpykrypa ynpas-
JieHus1 oTkphiTeiMM KitouaMu PKI (Public Key Infrastructure), a tak-
XK€ CpeACTBa MHTETPAIlUM CepBHMCOB KaTaaoroB M 6e30macHOCTU. DTH
CpEACTBA M TEXHOJAOTMMU 00pa3yior BMecTe (pyHIAMEeHT sl IpUMEHe-
HUsT cxeMbt SSO npu 06paboTKe JaHHBIX CUCTEMAMH, YCTIOJIb3YIONIH -
MH pa3zIHYHbBIE KOMOMHAUMH KJIHEHTOB, CEPBEPOB, CEPBUCOB M MpH-
JIOXEHUH.

CyuiecTByloiiye peraeHust cxeMbl SSO mpocTupalorcss or npo-
cThix cpencts g0 SSO-cepBucoB Ha 6a3ze cereBbix OC NOS (Network
Operating System), MHOro@yHKUMOHAJBHBIX HpWIoOXeHWH u SSO
YPOBH4 nipeanpuarus [9].

IHpocmuie cpeocmea SSO BxiawualoT K3 maposneit Windows u
K31 [IapoJiel, BCTPOSHHBIN B NMPOAYKThI, Mogo0Hble Internet Explorer
W IpyTHE MAKeTHI.

NOS-based SSO-cepsucs 1al0T BOZMOXHOCTDH MONB30BATENIO BXO-
nuThb B Takue cereBole OC, kak Windows NT/2000/XP, NetWare wiu
Solaris, ¥ TakUM 06pa30OM TI0JYYaTh AOCTYI KO MHOTHM WIH KO BCEM
NpWIOXKeHUsIM, pabortaonmm Ha 6asze NOS.

IIpodyxmut SSO ypoeus npednpusmus, takue xak IBM's Global
Sign-On u Ap., OOBIMHO NMPUMEHSIOT KOMOMHHUPOBaHHBIE TIOAXOIBI K
sign-on, OCHOBaHHBIE Ha MCHOJb30BAaHUM KJIMEHTOB U Proxy, TEXHO-
JIOTHM W CTAaHOApPTBhI KPaTHOM ayreHTMduKaimm, BKiIioyas ssod ID
110J1b30BaTeIIsl U MapoIsi.

13.3.1. Npocras cucrema ofZHOKparHoro sxoga SSO

TIpocroe SSO-peleHne COCTOUT B TOM, YTOOHBI TIPOCTO aBTOMATH-
3MPOBATh IPOLIECC IPEAbIBICHHS Hapos. dnst MHOIHX M3 MPOLYKTOB
SSO mnHbopMaims Bxona (T. €. UM ITOTB30BaTe s M APOJIb) M JTI00bIE
HEOOXOOUMBIE 3aNVICH XPAHSITCS B CHELIMATEHOM CEPBEpPE ayTeHTH(DMU -
kanuu. Ucnons3ys kimmentckoe [10, monb3oBaTellb MPEabSBISET CEP-
BEpY ayTeHTH(HUKALMU 11ApPOJIb, M 3TOT CEPBEP COOBLIAET KIUEHTCKO-
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my 1O, K KakuM pecypcaM MOXET MOJYYUTh AOCTYN TONB30BaTe/b |
(puc. 13.6). Kitnentckoe ITO mpeacTapisieT noJib30BaTeNi0 KOMYCTH -
Mbie onuuu. Koraa nonp3osarenb BeiOepeT pecype, kiueHtckoe 110
MCTOJIb3YeT MaHAT BXOIA M SCripts, NPeaOCTaBIEHHbIE CEPBEPOM ay-
TeHTHWKaMH, YTOGB YCTAHOBUTH OT MMEHHM [10J1b30BATEJS COCNMHE-
HHUE C COOTBETCTBYIOLIMM PECYPCOM LiEE€BOro 00bEKTa (CepBepa, XOC-
Ta, IOMEHA WJIU TIPUTOXKEHMUSI).

O NTIN

Pecypc B J

@ Fommec |

Mons3osarens

Cepbep
ayTeHTUbuKalm

Puc. 13.6. TIpocroe SSO-pelieHre — aBTOMaTH3aLUA BXOAa

IIpu aBrOMaTM3aLMM NPOLIEAYPHI BXOJA BBHITIOJHSIOTCS CREAYIO-
1Me niary.

1. ITonb30BaTeNb NpexbsBAAET CEPBEPY ayTeHTHhUKaUM na-
pONb, UCHOJB3YS CleluaibHoe KiameHtckoe [NO Ha cBoem mepco-
HaJIbHOM KOMIIbIOTEPE.

2. Cepsep ayreHTH(UKAIIMN TIPOBEPSET, K KAKUM pecypcam Mo-
KET MOJIYYMTh JOCTYI 3TOT MOJIb30Batedb W OTHpPABISIET 3Ty uHbOp-
Mauuio o6paTHO Ha KnneHTcKoe SSO-NpUIoXeHHe COBMECTHO C HE-
00XOOUMBIM MAHAATOM BXOHA W SCTipts I/ COCAMHEHHMS C KAaXKABIM
pa3peilieHHBIM PECYPCOM.

3. Knuenrckoe SSO-npuwioxXeHHe NPeJCTaBAsSET MOJL30BATENIO
JIOCTYIIHBIE PECYPCHL M BXOMMT OT MMEHM IOb30BaTe/1s1 B BbIOpPaHHBIE
TIPWIOXKEHHUS,

ABTOMATH3ALMSA MPOLEAYPHI BXOIA MO3BOJISIET IOAYYHUTH NPOCTYIO
cxemy SSO, HO NpH BTOM elle OObLIEC ICUCHTPANN3YETCI afMUHHCT-
pupoBanue Ge30MacHOCThIO. Pt MOCTaBHIMKOB npe/araeT IOMOJHH-
TeNbHBIE CPENCTBA IIEHTPAIM3OBAHHOTO aAMHUHUCTPHPOBAHHA 06€30-
MAaCHOCTHIO. DTH CpeaCcTBA MCTONb3YIOT areHTOB B 1IE/ICBBIX CUCTEMAX
U obecTieyHBaoT OCHOBAaHHOE Ha possix (role-based) LeHTpann3oBaH-
HOE AIMHMHHMCTPUPOBAHWE YYETHBIX 3aluceil Mojib3oBareied M HH-
tdopmauuy o6 X MOJTHOMOUYMAX. B HEKOTOPHIX CAy4asiX 3TH CPEACTBA
AIMUHUCTPUPOBAHUA HOJHOCTHIO OTAENEHHI OT cxembl SSO; B Apy-
rux — MHTerpupoBaHs ¢ SSO.
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[lepBoxavanbHOl Heabio SSO GbUTO COKpallieHNe YHCTa UCITOb-
3yeMbIX MHOropa3OBBIX MApOJel I MONYYEHMs! IOJB30BaATENSIMU
JOCTyNa K ceTeBbiM pecypcaM. [Ipu (hopMHMpOBaHHM COBPEMEHHOTO
pewieHusi SSO NpUMEHSIIOTCS TAKXKE TaKMe CpeNcTBa ayTeHTU(dMKa-
UMK NOJb30BaTeNsl, KaK TOKEHBI, uudpossie ceprudukarsl PKI,
CMapT-KapThel U OuomeTpudeckue yctpoiicTBa. Bosee copepieHHBI
MoAXo[ K ayTeHTU(HUKauu 0ObIYHO OCHOBAH HA MCIOJIL30BAHUH TO-
keHOB. Haubonee u3BeCcTHON cucTeMoil ayreHTUdHKALIUU SIBISIETCS
Kerberos.

IIpoasuHyThie SSO-pelieHusT MPeIOCTaBISIOT OOMbIIE KOHTPOJIS
HaJ NMOJIHOMOYHMSIMU TIONIb30BATES, TTOMACPKHUBAEMEIMU OOBIYHO HA
ApUKIagHOM ypoBHe. B mpomykrax SSO MOryT ObITh TAKXe IMOIAED-
KaHBl HETOKEHHBIE MEXaHM3MBbI ayTeHTH(UKAILUX, OCHOBAHHbIE HA
ceprudukarax PKI (B uyactHoctn, RSA ClearTrust momgepxusaer
PKI).

13.3.2. SSO-npoayKTbl ypOBHS npeAnpMaTUs

SSO-nponyktbl ypoBHS NPENPUSTHS NPOEKTUPYIOTCS I 60JIb-
IIMX KOMIIAHWI C reTEPOreHHOM DACIPEIENCHHON KOMMBIOTEPHOMN
Cpeioi, COCTOALICH U3 MHOTMX CUCTEM M MPHJIOXKEHMIA,

XapakrepHbiM mpeactaButeneM SSO-NIPOIYKTOB YPOBHS TIpei-
npuaTtus spiagercd npoaykT IBM Global Sign-On for Multiplatforms
(manee Haszpiaembii GSO). IMpoaykr GSO npeacrasiasier Gesomnac-
HOE, [IPOCTOE pPEeLIeHHE, MO3BOJISIOlee MOAYyYaTh AOCTYH K CETEBHIM
KOMMBIOTEPHBIM pecypcaM, MCITONb3Ysl ONHOKPATHBIM BXOMI B CHUCTE-
My. GSO ocBoGoXmaeT MoJab30BaTe/l OT HEOOXOOUMOCTH BBOIMTE
pasnuyHble UIeHTUGUKATOPSI U MAPOJIU JJISI BCEX €ro LIEJEBLIX 00b-
€KTOB, KOTOpbie BKITIOYaioT OC, nMporpaMMHBIE CPEACTBA KOJUIEKTHB-
HOTo nons3oBaHus, b/l wiu npunoxenus apyroro suzaa [9].

beino 661 uneansHo, ecnu 661 GSO Mor neficTBOBATH KaK YHUBED-
CaJbHBINA OE30MacHBIM, HANEXKHBIM MEeXaHWU3M ayTeHTU(PUKALUUU s
moboro uenesoro oonekra. K coxaneHuIo, Takoe pemieHHe YHHU-
IAPOBAHHON ayTeHTH(UKAIMN CO3[aTh HEBO3MOXHO, ITOTOMY YTO
OOJIBLIMHCTBO NPOAYKTOB, KOTOPLIM TpebGyeTcsl CepBUC ayTeHTU(HKA-
LIMH, BBIOIOAHAIOT MPOUENYPY ayTeHTH(MUKALIMM PAa3THYHBIMH CIIOCO-
Gamu. YToOBI chenaTh peanbHOCTHIO TAKOH MIAEATBbHEBIN IMOAXO, MO-
CTaBLLIMKH JAOKHBI MOAMMUIMPOBATh CBOM TPOAYKTH TAKMM 00pa-
30M, YTODBl O0ECTIEeYnTh BHITOTHEHHE TpeOOBaHMi 001lero cTanaapTa
X/Open Single Sign-On (XSS0O).
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Iostomy GSO npunepXK#Baercs pPealbHOIrO MOAXOAA, OCHOBAH-
HOro Ha ToM (akre, 4TO MPOAYKTH MOCTABIUMKOB HE MONIEPXUBAIOT
JOBEPEHHYIO BHELIHIOW ayreHTuduxammo. Ins ayreHtudukauuu
3TH NPOAYKTH yaine Bcero tpebyior uaenrudukarop ID u mapons
Kaxporo nonssopatenast. GSO ocyiiectrisieT 6e30MacHOE XpaHEHHE
TIOJIb30BaTENLCKUX HAeHTHUKaTopoB IDs M maponeit, a Takxe obec-
MeYeHHe MMM MENEBBIX OOGBEKTOB, KOIAa TIOIb30BATENI0 HYXHO
NpPeAbSBUTh NAPONib NPU BXOAe. DTO OCBOGOXIAET Nojb30oBaTens OT
HeoOXOAMMOCTY HOMHHTEL M BBOAWTH 1Ds u naponb Kaxiuiii A€Hb
IUISE KaXIO0r0 LeJIeBOTO OOBEKTA.

Sueiika GSO comepxur, 110 Kpaiineil mepe, cepsep GSO u oany
pabouylo CTAHLHIO MOJB30BATENSA, HA3BLIBAEMYIO TAaKXE KIMEHTOM
GSO. B siyeiike GSO MoxeT GbITh Gosiee oaHoro cepsepa GSO u MHO-
3KeCTBO KiMeHToB (puc. 13.7).

Cepsep
GSO

Cepsep
AenaptameHta

8

Cepaephi MpunoxeHun

Puc. 13.7. BasoBrie koMnoHentss GSO

TMons3oBatens B3aMMOZEHCTBYET CO CBOeH pabouel cTaHimed u
HEKOTOPBEIMHU [e/IeBLIMU OOBEKTaMU (IPUIIOXKEHUSIMU), KOTOPHIE MO-
IYT BBIMOJHATBCA Ha 9TOil paboueil CTaHLMM WIM HA KakoM-JH0O
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JAPYTOM KOMIIBIOTEPE, HANPUMED CEpBepe IerapTaMeHTa WIN cepBe-
pax MpUAOXCHUM.

Ilepen TeM Kak HadaThb paboTy, IOJIb30BAaTelb HOJKEH BOWTH B
cBOI0 pabouyio craHmo. OH OpeapdapisieT napoib uMeHHo GSO, a
He APUIOXEHUIO WM ApyTuM cepBepaM. GSO BLIMONHACT ayTeHTH-
¢buKauu10, OCHOBaHHYIO Ha uacHTudukarope 1D u napone nons3ona-
Telist (MHOTHA MOMACPKHUBAaEMBIX CMAapT-KapTOM MM CUMThIBATEEM
otnie4atkoB naneies). Cepep GSO BKIOYaeTCs B NpOLIeCC ayTeHTH -
dukauuu, A TOro YTo0sl NPOBEPUTH TMAPOJIb IIOJB30BATEII U H3-
Bji€Yb €ro MaHjaar {credentials).

3arem GSO BBOOMT ITOJIb30BaTE/st B LEJACBble 00BEKTHl (IPHIO-
KEHWST WM CEPBEPBI), ¢ KOTOPHIMH 3TOT IIOJIb30BaTe/Ib AOKEH pa-
ootath. GSO ucnmoap3yeT ATt BXOIA MOJIb30BaTelisi METOMbI, IIPeaOC-
TaBJIIeMBbIC LieNeBBIMU OOBbeKTamMu. B GonbumHcTBe ciayuaes GSO
WMUTUPYET BXOJ MOJIb30BATENS, MEpeaasas 1ejaeBoMy o0nexry ID u
napojb MOJb30BaTeNsI, KaKk OyITO BBOOUT MX CaM ITOJIb30BATE/Ib.
BaxHoe paziuune, O4eBUOHO, COCTOUT B TOM, YTO TEMEPb MOJB30BA-
TEM0 HE HYXHO 3anOMUHATh 3TH MAeHTH(pHKartopsl 1D u mapoiu,
MOCKOJIbKY 3a00Ty 0 HMX npuHUMaeT Ha cebst GSO.

GSO gBnsieTcsi KJIMEHT/CEPBEPHBIM NPWIOXKEHHEM. B nomosuHe-
Hue K cepsepy GSO cylecTByeT NMporpaMMa KJIMEHTa (CErMeHT Ipo-
IPaMMHOTO KOJa), BBINOJHsIEMas Ha paboueil CTAHIUU IOJb30BaTe-
Jis, KOTopasi B3anMozeicrByer ¢ cepsepom GSO [9].

SSO-nponyKTel YPOBHS TPEANPHATHS 00JaXaoT CleayIOLIUMU
JIOCTOUHCTBAMH:

o OTMYCKAIOT MCIOJIb30BAHME MHOI'MX LEJEBBIX ILIATHOPM CO

CBOUMH COOCTBEHHBIMHM MEXaHM3MaMu ayTeHTU(UKALINH,

« Oesonacho xpausar B b/l yueTHyio uHbOpMALIHIO [OJb30BATE-
Jielt (Takywo kak ugeHtudukarop ID, naposp 1 HEKOTOPYIO 10~
MOAHUTEBHYI0O WHOOPMALIMIO) Ha KAaXKIYIO LEJIeBylo ruiardop-
MY ¥ KaXI0TO F0JIb30BATEI;

s PAIMKAIBHO YMEHBINAIOT JOMIO0 3a0bIBACMBIX f1apojeid, Mo-
CKOJIBKY TIApOJiM TOJIb30BaTeNieil xpaHsITCss G€30MacHO ¥ Ha-
TIEXKHO;

* WCIOJb3YIOT METOABL U CPEACTBA Ge30MacHOl ayTeHTUGhUKANUU
W KOMMYHHKAIINY; YYBCTBUTEIbHAS T0/Ib30BaTEN1LCKAS MHDOD-
Malusl XpaHUTCS M NMepelaeTcs Mo CeTH TOJAbKO B 3alIudpo-
BaHHOM BHIIE.

Henocratkamu SSO-npoAyKTOB YpOBHS HPEITIPUSITHS SABJISIETCSI

UX OTHOCHTEJIHHO OOJbillasi CTOMMOCTb U BBICOKME TpeboBaHusl K
KBaTUGUKALIMA OGCIyXHBaIOLIEr0o NEPCOHANA.
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13.4. Npotokon Kerberos

TIporokon Kerberos Mcnoib3yeTcss B CUCTEMAX KIMEHT—CeEpBEp
Ui ayTeHTHHUKANMN ¥ O0MeHa KiToueBoil nHdopMaLueil, npeaHa-
3HA4YEHHON IUISl YCTAHOBAEHHS 3alINIIEHHOrO KaHajla CBA3M MEXIy
aboHeHTamMM, pabOTAOLIMMH KaK B JIOKAJIBHOM CETH, TaK U IIo6asis-
HbIX ceTaX. JIaHHBIH# TPOTOKOJ BCTPOEH B KAYECTBE OCHOBHOTO MpO-
Tokona ayrenTdukauny B Microsoft Windows 2000 u 8 UNIX BSD.

Kerberos obecrieunBaetT ayTeHTU(MKALMIO B OTKPHITHIX CETSIX,
T. e. ipu pabore Kerberos noapasymesaercsi, YTO 3JOYMBILIUIEHHUKH
MOTYT NPOU3BOAUTL CICAYIOIINE NeHCTBUS:

» BbIIaBaTh CeOsl 32 OAHY M3 JIETMTMMHBIX CTOPOH CETEBOTO CO-

eHMHEHUH, '

e UMeTh HU3MYCCKMIl JOCTYIl K OJHOMY M3 yYacTBYIOLIMX B CO-

eAMHEHUHM KOMIBIOTEPOB;

s [IEPEXBaTLIBATh MIOObie MAKEeTh, MOTUDULMPOBATE UX U (M)

repenaBarbh NOBTOPHO.

CoorsercTBeHHO, obecriedeHne OesomacHoctd B Kerberos no-
CTpoeHO TakuM o6Gpa3oM, 4roObl HENTPaTU30BATh JMIOOLIE NOTEHLU-
anbHble TpO6EMBl, KOTOPbIE MOIYT BO3HMKHYTH M3-33 YKa3aHHBIX
JECHCTBHH 3710YMBILLIEHHUKOB.

Kerberos paspaboran ans cereit TCP/IP u nocrpoen Ha ocHose
JIOBEpHUS YYAaCTHHKOB MPOTOKOJNA K TPeTbeil (IOBEPEHHON) CTOPOHE.
Cnyx0a Kerberos, paboraromas B CeTH, J€HCTBYET KaK HOBEPEHHBIH
MOCPEHMUK, 00eCIeurBasl HAEXHYIO ayTeHTUhUKAUMIO B CETH C 10~
clefyloliell aBTropu3alMeil JOocTyna KIMEHTa (KJIMEHTCKOTO HNpMIIo-
JXEeHUSA) K pecypcaM CeTH. 3allMIeHHOCTh YCTAHOBJICHHBIX B paMKax
ceccun Kerberos coemnnenuii o0ycnaBIuBaeTCa IPUMEHEHHEM CHM-
METPHYHBIX aIropuTMOB 1audposanusa. Ciyx6a Kerberos pasagenser
OTHEAbHbINA CEeKpeTHBIN KITIOU C KaXIbiM CYOBEKTOM. CeTH, ¥ 3HAHHE
TAKOrO CEKPETHOTO KJ0Ya PaBHOCWIBHO JT0OKA3aTe/ibCTBY ITOLIHHHO-
CTH CyOBEKTa CETH. ‘

OcHoBy Kerberos coctasisieT IpOTOKON ayTeHTH(UKALINY B pac-
npegeaenns kmodeil Hunxsma — Llpenepa ¢ Tperbeit JoBepeHHOH
cropoHoil [9]. PaccMorpum 3Ty BepcHIO IIpoTokKoaa. B mportokose
Kerberos (Bepcust 5) yMacTBYIOT ABE B3aUMOAEHCTBYIOILUE CTOPOHbI U
JoBepeHHbIH ceppep KS, BeinosHsmomui ponb LienTpa pacnpenene-
HUST KJHOYCH.

BrizpiBaroiyii (MCXOQHBIH) 00BEKT 0003HaYaeTCs yepes A, a BhI-
3pIBaeMbIif (0OBEKT Ha3HaYeHUs) — uepe3 B. YuacTHuku ceanca A u

|
1

|

L
!
|
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B umeror yHuKanbHble uaentudukartopst Id, u Id, coorBercTBeHHO.
Croponbl 4 M B, Kaxnasi o OTAEIbHOCTH, Pa3NeisiOT CBOH CEKpeT-
HBIH KJTIOY ¢ cepBepoM KS.

Ilycte cTOpOHa A XO4YeT MONAYyYMTH CEAHCOBBIN KIIIOY AN WHPOP-
MaLIIOHHOro obMeHa CO CTOpOHOif B.

CropoHa A nHULMAPYeT a3y pacnpeaeacHus KIOUEH, MOChUIasg
no cetu cepeepy KS nnenruduxaropsr Id, u Id,

A—KS: 1d,, 1d,. (1)

CepBep KS renepupyer cooblueHue ¢ BpeMeHHON oTMmeTKoi 7,
CpOKOM AeHcTBUS L, CIIydafiHBIM CEaHCOBBIM KJIOYOM K M HAEHTH-
tuxkaropom Id, On mmdpyer 310 COOOIIEHHE CEKPETHBIM KIIOUOM,
KOTOpBI# pa3le/sieT co CTOPOHOM B.

3atem cepeep KS Geper BpemeHHYI0O oTMETKY 7T, CPOK JeHcT-
Busg L, ceaHcosbiil Kitod K, uaentuduxarop Id, croponst B u mmd-
pPYET BCE 2TO CEKPETHBIM KIIOUOM, KOTOpPBIM pa3geisieT co CTOpo-
Hoit A. O6a >ty 3aumdpoBaHHble COOOIIEHUSI OH OTIPABJSET CTO-
poHe A

KS - 4: E, (T, L, K, 1d,), E, (T, L, K, 1d). )

CropoHa A paciiudpoBblBaeT COOOILIEHUE CBOMM CEKDPETHBIM
KJIIOYOM, MPOBEpSeT OTMETKY BpeMeHu T, 4Tobbl yOenuThCs, 4TO 3TO
COOOILICHUE HE SBJSICTCS TOBTOPEHMEM MNpeAblIylieid Mpoueayphl
pacnpedcaeHMsT KI0Yeh. 3areM cropoHa A reHepupyeT cooOilleHue
co cBouM uaeHTUbuKatopoMm Id, u ormerkoit Bpemenu 7T, mmdpyet
€ro CEaHCOBBIM KJIIOYOM K M oTmpasasieT cropoHe B. Kpome Toro,
A ornpasnsier st B coobmenne ot KS, 3amndpoBaHHOE KIOYOM
CTOPOHHI B:

A B:E.(ld, T), E, (T, L, K, 1d). 3)

Tonbko cropoHa B Moxer pacumdpoBatrs cooburenue (3). Cro-
poHa B nonyyaeT OTMETKY BpeMeHH T, Cpox meicTBus L, CeaHCOBbIM
wnod K v maentuduxarop ld,. 3arem croponHa B pacuiudposbiBaer
ceaHCoBhIM knioyoM K Bropyio 4acTh coobureHust (3). Cosnamexue
3HayeHuit T v Id, B AByx yacTsix cooOlieHUs! NOATBEPXKAAIOT MO~
JTUHHOCTb A MO OTHOIEHHIO K B.

st B3aMMHOTO NOATBEPXKICHUS TONTMHHOCTH CTOpOHA B co3xa-
€T coolIeHue, cocTosilee U3 oTMeTky BpeMenu T romoc 1, nmgppy-
€T ero Kio4yoM K u OTIpaBisieT CTOpoHe A:

B A E (T+1). 4)
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Ecnmun nocne pacumdpoBaunsa coobiuenus (4) ctopoHa A rrony4a-
€T OXWIAeMBIi pe3ysbTaT, OHA 3HAeT, YTO Ha JPYIOM KOHIE JIHHUM
CBSI3Y HAXOAMTCS ACHCTBUTENBHO B. :

BTOT NPOTOKON YCTIELIHO PabOTAET NPH YCIOBUM, YTO YAChl KaX- |

JOT0 Y4acTHHKa CUHXPOHW3UPOBaHHBI ¢ yacamu cepeepa KS. Crenyer
OTMETHTB, YTO B 9TOM IIPOTOKOJIe Heobxomum obmeH ¢ KS mwig mony-
YEHUSI CEaHCOBOTO KJNOYa KaXIBI# pa3, Koraa A XeaaeT yCTAHOBUTH
cBa3b ¢ B. IlpoToKoa obecnedyuBaeT HaIEXKHOE COedUHEeHHe OOBheK-
TOB A 1 B nipu ycJIO0BMM, YTO HH OIUH U3 KJIIOYEH HE CKOMIIPOMETH-
poBaH 4 ceppep KS zanmiien.

CucteMa Kerberos nmeer CTpyKTypy THIA KIMEHT—CEPBEP U CO-
CTOMT M3 KIMEHTCKMX yacTte C, yCTAaHOBJEHHBIX Ha Bcex pabodux
CTAHUUAX MOAb30BaTeNeii U cepBepax ceTH, M cepepa Kerberos KS,
pacnojaralolierocst Ha KakoM-aubo (He o0s3aTelIbHO BBIIEJEHHOM)
KoMiboTepe (cM. puc. 13.8). KnueHTammu MoryT GbITh HOJIB30BATENH,
a TaKXe HEe3aBHUCHMBIEC IIPOrPaMMBbI, BBITIOJHAIOILINE TAKHWE JEHACTBHA,
KaK 3arpy3ka yhajJeHHbIX (baitoB, oTnipaBka cooOMIeHMH, TOCTYN K
B, noctym K npuHTEpaM, I10Ay4YeHUe IPUBKIIEIMI Y aAMUHHCTPATO-
pPawMT. IL

Cepeep Kerberos KS, MOXHO pasneinTbh Ha IBe 4acCTH: CepBep
ayreHTudukanum AS (Authentication Server) m cepsep ciayx6bl BbI-
nmaun mMaHnatoB TGS (Ticket Granting Service). @usuuecku 314 cep-
BEPBI MOTYT 6bITh coBMeLIeHE. MHDOPMAIlMOHHBIMI pecypcaMH, He-
obxomuMbIMM KiueHTaM C, yrpaBisier cepBep MHQPOPMAMOHHBIX
pecypcoB RS. Ilpeanonaraercs, yto cepseprl cayx6nl Kerberos Ha-
JEXHO 3alUHILEHB! 0T (PU3HYECKOTO JOCTYNA 310yMBIUUIEHHUKOB,

Cetepble Cyx0bl, TpeOylolie MPOBEPKH TIOLTHHHOCTH, M KJU-
€HTbI, KOTOPbIE XOTHT UCIOJNb30BATh 3TH CIYXKOBI, PErHCTPUPYIOT B
Kerberos cBou cekpernnie kmodu. Kerberos xpanur BJl o xiueHTax
M WX cekpeTHbix Kawdax. Hamuume B atoit Bl cekpeTHBIX KiroueH
KaXJO0ro MOJb30BaTelsi M PECYpCOB CETH, IOMIEPXKHMBAIOLUIAX 3TOT
MPOTOKOJ, MO3BOMSIET CO3AaBaTh 3aIUM(POBAHHbIE COOOLIEHMS, Ha-
fipasiisieMble  KIIMEHTY WIM CEpBEPY; YCHEIUMHOE paciindpoBaHue
53THUX COOOLUEHUIA M SIBISIETCS rapaHTHEHM NMPOXOXIEHMS ayTeHTH(H-
Kal¥y¥ BCEMHM YYaCTHUKAMHU IPOTOKOJA,

Kerberos Takxe cosmaer cearcosvie Kaouu (session key), KoTopbie
BBIIAIOTCA KJMEHTY M cepBepy (WIH OBYM KIMEHTaM) UM HHKOMY
6onbie. CeaHCOBBIH KIIOU MCIOIb3YyeTCs st mudpoBaHus co00-
LIEHUI, KOTOPBIMU OOMEHMBAIOTCS ABE CTOPOHBI, H YHHUYTOXAETCS
MOCJIC OKOHYAHHA CeaHca.
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Ob6nactp gedcTBUST cucTeMbl Kerberos pacrpocTpaHsieTcs Ha TOT
y4aCTOK CETH, BCE TOJb30BATENH KOTOPOTO 3apeTUCTPUPOBAHBI IO
csonMH MMeHamu 1 maponsiMu B BJI cepsepa Kerberos.

YXpyIHEHHO Tpouece HAeHTHHKanmuH ¥ ayreHTrdMKaumu
mojip3oBatensi B cucreMe Kerberos BepcHH 5 MOXHO OmNuUcaTh Clie-
ayiomnmM obpaszoM (puc. 13.8).

O6o3HaveHus:

KS — cepeep cucteme! Kerberos

AS — cepsep ayTeHTudmKaumm

TGS — ceprep cnyx6bl BbIAGNEHUsI MaHAATOB
RS — cepBep UHGOPMAaLMOHHBIX pecypcos

C — xrmeHT cucremel Kerberos

Puc. 13.8. Cxema pa6oth nporokona Kerberos

Knuenr C, xenasd noay4uth JOCTYII K PECYPCY CETH, HaINpaBiseT
3anpoc cepsepy ayreHTudukauuu AS. Cepsep AS uneHTUdUIIMPYET
I10J1b30BATEJIS C ITOMOLIBIO €r0 UMEHU M IAPOJisi U BbICHUIAET KIUEH-
Ty Mandam (ticker) Ha NOCTYII K CepBepy CJIyXKObl BbIIEJICHUS MaHHa-
toB TGS (Ticket-Granting Service).

st ucnosp30BaHyUsI KOHKPETHOIO 1IEJeBOT0 cepBepa MHGOpMa-
unoHHbIx pecypcoB RS xmmenr C sampauimpaetr y TGS Manmar Ha
oOpanreHue K nexesomy cepepy RS. Eciu Bce B nopsnke, TGS pas-
pelIaeT MCHOIb30BAHWE HEOOXOAMMBIX PECYPCOB CETH M IOCBHUIAET
COOTBETCTBYIOWIMHA MaHAAT KiaueHty C.

OcHosHble maru padotsr cucteMmel Kerberos (cMm. puc. 13.10):

1. C —» AS — sampoc kiueHTa C K cepBepy AS paspeiurs obpa-
TUTbCS K ciyx0e TGS.

2. AS —» C — paspeurende (MaHaar) ot cepBepa AS kiaueHty C
obpatuThed K cnyxbe TGS.

3. C - TGS — zampoc knuenTa C K cinyx6e TGS Ha noaydeHue
Jornycka (MaHoaTta) K cepBepy pecypcoB RS.

4. TGS — C — paspemrenne (MaHaar) ot ciayx6el TGS xnmeH-
ty C mig obpaleHus K cepsepy pecypcoB RS.

5. C - RS — 3zampoc mHpOopMaUMOHHOTO pecypca (YCIAyrH) y
cepsepa RS.

6. RS - C — nonrsepxaeHue noNIMHHOCTH cepBepa RS u npe-
IOCTaBIeHHE MHGOPMAaNMOHHOrO pecypea (ycryru) xmmeHTy C.
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HanHast MoJe/Tb B3aMMOIEHCTBUSI KJIMEHTa C CEPBEPAMH MOXET |
(YHKIIMOHMPOBATH TOJILKO MPH YCIOBHU obecriedeHuss KoHhuaeHIH- |
ATBHOCTH W LEJNOCTHOCTH IepelaBaeMoOi ynpasisiolueit mHgpopMa-
uuu. be3 crpororo obecrneueHuss MHPOPMALMOHHOM GE30MaCHOCTH
ket C He Moxer ornpaBnsats ceppepam AS, TGS u RS csou 3a- !
MPOCHI M TIOYYaTh Pa3pelleH s Ha JOCTYI K 00CIYXKHBAHUIO B CETH.

Y1o6sl M36eXaTh BO3MOXHOCTM MEPEXBaTa M HECAHKLMOHMPO-
BAaHHOTO UCHOJb30BaHUA uHPopMauuy, Kerberos npuMeHsieT 1pu |
nepenade 060K yrpasasoleii “HOOPMALKUN B CETH CUCTEMY MHO-
TOKPATHOTO IIH(PPOBAHUS C KCIIOIL30BAHUEM KOMIIEKCA CEKPETHBIX
Knovei (CeKpPeTHLIN KII0U KAUEHTa, CEKPETHBIH K104 CepBEpa, CeK~
PETHhLIE CEAHCOBbLIE KJIIOYM Naphi KNMeHT—cepBep). Kerberos mMoxer
WCITO/Ib30BaTh pa3iidyHble CHMMETPHUHBIE AJITOPATMBI mu(pponaﬂwl
M X311-DYHKIH.

Ha ceroausinHuit nedb mporoxosn Kerberos smisercd IHMUPOKO
DacipOCTpaHEHHEBIM CpeJcTBOM ayreHTH(uKannyu. Kerberos moxer
MCNONB30BaThCS B COYETAHUHU C PA3IMYHBIMU KPUNTOrpaduuecKuMHU
CXeMaMH, BKJIIOUast MIMPOBAHUE C OTKPBITHIM KJIIOUOM.

13.5. MudbpacTpyKTypa ynpaBneH1a OTKPbIThIMMK
Kmovamm PKi

Hcropuuecku B 3aaaum J000ro LieHTpa ynpaBaeHust nHboOpMa-
LMOHHOI 0e30MacHOCTbIO BCErJa Bxoaws1 Habop 3ajgad Mo yrnpasie-
HUIO KJIIOYaMH, HCIIOAb3YEMBIMU DA3IMYHBIMKU CPEJCTBAMM 3aLIUTHI
uadopmanmu (C3M). B stor HaGop BxonsT BhIAAua, OOHOBIEHUE,
OTMEHA M PAcpOCTPAaHEHME KIIIOUeit.

B caydae ucnosnb3oBaHMS CUMMETPUYHOM KpunTorpaduu 3aaaya
PacHpPOCTPaHEHHS CEKPETHBIX KIOYel npeacTapisiia Haubosree TpyI-
HYI0 npobseMy, HOCKOJIbKY:

o 11t N noap3oBareield HEOOXOOUMO PAacIpPOCTPAHUTL B 3allid-
weHHOM pexume N(N - 1)/2 xuwouei, 4rto oﬁpemeﬂmenbﬂo
npu N ropsiika HECKOJNBKUX COTEH;

e CHCTEMa PaCHpPOCTPaHCHUS KIIIOUeH CioxHAa (MHOro Kioueit u
3aKPBIThI KaHaJ pacnpoCTpaHEHUs), YTO TIPMBOIUT K TOsiBie-
HHMIO YSI3BUMBIX MECT.

AcuMMeTpHuHast Kpurnrorpadbus no3sojiger o6oiTH 3Ty npobie-

My, TPEIJIOXKWB K MCIOJIB30BAHUIO TONbKO N CEKPEeTHBIX KITHOUEH.
Tlpy sTtoM y KaXnaoro noib30BaTesIsi TOJALKO OOVH CEKPETHBIR KoY
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M ONWH OTKPHITHIN, TMONYYEHHBIH IO CIELUUAIbHOMY AJITOPUTMY M3
CEKPETHOTO.

M3 OTKpBITOro KJjitoya MpakTUYECKH HEBO3MOXHO MOJAYYHMTH CEeK-
PETHBIH, TOTOMY OTKPBITHIN KJIIOM MOXHO PAacIipOCTPaHATb OTKPbi-
THIM CIIOCOOOM BCeM y4acTHHKaM B3amMmozeiictsust. Ha ocHoBaHuM
CBOETO 3aKPBITOTO KJIIOYAa M OTKPHITOrO KJHOYA CBOEro MaprHepa I1o
B3aHMMOIEHCTBHIO JTIOOOM YYACTHMK MOXKET BBITIONHSTH JIO0bIE KPHII-
TorpapuyecKue onepalny; ICKTPOHHO-IU(DPOBYIO NOANUCH, pACYeT
pa3nesiIeMoro CeKpeTa, 3alUTy KOH(PHIEHIIMANIbHOCTH M LIEJIOCTHO-
CTA COODILECHUS.

B pe3ysibrare penraroTcs JABe TIABHBIC MPOGIEMBI CHMMETPUYHOIM
Kpunrorpapuu:

* MEPETPYXKEHHOCTbh KOMMYECTBOM KJIOUYEH — UX Tenepb Bcero N,

o CJIOXHOCTb PACIIPOCTPaHEHHSI — WX MOXHO PpaciipoCTPaHsTh

OTKPBHITO. :

OnHaxko y 3TOH TEXHOJIOIMM €CTh OAMH HEHOCTATOK — TIOABEP-
JKEHHOCTR aTake man-in-the-middle (4enoBek-B-cepernuHe), Korua
ATaKyIOLIMI 3J0YMBIIUJIEHHUK PACHONOXEeH MEXAY YYaCTHHKAMU
B3aUMOIECTBUS. B 3TOM ciiyyae TOsIBAsSETCH PUCK MIOIMEHLI TIEpeia-
BAaEMBIX OTKPBITHIX KJITIOYEil.

HNudpacrpykrypa ynpasieHusi OTKpbIThiMU KinodamMu PKI (Pub-
lic Key Infrastructure) Imo3BO/MSIET MpEOIONETh 3TOT HEAOCTATOK H
o6ecnieunTsb 3 heKTHBHYIO 3aIMTY OT aTakKi man-in-the-middle.

13.5.1. Npuuumnsr pyukynonmposanmua PKI

HudpacTpykrypa OTKpbITEIX Kmoueil PKI mpemnasHaueHa st
HanexHoro ¢yuxkuvonuporannsi KUC M MO3BONAET KAK BHYTPEH-
HMM, TaK U BHEIIHUM TI0Jb30BaTe/ISIM Oe30IIaCHO OOMEHUBATLCS MH-
(bopMalmei ¢ MOMOIIBIO LIETIOYKU JTOBEPUTENLHBIX OTHOIEHUH. UH-
(bpacTpykTypa OTKPBITHIX KIl04Yeil OCHOBBIBaeTCS Ha IMGPOBLIX cep-
TA¢UKATaX, KOTOPbIE NEUCTBYIOT TONOOHO 3JIEKTPOHHBIM I1ACIIOPTaM,
CBSI3bIBAIOLIUM WHIAMBUAYAJIbHbLIA CEKPETHHIN KITIOYU TT0Ib30BaTENS C
€T0 OTKPHITBIM KITIOUOM.

3awmra OT ataku man-in-the-middle

ITpu ocywecTBIeHHH aTakyu man-in-the-middle aTakylommit Mo-
XEeT HE3aMETHO 3aMEHUTDb MepeaBacMble IO OTKPBITOMY KaHany OT-
KPBITBIC KIIOUU 33aKOHHBIX YYACTHUKOB B3aHMMOJICHCTBUS HA CBOI OT-
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KPBITBIi K104, CO3[aTh Pa3ieisieMble CEKPEThI C KaXIbIM M3 3aKOH-
HBIX YY4aCTHMKOB M 3aTe€M II€PEXBATHIBATh ¥ PACUIM(POBLIBATL BCE MX
COOOLLECHUSI.

TlosicuuMm Ha mpuMepe (puc. 13.9) neiicTBUA aTaKyIOLIEro U CHO-
co0 3alUTHl OT 2TOi araku. IlpeanonoxuM, yTo Moab3oBaTens 1 n
MONb30BaTENbh 2 PpeliMIM YCTAaHOBUTb 3alIMIUEHHOE COCAMHEHME,
paccunTtaB OOIUMI Insl HUX pasnessieMblii cexpeT mo cxeme Jud-
¢u — Xewmana. OnHaKO B MOMEHT MepeJayy 10 OTKPbITOMY KaHa-
7y OTKpBITHIX Kmioueit K u K3 nosbsoparesneit 1 v 2 37M0yMblLUIeH-
HUK @ mepexBaTh] 3TH KJIIOYM, He JaB UM JOWTH A0 agpecaros. Co3-
OaB CBOM 3aKpHITBIi M OTKPLITBIH KJIIOYM, 3JOYMBIUUIEHHMK @
nepefaeT CBOW OTKpBITHIA Koy K nosib3osarensiM 1 u 2, Hesamer-
HO TOJIMEHUB CBOMM Kil04oM K HX IOUIMHHBIE OTKDbITHIC KIIOYM
K? w K. B pesynbrare nonbsosarenn 1 ¥ 2 co3nanyT pasnelisieMblie
CeKpeThi He Mexay coboto, a Mexay | & @ u 2 ¢ @, MOCKOJIbKY OHU
GyyT UCIOIB30BaTh CBOM 3aKphiThie KM0uM KL u K5 M OTKpHITBIH
Koy K§ 310yMbllTeHHNKa @.

Puc. 13.9. OcyiiectpieHue ataky man-in-the-middle

Koraa nmoss3zoparens 1 OyneT OTNpaBisATb IOAL30BaTeqi0 2 3a-
umgpoBaHHyi0 HHOOPMAUHIO, 30YMBIILIIEHHUK @ MOXeT ee repe-
XBaTHTh M pacmiudpoBaTh (Y HEro ¢ MOJIB30BaTejeM | CBoi pasne-
nsiembiit cekpeT Kg;). 3areM 3710ymblliUieHHUK @ 3aumdpyer undop-
ManMl© (BO3MOXHO, HM3MEHEHHYI0) 3aHOBO, WCIOJB3Ys BTOPOM
pasnensieMblii ceKpeT K,,, pPaCCUMTaHHBI# MM M MOJIb30BATE]IEM 2.
B pesyaprare noab3oBaTeb 2 OyAeT 10OAy4arh, paciivgppoBHIBATE U
KCITO/IB30BaTh MHMPOPMALINIO, OTHPABIEHHYIO 3JIOYMbIILUIEHHUKOM @,
f1oj1aras, 4TO OH MMeET 3alllMINeHHbI# KaHasl ¢ TIoNIb3oBaresieM 1.

Dr1a npocras, HO Pe3y/ILTaTHBHAS ataka SIBJITeTCS paciuviaToit 3a
U3SIIHOE pEleHMEe 3aHaud PacpeAcHeHUs KAUYeH, NpedoXeHHOE
acCUMMETPUYHOM Kpunrorpagdueii.
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IIpobnema moaAMEHBI OTKPHITHIX KIIOUYEH YCNELUIHO PElIaeTcs My-
TeéM HCIIOJIb30BaHUS CEPTUMUKATOB OTKPBITHIX KITIOUCH.

CepTMdMKaTbl OTKPLITBIX KAIOYEH

CepTnduKaThl OTKPBITHIX KIIIOUEH UIPAIOT BaXXHYIO POJIb B KpUII-
Torpadnu OTKPHITHIX KTiouei. X OCHOBHOE Ha3HAaYeHWE — CIEeNaTh
JOCTYITHBIM Y JJOCTOBEPHBIM OTKPBITHIA KJIIOY IOJIb30BATENA.

B ocHoBY popMHUpOBaHUS CePTHMOUKATOB OTKPLITHIX KIIOUYEH T0-
JIOXKEHB! TPUHIIUTIBI CTPOTOM ayTeHTU(DHKALIMK, PEKOMEHIOBAHHBIE
cranpaproM X.509 m 6azupyouIrecs Ha CBOMCTBAX KPHUIITOCHCTEM C
OTKPBITHIM KITIOYOM.

KpuntocucTeMs! ¢ OTKPBITHIM KITIOYOM TPEIO/araloT HAIMYUE y
MOJIb30BATESI MAPHBIX KJIIOYEH — CEKPETHOIO M OTKPHITOro (obue-
nocrynHoro). Kaxawlii mosjb30BaTellb MACHTU(DULIUMPYETCH C TOMO-
UIBI0 CBOET0 CEKPEeTHOro Kmio4a. C IOMOIUBIO IAPHOrO OTKPBHITOTO
KJIIoYa Ji1000H Apyroi Monap30BaTeb UMEET BO3MOXHOCTb OIpene-
JIUTh, SIBJISIETCSI JIM €r0 MApPTHEP TIO CBSI3H MHOUIMHHBIM Biafe/iblieM
CEKPETHOTO KJII0Ya.

IIpouenypa, mo3ponsgiolasl KaXxiaoMy IOJb30BATE/ 0 YCTAHAB/M -
BaThb OJHO3ZHAYHOE U JOCTOBEPHOE COOTBETCTBHE MEXIY OTKPBITHIM
KJIIOYOM U €T0 BIaAeJbLEM, ODECTICUNBAETCS C IIOMOILbBIO MeXaHu3Ma
cepTHGhHKAUWKM OTKPBITHIX KIIOUEH.

CreneHb AOCTOBEPHOCTM (akTa YCTAHOBIEGHHSI HOIIMHHOCTH
(ayreHTH(bUMKALMHU) TI0JIB30BATENS 3aBUCUT OT HANEXHOCTH XpaHEHMs
CEKPETHOTO KJII0Ya U HaJeXXHOCTH MCTOYHHMKA TOCTABKM OTKPBIThIX
KIMO4er nons3oparenei. UTtoObl moas30BaTeNb MOT IOBEPSTh IIPO-
ueccy ayreHTUGUKAUM, OH JO/DKEH M3BICKATh OTKPBITBIA KIIOUY
JApYroro MOJIb30BaTe sl U3 HAJEXKHOTO MCTOYHMKA, KOTOPOMY OH J0-
BepsaeT. TakuM MCTOUYHMKOM corimacHo craHpapty X.509 sgsasercs
lenump cepmuguxayuu CA (Certification Authority). Ero Ha3bIBaloOT
Takxe Ydocmoeepstowuii yenmp — Y1I; nociaenHuii TEpMHH UCIIONb-~
3yeTCsl, B YACTHOCTH, B OTEYECTBEHHOM «3akoHe 06 DIIIT» [62].

Llenmp cepmuchuxayuu CA sBasiercsi dosepennol mpemveid cmopo-
Hotl, obecrnieunBaOIIei ayTeHTUGUKALMIO OTKPBITLIX KII0YeH, comep-
xkaumxess B ceprudukarax. CA nmeer COOCTBEHHYIO mapy KIOYen
(OTKDBITHIN/CEKPETHBIN), THe CceKpeTHhll Koy CA HCHonb3yeTcs
[U1Sl TOANMCHIBAHUSA CepTU(PHMKATOB, a OTKPHITHIN Koy CA nyo/MKy-
eTCsl ¥ WCMOBb3YETCS MOJb30BaTeNsSIMU ISl MPOBEPKH TOMIMHHOCTH
OTKpPBITOTO K/AK4a, COIepXKallerocs B cepTudukare.
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Cepmugbuxayus omKpuimozo KAw4a — 3TO NOATBEPXICHUE MMOM-
JUHHOCTA OTKPBITOIO KJIOWA W XPAHUMOW COBMECTHO C HUM CIy-
XeOHoi MHoOpMauueil, B YaCTHOCTH O NPHMHALIEXKHOCTU KJlOYa.
Ceprudukanus Kio4a BuIOJHAETCH yreM Beluucienns 31T cep-
TAhUIMpPYEMOro Kao4da # ciayxeOHoM wHoOpManmyM ¢ TOMOUILIO
CIIELIMAIBHOTO CEKPETHOTO KiTioua-CepTH¢hUKaTa, TOCTYIIHOTO TOMb-
kKo CA. VIHBIMM clIOBaMH, CepTUPUKALUST OTKPBITOTO KIO4Ya — 3TO
MOANMCHIBAHHE OTKPBITOTO KJI0Ya JEKTPOHHOM NMOANHUCHIO, BHYKC-
JICHHOM Ha ceKkpeTHOM kiiode CA.

OTKpRITHIL KIIOW COBMECTHO ¢ cepruduimpyiouieir ero DLTI
YACTO HA3LIBAIOT CepMmupuKamom omxpuimoz0 KAo4a Wi IpoCcTo cep-
muguxamonm.

CA dopmupyer cepTdHKaT OTKPBLITOTO KAIOYa MOIb30BATE/s
nyreM 3aBepeHus nudposoii noanucew CA onpeaeneHHoro HaGopa
TAHHbBIX.

B cootBetctBuM ¢ hopmarom X.509 B 3TOT HabOp AAHHBIX BKIIO-
qaj0TCA!

e NIEPUOM AEUCTBUS OTKPHITOrO KJIOYa, COCTOSUIMI M3 JABYX Jart:

Hayaja ¥ KOHIIA Nepuona;

e HOMED H CEpUs KII0Ua;

e YHUKAJIBHOE HMS IT0JIb30BATENS;

o WH(pOPMAIHST 00 OTKPHITOM KJIIOYE FONB30BATENs: UACHTUH-
KATOp &IrOpHUTMA, ISl KOTOPOTO NMpeaHasHau4eH JaHHBIH Koy,
M COBCTBEHHO OTKPHITHIM KITIOY;

o BT 1 undopMmanua, HCHoNb3yeMast Py NPOBEIEeHHH NPOLIe-~
aypsl nposepky DI (Hanpumep, uaeHTHGUKATOp ATTOPUTMA
reHepamyu D1II);

* VHUKQJIbHOE UMS CepTUOHMKALMOHHOTO TIEHTPa.

Takum obpasoM, udpoBoii cepTU®HUKAT COAEPKUT TPHU [MABHbIC

COCTaBJISIIONIHNE:

o uHOpMaMIO O NOJIbL30BaTe/Ie — BAAAEAbLE cepTudHKara,

e OTKPBITHIA KJIOY TI0Jib30BATENS;

o cepruduimpyiowyo D11 aByX npeablaylinX COCTaBAAIOLINX,
BBIYMCIEHHYIO Ha cekpeTHOoM Kioye CA.

CepriduKaT OTKPHITOTO Kiioua 061a1aeT ciepylomuMi CBOHCT-

BaMU;

o KAXNbIA MOJB30BATE/b, UMEIOUIMH JOCTYN K OTKPBHITOMY KJIIOYY
CA, MOXET H3BJIeYb OTKPBITBI KJIK0Y, BKIIOYCHHBIN B CEPTH-
duxar;
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e HU OJHA CTOpoHa, noMuMo CA, HE MOXET U3BMEHHUTH CepTH(H-
KaT TaK, YTOOb 3TO He ObLIO OOHApYXeHO (cepTH(PHMKATHI HENb-
351 OAAENATh).

Tak kak cepTuduKaTsl He MOTYT OBITh MOAAETAHBI, TO UX MOXHO
onyoNMKOBaTh, MOMECTAB B OOINEXOCTYITHBIA CIPABOYHUK HE MpE-
MPUHKMAs CTIELNATBHBIX YCHIMI 10 3aIUTe 3THX CEPTU(HKATOB.

Coznanue ceptrduKaTa OTKPBHITOIO KIloya HAYMHAETCH € CO37a-
HHS Naphl KA04el (OTKPBITEIN/CeKpeTHLIN).

Ipotienypa TeHepalluy KIOYe MOXET OCYLIECTBAATHCA ABYMS
criocobamu.

1. CA cospaer napy ximoueii. OTKprTbn?] KJIIOY 3aHOCHUTCA B Cep-
THhUKAT, a NApHBIA €My CEKPETHBIM KJIIOY MEpPeHacTCsl MO0Jb30BaTe-
Mo ¢ obecneyeHneM ayTeHTUUKAUMU MOb30BaTeNsa U KOHUACH-
UAJTBHOCTH TIepeaadui KIoda.

2. Tlonp3oBarensy caM co3naet napy kmodeil. CeKpeTHBIH Koy
COXpaHsIeTCsl Yy MOJb30BaTeNsi, a OTKPBITHIN KI1I0Y nepesaeTcs 1o 3a-
luineHHOMY KaHany B CA.

Kaxablit noap30Bate/ib MOXET ObITh BIAAEAbLIEM OQHOIO MWJIH He-
CKOJIbKUX CepTUMUKATOB, CHOPMUPOBAHHBIX CEePTHQHUKALMOHHBIM
ueHtpoM CA nons3osatensi. [1ojb3oBatess MOXET BaaneTh ceprudu-
KaTaM¥, TIOJYYEHHBIMHU M3 HECKOJBKUX Pa3HbIX CEPTH(MKALIMOHHBIX
LIEHTPOB.

Ha npakTuke yacto BO3HMKAaeT NMOTPEGHOCTH AyTeHTUGMWULIMPO-
BaThb NOJIB30BATEINS, KOTOPSI MOMyvaeT cepTUDHUKATEL B IPYIOM Cep-
THDUKALUOHHOM HeHTpe. [IpUHIMITE pacipeneieHHOrO aIMHHMCT-
pUPOBAHUSA PACCMATPUBAOTCS HMKE.

Bazosbie mogenu ceprrdmKaLmm

Konnenuus uudpactpykrypsl oTkpbiThix kinoueil PKI moapasy-
meBaeT, 4To Bce ceprudmkaTel KoHKpeTHOH PKI (cBost PKI moxer
ObITh y M000# OpraHM3alliyd WAM OPTraHWU3AMMOHHOW €IWHHMIIBI) Op-
raHU30BaHBI B OTIPENIE/IEHHYIO CTPYKTYPY.

B PKI paznuyalor YeThlpe TUIIA CEPTUGUKATOB.

1. Cepmugpuxam xoneurozo noaszoeamens (ONIMCAHHLINA BBHILIE).

2. Cepmugpuxam CA. JlomxeH ObITH HOCTYNEH Ui INPOBEPKH
BTl ceprudukata KOHEYHOro IOJb30BaTe]sd U IOANMUCAH CEKPET-
HBIM KmodoM CA BepxHero yposHs, npudem 3ra DT takxke posmk-
Ha MPOBEPITHCH, IS Yero AOMXKEH ObiTh noctymeH ceprudukar CA
BEPXHErO YPOBHS, M T. 1.
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3. Camonoonucannuii cepmugpuxam. SABnsieTcst kopreavim 115l BCEH
PKI u noBepeHHBIM MO OINpENEACHUIO — B Pe3yjibTaTe IIPOBEPKU Lie-
nouku ceprudukaroB CA BBISICHUTCS, YTO OZMH M3 HHUX [IOANHCAH
KODHEBBIM CEKPETHBIM KJIIOUOM, MOC/e yero mnpouecc nposepku DI
cepTnUKaTOB 3aKAHYUBACTCS.

4. Kpocc-cepmughuxam. Ilo3BonseT paclUMpUTh ACHCTBHE KOH-
kpetHoii PKI nmyreM B3aumonoanucaHus KOPHEBBIX CepTH(HUKATOB
IByx pasHbeix PKI, ;

CyliecTBYIOT TPH 0a306ble MOOeay cepmuuxayuy.

o Mepapxuueckasi MOJeNib, OCHOBAHHASI HA MEPApXUYECKOM LEnn

cepTudukaros;

¢ MOAEb Kpocc-cepTHdhHKaLiny (Topa3’yMeBaeT B3aMMHYIO Cep-

THHKALINIO);
o cereBasi (rubpunHas) MOAEAb, BKIKOYAIOLLAS 3JIEMEHTbL Uepap-
XMUYECKOM U B3auMHOIM cepTudukamuu [9].

OGoG11IeHHBIE CXEMBI MEPAapXUYeCKOoM ¥ CeTeBOil apXUTEKTYPh

CHCTEM YTpaBlieHHsl cepTudrKaTaMu npuseaeHsl Ha puc. 13.10.

Wepapxmuveckast CTpykTypa Certesan cTpyKTypa

DosepeHHbid Lientp ceprudukaumn (CA) — Bbinyck ceptudmkara
O YnocrosepswLmi LleHtp cepmucbukaumnu (CA) < Kpocc-cepTudmkaums

Monb3oearent

Puc. 13.10. Uepapxudeckas ¥ ceTeBast apxXUTEKTYPhl CHCTEM YIIPABACHNS
cepruduxaTaMu

B uepapxuvecxoti modeau CA pacHoOIONKEHb! B HEPAPXMIECKOM
NMONYMHEHUN OoBepeHHOMY (kopHeBoMy) CA, npesocTaBisioleMy
ceprudukaTnl apyrum CA.
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JIoCTOMHCTBA HMEPAPXHUECKON apXHTEKTYPhl CHUCTEMBI YIpaBJie-
HUs cepTudUKaTaMu:

* AHAJOTMYHA CYHIECTBYIOIINM (heliepasbHBIM ¥ BEAOMCTBEHHBIM
OpraHM3allMOHHO-YIIPABISIIONUIAM CTPYKTYpaM U MOXET CTpO-
WUTBCS ¢ YUETOM 3TOrO;

* ONIPEJEsieT MPOCTOM AIrOPUTM IOMCKA, TOCTPOSHUS M BEPHU-
dukammm uenoyek cepTrdUKaTOB A BCEX B3aUMONEHCTBYIO-
UIWX CTOPOH;

« I obecrieyeHUs B3aMMOICHUCTBUA ABYX MOJAB30BATEJICH OTHO-
MY M3 HHX IOCTATOYHO IPENOCTABUTH IPYIOMY CBOIO LIEMOYKY
cepTH(PUKATOB, YTO YMEHbILAEeT MpoOJEeMBbl, CBA3aHHBIE C KX
B3aUMOAECHCTBAEM.

HenocraTok HepapxMyecKoil apXUTeKTyphl: s obecneyeHus
B3aMMO/IECTBUSA BCEX KOHEYHBIX ITOIb30BaTE/ e NOKEH ObITh TOJMb-
KO OfMH KOpHEeBO# noBepeHHBIH CA,

B modeau xpocc-cepmugpuxayuu HezaBucuMblie CA, He Haxonusi-
IIMEeCS HA OTHOM BETBM HEpApXHH, B3aUMHO CepTHOHIMPYIOT IPYr
apyra B cetd CA. Kpocc-cepTudukauusi SIBNSETCS MPEAMETOM ABY-
CcTOpOHHero corameHus Mexay CA. Chaenyer OTMETUTD, UTO MOJENb
KpOCC-CepTU(hHKALIMK SIBJISIETCSE YACTHBIM CJIYYaeM cemeeol apxu-
MeKmypbl CUCTEMBI YIIPABICHUSE CepTH(DWKATAMH,

HocTomHcTBa CeTeBOM apXMTEKTYPhl CHUCTEMBI YIIPABICHUS CED-
THPHUKATAMMU:

s TMOKOCTb, YTO CIIOCOOCTBYET YCTAHOBJICHUIO HETIOCPEICTBEH-
HBIX JOBEPEHHbIX B3aUMOOTHOULICHHI, CYIIECTBYIOIIMX B CO-
BPEMEHHOM OM3HECE;

e OTHOILIEHMS! IOBEPUSI B CHUCTEME: KOHEYHBIH MOJIb30BaTENb AOJ-
KeH JIOBepATh, 10 KpaiiHell Mepe, TONBKO LIEHTPY, U3AaBLIEMY
ero cepTudukar;

* BO3MOXHOCTb HENOCPEACTBEHHOM Kpocc-cepTHdUKalumuKU pas-
JWYHEBIX ynocToBepsitoiiux CA, MOAb30BATENM KOTOPBIX 4acTO
B3aMMOIEUCTBYIOT MEXIY COOOIf, UTO COKpAIllaeT INpoIecc Be-
pudUKaLKY [1ENOoYEK.

Henoctatkn cereBoii apXUTEKTYphl YIPaBIeHUs cepTUdUKaTamu:

e C/IOXHOCTH aJTOPUTMA NOUCKA M INOCTPOSHUS [EIOYEK CEPTHU-
¢UKATOB ISl BCEX B3aMMOJIEHCTBYIOUINX CTOPOH;

¢ HEBO3MOXHOCTH TIPEHOCTABICHMSI [MMOJIK30OBATENEM UEMOYKMH,
KOTOpast 0GeCIIeYMBaeT TIPOBEPKY €ro cepTudukara BCEMHU OC-
TalAbHBIMU I10JIB30BATE/ISIMHU,



330 Yacme 3. Texnoaozuu 3aumumni Mexccemegozo 00Mena Oannbimu

BeposiTHO, B HemanekoM OylylieM Ha CAMOM BBICOKOM YPOBHE
vepapxuu ceprU(UKalMK NOKEH OKa3aThCsl TOCYJapCTBEHHBIH HO-
TAPUYC, KOTOPHIA O0ECIIEYUT CBA3b LIEMOYEK HOBEPUS Pa3HBIX Opra- |
HU3ALMUHA.

13.5.2. Jlormueckas cTpykTypa m Komnonentsl PKl

Wn@pactpykrypa orkphiteix kmoyedr PKI (Public Key Infra- -
structure) — 310 HabOp areHTOB M TMpaBWJI, IpeJHA3HAYEHHBIX IS
ynpapJIeHHs KIIOYaMH, TOMUTUKONA 6€30MacHOCTH ¥ COOCTBEHHO 00-
MEHOM 3alUUIIeHHRIMHU coobienunsmu [9, 50].

OcHosHble 3agaun PKI:

o TOANEPXKKA XM3HEHHOro HukjIa UM@pPOBRIX Koueilt U CepTH-
dukaroB (1. €. reHepalus Kjodeif, co3nanue u Imoanuch cep-
TH(UKATOB, UX pacnpeneneHue U 1p.);

e perucTpauust (PakTOB KOMIIDOMETAUMU M IMMyOJNHKAIUS <«yep-
HBIX» CITHCKOB OTO3BaHHBIX CEPTUPHUKATOB;

e NOMEPXKA IPOILECCOR HASHTH(MMKALUMU M ayTeHTUDUKALUU
MmoJib30BaTeNieit TakuM 00Gpa3oM, UYTOOBl COKpaTuTh, MO BO3-
MOXHOCTH, BPeMst JONYCKa KaXJIOTro MOJIb30BaTeNsi B CHCTEMY;

e peajn3alua MexaHu3Ma MHTerpauuu (ocHopaHHoro Ha PKI)
CYLIECTBYIOIIMX TNPHJIOKEHHI U BCEX KOMIOHEHTOB MOACUCTE-
Mbl 6€30I1aCHOCTH;

e TIpeIOCTaBIEHHE BO3MOXHOCTH HCHOTL30BAHUS eNHHCTBEHHOTO
«TOKeHa» 0e30MacHOCTH, €ANHOOGPA3HOTO i BCEX TOJIb30Ba-
TeJE 1 NIPUIOKEHMH, COAEPXKAIIero Bce HeOOXOMMMBIE KToue-
Bbl€ KOMITOHEHTB! U CePTU(UKATEL.

Toxen Gesonachocmu — 3TO WHAUBUIAYANBHOE CPeacTBO Ge3omnac-
HOCTH, OTIpeJesIollee BCe TIpaBa U OKPYXEHUE MOJb30BaTE B CHC-
TeMe, HaTIpUMep CMapT-KapTa.

IIpunoxenue, Tpebyloulce CUCTEMY YIPaBAEHUST KIIOYaMHU,
JIOJKHO B3aumojeicTBoBath ¢ cuctemoit PKI B psine Touek (nepenaya
ceptudUKaTa Ha NOANMMUCH, TOJXYYeHHE CepTMUKATA U <«UEPHOro»
CITMCKA MPM YCTAHOBIEHUM B3aUMOICHCTBUS ¥ T. I.). OUeBUIHO, YTO
9TO B3aHMOAEHCTBUE C UyXI0i 11O OTHOLIEHUIO K JAHHOMY HPUAOXE-
HHIO CUCTEMOH MOXET OCYHIECTBISITHCS TOJbKO MPH YCIOBHH TIOJHOM
MOMIEPXKKM MEXIYHAPONHBIX CTAHIAPTOB, KOTOPHIM YAOBJIETBOPSET
GoaplunHCTBO coBpemeHHbIX PKl-cucrem (manpumep, Baltimore,
Entrust, Verisign).
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L1 TipenocTapieHAs] YIAJIEHHOTO AOCTYTIAa MOOWJIBHBIM TI0/Ib30-
BaTe/iIM LIEHTP YIpPaBICHUS IOKEH NOMYCKATh TIOTKIIOUEHUE KOM-
neoTepoB, [P-agpec KOTOpHIX €My 3apaHee HEM3BECTEH. YUaCTHUKHU
nHpOPMAIIHOHHOTO OOMEHA OIO3HAIOTCS 10 X KPUTITOrpahuiyecKum
ceptudpukaraM. Tak Kax Kpunrorpadu4yeckuii cepTU(UKAT TOIb30-
BaTeJis SBJISETCH JIEKTPOHHBIM IACIIOPTOM, OH, KaK W JII00OM Tac-
NOPT, JOJDKEH COOTBETCTBOBATH OIpPENe/ICHHbIM CTaHaapTraM. B kpum-
torpadum 310 cranaapt X.509.

Ha puc. 13.11 npuBeaeHa jormdyeckasi CTPYKTypa M OCHOBHbBIE
KOMIIOHEHTH HWH@PacTPYKTypbl YNpPaBAEHUS OTKPBITHIMK KJIIOYa-
mu PKI.

Karanor
cepTugmkaros

Monbaosarenb

LieHTp
perucTpaumn

Monb3osatenw

LieuTp cepTudmkaLimm PKI

Arentbi PKI
Puc. 13.11. Crpykrypa PKI

KOMITOHEHTBI 3TOI CTPYKTYPBI MMEIOT CACAYIONIEE HAZHAUCHUE.

Kamanoe cepmugpuxamoé — oOOLLEAOCTYIHOE XPAHWIUILE CEPTHU-
¢ukaToB noJjb3opareaeit. Jocryn K cepruduKaraM ITPOM3BOIUTCS
OOLIYHO 110 CTAHAAPTH30BAHHOMY TPOTOKONY AOCTYITA K KaTajoraMm
LDAP (Lightweight Directory Access Protocol).

Henmp pecucmpayuu RA (Registration Authority) — opraHu3zanu-
OHHasl eIMHMULA, HA3HAUEHWE KOTOPOHM — perucTpalivs HoJib30BaTe-
JieWl CUCTEMBI.

Ioavzoeamens — Bnamenen] Kakoro-nmbo ceprudukara (Takoit
TOJIb30BaTeNb MOAIEXUT PErUCTPALIMM) WM JII000H NOIb30BaTEND, 33 -
NpaIIUBAIOLIM I CepTUdUKAT, XPAHAIMIACS B KATAIOTe CePTU(HHUKATOB.
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Llenmp cepmugpuxayuu CA (Certification Authority) — opranusa- |
LMOHHAas eIUHHUIIA, HASHAYESHWE KOTOpOif -— cepTHduKaLusi OTKPBI- |
THIX KJIIO4eH TONb30BaTesieh (31eCh M3 OTKPLITOrO KJTI0UYa NOJMy4acTes |
cepruduxar popmara X.509) u ux onybAMKOBaHME B KaTajore cep~
TH(UKATOB.

OGuas cxema paboTbl CA BBIIISLAMT CHAEXYIOLIMM 00Da3oM:

o CA reHepupyeT COGCTBEHHBbIE KI04M ¥ (HopMUpyeT cepTudu-
katel CA, npeaHasHauyeHHbIE IS TPOBEPKH CEPTU(HUKATOB
TI0Ab30BATEJICH;

» 10/1530BaTe]H (DOPMHUPYIOT 3aPOCHl HA CepTHPHUKALMIO U AOC-
TaBagioT ux CA TeM WiIH UHBIM CIIocoBoM;

« CA Ha OCHOBE 3aIpocoB I10j1b30Bateeil opMupyer ceprudu-
KaThl MM0JIb30BATENEH;

+ CA dbopMHUpYET ¥ NEPUOAUYCCKU ODHOBIISIET CITUCKH OTMEHEH-
ubix cepruduxaros CRL (Certificate Revocation List);

« ceprudukaThl nonn3oparenaei, ceprudukartel CA U CIIMCKU OT-
Mensl CRL nybmmkyiorcss CA (paccbuiaioTesi NMOAB30OBATEMSAM
JUGO MOMeIAloTes B OGIIEAOCTYNHEBIN CHPaBOYHUK).

Hudpactpykrypy OTKpbIThIX Kimioueit PKI nogmepxusaer psag
OC, npunoxeHuit ¥ CTAHIAPTOB.

B c¢Boto ouepenn HHOPacTPYKTYpa OTKphIThIX Kitoueit PKI moxer
HHTErPHPOBATh TIEpeyiucieHHble (PYHKUHOHANBHbIe obGnacti. B pe-
3yJAbTaTe MOXHO CO3JaBaTh KOMILIEKCHYIO CHUCTeMy WHGOpPMaLUOH-
HOW 0e30MacHOCTH TIyTeM WHTeTpaliui UHOPaCTPYKTYPHI OTKPBITBIX
kitoueil B UC KOMITAaHMW U MCTIONb30BAHUSA €QUHBIX CTAHIAPTOB U
cepTUHHUKATOB OTKPHITBIX KITIOUEH.




YacTtb 4

TEXHONOIr'MM OBHAPYYEHMS
BTOPYXEHMM

Eille HecKONBKO JIET Ha3al MOXHO OBUIO HAHEXKHO 00eCIeuMTh
6e3onacHocTh MC, UCTIONB3YS TakKKMe TPaANIIMOHHBIE CPEICTBA 3aLlU~
THl KaK MIEHTHUDUKAUS U ayTeHTUDWKAUKMS, pasrpaHUUCHUE TOCTY-
na, mudpopadue 1 T. m. OXHAKO C NOSBJASHUEM U Pa3BUTUEM OTKDbI-
THIX KOMITBIOTEPHBIX CETel CuTyauus pe3ko uaMenuiacb. Kosuuectso
ysizBuMocTeit ceteBbiXx OC, NpUKIaAHBIX OPOrpaMM M BO3MOXKHbIX
atak Ha KW C nocrostnHO pacter. CHCTeMBl aHA/IN3a 3alUIIEHHOCTH
M CHCTeMBI OGHApYXeHHS KOMIIbIOTEPHBIX aTaK SIBASIOTCS BaXXHBIMU
3/IeMEHTAMH CUCTEMBI O€30MaCHOCTU CeTEW JI0O0ro COBPEMEHHOIO
MpeampUsATHS.

CerofHsi yxXe HHMKOI'O He Hajo ybexaaTb B HEOOXOIMMOCTH MO-
CTPOECHHMSI aHTHBUPYCHOM 3alUUTHI JIIOGOW HOCTATOYHO OTBETCTBEH-
Hoii UC. Tlo oueHKaM 3amaJHbIX aHAJIMTUKOB, €XeroAHbIH OOIIeMHU-
pOBOI1 yILepO OT BTOPXEHUUH BMPYCOB, CETEBbIX UE€PBEH, TPOSIHCKHUX
KOHEH M NPOYMX BPEIOHOCHBIX IIPOrpaMM COCTABJSIET MWLIMApPAbl
nosuapoB. ExenHeBHO B MUpe MOSIBASIOTCS OT 2 0 10 HOBBIX BUpY-
cOB. B ycioBMSIX, KOrma KOMIIbIOTEPHbIE CUCTEMBI CTAHOBSITCS OCHO-
Boif 6u3Heca, a b/l r1aBHBIM KanuTajioM MHOIMX KOMIIAHWI, aHTH-
BAPYCHAs 3alMTa MPOYHO BCTAET PSAOM € BOIpocaMu MHGMOpMallU-
OHHO# ¥ SKOHOMMYECKOM 6e30MacHOCTY OpraHu3aluy.

DddextuBHOCTb 3a1MThl KM C 3aBHCHT OT MPUHSATHS TPABU/IbL-
HBIX pelIeHNi, KOTOphle NOMAJEPXKUBAIOT 3aAlLUTY, alalTUPYIOLIYIOCs
K HU3MEHSIOIIUMCS YCIOBUSIM CETEBOTO OKpyXeHust. PelieHue mpo-
6mem OesonacHocT KHC TpebGyeT mpuMeHeHUsT afallTUBHOIO Mexa-
HU3Ma, paboTaolIero B peaibHOM PeXMME BpeMEHH M 00J1aJaloLIero
BBICOKOI YYBCTBUTEJBLHOCTBIO K M3MEHEHUSIM B MHOOpPMalIMOHHONK

UH@paCTpyKType.



Mnasa 14
AHAIIM3 3ALLUMLLLEHHOCTH
U OBHAPYXXEHME ATAK

Psin Bemyinux 3apyGexXHBIX OpraHu3anuii, 3aHUMAlOLUXCH ceTe-
BO#l G€30MaCHOCTLIO, pa3paboTany MOIXObl, MO3BOISIOLINE HE TOMb-
KO PAaclio3HaBaTh CYIIECTBYIOLIUE YS3BUMOCTH M aTaku, HO W BbISiB-
JISITh U3MEHUBUIMECS CTAPbIE WM TOSBHUBILUECS HOBBIE YSI3BHMOCTH
W TPOTHUBONOCTABINTE MM COOTBETCTBYIOUIME CpPEACTBA 3alLlThL.
B yactHoctH, koMnanus ISS (Internet Security Systems) yrounwuna u
pasBWia 3TU NOAXoAb! U paspaborana Modeas adanmuserozo ynpaeae-
Hua 6eszonacrocmoio ANS (Adaptive Network Security). DTH noaxonsl
Pa3BUBAIOTCS H HEKOTOPBIMHU IPYFMMU KOMIIAHHWSMH, W3BECTHBIMH
Ha pbIHKe cpeAcTB MHbopMaLMoHHON GesonacHoct. B Poccuu pa-
60TamMy N[O aJANTUBHOMY YIPARIEHUIO OE30IIACHOCTBIO 3aHMMaeTCs
HHAII «HadopmaauuTas.

14.1. KoHuenuus aganTMBHOro ynpaeneHus 6e3onacHoCTLIO

Amaxoii na KUC cynraercs ni060e AeiCTBHE, BHIIIOIHAEMOE Ha-
PYLIMTENIEM Ul DEaU3aLMK Yrpo3bl TyTeM HCHOJIB30BAHUSA YS3BH-
Mmocreit KUC. Tlon yazsumocmero KMUC nonumaercs mobast xapakre-
puctuka win anemMeHT KHC, ucnons3oBaHue KOTOPHIX HAPYILIUTE-
JIEM MOXET MPUBECTH K PEaN3allHM YIPO3bl.

Apxutekrypa KM C BKmouaeT B ce0s YeThblpe ypOBHI.

1. YpoBeHs mpuknagHoro mnporpamMmuoro obGecmeyenust (I10),
OTBeYaIOLIMii 38 B3aUMOJEHCTBHE C NOJb30BaTeeM. [IpumepoM 3ie-
MeHToB UC, paboraroninx Ha 3TOM YPOBHE, MOXHO Ha3BaTbh TEKCTO-
B pemakrop WinWord, penakTop aseKTpoHHBIX Tabyup Excel,
NoYTOBYIO nporpammy Qutlook u T. 1.
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2. YposeHnb cucteMbl ynpasieHusi 6azamu naHHbeix (CYBJL), ot-
Beyalolwunii 3a xpaHeHUe U 06paborky aaHHbIX MC. [1pumepom sne-
mentoB IC, paboTaolinx Ha 3TOM ypoBHe, MOXHO Ha3Bath CYB]]
Oracle, MS SQL Server, Sybase 1 MS Access.

3. Yposens onepaiimoHHoit cucreMbl (OC), oTBevarovi 3a 06-
cayxupanre CYB/I u npuxiantoro I10. TTpumepom smemeHroB UC,
paboTalolliux Ha 9TOM ypoBHe, MoxHO Ha3zsarb OC Microsoft Win-
dows NT/2000/XP, Sun Solaris, Novell Netware.

4. YpoBeHb ceTH, OTBeyamluil 3a B3aumoneiictsue yznos UC.
Mpumepom snementoB MUC, paGoraiomx Ha 3TOM YPOBHE, MOXHO
HasBath creku mportokonioB TCP/IP, IPS/SPX u SMB/NetBIOS.

3OYMBIIIUIEHHHK paciojaraeT HHPOKUM CHEKTPOM BO3MOXKHO-
creit g HapyweHus GezonacHoctd KMC. BTH BO3MOXHOCTH MOTYT
ObITh pEAN30BaHbl HA BCEX YETHIPEX MEPEUMCICHHBIX BbIlIE YPOBHSIX
KWC. Hanpumep, nas nonaydenus HCJI k dunaHcoBoi undopma-
unn 8 CYBI MS SQL Server 3J0yMBILIEHHHUK MOXET pPeajli30BaTh
OJHY W3 CJIEAYIOIINX BO3MOXHOCTE:

* TIEPEXBATUTh MEPEIABAEMBIE IO CETH JAaHHbIe (YPOBEHb CETH);

« nipounTarh (aitiel B, obpaiiasick HEMMOCPENCTBEHHO K (aitno-

oM cucrteme (ypopeHs OC);

o TIPOYMTATH HYXKHBIC AaHHble cpeicrBamut camoil CYB/l (ypo-
peHb CYB]I);

e npouMrtath 3anucu B mpum momoum SQL-3anpocoB udepes
nporpaMmy MS Query, KoTopasi O3BOJISIET NOJAYyYaTh AOCTYN K
sarucsiM CYB/1 (yposens npukiaaHoro IT0O).

Ipu nocrpoeHUH GONBIIMHCTBA TPATUIMOHHBIX KOMOBIOTEPHBIX
CPEACTB 3aLMThl MCIOJb30BATNCH KIACCHUYECKME MOJAEAN pPa3rpaHu-
YyeHust AOCTyna, paspaboranHbie eiie B 1970—80-¢ rr. HenocraTou-
Hasi 3Q(PEKTUBHOCTh TAKHX TPAIWIMOHHBIX MEXAaHU3MOB 3allIUTHI,
KaK pasrpaHMYeHHEe HOCTYMa, ayTeHTU(hUKauus, GuisTpanns u apy-
rae, o0yCIOBJICHA TEM, YTO TIPU KX CO3aHMM He YUTeHBI MHOTHE ac-
NEeKThl, CBI3aHHBIE C COBPEMEHHBIMU aTaKaMH.

PaccmorpuM atarisl ocywectsieHust ataki Ha KHC (puc. 14.1) [40].

ITepsblii, NOATOTOBUTE/bHbIM, 3TAll 3aKJII0YAETCS B MOMCKE 3JI0-
YMBILLJIEHHUKOM MPEATIOCEUIOK VISl OCYIIECTBAEHUS] TOW WA WHOW
ataki. Ha 3ToM 3T1arne 3/IOyMBIIIICHHHK UILET YS3BUMOCTU B CHUCTE-

Mpeanockinku Peanvsaums 3apepiuenne
NPOBEAGHNA aTaku aTaky aTaku

Puc. 14.1. D1amel OCYILECTRIEHUS aTaKy
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me. Ha BTOPOM, OCHOBHOM 3Tamne — peajiM3aliui aTakd — OCYLIECTB~ |

JISIETCH MCIOJIL30BAaHUE HAWICHHBIX YSA3BHMOCTEIA. Ha TpEeThEM, 3a-

KJIIOYMTENbHOM, 3TaNe 3M0YMbIIUICEHHUK 3aBepHIaeT aTaky ¥ CTapaers |
CS CKPBITh CJI€Ibi BTOpXEHUWS. B npuHIIHITE TIEpBBIA ¥ TPETUI TAIIH
caMH o cebe MOI'YyT ABJAATBCSI aTakKaMHU. HanpnMep, MMOUCK 3JIO- !
YMBIILIEHHMKOM YSI3BUMOCTEH IPH NOMOIUM CKAHEPOB 0€30MacHo-

CTH caM 1o cebe CUUTAETCsl aTaKOM.

Cienyer OTMETHTb, YTO CYILECTBYIOUIME MEXAHM3Mbl 3aLUUTHL, |
peaquzoBaHHbie B MO, cepeepax ayTeHTH¢hWKAIIMM, CUCTEMAX pas- |

rpaHMYEHUs JOCTYMa, pabOTAIOT TONBKO Ha 2Tare pealn3alyy aTaku.
ITo cylecTBY 3TH MeXaHU3Mbl 3alIUINAIOT OT aTakK, KOTOPbIE Haxo-
OSTCSI yXe B Tpoliecce ocynlectBieHus. bonee addexTHBHBIM 6bL10

Obl ympexaeHue aTak, T. €. TNPEIOTBpallleHUe CaMuX MpenfioChLIOK
peatn3anMy BTOpxXeHus. KoMruiekcHasi cucreMa obecrieueHUs MH- |
tbopMaLIMOHHO# Oe30macHOCTH IokKHa 3¢ dexTuBHO paborath Ha

BCEX TPEX 3Tamax OCYHIECTBICHHS aTaku.

B opraHu3anmsix 4acTo He YYMThIBAETCS TOT (haKT, UTO aIMUHUCT-
patopsl M MOJAb30BATEIM PEryaspHO HU3MeHsioT KoHburypaumo UC.
B pesynbrate 3TMX M3MEHEHH# MOFYT MOSIBJIATHCS HOBBIE YA3BHMMO-
cti, csizaHubie ¢ OC u npunoxeHusimMu. Kpome Toro, odeHsb 6bICTpO
M3MEHSIOTCS MHMQOPMALMOHHBIE U CETEBLIE TEXHOJOTHM, PETYJISPHO
nosisnsiercss Hosoe [10. HenpepbiBHOE pa3BUTHE CETEBBIX TEXHOJIO-
THil NIPH OTCYTCTBHH MOCTOAHHO MPOBOJIMMOrO aHajiu3a ux Oezonac-
HOCTM M HEXBAaTKe PECypCOB ISl OOECIICUCHUS 3aUIATHI MPUBOANUT K
TOMY, 4TO ¢ Te4eHueM BpeMeHHM 3aimineHHocTh KMC mazaet, Tak
Kax MOSBJISIIOTCS HOBBIE HEYYTEHHBIE YIPO3bl M YA3BUMOCTH CHCTEMBI.

B GoJibUIMHCTBE ClIy4aes JUIST PelIeHNsT BOSHUKAIOLIUX NpobieM ¢
33IUTON B OPraHU3alMsIX UCHOL3YIOTCS YACTUYHBIE TOIXOAbI. DTH
MOAXOAbI OOBLIMHO OOYCITOBJEHBI TPEXAE BCEro TEKYUIMM YPOBHEM
JOCTYIIHBIX pecypcoB. KpoMe Toro, amMHHHUCTPaTOpsl 6€30NacHOCTH
HMEIOT TEHACHITMIO PearupoBaTh TOJBKO Ha T¢ pUCKM 0€30IIaCHOCTH,
KOTOpbi€ UM MOHATHBL. PakTUYECKKH TAKUX PUCKOB MOXET OBIThb Cy-
EeCTBEHHO GoJibilie. TOXBKO CTPOruit TEKYLIHI KOHTPOIb 3allHILEeH-
Hocty KHMC U KOMIUIEKCHBIH MOAX0Jd, O6ecredYrBaloIUiA €AUHYIO
NMOJUTHKY 0€301aCHOCTH, ITO3BOJMSAIOT CYIIECTBEHHO CHU3HTh PHMCKHU
0€30M1aCHOCTH.

AAaNTTUBHBIA TIOAXOA K 0€30MacHOCTH TIO3BOJISIET KOHTPOJIHPO-
BaTh, OOHAPYXUBATh U PEArMPOBATh B PEATBHOM PEXHUME BPEMEHH Ha
pUCKH O€30MaCHOCTH, MCIIONB3YSl MPAaBUIBHO CIPOEKTUPOBAHHLIE H
XOpOUIO yIpaB/isgeMbie TIPOIIeCCH ¥ CPeAcTBa.
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AnanTtrusHas 6€30MaCHOCTb CETH COCTOMT U3 TPEX OCHOBHBIX 3JIe-
meHToB [40]:
o TEXHOJIOMMH aHAJIM3a 3alIUIICHHOCTH (security assessment);
e TexHoJIOTHMH OGHapyxXeHHus aTak (intrusion detection);
« TEXHOJIOTHM yrpaBJcHHS prucKaMH (risk management).
Ouenka pucka COCTONT B BhIIBICHUU U PAHKHUPOBAHUHU YSI3BUMO-
cTeli (MO CTEMEHHM CePhE3HOCTH yiiepOa MOTEHUHWATbHBIX BO3IAECHCT-
BUI1), TOACUCTEM CeTd (TI0 CTeNEHH KPUTHIHOCTH), YIPO3 (UCXOns U3
BEPOSATHOCTH KX peanm3annu) ¥ T. A. IlockonbKy KoHpurypauus
CeTH IOCTOSTHHO M3MEHSIETCSI, TO M TPOLECC OLICHKU PUCKA AOJXEH
NPOBOOUTLCA TOCTOSHHO. C OlLlEHKM PUCKOB IOJDKHO HAYUHATHCHA
nocrpoenue cucremsi 3ammTel KHUC,
Ananuz 3awuuiennocmy — 3TO TIOUCK YSI3BHMBIX MECT B CETH.
CeTh COCTOMT M3 COEIWHEHWI, Y3JIOB, XOCTOB, pabouux CTaHLMH,
npunoxenuii 1 BJl. Bce oHu HyXnaiorcsa xak B oueHke 3¢ dexkrus-
HOCTH WX 3aIiNThi, TAK U B ITOMCKE HEM3BECTHBIX YSI3BUMOCTEH B
Hux. TexHonorny aHanu3a 3aLULIIEHHOCTH MCCACAYIOT CETh U WILYT
«cja0dple» MecTa B Hel, 0000WIAIOT TH CBEACHUS M MEYaTaloT IO
HUM otryer. Eciy cucremMa, peanusyioliasi 3Ty TEXHOJIOTHIO, CONEP-
KAT W aJaTTUBHBIA KOMIIOHEHT, TO YCTpaHEHWE HAaNAeHHON ysA3BU-
MOCTH OyHeT OCYIUECTBISITBCA HE BPYYHYIO, a aBTOMAaTHYeCKH. Tex-
HOJIOrUSl aHAJIN34a 3AIIUIISHHOCTH SIBJSIETCS NeCTBEHHBIM METOAOM,
MO3BOJISTIONIMM peaTH30BaTh MOJIUTHKY CETEBOM O€30MACHOCTH MPEX-
J€, YeM OCYILIECTBUTCS TOTBITKA €€ HAPYIIeHWSI CHADYXH WIM U3HYT-
PY OpPTraHU3aLUU.
Mepeuncanm HEKOTOpBIE U3 TIPOOIIEM, MACHTRDUIIAPYEMBIX TEX-
HOJIOTHEN aHaI13a 3alUIEEHHOCTH:
« «INOKW» B cucreMax (back door) m mporpaMMbl THITA «TPOSIH-
CKWI1 KOHBb»;

» cj1a0bie NapoJu;

¢ BOCIPUHUMYHMBOCTD K MPOHUKHOBEHUIO U3 HE3ALIUILECHHBIX CUC-
TeM M atakaM THIIA «OTKa3 B OOCIYXUBAHUUY,

» OTCYTCTBHE HeoOXomMMbIX 06HOBIeHMI (patch, hotfix) OC;

« HeMpaBWIbHas HacTpoiika MO, Web-cepsepos u B/i;

e Y MHOTHE OpYIHUE.

O6Hapyxcenue amak SIBASIETCS TIPOLECCOM OLEHKM IONO3PUTENb-
HbIX JeHCTBUMA, KOTOpPBIE MPOHMCXOOAT B KoprnoparusHo#i cetu. OO-
HApYXEHHE aTaK peayn3yeTcsl TOCPEACTBOM aHAIM3a WK XYPHAJlOB
peructpainy OC U NpUOKeHUS HJIM ceTeBOro tpaduka B peasb-
HOM BpemeHH. KOMIIOHEHTHI OOHapyXeHus aTak, pa3MEIIEHHbE Ha
y3J1aX MM CEFMEHTAax CETH, OLIEHWBAIOT pa3sAu4Hbie COObITUS U ACH-
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CTBHSI, B TOM YMCIE M JNEHCTBHUS, UCTIONB3YIOINE M3BECTHDHIE YA3BH-
MocTH (puc. 14.2). B

—_— MpunoxeHus -
Cucrema i Baski faHHbIX - Cucrema
aHanusa obHapyxXeHus
BALUMILOHHOCTH - OnepaunoHHble CUCTeMbI e arax
— [of:1/7] —

Puc. 14.2. BaauMoneiicTBre CHCTEM aHaIN32 3alLMUIEHHOCTH U OOHapyXeHUs aTak

Adanmuenuili  KomnoHenwm MOIENW  AJANTUBHOIO  YIIpaBJeHUS
OesonacHocTbio (ANS) oTBevaeT 3a MOAM(UKALIMIO MTPOLECCA aHATH-
33 3alUMIIEHHOCTH, NPEAOCTABIsISl €My CaMylo TOCIERHION uHGOp-
MAalH{IO0 O HOBHIX YS3BUMOCTSX. OH Takke MOAUMUIMPYET KOMIO-
HEHT OOHApYyXeHUs araK, JOMOAHSS €ro mocjemHeil WHdopMmanuen
06 arakax. B xauecTBe mpuMepa alalITUBHOIO KOMIIOHEHTA MOXXHO
yKa3aTb MeXaHu3M OOHOBAeHHUS! BJl aHTUBUPYCHBIX TIpOrpamMMm mid
OGHApYXEHHUs] HOBBIX BUPYCOB. YHPaBISIOWUN KOMITOHEHT NOJDKEH
6bITh CMOCOOEH K TE€HepalMHM OTYETOB M aHAIN3Y TeHIeHIWH, CBA-
3aHHBIX ¢ GOPMHPOBAHHEM CHCTEMBI 3aILUThl OPTAHU3ALNH.

Ananraius JaHHBIX MOXET 3aK/II0YaThCsl B PA3IMYHBIX (opmax
pearupoBaHusi, KOTOPEIE MOT'YT BKJTIOYATh:

e OTMPABNEHUE YBEAOMJICHUIT CHCTEMaM CETEBOTO YIPAaBICHHS
no nporokoiay SNMP, no snekrpoHHOI noure wMiaM Ha Ieii-
IUKep alMHHUCTPATODY;

* ABTOMaTMYECKOE 3aBEPIICHUE CECCUU C aTaKyIOIIUM Y3JI0M WIH
T0/1b30BaTe/IeM, peKOHPUTrypauus MO HIH MHBIX CETEBBIX YCT-
poUcTB (HanpuMep, MapLIPYTH3ATOPOB);

e BEIpaGoTKAa peKOMEHIALUil AAMUHUCTPATOPY, IIO3BOJBSIIOLIMX
CBOEBPEMEHHO YCTPAHUTh OOHAPYXEHHBIC YA3BUMOCTH B CETSIX,
TIPWIOXKEHUAX WM HbIX KoMiioHeHTax MC opranusaimn [40].

Hcnionb3oBaHue MOZenn aJanTUBHOM OeE30IacHOCTH CETH
(puc. 14.3) mo3BonsieT KOHTPOJIHPOBATH NPAKTHYECKH BCE YIPO3bl U
CBOECBPEMEHHO PEAarMpoBaTh Ha HUX BLICOKO3(P(EKTMBHBIM CIOCO-
00M, TIO3BOJISIIOUIAM HE TOJBKO YCTPAaHWThL YS3BUMOCTH, KOTOPLIE
MOTYT NPUBECTH K PEATU3ALMK YTPO3bl, HO W IIPOAHAJIN3UPOBATh yC-
JIOBHSI, IPUBOMSILLIME K TIOSIBICHUIO YA3BHMOCTEIA.

Monens aganTuBHON ©0€30MACHOCTH CETH MO3BOJISET TaKKe
YMEHBIUUTE 3JIOYTIOTPEOICHUS B CETH, NOBBICHTh OCBEIOMJIEHHOCTD
ITOJIB30BATEACH, AIMHHUCTPATOPOB M PYKOBOICTBA KOMIIAHHH O CO-
6biTHSX Ge3onacHOCTH B ceTd. ClielyeT OTMETUTD, YTO 3Ta MOIEJIb He

|
|
|
1
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. Vrigaanenxue | YnpasneHus:

® PaarpaHnyeHue * Kpunrorpacdudeckan
AecTyna 3ammra

s Kgentutbunkaums/ e AHTUBMpPYCHAR
ayTeHTUdKaLWa 3aumTa

Undpactpykrypa GesonacHocTy

Puc. 14.3. Mogenb ananTtuBHOM 6e30MacHOCTH

OTOpachIBAET YK€ MCIOJb3yEMbIE MEXaHM3MbI 3aIIUTHI (pa3rpaHuye-
HME JOCTyna, ayreHTudukauust v 1. a.). OHa pacuapseT ux dyHK-
LUMOHAIBHOCTD 3@ CUET HOBBIX TEXHOJIOIMH.

Inst Toro 4ToGHI IPUBECTH CBOIO CHCTEMY obecriedeHus HHGOP-
MallMOHHOM 0e30MacHOCTH B COOTBETCTBHE COBpPEMEHHBIM TpeOOBa-
HUSIM, OPraHu3alMaM HEOOXOAWMO NOMOJHUTb UMEIOLHMECS pelie-
HUSI KOMIIOHEHTAMHY, OTBEYAIOIMMHM 33 aHAIHM3 3aIUIMINEHHOCTH, 00-
Hapy>KeHHEe aTaK U ympaBieHHEe PUCKAMMU.

14.2. TexHonormsi aHanM3a 3aLMLLEHHOCTH

B opranmzauuy, ucnonassywineit KHUC, npuxoauTcss peryasipHO
[IPOBEPSITh, HACKOJBKO PEAIM30BAHHBIE WIM HCIIOJb3YEMBIE MeXa-
HM3MBI 3aLIUTH MHGPOPMAUMK COOTBETCTBYET TIOJNIOXEHUSIM IPHHSI-
TOW B OpraHM3allUuM MOMHUTUKU Oe3omacHocTH. Takast 3amavya TiepHo-
JAYECKU BO3ZHHKACT NPH N3MEHEHHH U OOHOBJICHUHM KOMIIOHEHTOB
N C, namenennn Kondurypaunu OC u 1. 1. [9, 40].

OnHaxo agMMHMCTPATOPHl CETEH HE UMEIOT J0CTATOUHO BPEMEHH
Ha MPOBENeHWE TAKOTO POAA NMPOBEPOK Ui BCEX Y3JIOB KOPIIOPATHB-
Ho# ceTu. ITosToMy chnenManucThl OTAEOB 3alLMTHL WHMOpMAIHMHU
HYXIAIOTCS B CPEIACTBAX, O0IETYAOMMX aHATU3 3alIHIICHHOCTU HC-
MOJB3YEMBIX MEXAHU3MOB 00eCIieueHHsI HH(GOpMaLIMOHHOM Ge3onac-
HOCTH. DTOT MPOILIECC TTOMOTa0T aBTOMATU3NPOBATh CPEACTBA aHAIU-
3a 3alUUIIEHHOCTH, YacTO HAa3bIBAEMBIE CKaHepamu Oe3onacHocmu
(security scanners).
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Hcnonb3oBanye CPEACTB aHAAM3a 3aUIMINEHHOCTH TO3BOJSIET |
ONpENEeUTh YA3BMMOCTH Ha y3/1aX KOPMNOPaTHBHON CETH M ycTpa- |
HUTb UX IO TOTO, KaK WUMHU BOCHOJNB3YIOTCH 3/IOYMbiliIEeHHHKH. T10 |
CYILECTBY, ACUCTBUSI CHCTEMbl aHAINW3a 3aLIMINEHHOCTH AHAIOTUY- |
Hbl JeHCTBUSAM OXPaHHMKA, MEPHOIUYECKH OOXOMSIIErO BCE 3TAXKH |
OXPaHSAEMOrO 371aHMsi B TOMCKAX OTKPBITBIX ABEPEH, HE3aKPbITHIX |
OKOH M Apyrux npoGieMm. ToJbKO B KayeCTBE 3JaHWsI BbICTYIAeT

KOPNOpATHUBHAN CE€Th, 4 B KAYeCTBE HE3aKPhIThIX OKOH Y ABepedl —
YA3BUMOCTH.

Cpencra aHanmM3a 3alIMIIEHHOCTH PabOTAIOT Ha ITEPBOM 3Tafle
ocyuiecTBiaeHHusT ataku. OGHapyXuBas M CBOEBPEMEHHO YCTPaHsIs
YSI3BUMOCTH, OHM TEM CaMBIM HPEIOTBPALIAIOT CaMy BO3MOXHOCTH
peanu3alMy aTaky, YTO INMO3BOJISET CHMU3UTh 3aTPaThl Ha 9KCILIyaTa-
LHIO CPEACTB 3alUTHI.

Cpencrpa aHanu3a 3allAIIEHHOCTH MOTrYT (DYHKIIMOHUPOBATh HA
ceTeBOM ypoBHe, ypoBHe OC u ypoBHe mnpunoxeHus. OHM MOTYT
NPOBOIUTE MOUCK YA3BUMOCTE#H, MOCTEICHHO HAPAILMBas YUCIO TIPO-
BEPOK U «yraybnssice» B UC, uccnenys Bce ee YPOBHH.

Haubonbmiee pacnpocTpaHeHHe NOJYYWIM CPEACTBA aHAIM3A 32~
LIMUIEHHOCTH CETEBLIX CEPBUCOB U NMPOTOKOJIOB. OGYC/IOBIEHO 3TO, B
MEPBYIO OYepenb, YHUBEPCANbHOCTBIO MCIIONb3YEMBIX MMPOTOKOJIOB,
M3y4eHHOCTb M NOBCEMECTHOE HCTOJb30BAHME TAKMX IPOTOKOJIOB,
kak IP, TCP, HTTP, FTP, SMTP u T1. 1., n03BOJAIOT C BLICOKOM
crenenpio 3¢deKTHBHOCTY TPOBEPATh 3aluuineHHocts VIC, pabo-
TAIOWEN B CETEBOM OKPYKEHHH.

BropeiMu 10 pacnipOCTPaHEHHOCTH ABJISIIOTCS CPEACTBA aHATN3a
samuieHHOoCcT OC. O6yCA0oBIEHO 3TO TaAKXKE YHHBEPCATBHOCTBIO M
pacnpocTpaHeHHOCTEIO HekoTtopeix OC (Hanpumep, UNIX u Win-
dows NT). ,

Cpeacrsa aHann3a 3alIMIUEHHOCTH IIPUIOXEHUI IOKA CYLIECT-
BYIOT TOJILKO [UISI LIMPOKO PACTIPOCTPAHEHHBIX NMPUKIAMHEBIX CUCTEM
Ttinia Web-6paysepsl u CYB/I.

IlpumeneHune cpencTs aHaIM3a 3aLMLIEHHOCTH TTO3BOJISET ObICT-
pO OHpEAEHUTh BCE y3jbl KOPMOPATUBHOI CeTH, DOCTYIIHBIE B MO-
MEHT MpOBEJEHUS TECTUPOBAHUSA, BHISIBUTH BCE HCIIONL3YEMbIE B
CETH CEPBUCH U MPOTOKOJbI, MX HACTPOMKH M BO3MOXHOCTH IUTS HE-
CAHKIIMOHUPOBAHHOIO BO3IEHCTBUSA (KAaK M3HYTPH KOPIIOPATHBHOM
CETH, TaK ¥ cHapyxu). [1o pe3ynpraTaM CKAHUPOBaHMUS 5TH CPEACTBA
BbIpA0ATHIBAIOT PEKOMEHJALMU WM IOINArOBhIE MEPBI, MMO3BOJSIOLIUE
YCTPDAHHUTH BHISIBJICHHBIE HEAOCTATKHU,

T
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JIaHHbBIT METON KOHTPOJS HApYIUeHWH TIOJUTHMKU Oe30IacHOCTH
He MOXET 3aMEHHTH ClieHraaucTa 1mo nHGpOpManuoHHON 6e30MacHo-
ctu. CpencTBa aHaM3a 3allAIIEHHOCTH MOTYT JHIlb aBTOMAaTH3UPO-
BaTh TIOUCK HEKOTOPHIX U3BECTHLIX YS3BUMOCTE.

14.2.1. CpeacTBa aHanm3a 3aMUIEHHOCTH CETEeBbIX
POTOKONIOB M CEPBUCOB

BszaumoneitictBue aOOHEHTOB B OO0 ceTH 0asupyeTcs Ha HC-
MOJB30BAHUN CETEBBIX ITPOTOKOJIOB W CEPBUCOB, ONPEAEHSIOUINX
npoueaypy obMeHa uHdpopMalMeln Mexay AByMs M 6Gonee y3niamu.
[Ipn pa3paboTKe ceTeBhIX MPOTOKOJIOB M CEPBUCOB K HUM TPEIBSIB-
JIuch TpeGoBaHus (OOBIMHO SIBHO HEAOCTATOUHBIE) 1O obecrieye-
Huio OesomnacHoct obpabateiBaeMoii MHgopmanuu. IToatomy no-
CTOSIHHO TIOSIBISIIOTCS COOOLIEHUST 00 OOHApYXEHHBIX B CETEBBIX
MPOTOKOJIAX YSA3BUMOCTSIX. B pesynbrare BO3HHMKAaeT NOTPeOGHOCTb B
NOCTOSTHHO#M TIPOBEPKE BCEX UCIIONB3YEMBIX B KOPINOPAaTHBHON CETH
APOTOKOJIOB ¥ CEPBUCOB.

CucreMbl aHaJIM3a 3aIIMIICHHOCTU BBHIMTONHSIOT CEPUIO TECTOB
M0 OOHAPYXKEHHIO YSA3BUMOCTEH. DTHU TECTHI AHAJIOTMYHEI TIPUMEHSIE-
MBIM 3JI0YMBILDIEHHUKAMH TIPU OCYLUIECTBJAEHHMHU aTaK Ha Kopriopa-
TUBHBIC CETH.

CKaHUpOBaHWE C LIEbIO O0HAPYXCHUS YS3BUMOCTEH HAYUHAETCS
¢ TIONTYYEHMS TIPEeNBAPUTENbHON UHGOPMAIMHA O TIPOBEPSEMOH CHC-
TeMe. 3aKaHYMBAETCS CKAHUPOBAHME MOTBITKAMHU HMMUTALUHA TIPO-
HUKHOBEHMUSI, UCIIOJIB3Ysl IHMPOKO M3BECTHLIC aTakKh, HATIpUMEDP HOMI-
0op mapojist MeToaoM noaHoro nepedopa (brute force — «rpybas
CHJIa»).

[Ipu noMmolM CpeACTB aHalW3a 3alIWIIEHHOCTH HA YPOBHE CETH
MOXHO TeCTHUpPOBAaTH He TONBKO Bo3MoxHocTh HCJI B KopropaTtus-
HYI0 ceTb U3 ceTH Internet. DTH cpeacTBa MOTYT ObITh MCIIOJb30BaHbI
Kak U1 OLECHKW YPOBHSI OE€30IMaCHOCTH OpTaHW3alMH, Tak W VIS
KOHTpOJS 3GPeKTUBHOCTH HACTPOKM CETEBOro IPOrpaMMHOI0 U
armnapaTHoro odecrieyeHusl.

B Hacrosiiee BpeMsl M3BEeCTHO 0osee [eCATKA Pa3TUIHBIX
CPEeACTB, aBTOMATU3UPYIOLIMX [TOVCK YA3BMMOCTEN CETEBBIX NPOTOKO-
JIOB B CepBHCOB. Cpenyd KOMMEpPUYECKHUX CUCTEM aHajid3a 3allMIIeH-
HOCTH MOXHO Ha3BaTb Internet Scanner komnanuu Internet Security
Systems, Inc., NetSonar komnanuu Cisco, CyberCop Scanner xomna-
Huu Network Associates W psii Ipyrux.
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Tunuynas cxema NPOBCHCHUS aHAIN3a 3alIUILICHHOCTH (Ha npu-

Mepe cucteMnl Internet Scanner) npusegeHa Ha puc. 14.4.

Mpouecc
Mogyne CKaHMpOBaHusA -
ynpaBneHus i
Mpouecc
] o6paborkn
Cucrema oraeroe E]
reHepauuu )
Orietos InternetScanner =
CkaHupyeMbie

- "

Puc. 14.4, CxeMa NIPOBEICHUS aHAIW3a 3aHIMLICHHOCTH
(Ha npuMepe cricteMsi Internet Scanner)

Cpencrsa aHanu3a 3alMIIEHHOCTH NAHHOTO KJlacca aHalu3upy-
10T HE TOJBKO VA3BHMOCTb CETEBRIX CEPBMCOB M IPOTOKOJIOB, HO M
cucteMHoro u npuknaagHoro IO, oreevatoniero 3a paboTy ¢ CeTbIO.
K taxoMmy obecnedeHuio MOXHO oTHecty Web-, FTP- u nouroBble
cepsepsl, M3, Gpay3epsl H T. II

14.2.2. Cpeacrsa ananm3sa saupmujeHnoctn OC

CpeacTsa 3TOro kKjacca npeiHa3HauyeHBbl 111 MPOBEPKY HACTPOeK
OC, BAHSIOIMNX Ha €€ 3alMIIeHHOCTh. K TakuM HacTpoMKaM MOXHO
OTHECTH:

« YUETHBIE 3aMKMCH TOJb30BaTejaei (account), HampuMep MJIMHY

f1apoJisi U CPOK ero ACHCTBUS,

e [IpaBa NOJB30BATE/IC HAa AOCTYN K KPUTHYHBIM CUCTEMHBIM

daitnam;

e YI3BMMble CUCTEMHBIC (paiinbl;

e yCTAHOBJIEHHbIC NaTyu (patch) U T. 1.

CucreMbl aHaIM3a 3aL[MHIEHHOCTH Ha ypoBHe OC Moryr ObITh
HCTIONBL30BaHbl TAKXKE Ui KOHTpoas KoHdurypaimu OC.

B orminyme OT CpejicTB aHATH3a 3aLUUILEHHOCTH CETEBOIO YPOB-
HS JaHHbE CHCTEMBI TPOBOIST CKAHWPOBAHUE HE CHAPYXH, a4 M3-
HYTPYM aHAIM3HUPYEMOI CHCTEMBI, T. €. OHU HE MMHTHUPYIOT ATaKy
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BHELIHMX 3JOYMBIIUIEHHUKOB. KpoMe BO3MOXHOCTE# 10 o0Hapyxe-
HUIO YA3BHMOCTElM, HEKOTOPBIE CHCTEMBI aHalM3a 3aIlHHIEHHOCTH
Ha yposHe OC (manpumep, System Scanner koMmaHuu Internet
Security Systems) MO3BOJISIOT aBTOMATHUYECKU YCTPAHATbh 4acTh 00-
HApYXEHHBIX Mpo0aeM WIM KOPPEKTHPOBaTh MAPAMETPHLI CHCTEMBI,
He YAOBJIETBOPLIOLINE ITOJMTHKE 0e30MacHOCTH, TPUHSTON B opra-
HR3AIMHA.

14.3. TexHonorun obHapy)KeHHs aTaK

CeTteBble U MH(POPMALIMOHHBIE TEXHOJOTUN MEHSIOTCS HACTONBKO
ObICTPO, YTO CTATHYHBIE 3alIUTHBIE MEXaHU3MbI, K KOTOPBIM OTHO-
CATCSA CUCTEMBbI pa3sTpaHWYEeHUs HocTynma, MD, cucteMsl ayTeHTU(DH-
KAIMA BO MHOTHX CJydYasix He MOryT obecrneuuth 3¢¢dekKTUBHON 3a-
wuThl. IToaTOMy TpebyloTcsl AMHAMUYECKME METOIABI, TO3BOJSIIOLINE
OIEPAaTUBHO OOHAPYXWBaTh U IPEAOTBpAllaTh HapyuleHus: Ge3orac-
noctd. OXHOM K3 TEXHOJIOTUH, TMO3BOJIAIONIENH OOHAPYXUBATL HAPY-
LIEHHSI, KOTOpble HE MOIYT ObITh UACHTU(MULUHAPOBAHBI IIPH NOMOILM
TPagUIIMOHHBIX MOJEJEH KOHTPOJsl NOCTYNA, SBASIETCS TEXHOJIOTUS
00HapyXeHUS aTak.

ITo cymiecTBy, mpouecc OOHAPYKEHUS aTaK SABJSETCS MPOIECCOM
OLEHKM [MOI03PUTENIbHBIX NeUCTBUI, KOTOPBIE NPOUCXOIAT B KOPIIO-
patuBHOI ceTu. MHaye roBopst, obrapyxcenue amax (intrusion detec-
tion) — 3TO NPOHECC MIEHTU(DUKALMY M pearupoBaHUs Ha 10103PH-
TEJIbHYIO HESITeIbHOCTh, HANPABJICHHYI0 HAa BbIYUCIMUTENbHbBIE WIN
CETEBBIE PECYPCHI.

14.3.1. Metoabl aHanmn3a cereBoH MHPOPMaLmM

D HeKTUBHOCTb CUCTEMbl OOHAPYKEHUSI aTaKk BO MHOIOM 3aBH-
CUT OT NMPUMEHSEMbIX METOAOB aHalu3a I0Jy4eHHONH HHpOpPMaLuH.
B mepBHIX cucTeMax OOHApYXKEHHUs arak, pa3spabOTaHHbBIX B Hayaje
1980-x Tr., MCHOJNB30BANUCh CTATHCTUYECKUE METOAbl OOHAPYXEHUS
atax. B Hacrosinee BpeMsi K CTaTHCTUYECKOMY aHAIU3Y H00ABHIICH
psii HOBBIX METOOUK, HAYMHASA C 3KCHEPTHBIX CUCTEM M HEYETKOM
JIOTHKM Y 3aKaH4YUBAas MCIIOJIb30BaHMEM HelipoHHBIX ceTeid [9, 40].

Cramucrinyeckuii metoa. OCHOBHbIE TIPEUMYIIECTBA CTATUCTHYE-
CKOTO IOIX0[4a — MCIIOJIb30BAHME yKe pa3paboTaHHOTO W 3apeKo-
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MeHaoBaBLIero cebsg annapata MareMaTHYeCKOM CTATUCTHKHU W ajar- |
Talldsl K MOBEACHUIO CYOBEKTA. .
CHavana st Bcex CyOpeKTOB aHaNM3HPyeMO# CHCTEMbI OIIpesie-
Jsorest ipodwin. Jio6oe OTKAOHEHME UCIOAb3YeMOro NMpoduis Of |
STAIOHHOTO CYMTAETCS HECAHKIMOHUPOBAHHOM OEATEJILHOCTBIO.
CratUCTHYECKKE METOIbl YHUBEPCAJIbHbBI, MOCKOJIbKY IS [POBEIE~
HUS aHanu3a He TpeOyeTCst 3HaHMA O BO3MOXHBIX 8TaKaX U MCIOJib~ |
3yeMbIX HMH YA3BUMOCTAX. OAHAKO NpH MCHO/b30BAHHH 3TUX METO- |
JIMK BO3HUKAIOT U MPOGIEeMBIL:
* «CTATUCTHYECKHE» CHCTEMbI He YYBCTBUTE/IBHBI K TIOPSIKY CIE- |
oBaHUsI COOBITHIA; B HEKOTOPLIX Cydasix OOHH U Te Xe coObl-
THS B 3aBUCUMOCTH OT TOPSIIKA MX CIeXOBAHUSI MOIYT XapakKTe- '
pU30BaTh aHOMAJBHYIO WM HOPMAJIbHYIO ACSITEIbHOCTD;

e TPYIHO 3alaTh TPAaHMYHbIE (MIOPOTOBBIE) 3HAUECHHS OTCIEKU- |
BAaEMBIX CHCTEMOW OOHApYXEHUS aTaK XapakTepUCTHK, YTOOBI
aneKBaTHO WACHTHGHIINPOBATD aHOMATBHYIO IEATENbHOCTD;

s «CTATHCTMYECKHE» CHUCTEMbI MOTYT ObITh C TEYEHHWEM BPEMEHH
«0By4YeHB» HApYILUTENAMHU TaK, YTOOBI aTakylolue AeHcTBUL
paccMaTpUBAIHCh KaK HOPMAJbHBIE,

Crenyer TakKe YYWTHIBaTh, YTO CTATUCTUYECKHE METOALI HE HPH-
MEHMMBL B TeX CiIy4asX, KOTAa A1 MOJAb30BaTesNsl OTCYTCTBYeT 1ial-
JIOH TMIUYHOrO IOBEIEHMS WIM KOIr[a JUisl TIONb30BATENA THIUYHBl
HECAaHKLIMOHMPOBAHHBIE AEUCTBUS.

DKCnepTHbie CHCTeMbI COCTOSIT W3 HabOpa TIpaBJl, KOTOPHIE OXBa-
THIBAIOT 3HAHMS 4eJoBeKa-3kcnepra. Mcnosib3oBaHne SKCTIEPTHBIX
CHCTEM INpencTaBasieT co0oil pacTipocTpaHEeHHBI MeToa OOHapyxe-
HUsL aTak, NMpu KoTopoM uHdbopMauus o6 atakax (opmyupyercs B
BUJAE TIpaBWji. DTH NpaBWia MOTYT ObITb 3amvcaHbl, HanpuMep, B
BHIE TIOCNIENOBATENIFHOCTH HNEHCTBUM uian B BuIe curHatypel. Ilpu
BHITIOJTHEHU Y 11000r0 M3 THX NPAaBUA NPUHUMAETCS PELICHUE O Ha-
JINYAY HECAHKIMOHUPOBAHHON HEATEALHOCTH. BaXHBIM HOCTOMHCT-
BOM TAKOTO IIOAX0Ja SIBJIIETCS MNPAKTHMYECKH [TOJIHOE OTCYTCTBUE
JIOXKHBIX TPEBOT.

B/l sKcrniepTHOR CMCTEMBI HO/DKHA CoAepXaTbh CLeHapum Oomb-
IIMHCTBA U3BECTHBIX HA CErOAHSUIHMIT JeHb aTak. List Toro 4tobsnl
OCTaBaThCA TMOCTOAHHO aKTYaJIbHBIMM, 3KCIEPTHbiE CHCTEMB Tpedy-
10T nocTossHHoro o6xHopaeHusa bJI. XoTts skcneprHble CHCTEMBI MpPea-
JIAraloT XOpOIIyI0 BO3MOXHOCTh AJI51 MPOCMOTpA AAHHBIX B XypHajlax
perucTpaliuy, TpedyeMsie OOHOBIEHUS MOIYT A1M00 UTHOPHPOBATHCS,
JIM60 BHIIIONHATHCS AIMMHUCTPATOPOM BpY4HYIO. Kak MUHHMYM, 31O
MPUBOAUT K IKCHEPTHON CHUCTEME C OCIA0NCHHBIMH BO3MOXHOCTS-
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Mu. B Xxymuiem cayyae OTCYTCTBHE HALJIEXKALLET0 COMNPOBOXICHUS
CHMZKAeT CTENEHb 3ALIULICHHOCTU BCEH CETU, BBOAS €€ I10Jb30Bare-
Jied B 3a0ayXaeHne OTHOCHUTENBHO JEUCTBUTENLHOTO YPOBHS 3alllv-
LLIEHHOCTH.

OCHOBHBIM HEIOCTATKOM SIBISIETCSI HEBO3MOXHOCTb OTPaXKeHMA
HeW3BeCTHbIX atak. IIpy aTOoM naxe HeOGONbIIOE USMEHEHME YXKE M3-
BECTHOM aTakKl MOXET CTaTh CePbE3HBIM IPENMSTCTBUMEM s (QYHK-
LIHOHUPOBAHUS CUCTEMbI OOHAPYXXEHHUS aTak.

Heiiponnbie ceTr. BONbUIMHCTBO COBpEMEHHBIX METOLOB OOHAapYy-
JKEHHS aTaK MCIOJb3YIOT HEKOTOPYIO (hopMy aHaIM3a KOHTPOJIUPYE-
MOTO APOCTPAHCTBA HA OCHOBE TMPAaBWJ WIM CTATUCTHYECKOTO ITOAXO0-
ga. B kayecTBe KOHTpOJIMPYEMOro NMPOCTPAHCTBA MOTYT BBHICTYNATb
KYpHAJIbl PETHCTPAllTH MJTH CETeBOI TpadMK. AHANMN3 ONUPAETCAd Ha
Habop 3apaHee OMpPEACSCHHbIX MPaBWI, KOTOPbIE CO34AI0TCSl aAMU-
HHUCTPATOPOM MJIM CAMOW CUCTEMOU OOHapyKeHMs aTax.

JItoGoe pasieneHve ataku BO BPEMEHHW WM CPEAX HECKONBKHX
3/I0yMBILIUICHHUKOB SBJSIETCS. TPYAHBIM IJIs1 OOHApYXXEeHUs IpH I0-
MOIIIM IKCHEPTHHIX cucTeM. M3-3a Gonblioro pazHoobpasusi aTak U
XaKepoB JaXe CrieLMaJbHble TIOCTOSIHHbIE OOHOBIeHMS B/ npaBun
3KCHEPTHOM CUCTEMBI HUKOTJA HE AanyT rapaHTUM TOYHOW HMIEHTH-
(bukaLuy BCero IMana3oHa artak.

Hcnonbs3oBaHye HEHPOHHBIX CETEH SIBASETCS OJHUM M3 CHOCO-
00B TIPEONONCHHUS YKAa3aHHBIX MPpobaeM SKCHEPTHBIX cCUCTEM. B oTiu-
4yMe OT DKCTMEPTHBIX CUCTEM, KOTOPBIE MOTYT JIaTh 110J1b30BaTENI0 OM-
pedeJIeHHbI OTBET O COOTBETCTBHM PacCMATPUBAEMBbIX XapaKTepW-
CTHK 3ajJoXeHHbIM B DB/l mipaBuiaM, HeHpOHHasi CeTb NPOBOAUT
aHanmn3 MHGOPMALIMKA U MPEAOCTaBAsIeT BO3MOXHOCTb OLEHHUTH, CO-
IIACYIOTCS JIM JAHHBIE C XapakTepUCTUKAMM, KOTODbIE OHA HayyeHa
pacrno3HaBaThb. B TO BpeMsI KaK CTENeHb COOTBETCTBUS HEUPOCETEBO-
ro npeacrapieHuss Moxer gocturarb 100 %, AOCTOBEPHOCTh BBIGOpA
MOJIHOCTbIO 3aBHUCUT OT KQyecTBa CHCTEMbI B aHA/IU3€ MPUMEPOB NO-
CTABJICHHON 3a/a4u.

CHavaia HelipoceThb 0OOy4alOT NpaBWIbHON MIEHTM(MUKALUHA Ha
npeaBapuTeabHO NMOAOOPAHHOI BLIOOPKE IIPUMEPOB NPEAMETHON 006-
nactu. Peakuusi HeipoceTH aHANIM3UPYETCS U CUCTEMA HACTPAaMBAaET-
cq TakKuM 0oOpa3oM, YTOGbI JOCTHYD YIOBIETBOPUTENIBHBIX PE3ysIbTa-
ToB. B nonosiHEHUME K HAaYWUILHOMY Iepuony OOy4eHMsl, HEHpPOCETb
HabGupaercsl ombITa C TEYCHUEM BPEMEHM, MO MEpe TOro, KaKk OHa
NPOBOINT aHAJIN3 HAHHBIX, CBA3AHHBIX C IIPEJIMETHON 00NACThIO.

BaxxHbIM MpPEeUMYILLIECTBOM HEHPOHHBIX CETEH MPU OOHAPYXKECHUU
3JIOYIIOTPeOICHUI SIBASETCS UX CITOCOOHOCTb «U3y4yaTh» XapakTepH-
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CTMKM YMBILIIEHHBIX aTak M MAEHTH(OULMPOBATH 3IEMEHTHI, KOTO- |
pble He MTOXOXH Ha Te, YT0 HaGMIOAANIUCh B CETH IPEXIe. »
Kaxnbrii 13 ONMCaHHBIX METOAOB OGanaeT psaIoM JOCTOMHCTB H
HEIOCTATKOB, TIO2TOMY Ceiyac MPaKTHYECKW TPYIHO BCTPETHTb CHC- |
TEMY, PETM3YIOLLYIO TOJILKO OIMH U3 ONUCaHHbIX MeTooB. Kak npa- |
BWIO, 3TU METOAbI HCTIOJIL3YIOTCH B COBOKYITHOCTH.

14.3.2. Knaccugpnrauyms cucrem obHapyeHUs
arax IDS

MexaHu3Mbl, MPUMEHAEMble B COBPEMEHHbBIX cHCTeMax OOHapy-
xenus arak IDS (Intrusion Detection System), OCHOBaHbI Ha HeE-
CKOJIBKMX OOILIMX METOHaX, KOTOpbie HE SABJSIOTCS B3aMMOMCKIIO-
yaowuMyi. Bo MHOTHX CHCTEMaX MCIIONb3YIOTCA UX KOMOWHALH.

Knaccudukanus 1DS MoxeT ObiTh BBITIONHEHA:

e MO CTIOCO0Y pearupoBaHMS;

s CHIOCOOY BBISIBJICHUS aTaKH;

» crioco0y cOopa nHpopMmanuu 06 arake. |

Ilo comocoly pearumpoBaHusi pa3jiMyalOT NMACCUBHBIE M aKTUBHbLIE
IDS. faccususie IDS nipocto Gukcupyror ¢akT atakd, 3allMChBalOT
HaHHbIE B Qaiiyl KypHala ¥ BLUIAIOT NpenynpexiaeHus. AxkmugHoe 1DS
MBITAIOTCH TIPOTUBOAEHUCTBOBATL aTaKe, HAMPHUMED, NyTeM PEKOHbU-
rypauun MD wim reHepaluy CIKMCKOB IOCTYHA MapLIpyTH3aTOpa.

IIo cnocofy BbisiBIeHHs ATAKH cUCTeMbl [DS npuHSATO AenuTh
Ha B¢ KaTeropuu:

+ o0HapyxeHUe aHOMAJILHOTO ToBexeHus (anomaly-based);

« o0HapyxXeHue 370ynoTpebneHuit (misuse detection unu signa-

ture-based).

TeXHONOTUSL 0OHAPY*CEHUS AHOMAABHOO NOGEOeHUs OCHOBAHA HA |
cheayioleM. AHOMaTbHOE MOBEJEHUE NOAb30BaTes (T. €. aTaka WiH
Kakoe-HUOyIb BpaxneOHOe NeWCTBHE) YaCTO MpPOSIBASETCS KaK OT-
KJIOHEHHE OT HOPMajibHOro noseneHust. [IpuMepoM aHOMAILHOTO
MAOBEICHMSI MOXET CIYXHUTb OOJBLIOEC YHCIO COCIMHECHUN 33 KOpOT-
KUH TIPOMEXYTOK BPEMEHM, BLICOKAs 3arpy3Ka LEHTPAIBHOIO NpO-
Leccopa U T. 1.

Ecmu MoxHO GbUt0 6b1 ONHO3HAYHO OMHMCATh MPOodUIb HOPMATb-
HOTO NOBEACHHS MOJIB30BATENS, TO JI000€ OTKIOHEHHUE OT HET0 MOX-
HO WICHTHOHIUHUPOBAThL KaK aHOMalpHOe nosemeHne. OQHAKO aHO-
MaJIbHOE MOBEAEHUE HE BCerga sipiaseTcs arakoil. Hanpumep, onHo-
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BPEMEHHYIO IMOCHUIKY 0O0JIBLIOTO YHCIA 3aTIPOCOB OT aJIMITHUCTPATOpa
CETH cucTeMa OOHApyXeHUs aTaKk MOXeT WACHTHOUUHMPOBATH Kak
aTaky THIIa «0TKa3 B obcayxxuBaHuu» («denial of service»).

Ilpy ¥CnoONb30BaHMM CHCTEMBI € TAKOW TEXHOJIOTMENR BO3MOXHBI

JIBa ClIydyast:

e OOHaApyXeHUE aHOMAJIBHOIO [OBEAEHHUSs, KOTOPOE HE SIBISIETCS
aTaKoM, M OTHECEHME €0 K KJIACcCy aTak;

o MPOIYCK aTakH, KOTOpas He MOANAanaeT Mo ONpeaeeHue aHo-
MaJIBHOTO MOBEIEHMS. DTOT Ciiydail 6ojiee omaceH, YeM JOKHOe
OTHECEHHE aHOMAJIBHOTO MOBEACHUS K KJIACCy aTak.

TexHosnorus: OGHAPYXKEHUSI AaHOMATMIT OPUEHTHPOBAaHA HA BBIAB-

JIEHHE HOBBIX TUIIOB aTtak. OIHAaKO HEAOCTATOK €6 — HeoOXOMMMOCTh
noctosstHHoro o6yyeHus. IToka 3t1a TeXHONOrUsl HE TMONYvMIa LIHPO-
KOTO pacrpocTpaHeHusi. CBs3aHO 3TO ¢ TeM, UYTO OHAa TPYIHO peayu-
3yeMa Ha TIPaKTHKeE.

ObHapysxcernue 310ynompebaenuil 3aKMIOUAETC B ONIUCAHUM ATaKu

B BHE CHTHATYpHI (signature) W MOMCKa NaHHOW CHUTHATYpPHl B KOH-
TPOJHPYEMOM TIPOCTPAHCTBE (CETeBOM TpaMKe WIU XYpHAJIE peru-
crpanuu). B KadecTse cUrHaTyphl aTak¥ MOXET BBICTYNaTh HIAOJIOH
JeUCTBUIA WJIM CTPOKAa CHMBOJIOB, XapaKTepHU3YIOIHE aHOMAJIbHYIO
JeATEIBHOCTh. DT CHTHATYpHl xpaHsrcs B BJI, aHamormuHo# TOM,
KOTOpast UCIIO/Ib3YETCsI B aHTHBUPYCHBIX cucteMax. JlaHHast TeXHOJI0-
rust OOHApYXEHUS1 aTaK OYEeHbB IMOX0Xa Ha TEXHOJIOTHIO OOHAPYXEHUS
BUPYCOB, IIPH 3TOM CHCTEMa MOXeT OGHApYXHUTb BCE W3BECTHHIE aTa-
k. OMHAKO CHCTEMBI JAHHOTO THIIA HE MOTYT OOHApYXUBaTh HOBbIE,
ellie HEU3BECTHBIC BHIBI aTak.

[Monoxom, peann30BaHHBIH B TAKUX CUCTEMaX, HOCTATOYHO IMPOCT

U MMEHHO Ha HEM OCHOBAHBI TIPAKTHYECKHW BCE IPEIUTaraeMBIe CeTo-
IHS HAa PHIHKE CHCTEMBI OOHAPYXCHHUS aTak.

HawubGonee nonynspHa kiaccudukanus no cnocody coopa nngop-

mMauuu 0b arake:

» OOHApYXEHUE aTak Ha ypoBHe ceTH (network-based);

¢ OOHapyXeHHe aTak Ha yposHe xocTta (host-based);

e O0HapyXeHHE aTtak Ha ypoBHe npwioxeHus (application-based).

Cucrema network-based paboraer no tumy cHHdpdepa, «pocay-

IMBasi» TpaduK B CETU W ONpEAesis BO3MOXHBIE ACUCTBUS 3710-
YMBIILUTCHHUKOB. Takre CUCTeMbl aHATU3HPYIOT CETeBOM TpaduK, UC-
MOJIb3ysl, KaK TIPaBUJIO, CUTHATYPHI aTakK M aHaJM3 «Ha JeTy». MeToxn
aHAIM33 «Ha JIETY» 3aKJII0YAETCS B MOHUTOPHHTE CeTeBOro Tpaduka B
pearbHOM WIHN OJTH3KOM K PEATbHOMY BPEMEHH U UCTIONIb3OBAHUH CO-
OTBETCTBYIOUIUX aJITOPUTMOB OOHAPYKEHUS.
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CucreMn host-based nipenHa3sHauyeHB! I MOHWUTOPMHIA, JETEK-
THPOBAHHSI U pearupoBaHUs Ha AEHCTBHUSA 3IOYMBIIIUIEHHUKOB Ha OIl-
penenieHHOM xocTe. Pacrosiarasick Ha 3aUIMILAEMOM XOCTE, OHH TPO- |

BEPAIOT M BBISABAAIOT HAIIPABACHHbLIC IPOTHB HETO neicTBus. OTH

CHCTEMBI aHATH3UPYIOT PerrCTpalMOHHbBIe XypHansl OC wiy mpuwio-

XKCHHUA.

Kak npasuiio, aHAIM3 XYPHAJIOB PETMCTPALIUU SIBISETCA JONON-

HEHMEM K IPYyruM MerojaaM oOHapyXeHMst aTak, B Y4aCTHOCTH K o0Ha-

PYXEHHIO aTaK «Ha jieTy». Mcronp3oBaHUE 3TOr0 METoAa MO3BOJISET |
NPOBOAUTh «Pa3boOp MOMETOB» YXE 10C/Ae TOro, Kak Obuia 3adukcu-

poBaHa araka, IUIg Toro 4roObt BhipaGoTaTth > dEexTMBHBIE MEPHI
NPeJOTBpAIleH)st aHAIOTUUHBIX aTaK B Oyayiliem.

Cucrema application-based ocHoBaHa Ha TIOHCKe npobjeM B Of-
peneeHHOM TIPUIOXKEHUU.

Kaxnpiit U3 9THX TUIMOB cUCTEM OOHApyXeHUs atak (Ha ypOBHE
CETH, HA YPOBHE XOCTa M HA YPOBHE NMPUIOXKEHUs) UMEET CBOU 10C-
TOMHCTBa M Hemocrarku, I'mbGpuansie IDS, mpeacrapasiouine coboi
KOMOMHAIIMIO PA3IMYHBIX THIIOB CHCTEM, KaK IIPaBWIO, BKJIIOYAIOT B
ce0si BO3MOXHOCTH HECKOJIBKUX KaTEropuid.

14.3.3. KomnoueHrsl n apxurexrypa IDS

Ha ocHOBe aHayM3a CYLIECTBYIOHIMX PEIIeHUH MOXHO NPUBECTH
repeueHb KOMIIOHEHTOB, M3 KOTOPBIX COCTOWUT TUIMIHYHAS CUCTEMa
obHapyxeHud atak [40].

Mouyas caexkenns obecrieyuBaeT C60p JaHHBIX U3 KOHTPOIUpYe-
MOTO MPOCTPaHCTBA (KypHA/la PETHCTPALIMM WIM CETeBOro Tpaduka).
PasHble NpOK3BOAUTENN AAIOT 3TOMY MOAYIO CICIAYIONIME Ha3BaHUs!
cercop (sensor), mMonumop (monitor), 3oud (probe) u 1. I.

B 3aBHCMMOCTH OT apXMTEKTYpPhI ITOCTPOEHHUSI CHCTEMbI OGHapy-
KEHUsl aTak MOAY/Ib CHAeXeHUsI MOXeT Obitb GU3NYECKU OTIENEH OT
IPYTUX KOMIIOHEHTOB, T. €. HAXOAMUTHCS Ha JPYTOM KOMIIBIOTEpPE.

Tloncucrema OOHAPYXEHHS ATAK — OCHOBHON MOMYJIb CHCTEMbI
obGHapyxeHus atak. OHa OCYIIECTBIACT aHANU3 MHGOPMALIHHU, ITOJY-
yaeMoil oT Moaynsi caexenns. [lo pesynbTaraMm 3TOro aHanusa JaH-
Has TOACHCTEMA MOXeT MACHTH(ULMPOBATL aTakH, NMPUHHMATh pe-
LIeHUS OTHOCHTEJIbHO BApMAHTOB DEarupoBaHWUsl, COXPAaHATHL CBEXe-
HUs 00 aTake B XpaHUJMIIE JAHHBIX U T. A.

Ba3a 3nanmii B 3aBUCUMOCTH OT METOJOB, MCHONb3YEMBIX B CHCTE-
Me OOHapyXeHUs aTaK, MOXET ColepXaTh NpodWIn NoJb30BaTeeh U
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BBIYMCAUTEIILHON CUCTEMBI, CUFHATYPBHl aTak WIM MNOJO3PUTEIBLHBIC
CTPOKM, XapaKTepH3YIOILINe HECAHKIHOHUPOBAHHYIO IEATEIBHOCTD.
ba3a 3HaHMH MOXET TMOIIOJHATLCS NMPOMU3BOAUTENEM CUCTEMbI OOHA-
PYXEHHSI aTaK, IMOJIb30BaTeNIEM CACTEMBl WM TPeTheil CTOPOHOM, Ha-
NpUMEP AyTCOPCHUHTOBOW KOMMMAHUEH, OCYIIECTBASIIOICH NOMICPXKY
3TOM CUCTEMBI.

XpaHuiMme JaHHbIX OOECNeUMBAET XpaHCHHE HAHHBIX, COOpaH-
HHIX B TIponecce GYHKIMOHUPOBAHMS CUCTEMBl OOHAPYXEHHS aTax.

I'padpmueckmii unrepeiic. HJaxe oueHb MourHOE U 3 deKTUBHOE
CPEICTBO HE OyIeT MCIONb30BaThCs, €CIIM Yy HETO OTCYTCTBYET IPYXe-
cTtBeHHBIN uHTepdeiic. B 3aBucumoct or OC, 1Moj yripaBjJeHUEM KO-
Topoil (PYHKIIMOHMPYET CHUCTEMa OOHApPYXKEHUs aTak, rpadudecKui
MHTepdeiic 1oMKeH COOTBETCTBOBAaTh CTaHAapTaM Ae-¢axro st Win-
dows 1 Unix.

TloacucreMa peardpoBaHMst OCYLIECTBIISIET pearMpoBaHue Ha o00-
HapYX€HHBIE aTAKU M WHBIE KOHTPOJUPYEMbIC COOBITUSA. BapuaHThl
pearupoBaHus GyayT onucaHbl 60jee MOAPOOHO HIMXKE.

MoacucremMa ynpasjieHHsA KOMIIOHEHTAMH IipeJHAa3HaueHa JUIsl
YTIPABCHUS DPAIMYHBIMU KOMIIOHEHTAMHM CUCTEMBI OOHApYyKEeHUS
atak. Ilog TepMHHOM <«ympaBieHUe» TTOHMUMAETCS BO3MOXHOCTEH H3-
MEHEHMSI TOJIMTHKW O€30MacHOCTH IS Pa3NUYHbIX KOMIIOHEHTOB
CHCTEMBI OOHapyXeHUsl aTak (HalpuMep, MoAyJdeill ClexeHus), a
TaKXe mony4eHre uHbopMauum OT 3THX KOMIIOHEHTOB (HampuMep,
CBEACHMSI O 3aperMCTPUPOBAHHOM arake). YIpaBIeHHE MOXET OCy-
IIECTBJSTHCS. KaK MPH TOMOIIM BHYTPEHHUX MPOTOKOJOB U HHTEP-
(pelicoB, TaK U NpU TIOMOIIM YXe pa3paboTaHHBIX CTAHAAPTOB, Ha-
npumep SNMP.

CucreMbl OOHApY>KeHHUS aTak CTPOSITCS Ha OCHOBE JIBYX apXHTeK-
TYpP: «aBTOHOMHBbII areHT» 1 «areHT—MeHeKep». B nepsom ciayuae Ha
KaXIBIH 3al0MINAaeMblil y3eJ WIM CerMEHT CETHU YCTaHABIMBAIOTCS
areHTHl CHCTEMBI, KOTOPBbIE HE MOTYT OOMEHHBAThCA HHMOpMalueis
Mexy co00it, a TAKXKEe HE MOTYT YIIPABJSTHCS LIEHTPAIM30BAHO C €I~
HO¥M KOHCOIY. DTUX HEAOCTATKOB JIMIIEHA apXUTEKTYpa «ar¢éHT—Me-
Hexkep». B sTOoM cnywae B pacnpedenennol cucmeme o0GHApYdCEHUS
amaxk dIDS (distributed 1DS), cocrosameit 3 muHoxectsa IDS, pacro-
JIOXEHHBIX B pas3JIMYHBIX y4acTKax Oosbluoil ceTH, cepBepnl cOopa
JAHHBIX W IIEHTPAJbHBIA AHATU3UPYIOIIUI CepBEP OCYIIECTBIIIOT
LIEHTPATH30BaHHBII COOpP M aHATU3 PETUCTPUPYEMBIX JaHHBIX. YTIpaB-
neune monysamu dIDS ocyiiectBiasieTcss ¢ LEHTPaIbHOM KOHCOMH
yrpaBieHus [39]. [lnst KpynHBIX OpraHnu3alinii, B KOTOPBIX (HUITHATBI
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pasHeCeHHI 110 pa3HBIM TEPPUTOPUSIM U JaXe ropolaM, UCNOJIb30Ba- |
HHe TAKOH apXUTEKTYPEI UMEEST IPUHLMITHATBLHOE 3HAYCHHE, ‘
O61uas cxema pyHkimonupoBanust dIDS nmpuseneHa Ha puc. 14.5.
Taxast cucTeMa MO3BOJISIET YCHJIMTh 3alHMIIEHHOCTh KOPIOPaTHUB- |
HOM TojceTH Gnaromapst LieHTpaliu3auuu uHpopManuu o6 atake OT
pasmuHbix IDS. PacnpenenexHas cucreMa oOHapyxenus arak dIDS
COCTOMT M3 CAEAYIOLUINX MOACUCTEM: KOHCOMU YIIPABICHHs, aHATA3H-
PYIOLIMX CEPBEPOB, areHTOB CETH, cepBepoB cOopa MHGopMaLuu 06 |
atake. LlenTpagbHblii aHATM3UPYIOIIUA cepBep OOBIYHO COCTOUT M3 |
BJl 1 Web-cepaepa, YTO MO3BOJISIET COXpaHsITh MHOpMaLnio 06 ara-
Kax ¥ MaHMIIYJIMPOBaTh JAHHBIMH C MOMOLIBIO yaooHOoro Web-unrep-
¢deiica. AreHT cetd — OOMH M3 HauOoiee BaXHbIX KOMIIOHEHTOB
dIDS. On npeacrapisieT o0 HEOOABIUYIO NIPOrPpaMMy, LEb KOTO-
poif — coo6maTh 00 arake Ha LEHTPAJbHBIA aHAJIM3HPYIOWIWi Ccep-
Bep. Cepsep cOopa undopmaunmu ob arake — qactb cucreMul dIDS,
JIOrHyecKHd GasuMpyloHIasca Ha LIEHTPATBHOM aHAU3UPYIOHIEM CepBe-
pe. CepBep omnpenensieT MapaMeTphl, 10 KOTOPBIM IPYNIHUPYIOTCS

Wepsap **-.. Ceresoil
DM2— '.geHcop

1. Cucrema host-based
2. Cuctema application-based

]
i
o ,', host-based '+, host-based
M ~ 1 . Hacepaspe . Ha cepsepe |
Cervesoit e . K
ceHcop

Lo mexcetesoro
3KkpaHa i

s Axanusupyrowmi AHanuanpyiowmin
Ce‘resou cepsep 1%,
ceMcop

i

s !g«%g KoHconb

* ynpasnesus

Puc. 14.5. O6utas cxema GyHKLIMOHMPOBaHUA pactpeneneHHoi d1DS
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JIaHHBIE, MTOTYYeHHBIE OT areHTOB CETH. [ pyIIMUPOBKA JAHHBIX MOXET
OCYIIECTBASTHCH TI0 CHEAYIOIIM YlapaMeTpam:
e IP-anpecy arakyioulero;
TIOPTY HOJyqaTens;
e HOMEpY areHTa;
e JiaTe, BPEMCHHU;
& MIPOTOKOINY;
THUITY aTaK¥ U T. 1.

14.3.4. MeTtoabl pearnpoBaHms

ATaka He TOJbKO JO0/XKHA ObiTh 0DHApyXeHa, HO U HeoBXoIUMO
MPaBUJIBHO M CBOCBPEMEHHO CpearupoBaTh Ha Hee. B cyluecTByio-
LUIMX CHCTeMaX TIPUMEHSIETCST LITMPOKHIl CTIEKTP METOMOB pearnpona-
HUSI, KOTOPBIE MOXHO Pa3fielnuTh Ha Tpu Kareropuu [9, 40]:

¢ yBeJIOMJICHME;

e COXpaHeHHe;

» AKTMBHOE pearupoBaHHeE.

IpuMeHenue TOl WM MHOM peakilMM 3aBHCHT OT MHOTUX (pak-
TOPOB.

VYeenomiaenne. CaMbIM TIPOCTBIM M IIIAPOKO PACIPOCTPAHEHHBIM
METOIOM YBEIOMJIC HUSI SIBJISIETCS OTIPaBNCHUE aAMUHUCTpaTOpy 6€30-
IMACHOCTH COo00OuIeHUi 00 aTake Ha KOHCOJb CUCTEMBI OOHApYXKeHHUS
atak. Takass KOHCOJIb MOXET ObITh YCTAHOBIIEHA HE Y KAXIOI0 COTPYI-
HMKa, OTBEYAIOIIEr0 B OpraHm3auuu 3a 6e30MacHOCTb, KPOME TOFO,
9TUX COTPYAHUKOB MOTYT UHTEpPEeCOBaTb He BCe COOBITUS Oe30MacHO-
CTH, ITOITOMY HEOOBXOAUMO MPUMEHEHUE MHbIX MEXaHU3MOB YBEIOM-
JieHHs1. DTAMH MeXaHU3MaMH MOTYT OBITh OTIpaBIeHME COOOIIEHUMI
1O JIEKTPOHHOIM NoYTe, Ha Neilaxep, mo pakcy wiu no reaedoHy.

K kxareropuu «yBeZOMJIEHHE» OTHOCHUTCS TAKXE FOCHUIKA YIIpaB-
JISTIOIIMX TIOCJIEAOBATEILHOCTEH K JAPYIHM CUCTEMaM, HaIlpuMep K
CUCTEMaM CETEBOTrO YNpaBACHUs UNU K M.

Coxpanenue. K xaTeropun «CoxpaHeHuUe» OTHOCSITCS JABa BapHaH-
Ta pearupoBaHMSI:

» peructpaiust cobbiTusi B B/;

» BOCNPOM3BeAEHME aTaKH B PEATbHOM MacIITabe BpeMeHHU.

ITepBbIii BapuaHT UIMPOKO PACIPOCTPaHEH W B IPYIMX CHCTEMax
3aluThl. [Iisi peanu3anyy BTOPOro BapuaHTa ObIBaeT HeEOOXOAMMO
«TIPOTIYCTHTB» ATAKYIOILETO B CETh KOMIITAHWHM M 3a(pHUKCHPOBATh BCE
ero JIeMcTBUS. DTO TIO3BOISET aAMUHUCTPATOPY 6e30MacHOCTH 3aTeM
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BOCTIPOM3BOIUTL B PEAIbHOM MacluTabe BpeMeHM (WM ¢ 3aJaHHOM |
CKOPOCTBIO) BCE JIEMCTBUS, OCYLIECTBICHHbIC aTAKYIOUIMM, aHANU3K-
pOBaTh «yCHELIHbIE» ATAKH ¥ NMPENOTBpAllaTh MX B JAJbHEHLIEM, a |
TAKX€ HCITOJB30BaTh COOpaHHBIE NAaHHBIE B MPOILIECCe pa3bupareib-
CTBA. ‘

AxTuBHOe pearuposanme. K 3Toii KaTeropH# OTHOCSTCS CIIETYIO-
i€ BAPUAHTHI PearupoBaHUs:

o OJIOKMpPOBKaA pabOTHl aTaKyiolIEero;

» 3aBEpIIEHME CECCUM C aTAKYIOIIUM Y3IOM;

 VIPABIEHUEM CETEBLIM OOOPYIOBAHUEM U CPEACTBAMH 3aLIUTHI. |

IDS MOTyT npeanoXuTh TAKME KOHKPETHBIE BApMAHTHI pearnpo- |
BaHHSL. OJIOKHPOBKA YYETHOM 3aITMCU aTtakylolliero NoJjb30BaTesis, aB-
TOMATUYECKOE 3aBEPHIEHUE CECCHM C aTaKyIOLUM Y3/IOM, PeKOHOH-
rypauus MO ¥ Mapupyru3aropos ¥ T. 4. B1a Kareropusi MeXaHu3-
MOB peardMpoBaHus, ¢ OJHOM CTOPOHBI, KOCTATOUHO 3hdEeKTHBHA, & C
Jpyroi CTOPOHEI, TpeOyeT aKKypaTHOTO HCITO/b30BaHHs, TAK KaK He-
[IPAaBUIbHOE MPUMEHEHUE MOXET MPUBECTH K HapyLIeHHIO paboTo-
crrocobnoct Beeit KUC.




lasa 15
3ALWMTA OT BAPYCOB

Komnoeromepuoill eupyc — 310 CBOe0Opa3HOE SIBJACHUE, BO3HMUKILEE
B npoiecce pa3suTusa komneiotepHoi texauku u UT, Cyrs ero co-
CTOMT B TOM, YTO NPOrpaMMBI-BUPYCH 00JIaTalOT CBOMCTBAMHU, TPH-
CYLUMMHU XWBBIM OpTraHW3MaM, — OHU POXIAIOTCsI, PAa3MHOXAIOTCS H
yMHUpaoT. TePMUH «KOMITBIOTEPHBII BUPYC» BIEPBbIC YIIOTPEOW CO-
Tpynauuk YuusepcuteTa HOxHoit Kanudopuuu @pen Kosu B 1984 .
Ha 7-it koHdepeHIIUH TIO Oe3omacHOCTH WHGpOPMaUWH, MPOXOANB-
meit 8 CIHA. DM TepMUHOM ObLT Ha3BaH BPeNOHOCHBLIN (PparMeHT
nporpaMMHoro koga. KoHeuHo, 3To 6bina Bcero auiub meradopa.
(MparMeHT IPOrpaMMHOTO KOOa TOXOX Ha HACTOSILIUII BUPYC HeE
Gosbllie, YeM 4elloBeK Ha po6oTa. OAHAKO PTO OAWH U3 TEX PEAKUX
cay4aeB, KOraa 3HayeHue MeTadopbl CTAHOBIJIOCH CO BPEMEHEM Me-
Hee MeTadopriaecKUM U 0oJiee OYKBATbHBIM.

KoMIbIOTepHbIE BUPYChI CMIOCOOHBI JA€1aTh NMPAKTAYECKH TO XK€,
YTO W HACTOSIME BUPYCHL HEPEXOAUTh C OAHOrO OOBEKTAa HA JIPYToi,
U3MEHSTH CrocoObI aTaku ¥ MyTupoBath. [IporHukHys B UC, koMnb-
IOTEPHBIN BUPYC MOXET OTPaHUYNTHCH O€300MIHBIMU BU3YAIbHBIMU
WIH 3BYKOBBIMH 3(deKTamMu, HO MOXET U BBI3BaTh MOTEPIO WM UC-
KaXeHWe AaHHBIX, YTEYKY JUYHON U KOHbUIeHIMATbHOM nH(opMa-
uun. B xymuem cnyyae UC, nopaxeHHass BUPYCOM, OKAaXETCH IO
[IOMIHBIM KOHTPOJIEM 3IOYMBIILIEHHUKA, CeroJHst KOMObIOTEPaM 10-
BEPAIOT pellleHHe MHOTMX KpuUTH4YecKMxX 3aiay. [lostomy BbIxom M3
crpost UC MOXeT MMETh BECbMa TSKENble MOCHAENCTBUS, BIUIOTH 0
4eJIOBEYECKUX XKEPTB.

15.1. KomnbloTepHbie BUPYCbl M Npo6nembl
aHTMBMPYCHOM 3alyMThi

CyliecTByeT MHOTO OTIpe/ie/IeHU il KOMTbIoTepHOTO BUpyca. Mcro-
pH4eCKM TiepBoe orpeneneHue 6010 1aHo B 1984 r. Openom KosHom:
«KOMIIBIOTEPHBII BUPYC — BTO NPOrpaMMa, KOTOpasi MOXET 3apaxaTh
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JApyrde nporpaMMbi, MOZHMDUUIMPYS MX TTOCPEACTBOM BKIIOUEHHS B

HMX CBO€#, BO3MOXHO U3MEHECHHO KOIMMH, npyyYeM nocCacaHsg Co-

XpaHsieT CHOCOBHOCTb K JajbHEeHIIeMy pa3sMHOXEHUIO>. KmouesbiMy

MOHATHAMH B 3TOM OMIpeleIeHUU ABISIOTCA CnocobHOCMb eupyca k ca-
MODA3BMHONCEHUIO B CHOCOBHOCMY K MOOUQUKAUUU BbIMUCAUMENbHO20
npoyecca. YKa3aHHbBIE CBOMCTBA KOMITBIOTEPHOIO BUPYCa aHATIOTUYHbI
Napa3suTHPOBAHUIO GHOJOTMYECKOro BUpyca B xuBoi npupose. C tex
NMop ocTpoTra npobieMbl BUPYCOB MHOTOKPATHO BO3pOCia — K KOH-
uy XX B. B Mupe HacuuthiBajiock Gonee 14 300 monuduxaiiuit BH-
PYCOB.

B nacrosilee BpeMs MoJ KOMIBIOTEPHBIM BUPYCOM NPHHATO I10-
HUMaTh IPOrPAMMHBIV KOX, 00J1afa0LKiA CISAYIOLIUMHU CBONCTBAMM:

e CIIOCOGHOCTBIO K CO3JAHMIO COOCTBEHHBIX KONMi, He obs3a-
TEJIHHO COBAAJAOIIMX C OPHIMHAIOM, HO 061afaouiX CBOU-
CTBaMH OpHUTHHAAA (CAMOBOCTIPOM3BEICHHE);

e HAIMUMEM MeXaHu3Ma, o0ecreuuBaoWiero BHEAPEHME CO3Ja-
BAEMBIX KOIMMI B MCIIONHsSeMbie OOBEKTHl BBHIYMCIATENHHON
CHUCTEMBI.

CrenyeT OTMETUTD, YTO 3TH CBOMCTBA SIBJISIIOTCA HEOOXOIUMbBIMH,

HO He JNOCTATOYHBIMH. YKa3aHHble CBOMCTBA CAENYET NOMOJHHUTH
CBOMCTBAMHU HECTPYKTMBHOCTH M CKPBHITHOCTH ACHCTBUIA JaHHOI Bpe-
JIOHOCHOM NpOorpaMMbl B BBIYUCITUTENBHOU Cpelie.

15.1.1. Knaccngpukayms KOMNbIOTEPHBIX BUPYCOB

Ha cerogusiiHuii JeHb M3BECTHBHI HECATKU THICAY DAa3AYHBIX
KOMILIOTEPHBIX BHpYcoB. HecMoTps Ha Takoe w300WiIMe, YHCIO TH-
TOB BHPYCOB, OTIMYAIOINUXCS APYr OT Apyra MeXaHH3MOM pacihpo-
CTpaHEHUS M IPUHLUTIOM ACHCTBHS, HOCTAaTOYHO orpaHmyeHo. Cy-
HIECTBYIOT K KOMOMHHUPOBAHHbBIE BHPYCHI, KOTOpblE MOXHO OTHECTH
OIHOBPEMEHHO K HECKOJbKHM THUNAaM. BUPYCBl MOXHO pa3neiuTh Ha
xiaccel {38, 85]:

e 110 Cpelie OOHTAHMS;

« onepauuonHoi cucreme (0C);

s OCODEHHOCTSM AITOPUTMA PabOTHI;

o JECTPYKTHBHBIM BO3MOXHOCTSIM.

OcHoBHON W Hanbojiee pPACnpOCTPaHEHHON Kiaccupukaumei
KOMIIBIOTEPHEIX BHPYCOB sIBsIETCS Kaaccudukaluust ne cpede obuma-
Hus, WIK no munam o0seKmos KOMIIBIOTEPHON CUCTEMBI, B KOTOpbIE

fs
q
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BHEIpsOTCS BHUpychl (puc. 15.1). Tlo cpene oGuTaHus KOMITBIOTED-
HbI€ BUPYChI MOXHO Pas3ieauTh:

e Ha ¢haityIoBLIE;

® 3arpy30YHbIE;

e MaKpOBMPYCHI;

e CETCBbBIC.
Cpega obutaHus
KOMMbIOTEPHbBIX
BUpycoB
daitnoeste 3arpyaoMHble Makpo Cetesble
WcnonHsembie 3arpy3ouHbIi
daine: (boot) cexTop DokyMeHTbi Certesble
(:exe, .com, .bat ) AMCKR Word (.doc) NPOTOKONbI
dainbl- cngfgnzzro [oKyMeHTSl CeteBble
NBOMHUKU sarpya+mKa Exel (.xIs) KomMaHabl
Ceaav Mexay Ykaaarenb [LOKyMEHTBI 3
carinamn Ha aKTUBHBIV 'gfﬁ oo NEKTPOHHES
(PMHK-BMPYCHY) boot-cextop noura

Puc. 15.1. Knaccuduxauus KoOMIbIOTEPHBIX BUPYCOB 110 cpene o0uTaHus

Daiirosvie supycsl 1MO0 BHEAPSAIOTCST B BbHIOJHSEMbie (haibl
(HauboIee pacrpoCTpaHeHHBIA THIT BUPYCOB) pa3jIMUHBIMM CIIOCOOA-
MH, JIM00 c037a10T (halnbl-ABOHHUKY (KOMIIAHBOH-BHPYCEHI), TMO0
MCTIONb3YIOT OCOOCHHOCTH opraHuzauuu Qaiaosoit cuctembr (link-
BHPYCHI).

3aepy3ouHsie gupycyl 3AITUCHIBAIOT cebst TMOO B 3arpy304HBIi CeK-
TOp ANcKa (boot-CeKrop), OO B CEKTOpP, COAEPXAIIWi CHCTEMHBIH
3arpy34yuk BuH4YecTepa (Master Boot Record). 3arpyzouHsie BHPYCH!
3aMeLaloT KOA TPOTpaMMBbl, TIONMyYaloieii ynpasieHue Ipy 3arpysKke
cucreMbl. B pe3ynbrare IpH Nepesarpy3ke yNpapjicHHE MEpPERacTCs
BUApyCy. [lpu 3TOM OpHUTMHANBHBINH bOOt-CEKTOP OOBLIYHO TEPEHOCUT-
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cA B Kakoii-1u6o apyroil cexTop aucka. Horza 3arpy3ouHsle BUpY- |
ChI Ha3bIBAIOT HYmMoGsiMU GUDYCAMU.

Maxpoeupycet 3apaxaloT MakpoIporpaMMmbl ¥ Gaiisl TOKyMeH-
TOB COBPEMEHHBIX CHCTEM OOpabOTKM MHGpOpMAlU, B YACTHOCTH |
(alinbl-IOKYMEHTE! M 3/IEKTPOHHbIE TAGNHLIBI MOMYASPHLIX PelaKTO- |
pos Microsoft Word, Microsoft Excel u ap. [lna pasmMHoxeHus1 Max-
POBHUPYCHI HCIIO/B3YIOT BO3MOXHOCTH MAakKpOsi3biKOB U NPH KX MOMO-
1M MEPEHOCHT cebs M3 OAHOIO 3apaxeHHoro ¢aiina B apyrue. Bupy-
Cbl 3TOTO TUIA MOJYYAIOT YNPABACHUE MPH OTKPHITHH 3apaXeHHOI'0
daiina ¥ MHOUUUPYIOT ailibl, K KOTOPHIM BIOCAEACTBMY UAET 00-
pauieHHe U3 COOTBETCTBYIONIETO ODUCHOIO MPWIOXEHNS.

Cemegbte gupycst UCIIONBL3YIOT AJIA CBOETO PACAPOCTPAHEHUS NPO-
TOKOJIBI WM KOMaH/IbI KOMITBIOTEPHBIX CETEit MU 3EKTPOHHOM IOYTHI.
HHorna ceresbie BUPYCHI HA3bIBAIOT MPOrpaMMaMH THUIA <«UEPBb».
CeteBble uepsu Iogpasaesiiorcss Ha Internet-yepBu (pactipocTpaHsi-
forcst mo Internet), LAN-uepBu (pacnpocTpaHsiOTCs 110 JIOKAJIbHOMR
cetn), IRC-yepsn Internet Relay Chat (pacnpoctpaHsiorcs depes
yarbl). CylLIECTBYIOT TAKXXE CMEILIaHHBIE THTIBI, KOTOPBIE COBMEIAIOT
B ce0e cpa3y HECKOJIbKO TEXHOJOIHIA.

CylIeCTBYIOT MHOTO KOMOMHHMPOBAHHBIX THUHOB KOMIIbIOTEPHBIX
BUPYCOB, Harip¥Mep, W3BECTeH CEeTEBOil Makpo-BUPYC, KOTOpbiit 3a-
paxaeT pelakTHpyeMble JOKYMEHThI, a TAKXKE PaccbUIaeT CBOU KOMTUU
IO 2JIEKTPOHHOH rnoute. B KadecTse Qpyroro mpuMepa BUPYCOB KOM-
OMHMPOBAHHOIO THUIIA MOXHO YKa3aTh (PailioBO-3arpy304HBIE BHUPY-
Chbi, 3apaxalnue Kak (aiibl, TaK W 3arpy304YHble CEKTOPHI AMCKOB,
Takue BHPYCH UMEIOT YCIOXKHEHHBIH AJITOPUTM pabOThi U MPHMEHS -
10T CBOEOOpPa3Hbie METOABI MPOHUKHOBEHHUS B CHCTEMY.

JpyruM npusHakoM JA€JCHHS KOMITBIOTEPHBIX BUPYCOB Ha Kjac-
Chl SABJISICTCSL ONEepayuorHan cucmema, o6bEKThI KOTOPOH NOABEPTAIOT-
csa 3apaxeHuro. Kaxnpii hainoBblil MM ceTeBOH BHUPYC 3apaxaer
daiutel Kakoii-mubo onHoi wmu Heckoibkux OC — DOS, Win-
dows 95/98, Windows NT/2000 u T. 1. Makpo-BHpYCBHl 32paxaioT
daiinbr popmaros Word, Excel, Microsoft Office. Ha onpeneneHuble
dbopmMaTtel pacnoIOKEHUST CUCTEMHBIX JAHHBIX B 3arPY304HBIX CEKTO-
pax IUCKOB TAKXE OPMEHTUPOBAHBI 3arpy30MHbIE BUPYCHI.

EcrecTBeHHO, 3TH CXeMBI KJIacCU(PUKALMU HE SBISIOTCS €AMHCT-
BEHHO BO3MOXHBIMM, CYHIECTBYIOT MHOIO PasIMUHEBIX CXEM THIIM3a-
1M BHPYCOB. OQHAKO OTpaHHYMMCS MOKa Kiaccuukanueir KoMnb-
IOTEPHBIX BUPYCOB MO cpele OOWTaHHS, TOCKOJIbKY OHa SBISETCH
6a30BOi, U mepeiiieM K pPacCMOTPEHHMIO ODHIMX NMPUHUMNOB (PYHK-
LIMOHUPOBAHKMS BHPYCOB. AHAJIM3 OCHOBHBIX 3TaIlOB <«KU3HECHHOIO
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HHKJIa» 3THX BPCAOHOCHBIX MPOrpaMM: IMO3BOJISIET BbIACJIUTL UX pas3-
JINYHBIC TIDU3HAKHU U OCO6€HHOCTI/I, KOTOpBIC MOTYT OBITH MOJOXECHBI
B OCHOBY AOIOJIHUTECJIbHBIX KJlaCCH(I)HKaHHﬁ.

15.1.2. XXn3HeHHbI)i UMK BMPYCOB

Kax u y mo6oii nmporpaMmbi, Y KOMIIbIOTEPHBIX BUPYCOB MOXHO
BBUICIIUTD JBE OCHOBHBIE CTAIUM XU3HEHHOTO IIMKJa — XpaHeHHue H
HCIIOIHEHHE.

Cragust XpaHeHuHsi COOTBETCTBYET TEPUOILY, KOrAa BUPYC IHPOCTO
XPaHUTCSl HA JUCKE COBMECTHO C OOBEKTOM, B KOTOPEBIM OH BHENPEH.
Ha atoii ctannm Bupyc siBisieTcs Hawbonee ysI3BUMBIM CO CTOPOHEI
antuBupycHoro 1O, Tak Kak OH HE aKTHBEH 1 HE MOXET KOHTPOJIH-
poBaTb paboty OC ¢ 1ebI0 CAMO3aUIUThI.

HexoToprie BUpYCHI Ha 3TOM CTAAMKM MCITONBL3YIOT MEXaHH3MBbI 3a-
LIUTBL CBOErO Koja OT o0HapyxkeHus1. Haubosnee pacnpocTpaHEHHBIM
CrocoOOM 3alMTHI sSIBIsgeTCs WudpoBaHue GONMbLIEH YacTH Tejla BU-
pyca. Ero ucronp3oBaHne COBMECTHO ¢ MEXaHM3MaMM MyTallMH Koja
(06 3TOM HIET peyb HUXE) AeTaeT HEBO3MOXHBIM BhlIEAEHHE CUTHa-
TYP — YCTOHYMBBIX XapaKTepUCTHUIEeCKHX (hparMeHTOB KOJa BUPYCOB.

Cragusi MCIOJHEHHS KOMITBIOTEPHBIX BHPYCOB, KakK HPaBUJIO,
BKJIIOYAET IISITh 3TAMOB:

1) 3arpyska Bupyca B [aMsTh,

2) TIOUCK KEepPTBHI;

3) 3apaxeHue HaieHHON XePTBHI;

4) BHITOTHEHNE IeCTPYKTUBHBIX (DYHKIIHIA;

5) nepefava ympaBieHUsl IPOrpaMMe-HOCHTENIO BUPYyCa.

PaccmoTpum 3T 3Tamsl noapobuee [38, 70].

1. 3arpy3ka supyca. 3arpy3ka BUpYCa B MaMsITh OCYILIECTBIISETCH
OC oaHOBpEMEHHO ¢ 3arpy3Kod MCTOTHIEMOTO O0BEKTa, B KOTOPbIA
BUApYyC BHeapeH. Hanpumep, ecid 1oab30BaTeNb 3aMyCTHI HA UCITON-
HEHME NpPOrpaMMHBIN (aiil, CoOepXalluii BUPYC, TO, OUEBHUAHO, BU-
DPYCHBIA KON OyAeT 3arpyXeH B MaMsITh Kak 4YacThk 31oro <haiina.
B nmpocreifiieM cityyae MpoLecc 3arpy3ku BUPYCa INPEICTABASET CO-
00l HE 4YTO MHOE, KaK KONMMPOBAHUE C AMCKA B OIEPATHBHYIO Tia-
MSTh, COIPOBOXIACMOE HMHOIAA HACTPOWKOM ampecoB, IOCTE Yero
NPOUCXOAUT Nepenada YIpaBIeHUs KOy Tejla BUpyca. DTH JeHCTBUA
BpIoNHAIOTCSE OC, a caM BHPYC HAXOIMTCS B ITACCMBHOM COCTOS-
HUH. B 6osee CAOXHBIX CUTYAllMSIX BUPYC MOXET TIOCHE TTONYYEHHUS
YIIPaBJIEHUS BBIMIOMHATD AOTIOTHUTENbHBIC AEHCTBUSI, KOTOPBIE HEOD-
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XOIMMEI U1 ero GyHKIIMOHUPpOBaHMs. B CBA3K ¢ 3TUM paccMaTpuBa-
IOTCS [IBA acHeKTa. ,

Ilepsbiit acnekT CBSi3aH C MAKCHMAJIbHbIM YCJIOXHEHHEM T1pOLie-
Iypbl OOHAPYXeHHsI BUPYcOB. s obecrieueHUs 3alATH Ha CTaaUH
XpaHEHHs HEKOTOPhIE BMPYCHI HCIOJB3YIOT JOCTATOYHO CJIOXHbBIE
anroput™Mbl. K TakuM YCIIOXKHEHUSIM MOXHO OTHECTH imndpopanue
OCHOBHOTO Tejla BUpyca. OQHaKo MCHONB30BaHHME TONABKO IHUdpoBa-
HUSA SB/ISIETCH TIOJYMEPOi, TaK KAaK B OTKPHITOM BMAE JOJDKHA Xpa-
HMTBCS T4 YacTh BHMpYca, KOTopas obecrieyuBaeT paciuvdposaHue
BUpyCa Ha cTaguu 3arpy3ku. [ m3bexanus nomoOHOW cUTyauuu
pa3paboTYMKH BHPYCOB HCHOJB3YIOT MEXaHM3MbI «MyTauui» Kkoja
pacumpposiuMka. CyTh 3TOr0 MeTo/a COCTOUT B TOM, YTO IIPH BHeE-
ApeHUU B OOBEKT KOMMUH BUPYCa YacTh €€ Kola, OTHOCHIIAACHd X
pacUIn(POBIIUKY, MOAMGMULIUDYETCA TaK, 4TOGH BO3HMKIM TEKCTY-
albHBIE PAMIMUYMS C OPUTMHAJIOM, HO pe3yjibTaTbhl paboThl OCTANUCH
Heu3MeHHBIMU. OOBIYHO NIPUMEHSIOT CAeAYIOUIMe npHeMbl MoIudu-
Kaluy Koja:

» U3MEHEHHE TIOPSJIKA HE3ABUCHMbIX MHCTPYKIIMIA;

s 3aMEHY HEKOTODBHIX HMHCTPYKUMN HAa BKBUBAIEHTHBIE 110 pe-

3yabTaty paborsl;

o 3aMEHY MCIIONb3YEMBIX B HHCTPYKIMAX PETUCTPOB Ha APYIHE,;

¢ BBENCHME CIYYAUHBIM 00pa3oM 3alIYMISIIOILNAX MHCTPYKIMIA.

Bupych!, ucnonb3yioiye 1nMojao6Hble MEXaHHM3MBI MyTallMM Koja,
TIOJIYYWIN Ha3BaHUE noaumopdueix eupycos. IIpm cOBMECTHOM MC-
MOJIL30BAHUM MEXaHU3MOB WW(PPOBAHMS M MyTaluu BHeApsiemMast
KOTIMSl BUPYCa OKAXETCS OTIMYHON OT OpUIMHANA, TAK KaK OfHa ee
4yacTh OyAeT W3MEHEHa, a [pyras OKaxercs 3aluMdpoBaHHON Ha
KJIIOUE, CreHEPHPOBAHHOM CIHELMATBHO AT 3TOW KOMMM BHPYCA.
A 3T0 CYIIECTBEHHO OCJIOXHSACT BbIsIBJIEHHE BUpYCa B BHIYMCIMUTEIIb-
HOH cHUCTEME.

Tloaumopghuvie eupycot (polymorphic) — 310 TpyAHO OOHAPYXHU-
BaeMbi¢ BUDYCbl, HE MMEIOILUE CHUTHATYD, T. €. HE COAepXaulue HU
OJHOTO TIOCTOSIHHOTO y4acTKa Kona. B GonbuiuHeTBE Clyyaes ABa 06-
pasma OMHOro M TOTO Xe NOJMMOphHOro BUpyca He OyayT HMETh HH
ogHoro coBnaneHust. [loaumMopdusM BCTpeyaeTcs B BUPycax BCex TH-
moB — ¢haioBbIX, 3arpy304HBIX H MaAKPOBHPYCaX.

JlonosHuTeNnbHble AeHCTBUSI, KOTOpPbie BbIMOJHSIOT MOMIMMOPd-
Hble BHPYCHI Ha 3Tane 3arpy3Ku, COCTOST B pacili(pOBBIBAHMH OC-
HOBHOTI'O TeJia BUpYCa.

Mpu uCnoAp30BaHUK CTEJIC~AITOPHTMOB BUPYCHl MOTFYT MOJHO-
CTBLIO WIM YaCTHYHO CKPHITH cebst B cucteme, Hambonee pacnpocTpa-
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HCHHBIA CTEJIC-ATOPHUTM OCYIHECTBISET MePEeXBaT CUCTEMHBIX 3aIpo-
COB ¢ uenblo Koutpons zAeiictBuit OC. Bupychbl, MCIONB3YIOIUE
CTEJIC-AJITOPUTMBI, Ha3bIBAIOTCS CTeJIC-BUPYCAMH.

Cmeac-supycot (Stealth) criocoGHBI CKPHIBATHL CBOE TIPUCYTCTBHE B
cucteMe n n3beratb OOHAPYXEHMSI AHTUBUPYCHBIMH IPOTPAMMaMU.
DTH BUpPYCHl MOryT mepexsaTbiBaTh 3anpockl OC Ha 4reHWe/3amUCh
3apaxeHHBIX (GaiyioB, MPU 3TOM OHH JTMOO BPEeMEHHO JIeyaT BTH
thaitnbl, IGO0 «IOACTABISIIOT» BMECTO Ce0sl He3apaKeHHBIE YYACTKH
nrdopManny, SMYIUPYS «IUCTOTY» 3aPAKCHHBIX Paiinos.

B ciiyyae MakpoBMpYCOB Hambojiee MOMYJIIPHLIM CIIOCOOOM SIB-
JISIETCS 3arpeT BBI3OBOB MEHIO NPOCMOTPa MakpocoB. OQHUM M3 1ep-
BbIX (haiIOBBIX CTEJIC-BUPYCOB ObUT BUpYC «Frodo», mepBBIM 3arpy-
304YHBIM CTeJIC-BUPYCOM OB BHpYC «Brains,

Hepenko B BUpycax MCHOJIB3YIOTCS pasjiIMuHblEe HECTAHIAPTHbIE
MpHEMEI C LIEJBIO TIyGxke copsaratees B sape OC, ymbo 3amuTuTh OT
OOHapyxeHUs CBOIO PE3UIEHTHYIO KOIMUIO, NubO 3aTpyAHUTH Jieue-
HHE OT BUpYyca U T. II.

Bropoii acneKT cBsI3aH C TaK Ha3bIBAEMBIMH pe3UOCHMHbIMY 8UDY-
camu. ITocKOABKY BUPYC U OOBEKT, B KOTOPbI OH BHEAPEH, YBAAIOT-
cs 1 OC eAVHBIM LEIbIM, TO TIOCKE 3arpy3KH OHM PacIojlaraloTcs,
€CTECTBEHHO, B €IMHOM aJpecHOM TIpocTpaHcTse. [locme 3asepiue-
HUs paboThl 0O0BEKTA OH BBITPYXKAETCS U3 ONEPATHBHON MaMSATH, NPH
3TOM OIHOBPEMEHHO BBITPYXKAETCS U BUPYC, HEepeXoisl B NAacCCHBHYIO
cTannio xpaHeHusl. OqHaKO HEKOTODPBIE THITHI BUPYCOB CIIOCOOHEI CO-
XpAHSTLCS B MAMSITH M OCTABaTbCHl AKTHBHBIMHM TIOC/IEC OKOHYAHMS
paboThl BHPYCOHOCHUTENSA. DTH BHPYCHL IIONYYWIN Ha3BaHHE Pe3M-
JIEHTHBIX,

Pe3udenmnuvie gupycer Ipy NHGUUUPOBAHWKA KOMITBIOTEPA OCTaB-
JSI0T B ONMEPATUBHONW NAMATH CBOIO PE3MIEHTHYK) YacTh, KOTOpas
3areM nepexBatoiBaeT obpateHuss OC K 06beKTaM 3apaxXeHUs U BHE-
JapsieTcs B HUX. Pe3naeHTHble BHPYCH HaXOISITCSI B NaMSITH M SIBJISI-
I0TCSI AKTUBHBIMH BIUIOTh O BBIKIIOYEHMSI KOMIIBIOTEPA MM 1epe3a-
rpy3ku OC.

Pe3uneHTHBIMYM MOXKHO CYMTATE MAKpOBHMPYCHI, TaK KakK sl
GOJMIBPINTMHCTBA M3 HHUX BBITIOTHSIOTCA OCHOBHBIE TPeGOBaHMSI — IO-
CTOSTHHOE TIPUCYTCTBHE B NMAMSITH KOMIThIOTEDPA Ha BCE BpeMs paboThHI
3apaXeHHOr0 PEAAKTOpa W TepexBaT (yHKLMI, UCIONIB3YeMBIX TIPH
paGore ¢ nokymenramu. Ilpu s1oM ponp OC Geper Ha ceba penmak-
TOp, a TIOHATHE «NEePe3arpy3Ka onepaluoOHHON CUCTEMBI» TPAKTYETCS
KakK BbIXOI M3 peaaKTopa.
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Hepe3uaeHTHble BAPYChl HE 3apaxaroT MNaMsITb KOMIIBIOTEPA H |
COXpAaHSAIOT aKTHBHOCTh OrpaHHYeHHOe Bpemsi. HeKoTopble BHPYCHI
OCTABJISIOT B OMNEPATHBHOM HMaMATH HeOGOJbIINE PE3UACHTHbIE NPO- |
IPaMMBI, KOTOpPBIE HE PACIIPOCTPAHSIOT BUPYC. Takue BUPYCHI CHMUTA- |
I0TCS HEPE3WAEHTHBIMU, ]

CrenyeT OTMETUTD, YTO JI€JAEHUE BUPYCOB HA PE3UICHTHBIE U He-
PE3MIEHTHBIE CTIPaBE/IMBO B OCHOBHOM VIS (PaiiyIoBbIX BUPYCOB. 3a-
TPY304YHbIE BUPYCHI, KAK M MAKPOBUPYCBI, OTHOCSTCS K PE3UIACHTHBIM |
BHpYCaM. 1

2. Houck xeprsbl. [1o crniocoBy MOMcKa XepTBbl BUPYCHI MOXHO |
pa3genuTh IBa JBa Kjacca.

K nepBoMy Kjaaccy OTHOCATCA BHUPYCHI, OCYLIECTBJISIIOLINE «aK-
TUBHBII» NOKUCK ¢ ucnonb3oBaHueM Gynkumit OC. IIpumepom sBns-
10TCg (ailIoBbie BUPYCHI, HCIOAB3YIOLIME MEXaHU3M TIOMCKa UCIION-
HieMbIX aiiioB B TeKylieM KaTaiore.

Bropoit Knace cOCTapsiiOT BUPYCHI, PEATU3YIOLIME <IIACCUBHBII»
MEXaHW3M TNOHWCKA, T. €. BUPYCHI, PACCTABJISIIOLINE «IOBYILUKW» NS
niporpaMMHBIX (aitnos. Kak npaswio, ¢ailiosbie BUPYCH YCTpauBa-
10T TaKye JIOBYILKM NyTeM nepexsata ¢pyHkunu Exec OC, a MakpoBu-
PYCH — C IIOMOILBIO NEpexBaTa KOMaHA TUNa Save as U3 MeHio File,

3. 3apaxenne xeprsbl. B npocrelilieM ciyyae 3apaXeHWe npem-
crasiasieT coboit CaMOKONMPOBaHHE KOJa BUpYCa B BHIOpAHHLIN B Ka-
yecrBe Xeprhol 00bekT. Knaccudwkalms BUPYCOB Ha 3TOM 3ITane
CBA3aHa C aHaJM30M OCOOEHHOCTEH 3TOro KOMUPOBAHUS M CIOCOGOB
MOAN(PHKANHNY 3apaKaeMBbIX OOBEKTOB.

Ocobennocmu 3apancenun gaiinoesimu supycamu. Ilo cnocody nu-
duuMpoBaHuUs XEPTBbl BUPYCHl MOXHO pa3e/iuTh Ha [Ba KJacca.

K nepsoMy Kiaaccy OTHOCATCH BHDYCHl, KOTOpble HE BHEIPSIOT
CBO# KO HEMOCPEJCTBEHHO B TIPOTPAMMHLIA Gaiin, a U3MEHIIOT UMH
¢haiia ¥ CO3Mal0T HOBBIM, COACPXKALIUN TENIO BUPYCA.

BTopoii K1acc COCTAB/ISIOT BUPYChI, BHEAPSIOLIMECS HEMOCPEACT-
BEHHO B (haiipl-kepTBbl. OHM XAPAKTCPUIYIOTCS MECTOM BHEIPEHMSL.
BO3MOXHEI CJIeAyIOLIHUE BADUAHTHL.

Buedpenue ¢ navano ¢pating. Drot cmocob ssisieTrcsi Haubosee
yno6HeiM s COM-daitnos MS-DOS, tak kak maHHb# HopMar He
TpeayCMaTpUBAeT HallyKe CayxKeOHbIX 3aronoBkos. [lpu BHedpenun
3TUM CTIOCOG0OM BHPYCH MOIYT JMOO NMPOU3BOIHTD KOHKATEHALUIO
COGCTBEHHOrO KOlIa M KOAa MpOorpaMMBbl-XepTBbI, JTHOO Meperuchl-
BaTh Ha4YaJbHBIH (PparMeHT (aiia B KOHEL, 0CBODOXAAst MECTO IS
cels1.
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Bredpenue ¢ xoney paiina. 310 — Haubosee pacHpoCTpaHEHHbIH
Tin BHenpeHus. Ilepenaua ynpaBieHHS KOLy BHUPYCOB obecneuusa-
eTcst MoguduKaumei mepebix KoMana nporpammel (COM) uinu 3aro-
noBka ¢aiina (EXE).

Buredpernue 6 cepeduny paiina. Kak mpaBuiio, 3TOT CIIoco6 Mc-
MOJIL3YeTCH BUPYCaMM MPUMEHUTENbHO K (paiiaM ¢ 3apaHee H3BECT-
HOM CTPYKTYpOIi (Hanpumep, K daitny COMMAND.COM) wm xe K
(aitnam, conepxalluM MOCIENOBATENLHOCTb GANTOB ¢ OIMHAKOBLIMU
3HaYeHUAMH, [UIMHA KOTOPOH JOCTaTOYHA JUIS pasMellieHUus BUpYCa.
Bo BTOPOM ciy4yae BUPYChbl apXUBUDPYIOT HAMIEHHYIO MOC/IEN0BATE b~
HOCTb U 3aMEHIAIOT COOCTBEHHBIM KOAOM. ITOMMMO 3TOTO BHPYCH!
MOTYT BHEIPSThCS B cepeluHy. aiina, ocBoboxnas cebe MecTo my-
TeM IIepeHoca ¢pparMeHTOB KOJa MporpaMMbl B KOHell (daiina uiau xe
«pasasurast» dait.

Ocobennocmu 3apaxcenus 3azpy304HbiMu eupycamu OINpPenesisioTcs
OCOOECHHOCTSIMU OOBEKTOB, B KOTOPble OHM BHEIPSIOTCS, — 3arpy-
30YHBIMHU CEKTOpAMHM TMOKMX M XECTKWX AHWCKOB W IJIaBHOM 3arpy-
304HO# 3anuchio (MBR) xectkux auckos. OcHOBHOI NpoOJeMoii
SIBJISIETCSI OTPAHUYCHHBIA pasMep 3TUX O0BEKTOB. B CBSI3M ¢ 3TUM
BUpPyCaM HEOOXOAMMO COXpPaHMTb Ha AMCKE Ty CBOIO YacTb, KOTOpas
HE YMECTWJIACh HA MECTE XEDPTBbI, a TAKXKE MEePEeHECTH OPUIrHHAJb-
HBIA KOX MHQUUUMPOBAHHOTO 3arpy3uuka. CyLIECTBYIOT pa3IM4HbIE
crocoObl perreHust 3Toil 3amaun. Huxe npuBoawtcs Knaccugpuka-
g, npeatoxernnas E. Kacnepckum [38, 85].

Hcnonw3yromes nceadocGoiinbie cexmopst. BUpyc nepeHOCUT Heo6-
XONMMBIA KOI B CBOOOJHBIE CEKTOPBHI JUCKAa M IIOMEYAET MX KakK
cOoifHbIE, 3a1IMIIasl TEM CaMbIM ce0st M 3arpy34MK OT Mepe3aluCH.

Hcnoavzyromea pedxo npumeHsembvle cexmopbl 6 KOHUe pasdeaa.
Bupyc mepeHOCHT HEOOXOAMMBIA KOIX B 3T CBOGOJHBIE CEKTOPHI B
koHUe aucka. C touku 3peHust OC 3TH CeKTOPBI BLINISAAT KaK CBO-
OOAHbBIE.

Hcnonv3yromes 3apesepsupoeannsie obaacmu paszdenos. Bupyc re-
PEHOCHUT HEOOXOAUMbIM KOA B OOJACTH OUCKA, 3ape3epBUPOBAHHEBIE
noa Hyxast OC, a IoToMy HEHCIONb3yeMble.

Kopomxue aupycuvt mocym ymecmumsca 6 00uH cexmop 3azpy34uKa v
MOJHOCTBIO B3ATh Ha cebs Gy MBR wim 3arpy3ounoro cekropa.

Ocobennocmu 3apawcenus maxpoeupycamu. Ilpouecc sapaxenust
CBOAMTCS K COXPAHEHHIO BUDYCHOTO MakpOKoJa B BhIODAHHOM HOKY-
MEeHTe-XepTBe. J1JIsT HEeKOTOPLIX CUCTEM 06pabOoTKH HHPOPMALHU 3TO
caenaTh He npocTo, Tak Kak dopmar (aiiioB TOKYMEHTOB MOXET HE
npeaycMaTpUBaTh BO3MOXHOCTb COXpaHeHHUsi Makporiporpamm. B xa-
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yecTBe npuMepa npuseneM Microsoft Word 6.0. CoxpaHenue Makpo-
KOIAa JUIS STOM CHCTEMBI BO3MOXHO TOJBKO B (pailiax L1aGlIOHOB ]
(nMetommx o ymonyanuio pacimupernue .DOT). Tlosromy mist cBo-'
€r0 COXPaHEeHMS BUPYC JIO/DKEH KOHTPOJIMPOBAaTh 0OpPabOTKY KOMaH- |
Isl Save as n3 meHio File, KoTOpasi Bbi3blBaeTCA BCSAKMIl pa3, KOTrma.
IIPOUCXOAUT TIEPBOE COXPAaHEHHE AOKYMEHTAa Ha IHMCK. DTOT KOH=
TPOJAb HeobXoauM, 4TOOBI B MOMEHT COXPAHEHWS W3MEHMTH THUI
(daiina-gokyMeHTa (MMeEIOIEro Mo ymonuaHulo pacumpenue .DOC)
Ha tdn ¢aitna-wadnoHa. B 9ToM cayvyae Ha JUCKE OKaXyTcs M MaKv
POKOJ BHpYCa, H COIEPKUMOE JOKYMEHTA.

IToMrMO TPOCTOrO KOMMPOBaHMA KOAa BUpYca B 3apa>xaeMb1ﬁ
00BEKT HA 3TOM 3Talle MOIYT MCIONL30BaTLCS 00Jiee CIIOXHBIC anro-
PUTMBI, O0ECIeYMBAIOILIAE 3alUUTy BHpYCa Ha CTaiuM XpaHCHMS.
K 4ncny Takux BUPYCOB OTHOCSITCSI OTIMCAHHbIE BHILIE HOTUMOpP(HBIE
BHPYCHL.

4. Boinoanenue AeCTPYKTUBHBIX (yHKumil. Bupycel MOTyT BBHINOJI-
HATb TOMHUMO CaMOKOIMPOBAHMS JECTPYKTUBHBIC DYHKILKU.

ITo mecTpYKTHMBHBIM BO3MOXHOCTSIM BHUPYCBI MOXHO Pa3leNuTh
Ha 6e3BpenHble, HEOTIaCHbIe, OMACHBIE U OYeHb onacHbie [85].

Besspednvie upyco:s — 310 BUPYCHI, B KOTODBIX PEAIH30BaH TOMb-
KO MEXaHu3M camopacrtipocrpaHeHuss. OHU He HAHOCAT BPeJ CHUCTe-
M€, 33 UCKIIOYEHUEM pacxofia CBOOOXHOW MaMsITH Ha AUCKE B pe-
3YJIBTATE CBOETO PaCIPOCTPAHEHMS.

Heonachuie 6upycoi — 310 BUPYCHI, TIPUCYTCTBHE KOTOPBIX B CHC-
TEME CBS3aHO C pasnuyHbIMK 3ddekTaMu (3ByKOBbHIMHU, BHIEO) H
yMEHBIIEHUMEM CBOOOJHOHN MaMsATH Ha JMCKE, HO KOTOpBIE HE HAHO-
CAT Bpel NporpaMMaM U JaHHBIM.

Onachete eupycst — 3TO BHUPYChl, KOTOpPBIE MOIYT IIPUBECTH K
cepbe3HbiM cGosiM B pabore Kommbiotepa. [locneactsuem cGost Mo-
KET CTaTh PaspylleHNe NPOrpaMM U JaHHbIX.

Ouens onacrbie 8Upycsi — 310 BUPYCHI, B aITOPUTM paboThl KOTO-
pbiX 3aBEJOMO 3QJI0XKEHB! NPOLEAYDPbI, HENOCPEACTBEHHO NPHUBOIS-
1He K pa3spylIEHMUsIM NMPOrpaMM M JAHHBIX, a TAKXKe K CTHPaHUIO UH-
¢dopMaLMK, 3aNMCAHHOM B CHCTEMHBIX OOJAcTsX NMaMSTH ¥ HEOOXo-
JIHMOH ISt pabGoTHl KOMIIbIOTEPA.

Ha «creneHp OMACHOCTM» BHPYCOB OKAa3bIBAE€T CYyLUECTBEHHOE
BAMSIHHE Ta Cpe/ia, MO YIPABAEHUEM KOTOPOil BUpYCHl paboTalor.

Tak, Bupycsl, co3naHHeie nnsa paborhi 8 MS-DO0S, obnanaor
NMpakTHYECKH HEOrPAHHYEHHBIMH NOTEHUMANBHBIMM BO3MOXHO-
CTSIMH.
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Pacnipoctpanenue Bupycos nox ynpasienrem Windows NT/2000
OrPaHUYUBAETCS PA3BUTOM CHMCTEMOIT pa3rpaHUYeHHs JOCTYMNA.

BO3MOXHOCTH MakpOBUPYCOB HANpsIMyI) OIIPEdensiiOTCs BO3-
MOXHOCTSIMA MaKpOSI3bIKOB, Ha KOTOPBIX OHH HamMcaHbl. B yacTHO-
ctH, a3bik Word Basic mo3posisier co3gaTh MOLUHbBIE MaKpPOBHUPYCHI,
CMIOCOOHBIE OCTABUTD MOJIb30BATENSIM CEPhe3HbBIE HETIPHATHOCTH.

[ononHas 31y knaccuukammio, MOXHO OTMETHTh TaKXe Jeie-
HWE BUPYCOB HA BHPYChI, HAHOCSIINE Bpeld CUCTEME BOOOILIE, H BU-
pyChl, MpeAHA3HAYEHHbIE LIS LeJICHANPABACHHBIX aTak Ha Onpeae-
JICHHBIE OOBEKTEI.

5. Hepenaya yupasieHus nporpaMMe-HOCHTENI0 BHpYyca. 3lIeCh
clefyeT yKa3aTh Ha NeleHWEe BUPYCOB Ha pa3pylIalollde U Hepaspy-
LIATOIIHE.

Paspywaowue supycst He 3a00TATCS O COXpaHEHUM pPabOTOCIIO-
¢ODHOCTU MHOUIMPOBAHHBIX TIPOTPAMM, MOITOMY IS HHX 3TOT 3Tall
(bYHKLIMOHUPOBAHUS OTCYTCTBYET.

Hnst Hepaspywarowux eupycos 3T0T 3Tan CBSI3aH C BOCCTAHOBJIE-
HHMEM B MaMsiTH MNpPOrpaMMEl B TOM BHIE, B KOTOPOM OHAa JOJKHA
KOPPEKTHO MCTIONHATBHCS, U Iepenadeiil ynpapjieHus MporpaMMme-Ho-
CUTEIIO BHpPYCa.

BpeROHOCHbIE NPOrpPpamMMmbl APYrMX THMIIOB

KpoMe BUpYCOB MPUHSITO BBLIETATH €ille HECKOJbLKO BHIOB Bpe-
JOHOCHBIX IIporpaMM. BDTO TPOSHCKHE MPOTPaMMbl, JIOTHMYECKUE
00MOBbI, XaKEPCKHME YTUIUTHI CKPLITOrO aAMHHUCTPUPOBAHMS YIAJIeH-
HbIX KOMIIBIOTEDOB, MPOTPaMMBl, BOPYIOIIME MApOiAH JOCTYNHa K pe-
cypcam WuTepHeT ¥ Tpouylo KoHpMACHHHANBHYIO HHQOpMaLHio.
YeTkoro pasgeacHUsT MEXIy HUMU HE CYIIECTBYeT: TPOSHCKHE IIpO-
rpaMMbl MOTYT COAEpaTb BUPYCHI, B BUPYCEI MOTYT ObITh BCTPOEHBI
Jornyeckue 6oMObL U T. 1.

Tposanckue npoepammu He DPa3MHOXAIOTCA M HE PacCHUIAIOTCS
caMu. BHeuiHe OHM BBIIJISAST COBEPLICHHO Ge300MAHO U JaXe Ipel-
naraloT nonesnbie GyHkiuu, Ho xorma monp3osaTeib 3arpy3suT Ta-
KYIO TIPOrpaMMy B CBOH KOMITBIOTED M 3aITyCTHUT €€, OHa MOXeT He3a-
METHO BBINIOJHSITL BPEAOHOCHBIE (GyHKUMHU. Yaille BCero TposiHCKME
MPOrpaMMbl UCITOAB3YIOTCS 71T EPBOHAYAJIBHOIO PACHPOCTPAHEHMS
BHUPYCOB, ISl TIOJIyY€HUS YAAJEHHOrO JOCTYIA K KOMITBIOTEPY Yepe3
WUHTepHeT, KpaXu JaHHBIX WIX UX YHHYTOXECHNS.

Jlozuneckoti 6om6B0U Ha3bIBaeTCS TpOrpaMMa WJIU €€ OTIETAbHBIE
MOJyYJ1¥, KOTOPBIEC TIPH OMpPEAEIeHHbIX YCIOBHIX BHITOTHSIOT BpeXO-
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HOCHBbIE HeiicTBus. Jlormyeckasg 6Gomba MoXeT, HanpuMmep, cpaboTaTh.
110 JOCTHXKEHHMH OnpeneeHHOM JaThl iy Toraa, koraa B bJl noaBur=.
Csl WJIM MCYE3HET 3aIKCh, U T. 1. Takas 6omO6a MOXeT ObiTh BCTPOCHA
B BUDPYCbI, TPOSIHCKME NIPOIPaMMEI M 1aXe B OObIYHbBIE IIPOTPAMMBL,
15.1.3. OcHOBHbIE KaHanbl PacnpPocTPaHeHns BMPYyCOB

M APYrMx BpeAOHOCHbIX NPOrpPamm

Hnst toro yrobw co3marh 3(PpGHEKTUBHYIO CUCTEMY aHTHUBUPYCHOM
3aIATH KOMIBIOTEPOB M KOPMOPATUBHBIX CeTei, HEOOXONUMO 4ETKO
NpeICTaBisATh cebe, OTKyla 'PO3UT OMAcHOCTh. BUpychl HaxoosaT ca-
MBIE Pa3Hble KaHAIBl PacIpOCTPAHECHMS, MPUYEM K CTApBIM CIOCO-
6aM NOCTOSIHHO AO0ABJSAIOTCS HOBBIE.

Knaccuuecikne cnocobei pacnpocrpaieHus

Datinogble supycsl pactipocTpaHsaloTcs BMecte ¢ ¢aitnamu npo-
TpaMM B pe3y/ibrate o0MeHa NUCKETAMH W TPOTpaMMaMH, 3arpy3ku
MPOTrpaMM M3 CEeTeBbIX KaTajioros, ¢ Web- wiu fip-cepBepos. 3azpy-
304Hble GUPYCHI TIONIANIAIOT HA KOMIIbIOTEP, KOTAa MOJIb30BaTesNb 3a0bl-
BaeT 3apaXeHHYIO JUCKeTY B ZHCKOBOJE, a 3aTeM nepesarpyxaet OC.
3arpy304Hblil BEPYC TAKXE MOXET OBITh 3aHECEH Ha KOMITBIOTED BU-~
pycaMu Jpyrux TUIOB. Makpoxomarndusie eupycsi pacripoCTPaHsAIOTCS
B pe3yibrare oOMeHa 3apakeHHBIMK aillaMu OPUCHBIX JOKYMEH-
TOB, TAKUMH Kak ¢aitipl Microsoft Word, Excel, Access.

Ecny 3apaxeHHbI KOMIBIOTEP NOAKIIOYEH K JIOKAJIBHOH CETH,
BUPYC JIETKO MOXET OKa3aTbCsl Ha Auckax daiui-cepsepa, a oTTyia
Jepe3 KaTanoru, JOCTYNHbBIE ISl 3alHCH, ITONACTh Ha BCE OCTAIbHBIE
KOMIBIOTEPH CeTH. TaK HauMHAeTcs pupycHas snunemus. Cucrem-
HOMY aJAMMHUCTPATOPY CAEAYET MOMHMTh, YTO BHPYC UMEET B CETH
TaKKe Xe npasa, YTO U M0J1b30BaTENb, HA KOMNLIOTEP KOTOPOrO 3TOT
supyc npodpancs. Iloaromy oH MOXeET NIOHACTL BO BCe CETEBbIE Ka-
TaJIOTH, AOCTYITHbIE TI0/1b30BaTeN0. Ecy ke BUpPYC 3aBesncs Ha pabo-
Yeit CTAHLMH IMHHUCTPATOPA CETH, TIOCAEICTBUS MOTYT OBITb OYEHD
TSKEIBIMH,

DnexTpoHHas nourta

B Hacrosiiee BpeMst rnoGajibHasi ceTh Internet siBjisieTcsl OCHOB-
HbIM HMCTOYHHKOM BMPYCOB. DBOJBIIOE YMCIO 3apaxkeHMil BUPYCaMH
MPOUCXOAUT NpU OOMEHe NMUCBMaMU MO MEKTPOHHOI nodre B Qop-
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mMarax Microsoft Word. DiekTpoHHas noura C/AyXUT KaHaJIOM pac-
MPOCTPAHCHMS MAKPOKOMAHIHbIX BUPYCOB, TAK KaK BMECTe C CO00-
UIEHUSIMU YacTO OTIPABJSIIOTCS OGUCHBIE TOKYMEHTHI.

3apaxeHusi BUpyCaMU MOTYT OCYLICCTBISITHCS KaK HEIpeaHaMe-
PEHHO, TaK U Mo 37oMy yMmbicay. Hanpumep, mioias3oBaTendb 3apaxXeH-
HOTO MaKpOBHPYCOM pE€IAKTOpa, CaM TOTO He IOHO03peBas, MOXET
pacchriaTh 3apaXeHHBIE MHUChMa allpecaTaM, KOTOphie B CBOIO OUEpelb
OTIPABJISIIOT HOBHIE 3apaK€HHbIe MUChbMa U T. 4. C APyroii CTOpOHE!,
3IOYMBIIIEHHUK MOXET TPEAHAMEPEHHO TIOCIIATh 110 2JIEKTPOHHOM
MoYTE BMECTE C BJIOXKEHHBIM (DailyIoM MCTOMHSIEMbI MOAY/b BUPYC-
HOM W TPOSIHCKO#M TIPOTPaMMBbl, BPEIOHOCHBIN MPOrpaMMHBIH Clie-
Hapuit Visual Basic Script, 3apaxeHHyI0 WJIH TPOSHCKYIO TIPOTpaMMy
COXpaHeHUsl 3KpaHa MOHMTODA, CJIOBOM — JIO00HM OMacHHI Mpo-
rPaMMHBIN KO,

PacnipocTpaHuTe M BUPYCOB YacTO ITOJIb3YIOTCS IUISE MACKUPOBKHU
TeM ¢akToM, 4TO auanorosast oGomouka Microsoft Windows 1o
YMOJTYAHUIO HEe OTOOPaXaeT pacIIMPEeHUs 3aperuCTPMPOBAHHbBIX (aii-
noB. Hanmpumep, daiin ¢ umeHeM FreeCreditCard.txt.exe, Oyaer mo-
kazaH nosb3oparento kak FreeCreditCard.txt. Ecau nonn3oBaTenb
MOMBITAETCSI OTKPHITh Takol ¢aiii, Oymer 3amyileHa BpeIOHOCHAs
nporpamma.

Coo0uIeHNS 3JIeKTPOHHOM IOYThHl YAaCTO MPUXOANT B BHUAE IOKY-
MeHTOoB HTML, KoTopbie MOIYT BKAIOYATh CCBUIKM Ha 3JIeMEHTHI
ynpasjaeHusi ActiveX, anmieTsl Java ¥ Ipyrue akKTUBHbIE KOMIOHEH-
Thl. Y3-33 OIMOOK B MOYTOBBIX KJIIMEHTAX 3MOYMBILUIEHHUKH MOIYT
BOCTIO/Ib30BaTbCS TAKUMU AKTHBHHIMH KOMIOHEHTaMHU IS BHEApE-
HHS BHPYCOB M TPOSIHCKUX TIPOrpaMM Ha KOMITBIOTEDPHI T10J1b30BaTe-
neid. Ilpw monmyyenmu coobmieHus B ¢opmate HTML nourossiit
KJIMEHT NOKAa3bIBAET €r0 COAEPXHMOE B cBoeM okHe. Ecim coobiie-
HHE COIEPXMT BPEIOHOCHBIE AKTHBHBIC KOMIIOHEHTHI, OHHM Cpa3y Xe
3aMyCKAaOTCs W BBHITIONHAIOT 3a0XeHHBIe B HUX (QyHKuuu. Yaine
BCETO TaKMM CIIOCOOOM pacIpOCTPaHSIOTCS TPOSTHCKHE ITPOrpaMMbl U
YepBU.

TposaHckne Web-canTbi

TMonb3oBaTes MOTYT «IIOJYYHTb» BHPYC WIM TPOSIHCKYIO TPO-
rpaMMy BO BpeMsl IpocToro cepdunra caiitoB MHTepHeTa, TTOCETUB
TposiHCKU Web-caiit. Ommbxn B Opaysepax moib30BaTeNlei 3a4acTyio
OPUBOIAT K TOMY, YTO aKTUBHBIE KOMIIOHEHTHI TPOSTHCKHX Web-caii-
TOB (3JIEMEHTHI yIpaBjeHusa ActiveX win anmiersl Java) BHeAPSIOT Ha
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KOMIIBIOTEPHI T10JIb30BATENEH BPENOHOCHBIE MPOIpaMMbl. 31€Ch MC- |
MONIB3YETCS TOT XK€ CaMblil MEXaHM3M, YTO M TIPU MOJIYYEHUN COODLLE-
HUM 31EKTPOHHOM nouTtsl B dopmare HTML. Ho 3apaxeHue npoucxo- |
IUT HE3aMETHO: aKTUBHBIE KOMITOHEHTHI Web-CTpaHH 1l MOTYT BHELIHE |
HHKak cebst He npossiaTe. [IpurnaireHue NOCETUTh TPOSHCKUI CalT
[TONB30BATE/ b MOXKET IMOJYYUTh B OOBIYHOM 31€KTPOHHOM ITHCHME.

JloxanepHbie ceTH

JlokanbpHble ceTH TakKe HPEACTABISIOT COO0M 1yTh OBICTPOrO 3a-
paxennsi. Ecay He OpuHUMATh HEOGXOAHMBIX MEp 3aLIMTHI, TO 3apa- |
XeHHass paGodast CTAHLHSA HPH BXOAE B JIOKANBHYIO CETh 3apaxaer |
OIMH WIH HECKOJBKO CAyxXKeOHbIX (aiinoB Ha cepBepe. B kayecTse
Takux (ainoB Moryr BbICTynaTh cayxe6Hoit daiti LOGIN.COM,
Excel-tabmmsl ¥ CTaHAAPTHBIE AOKYMEHTBI-1IA0NOHDBI, MPUMEHsE-
Mbie B GupmMe. Tlosb30BaTesid TIpH BXOAE B 3TY CeTh 3arlyCKawT 3apa-
XeHHbie dalabl ¢ cepBepa, W B PE3yJIbTATe BUPYC TONy4aeT JOCTyn
HAa KOMIIBIOTEPHI MOJIb30BATENCH.

LApyrue KaHansl PpacNpPOCTPAHEHUS BPeJOHOCHBIX NMPOrPamm

OnHnM U3 cepbe3HBIX KaHAIOB PACIPOCTPAHEHUST BUPYCOB SABJIS-
iotcst muparckne kormu [1O. YacTo HeneranbHble KONWKM HA JUCKETax
u CD-anckax conepxar (aitbl, 3apaxeHHBIe pa3HOOOpa3HbBIMU TH-
maMy BUpycoB. K MCTOYHHMKAM pacnpocTpaHEHUsT BUPYCOB CIlENyeT
TAKXe OTHECTH 3JIEKTPOHHBbIE KOHbepeHUMH U (aitn-cepsepsl ftp u
BBS. Yacto aBTophI BUPYCOB 3aKJadbBalOT 3apaxeHHbie (aiisl Cpa-
3y Ha HECKOJbKO ¢hailn-cepepoB fip/BBS wim pacchinaior oqHOBpe-
MEHHO N0 HECKOJILKHM 3JIEKTPOHHBIM KOHPepeHINIM, IIPUYEM 3apa-
XeHHBbIEe (avimnl 0GbIMHO MAaCKHMPYIOT TOJ HOBBIE BEPCUU TPOrpaMM-
HBIX HPOAYKTOB H JIaXe aHTUBHUPYCOB. KOMITBIOTEPEI, YCTAHOBACHHLIE
B y4eOHbBIX 3aBeaeHUAX U VHTepHeT-LeHTpax ¥ paboTaloye B PeXH-
Me OOLIEro moJIb30BaHHA, TAKXKE MOTYT ErKo 0Ka3arhCil HCTOYHUKA-
MH pacrpocTpaHeHus BUPYCOB. ECIM OOMH M3 TAKHMX KOMIIBIOTEPOB
0oKasaJics 3apaxeHHBIM BUPYCOM C AMCKETbl OYEPEIHOIO MOJb30Bate-
JIst, TOTJA DHCKEThl M BCEX OCTAJLHBIX TI0Jb30BaTeNeH, paboTaroumx
HA 3TOM KOMIIbIOTEPE, OKAXYTCA 3apakeHHBIMU.

ITo Mepe pa3BUTHS KOMITbIOTEPHbBIX TEXHOJOTHII COBEPIIECHCTBY-
IOTCSI M KOMITBIOTEPHBIE BUPYCHI, MPUCHOCabNMBasCh K HOBBIM st
cebs chepaM oburanuns. B moboit MOMEHT MOXET MOABUTHCS KOMIIb~
IOTEPHBIA BUPYC, TPOSIHCKAsl TIPOrpaMMa WIK «4€pBb» HOBOIO, HEU3-
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BECTHOTO paHee THNa, JU00 M3BECTHOTO THNA, HO HALEJIEHHOIO Ha
HOBOE KOMIbIOTEpHOe oOopymoBaHue. HoBble BMpPYCHI MOIYT HC-
M0/1b30BaTh HEM3BECTHBIE WMJIM HE CYLIECTBOBABILIME DPAaHEE KaHAIBI
pAacIpOCTpaHeHUsI, a TAKXKE HOBBIE TEXHONOIMY BHEAPECHMST B KOMITb-
IOTEPHBIC CHCTeMB. YTOOBI MCKIIOUHTH YIpo3y BHUPYCHOTO 3apaxe-
HHUSI, CACTEMHBIA aIMUHHUCTPATOP KOPHOPATHBHOM CETH AOKEH BHE-
JAPATb METONUKY AHTHBUPYCHOM 3aLIUTHl U MOCTOSHHO OTCIEXKUBATD
HOBOCTHM B MUpPE€ KOMIIBIOTEPHBIX BUPYCOB.

15.2. AHTMBHpPYCHbIE NPOrpammbl H KOMMEKCbI

J1s1 3a10MTHI OT KOMITBIOTEPHBIX BUPYCOB MOTYT HCMOJIb30BAThCS:

e O0LME METOIBI M CPEACTBA 3aLUThl HH(POPMALIHY;

» CTICHMAIM3HPOBAHHBIE NIPOTPAaMMBbI VIS 3aIINMTE OT BUPYCOB;

o MPOOUIAKTHYECKUE MEPBI, MO3BOJISIONINE YMEHBLUIUTD BEPOSIT-
HOCTb 3apake€HUs1 BUPYCaMHU.

OO6u1ue cpejcTBa 3amUTH UHPOPMALUK TI0AE3HbI HE TOJILKO IJIS
3aIIMTH OT BUpycoB. OHU UCHONL3YIOTCS TAaKKe KaK CTpaxoBKa OT
(U3NUECKOIl MOPYHM AMCKOB, HEMPABUIBLHO paboTAaloOIUX Iporpamm
WM OLIMOOYHBIX AeiicTBUA momb3oBaTens. CyllecTBYIOT IBE OCHOB-
HBIE€ PA3HOBUIHOCTH ITUX CPCICTB:

e CPEACTBA KOTMpOBaHMsl MHpOpMaLUK (TIPUMEHSTIOTCS LIl CO3-~

aHusi Konuii (aiiioB U CUCTEMHBIX 06J1aCTeN JUCKOB);

e CPEACTBA pa3rpaHU4eHus AOCTYNa (IpenoTBpalllaloT HECaHK-
LIMOHHUPOBAaHHOE MWCTIONb30BaHUe WHbOPMAIMK, B YaCTHOCTH
00ecneynBaloT 3aIUUTY OT U3MEHECHUI TTPOrpaMM M JaHHBIX BU-
pycamu, HempaBWIbHO paboTaiOlMMM MpOrpaMMaMM U OIIM-
OOYHBIMM AECHCTBUSAMM MOJI3OBATENEH).

IIpu 3apaxeHuM KOMIIbIOTEPA BUPYCOM BaXXHO €ro OOHApYXMWTb.

K BHEHIHUM MPU3HAKAM MPOSBIACHUS AESATCABHOCTH BHPYCOB MOXHO
OTHECTH CAEIYIOLIHUE;

e BHIBOA Ha BKPaH HENPEAYCMOTPEHHBIX COOOINEHUH WIH M30-
OpaxeHui;

o 11071344 HeMPEAYCMOTPECHHBIX 3BYKOBBIX CUTHAJIOB;

e U3MEHEHUE AaThl M BpeMeHH Moaudukalivuu ¢aiiios;

* WCYE3HOBeHHe (DailyIOB U KAaTaJIOrOB WM MCKaXEeHUE UX CONep-
XKHMOTO;

¢ YacThle 3aBUcaH¥s U cOoM B pabOTe KOMITBLIOTEPA;

e MeJJICHHas paloTa KOMIIBIOTEDA;

» HEBO3MOXHOCTb 3arpy3ku OC;
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» CyLIECTBEHHOE YMEHbBUIEHHE pa3Mepa CBODOITHOM onepaTHBHOM
TIAMSITH;

e DpeKpalieHye paboThl WM HenpaBIIbHas paboTa paHee yc-
nemHo (PyHKUHOHUPOBABUINX IIPOrPaMM;

e U3MeHeHHne pasMepoB ailiioBs;

¢ HECOXHUIAHHOC 3HAYUTCIBHOC YBCAHYCHUE KOJINUYECCTBA CbaﬁJIOB

Ha JTUCKE.

OIHaKO cieayer 3aMeTHThb, YTO TEePeYHC/ICHHBIE BBIlIE SIBICHUS
HeoO0s13aTeNIbHO BBI3BIBAIOTCS NEMCTBUSIMH BUpYCa, OHM MOTYT GbITh
CEACTBHEM M APYruX Npu4yvH. [To3TOMYy MpaBUIIBHASI THATHOCTHKA
COCTOSTHMS KOMITBIOTEpPA BCETIA 3aTpyAHeHa U OObIYHO TpebyeT npu-
BI€YEHHUS CIIEMUATH3NPOBAHHBIX TPOrPaMM.

AHTHBMPYCHbIE NMPOrPamMmb]

[ oOHapyxeHUsT U 3a1UTh] OT KOMITLIOTEPHBIX BUPYCOB pa3pa-
60TaHO HECKOJbKO BHIOB CIIELMANBHBIX HPOrpaMM, KOTOPbIE IIO3BO-
JISI0T OOHAPYXMBATh M YHUYTOXKATH KOMIILIOTEPHBIE BHPYChL. Takue
MPpOTPaMMBl HA3BIBAIOTCS aHmMusupychuimu. IIpakTHUeCKU BCe aHTH-
BHDPYCHEIE MPOrpaMMBbl O0ECTIEYHBAIOT aBTOMATHYECKOe BOCCTAHOB-
JIEHUE 3apaXEeHHBIX MPOTrpPaMM M 3arpy304YHBIX CEKTOPOB. AHTHBH-
PYCHBIE TTPOrpaMMBI HUCITONB3YIOT Pa3IMYHEBIE METOIb OOHAPYXEHUS
BHPYCOB.

MeTtoaibl 06HapyMeHMst BUPYCOB

K ocHOBHBIM MeTOZaM OOHapyXeHWs KOMIbIOTEPHLIX BHUPYCOB
MOXHO OTHECTH CIIEAYIOLUUE;

e METOJ CPABHEHHS C 3TAJIOHOM;

» BBPHCTHYECKMI1 aHAIN3,
AHTHBUPYCHBINI MOHUTODHHT;
METO OBHapyXeHUs1 H3MEHEHHIA;
BcTpanBaHue aHTusupycos B BIOS komnelotepa u np. [85].

Merox cpasrenns ¢ atanonom. Cambiii npocToil MeTox obHapyxe-
HUS 3aKJII0YAETCSl B TOM, YTO JUISl TIOMCKA M3BECTHLIX BHPYCOB HC-
TIOJIB3YIOTCS! TaK HasblBaeMmble macku. Mackoit BUpyca sBiisIeTCs He-
KOTOpas TIOCTOSIHHAsA TMOCJeN0BaTeIbHOCTh Kona, crieuubuiHas Aist
3TOr0 KOHKPETHOFO BUpYCa. AHTUBHUPYCHAsl IporpamMma nociaeaoBa-
TeJAbHO MPOCMATPHBaeT (CKaHUPYET) IMPOBepsAeMble (Daityibl B TTOUCKE
MaCOK M3BECTHRIX BUPYCOB. AHTHBHPYCHbBIE CKAHEPHI CIIOCOOHDBI Halt-
TH TOJIBKO yX€ M3BECTHBIC BUPYCHI, /I KOTOPHIX OIPENSACHa MacKa.
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Ecyy BUpYC HEe COOEPXMT TIOCTOSSHHOM MAacKM MM JJIMHA 3TOHM MacKH
HEAOCTATOYHO BEJWKA, TO UCMOJB3YIOTCS apyrue meTodsl. [TpumeHe-
HUE MPOCTBIX CKAHECPOB HE 3alUULLAET KOMIMBIOTEP OT NMPOHUKHOBE-
HHS HOBBIX BUPYCOB. JIjist b pyIOIMXCsT H TOJUMOPMHBIX BUPYCOB,
CTOCOOHBIX MOJIHOCTBIO M3MEHSTh CBOM KOX TpH 3apakeHUH HOBOM
MPOrpaMMBbl WM 3arpy304HOI0 CEKTOPA, HEBO3MOXHO BBIIEC/IHTh Mac-
Ky, MO3TOMY AaHTHBUPYCHBIE CKAHEPbI UX HE OOHAPYXHUBAIOT.

IOppucTndecknii anam3. s TOro 4YTOGH Pa3MHOXATHCS, KOMITh-
JOTEPHLIA BHPYC JOJDKEH COBEpPLIATh KAKWUE-TO KOHKPETHBIE JEHCT-
BMsi: KOMMPOBAHUE B ITaMsTh, 3alIUCh B CEKTOPHI U T. [. DBPUCTHYEC-
CKUW aHanu3aTop (KOTOPHBI SIBISIETCS YaCThbi0 aHTHBUPYCHOTO SIIpa)
CONEPXKUT CIIMCOK TaKUX ACHUCTBUI M MPOBEPSET MPOTrpaMMbl U 3a-
IPY30YHBIC CEKTOPBI IMCKOB M JUCKET, TBITasiCh OOHAPYXHUTh B HUX
KO, XapaKTCPHbIA ISl BUPYCOB. DBPUCTHUECKHUI aHATU3ATOP MOXET
06HapyXuTh, HAIPUMeED, YTO MPOBepsieMast MporpaMMa ycTaHaB/THBA~
€T Pe3UACHTHBIA MOIYyJab B MaMATH MW 3aIllMChIBAeT JaHHBIE B HC-
MONHUMBIA (daiin nporpaMMel. OOHApPYKHMB 3apaXeHHbI ¢ai, aHa-
JIA3aTOp OOBIYHO BLIBOAMT COODILIEHUE HA SKpaHEe MOHUTOpA W Jejia-
€T 3aITUCh B COOCTBEHHOM UM CUCTEMHOM XypHasie. B 3aBucuMOCTH
OT HACTPOEK, aHTUBUPYC MOXET TAKXe HalpaBIisTh coobleHHe o6
OOHapyXEHHOM BUPYCE aAMHUHUCTPATOPY CETH. DBPUCTUUECCKUI aHA-
JIW3 MO3BOJISIET OOHAPYXXMBATh HEM3BECTHBIE paHee BUPYCHi. IlepBhiii
SBPUCTMYECKMI aHaym3aTop riosiBuics B Havane 1990-x rr. [IpakTu-
YECKM BCE COBPEMEHHBIE AHTUBUPYCHLIE NPOrpaMMbl pPeaTU3yIOT
CcOOCTBEHHBIE METOIB! IBPUCTHUECKOTO aHanu3a. B kauecTse npume-
pa Takoii mporpaMMbl MOXHO yKaszaTh ckaHep McAffee VirusScan.

AHTHBHMPYCHBII MOHUTOPHHT. CyTh JAHHOTO METOAA COCTOMT B TOM,
YTO B NaMATH KOMIbIOTEPa MOCTOSHHO HAXOAWTCS AHTHBMPYCHAS
nporpamMMa, OCYIHECTBASIONIAsE MOHHUTOPUHE BCEX TOHO3PHUTENbHBIX
JeACTBUA, BBINOJHSAEMBIX IPYTMMH NpOrpaMMaMu. AHTUBHPYCHBIH
MOHUTOPUHI [O3BOJISIET TIPOBEPSITH BCE 3aNyCKACMbIC IPOrpaMMmbl,
CO30aBacMble, OTKDBIBAEMBIE M COXpaHS€MBIC JOKYMEHTH, (ailibl
NnporpaMMm M ZOKYMEHTOB, NOJydYeHHBIE Yyepe3 MHTepHeT win ckomu-
POBaHHBIC HAa XECTKUM NMCK C AUCKETHI IMOO KOMITAKT AHCKA. AHTH-
BUPYCHBLII MOHUTOP COOOILMT ITOIB30BATENIO, €CJIU KaKas-nubo 1po-
rpaMMa MNOMNBITACTCH BHIMOJIHUTh NOTCHUMANBHO OIMACHOE NeHCTBUE.
ITpumep Taxkoii mporpammel — ctopox Spider Guard, KOTOpEIH BXO-
AT B KOMIUIEKT cKaHepa Doctor Web 1 BbIOJHSET QYHKIUM aHTH-
BHIPYCHOTO MOHHMTOpA.

Metox obHapyxenus u3menennii. [Ipu peanuzalium 3Toro mMerona
AHTHBUPYCHbIE IPOTPaMMBI, HA3bIBAEMbIC pegu3opamu TUCKA, 3ario-
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MHHAIOT OPeABAPUTEIBHO XapaKTEPUCTHKH BeeX 00j1acTelt JUCKA, KO-
TOpBIE MOTYT TIOJBEPTHYTHCH HAMAJCHUIO, a4 33aTeM MNEePUONNYECKH
MPOBEPSIOT MX. 3apaxasi KOMITBIOTED, BUPYC M3MEHSET COACPXAMOE
XKEeCTKOIO IMCKa: HaIpuMep, OONMCHIBAeT CBOiI Koa B (ail1 npo-
rpaMMBl WIH JOKyMeHTa, mo0aBiseT Bbi30B NpOrpaMMbl-BHpyca B
daiin AUTOEXEC.BAT, u3MeHseT 3arpy304YHbIif CEKTOp, CO3haeT
taitn-cnytHuk. Ilpy conocrapneHUM 3HAYEHUM XapaKTepHCTUK 00~
nacTeil AUCKAa aHTMBUPYCHASA TpOrpaMMa MOXET OOHApyXKUTh U3MeE-
HEHMs, CAeaHHble KaK U3BECTHBIM, TaK U HEM3BECTHBIM BHMPYCOM.

Berpausanve antusupycoB B BIOS kommblorepa. B cucremHbre
IUIaThl KOMITBIOTEPOB BCTPAHBAIOT NIPOCTEHIIME CPEACTBA 3alLMThI OT
BUPYCOB. DTH CPEJCTBA ITO3BOJISIIOT KOHTPOJIMPOBaTh BCe 0OpaleHns
K [JIABHOM 3arpy304HOM 3alMCH XKECTKUX AUCKOB, a TaKXKe K 3arpy-
304YHBIM CEKTOpaM JIMCKOB M AucKeT. Ecau Kakas-1mbo nporpamma
NBITAETCA M3MEHNTH COAEPXHUMOE 3arpy304HEIX CEKTOpOB, Ccpadarhi-
BaeT 3al0UTa, M TOJb30BATENb HOJYYaeT COOTBETCTBYIOLUEE Ipeay-
npexnaexHue. OIHAKO 3Ta 3ailluTa HE OYeHb HazexHa. M3BECTHHI BH-
pPyChl, KOTODHIE IILITAIOTCS OTKJIIOYUTb AHTUBUPYCHBIH KOHTPOJIb
BIOS, usMeHssT HEKOTOpbIE SYEKM B SHEPrOHE3aBHCUMOMN MaMSTH
(CMOS-naMaTH) KOMIIBIOTEPA.

BuAb! AHTMBHPYCHBIX NPOrPamm

Paszimyalor cneayoume BUAB aHTUBUPYCHBIX Iporpamm [85]:
aporpaMMei-daru (CKaHephl);

 nporpamMmal-peBu3opbl (CRC-ckaHephr);

o IIPOrpPaMMBbi-0JIOKUPOBUINKH;

¢ MPOTpaMMbI-UMMYHH3ATODHI.

TIporpammsi-arn (CKaHepsl) UCMOAB3YIOT I OOHAPYXECHHUS BH-
PYCOB METOIl CPABHEHMS C STAIOHOM, METOA 3BPUCTHYECKOTO aHAIH-
3@ M HEKOTOpBIiE Ipyrue MeTofnl. IIporpamMmbl-(ard OCyIECTBASIOT
FIONCK XapakTepHOMW [UIsi KOHKPETHOTO BHPYCa MAacKHU NyTeM CKaHM-
pOBaHUA B ONepaTMBHOW naMmsaTH M B daiiiax ¥ npu oGHApYXEHUHK
BbIJIAIOT COOTBETCTBYIOUIEe coobienue. Ilporpammei-dary He TOb-
KO HAXONST 3apaxeHHbie BUpycaMu (ailjibl, HO ¥ «JIeyaT» HX, T. €.
yoaustioT u3 daiia Teno nporpaMMbi-BUpYca, Bo3Bpauias ¢aiiinl B
HCXONHOE cocTogHue. B Havane paGothl nporpamMmbi-Qaru CKaHupy-
10T OTIEPATHBHYIO MaMSTh, OOHAPYXHMBAIOT BUPYChl U YHHUTOXAIOT UX
M TOJIBKO 3aTeM IIEpeXolsiT K wiedeHuo» daiios. Cpean ¢Garos Bbi-
nensior noavdarn — nporpaMbi-gard, npeaHazHadeHHbIe 1S Ao-
HKCKa M YHUUTOXEeHMS OONBLIOTO YMCIA BHPYCOB.
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ITporpammel-daru MOXHO pa3fesuTh Ha JBE KATETOPUU — YHH-
BEpCaJIbHBIC W CIICLHATM3HPOBAHHBIE CKAHEDPHl. YHusepcaivhule cka-
Hepbl PaCCUNTAHbl HA TIOVWCK M 00€3BpeXHBAHUE BCEX TUIIOB BUPYCOB
BHE 3aBucumocT oT OC, Ha paGoTy B KOTOPOW paccyudTaH CKaHep.
Creyuanuzuposantste ckarepst peaHaA3HAYEHEB! 111 00€3BPEXUBAHNSA
OTPaHUUYCHHOTO YKCJIa BUPYCOB WJIM TOJIBKO OJHOIO MX Kjacca, Ha-
npuMep MakposupycoB. CHenmanM3upOBaHHBIE CKAHEPBL, PacCUd-
TaHHbIE TOJBKO HAa MAKPOBHMPYCHI, OKa3bIBAIOTCHA 0ojee yaoGHBIM H
HageXHbIM DpelIeHneM IS 3alUMThbl CHCTEM JTOKYMEHTOOOOpOTa B
cpenax MS Word u MS Excel.

IIporpamMMmbi-(haru pensitcst Takke Ha pesudenmHbie MOHUMOPSL,
NPOU3BOASALIME CKAHUPOBAHUE «HA JIETY», U Hepe3udenmible CKAHepbL,
obecneunBaiole NPOBEPKY CUCTEMBI TOJILKO TI0 3arpocy. PesugeHT-
Hbl€ MOHMTODBI 00eCreyuBaloT 00jIee HAIEXHYIO 3alllUTy CHCTEMBI,
TIOCKOJIbKY OHM HEMEJIEHHO PEarupyloT Ha IMOsIBJIEHHE BHPYCa, B TO
BpeMS Kak HEPe3WICHTHbIN CKaHEp CTOCO0EH ONMO3HATH BUPYC TOJb-
KO BO BpPEMs CBOETO OUEPEIHOIo 3aI1yCcKa.

K nocrowncTBaM nporpaMm-¢aroB BCEX THIIOB OTHOCUTCSI MX
YHUBEpCcaTbHOCTh. K HEXOCTaTKaM CliefAyeT OTHECTUM OTHOCHTENBHO
HEOOJIBILYI0 CKOPOCTh TMOMCKA BHPYCOB M OTHOCHTEIBHO OOJIBLIME
pa3Mepnl aHTUBUPYCHBIX Oa3.

HauGonee uspecTHnle mporpammei-caru: Aidstest, Scan, Norton
AntiVirus, Doctor Web. YuutbiBast, 4T0 HOCTOSIHHO MOSIBISIIOTCS HO-
Bble BUPYCHI, IporpaMMbl-(aru GbICTPO ycTapeBaoT, U TpeGyeTcs pe-
TyJAsipHOEe OOHOBJICHUE BEPCHii.

IIporpammsi-pepusopbl (CRC-ckanepsi) HCIONB3YIOT WIS IOMCKA BU-
pycoB MeTot OOHapyxeHus1 usMeHeHuid. ITpuHuun padorel CRC-ckane-
poB ocHoBaH Ha nojacyere CRC-cyMM (KOIOB HMKITHYECKOTO KOHTPOJIS)
IS TIPUCYTCTBYIOHNIMX HA AUCKE haiiloB/CUCTEMHLIX CEKTOPOB. JTH
CRC-cymMBl, a Takke HEKOTOpast Apyrasi uHbopMaims (IMHbI Qaiiios,
JaThl UX nocneanel moauduKalvu u ap.) 3aTeM coxpaHsorcs B b1, an-
tusupyca. Ilpn nocregyouiem 3amycke CRC-ckaHephl CBepsioT 1aH-
Hble, coaepxaivecss B B/l, ¢ pealbHO NOJCUMTAHHBIMH 3HAYEHUSMM.
Ecin nndopmauust o daiine, 3anucandas B BI, He cosnanaer ¢ peanb-
HbIMU 3HaueHUAMH, To CRC-CKaHephl CUTHATU3UPYIOT O TOM, YTO (aill
OBbLT MI3MEHEH WM 3apaXeH BHpycoM. Kak mpaBuiio, cpaBHEHUE COCTOSI-
HU# TIpOU3BOAAT cpaly nocie 3arpy3ku OC.

CRC-ckaHepbl, UCMOL3YIONIME ANTOPUTMbI AHTU-CTEJNC, SBJS-
I0TCA 10BOJIbHO MOILHBIM CPEICTBOM HMPOTUB BUPYCOB: IMPAKTUYECKU
100 % BupycoB 0OKa3bIBalOTCSi OOHAPYXEHHBIMHM IMOYTH Cpa3y IIOC/e
X MosiBNeHus1 Ha Kommnplotepe. OgHako y CRC-ckanepoB nmeercs
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HEQOCTATOK, 3aMETHO CHUXAWOWMI X 3(P(GEKTUBHOCT: OHHU HE MO-
IYT ONpefeiuTh BUPYC B HOBbIX (paiinax (B 3/EKTPOHHON IMOUTE, HA
JUCKeTax, B (aitiax, BOCCTaHaBIMBaeMbIX U3 backup uim nipu pacna-
KOBKe (haiyIoB M3 apXuBa), MOCKONbKY B X B/ orcyrcTByeT MHpoOp-
Manus o0 3tux aitnax.

K uyncny CRC-ckaHepOB OTHOCHTCH LIMPOKO PacnpOCTpaHeH-
nas B Poccun mporpamma ADinf (Advanced Diskinfoscope) u pe-
su3op AVP Inspector. Bmecre ¢ ADinf npuMeHsieTcs jedaini Mo-
ayns ADinf Cure Module (ADinfExt), KOTOpbIi MCIONB3YET CO6-
paHHyi0 paHee uHdopmamuio o ¢ainax Mg UX BOCCTAHOBICHHS
nocijie TIOpaXeHHWs HEU3BECTHHIMM BuUpycamu. B coctas pesu3opa
AVP Inspector Takxke BXOXUT JIeYallWi MOAYJb, CIOCOOHBIA yna-
JISITH BUPYCHI,

ITporpammpl-0JI0KHPOBIIMKM DEATH3YIOT METOL aHTHBHPYCHOTO
MOHUWTODHMHIa. AHTUBUPYCHbIE OJIOKWUPOBIIMKHA — 3TO PE3MIECHTHHIE
MPOrpaMMBI, NIEPEXBATHIBAIOLME «BUPYCO-OMACHBIE» CUTYaUUR U CO-
obmaromue 06 3ToM moab3oBareiio. K «BUpyco-onmacHeIM» CUTyanu-
SIM OTHOCSITCSI BLI30BbI, KOTOPBI€ XapaKTEPHBI J/I BUPYCOB B MOMEH-
THI MX Pa3MHOXEHMS (BHI30Bbl Ha OTKPBITHE Uit 3allMCH B BBINOJ-
HaeMble (paiibl, 3aIMCh B 3arpy304HbIe CEKTOpHI IUCKOB Wi MBR
BUHYECTEPA, IIOMBITKH NPOrPaMM OCTAThCA PE3HMACHTHO U T. IL.).

TIpyu momnbITKe Kakoi-1100 MpOrpaMMbl NPOMU3BECTH YKA3AHHbBIE
geicreus  OIIOKHPOBLIMK TIOCBUIAET MOAL30BATEN0 COODUIEHHE W
MpeJiaraeT 3anpeTuTh COOTBETCTBYIONee geiicTBue. K nocTomHcTBam
GIOKMPOBLIMKOB OTHOCHTCSI MX CIIOCOOHOCTh OOHApYXXUBaTh U OCTa-
HaBJIMBATH BUPYC Ha caMOil paHHEH CTaguu ero pa3MHOXEHWS, 4TO
OnIBaeT OCOOEHHO MOJIE3HO B CIYYAsX, KOLAA PETY/IAPHO TTOSBIACTCS
JABHO HM3BECTHBIM BUpYC. OMHAKO OHM He «wieyaT» aillibl U ANUCKH.
JLig YHUYTOXEHMS BUPYCOB TPEOYETCS IPUMEHSITh JPYTHE NPOrpam-
MBI, HanpuMep daru. K HeaocraTkaM GI0KHPOBIIMKOB MOXHO OTHE-
CTH CYLIECTBOBaHUE MyTei 00X04a MX 3allUThl U MX «HAa30NIUBOCTb»
(HanpyuMep, OHM TIOCTOSTHHO BBIJAIOT NIpeAyTNpexieHne o nobo# no-
MbITKE KOMMHPOBaHUs HCIIONHsIEMOro daiina).

CnenyeT OTMETUTD, YTO CO3[AaHbl AHTUBUPYCHbIE OIOKMPOBILUKH,
BBIITOJIHEHHbIE B BHIE aillapaTHBIX KOMITOHEHTOB KOMIIBIOTEDA.
Hawn6onee pacnpoctpaHeHHoil spisieTest BcTpoeHHas B BIOS 3aiura
ot 3armmucd B MBR Bunuectepa.

TIporpaMMeI-HMMYHM3ATOPBI — 3TO TPOrpaMMbl, NPEeAOTBpa-
njaioue 3apaxenue aitios. MMMyHm3aTopbl aensTcd Ha IBa
THNA. UMMYHH3ATOpBI, COO0OINAIOIINE O 3apaXeHUW, ¥ UMMYHU3a-
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TOpHBI, BAOKMPYIOIIHE 3apaXkeHHe KakKuM-nubo turioM Bupyca. Mm-
MYHH3aTOPBI MEPBOTO THIIA OOBIYHO 3aMMCHIBAIOTCA B KOHell ait-
JIOB W TIpW 3amycke (aiiyla Kaxablii pa3 NpoBepsiOT €ro Ha H3Me-
HEHHe. VY TaKWx WMMYHU3ATOPOB WMEETCA OJUH CEPhe3HBLIN
HEIOCTATOK — OHM HE MOTYT OOHapYXMTh 3apaXeHMe CTeJIC-BUPY-
coM. [To3TOMy 3TOT THIT UMMYHH3ATOPOB NMPAKTUYECKH HE MCIIOJb-
3YIOTCSA B HACTOALIEE BPEMS.

NmMMyHHM3aTOp BTOPOro THUIMA 3allMIIAET CHCTEMY OT ITOpaXeHMsI
BUPYcOM ompezaeieHHoro suna. OH MomMduLUpyeT NporpaMMy WK
JUCK TaKUM 00pa3oM, YTOOBI 3TO HE OTPaXaJIOCh Ha ux paloTe, BU-
pyc OpU 3TOM BOCTIPHHUMAET UX 3aPAXEHHBIMH M II03TOMY HE BHe-
apsiercs. Takoi THIT MMMYHH3aIMH HE MOXET OBITh YHHBEPCAIBHUM,
TIOCKOJIBKY HeNb3si HMMYHH3UPOBATh (haitibl OT BCEX U3BECTHBIX BH-
pycos. OIHaKO B KaY€CTBE MOJIYMEPHI MOAOGHBIE HMMYHU3aTOPHl MO-
I'yT BIOJHE HAACKHO 3ALUIUTUTh KOMIBIOTEP OT HOBOIO HEM3BECTHOIO
BUpYCa BIUIOTH 0 TOTO MOMEHTA, KOTa OH OyIeT ONpeaeaThCs aH-
TUBMPYCHBIMK CKaHEPaMM.,

Kpurepum KavecTBa aHTMBMPYCHOM NPOrpamMmbl

KauecTBO aHTUBHPYCHOM TPOTPaMMBl MOXKHO OLIEHWUTH IO HeE-
CKOJBKUM KputepuaM [85]:

¢ HaJeXHOCTb M yR0OCTBO paboOThl — OTCYTCTBHE <«3aBHUCAHUII»

aHTUBHMpYCa ¥ MPOYMX TEXHMYECKHX NpobsieM, TpeOyiolluX oT
MONB30BATENS CHELMANABHOMN TOATOTOBKH;

s KauecTBO OOHAPYXCHUSt BUPYCOB BCEX PACIPOCTPaHEHHBIX TH-
OB, CKaHMpOBaHue BHYTPH (aityioB-gokyMeHToB/Tabmuy (MS
Word, Excel, Office), ynakoBaHHBIX W apXMBUPOBaHHBIX (paii-
JIOB; BO3MOXKHOCTD JICUCHUS 3apPaKeHHbBIX OObEKTOB;
CYLUECTBOBaHUE BEPCUII aHTUBUPYCA [T/ BCE IMOITY/ISIPHBIE MJ1aT-
dopmbr (DOS, Windows NT, Novell NetWare, OS/2, Alpha,
Linux u 1. 1.); HAIMYME PEXUMOB CKaHMPOBAHUSA «IIO 3afPOCY»
H «HA JIeTy», CYIECTBOBAHUE CEPBEPHBIX BEPCHI C BO3MOXHO-
CTBIO 3IMHUHUCTPUPOBAHUS CETH,

» CKOPOCTb pabOThl U JPYTUE I0AE3HbIE OCOOEHHOCTH.,

HanexHocTh pabGoThl aHTUBMpYCA SBISETCS HanboJiee BAaXHBIM
KPUTEPHEM, TTOCKOIBKY Aaxe «abCOMOTHBIA» AaHTHBHPYC MOXET OKa-
3aTbCS OECIIOIE3HBIM, €CJIM OH HE B COCTOSIHMH JOBECTH MPOLIECC
CKaHWPOBAHHS O KOHIIA, T. €. «[IOBUCHET» U HE ITPOBEPUT YacTb
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JMCKOB 4 (ailyioB M, B pe3y/bTaTe, BUPYC OCTAHETCSI He3aMEYEHHBIM
B CHCTEME. .

KauecTBo 06HapyXeHMsI BUPYCOB CTOUT Ha CJEAYIOIEM MECTE IIO0 |
BIIOJTHE €CTECTBEHHON mpuuuHe. IJ1aBHast 00s3aHHOCTh AHTHBUPYC- |
HBIX TIporpaMMm — oOHapyxusath 100 % Bupycos u neuuts ux. I[lpn
3TOM aHTHUBHPYCHASI IIPOrpaMMa He JO/KHA MMETh BHICOKHH YpOBEHb
JIOXHBIX CpPabaTLIBaHUM.

Cnenyomunii o BAXHOCTH KPUTEPHit — MHOTOIIATOOPMEHHOCTD
aHTHBHPYCA, MOCKOJBKY TOJNIBKO MPOrpaMma, PacCYUTaHHasi Ha KOH-
kpetHyo OC, MOXET NOJHOCTBIO UCTIOABL30BATh (PYHKIIMU 3TOH CHC~
TeMbl. MOMEHTA/IbHAS M TIPHHYIATEABHAS IMPOBEPKA NPUXONSIIMX HA
KOMITbIoTEp (DaiiioB M BCTABIAEMBIX AMCKET — 3TO MPAKTUYECKH
100%-5 rapaHTHg OT 3apaXXeHHUs BUPYCOM. EcCiM B cepBepHOM Bapu-
aHTe aHTWBUPYCA MPUCYTCTBYET BO3MOXHOCTh aHTHBHPYCHOIO aIMH-
HHUCTPHUPOBAHUSI CETH, TO €r0 LIEHHOCTH elile Gonee BO3PACTALT.

CKopoCTb PaboThl TAKKE SIBISETCS BaXHBIM KDUTEPHEM KauecTBa
aHTUBUPYCHOWM mMporpamMmbl. B pasHbIX aHTMBUPYCAX HCTIONb3YIOTCS
pPa3TUYHBIC AITOPUTMBI TOUCKA BUPYCOB, OIWH AJITOPHTM MOXET
oKa3aThCs Gosiee OBICTPBIM M KAYeCTBEHHBIM, IPYrod — MeUIEHHBIM
M MEHEe KAYCCTBEHHbBIM.

NpodmMnakTHuecke mepbl 3alUMTbi

CsoeBpeMeHHOE 00HAPYXEHNE 3aPaXeHHBIX BUpycamu (ainos u
JUCKOB, IOJHOE YHHYTOXEHHE OOHAPYKEHHBIX BUPYCOB HA KaXIOM
KOMINBIOTEPE MHO3BOJNSIOT WM30eXKaTb paclpOCTPaHEHHWST BUPYCHOM
SMUAEMUN HA JPYIrUe KOMITBIOTEPBl. ABGCOMIOTHO HaAEXHbIX MNpO-
rpaMM, TapaHTHPYIOIIUX OOHApYXEHUE W YHUUTOXEHHE JTI0O0ro BU-
pyca, He cyuiecTByer. BaxHbIM MeTOJIOM GOPBOBI ¢ KOMOBIOTEPHBIMHU
BHpYCaMM ABAETCS CBOEBpeMeHHas npodunakTuka, Yrolsl cyuiecT-
BEHHO YMEHBIUHTb BEPOSTHOCTH 3apaXXCHUSI BUPYCOM U OOECIEYHTH
HaEXXHOE XpaHeHHe MHPOpMaUMy Ha JUCKAX, HeoOXOMHUMO BBINON -
HATb CJEAYIOLINE MePbl NPOPUIAKTHKU:

» TIPUMEHSTh TOJBKO AuiieH3uoHHoe 110;

e OCHACTUTb KOMIBIOTEp COBPEMEHHBIMH AHTUBRHUPYCHBIMHU 11pO-

rpaMMaMi ¥ TIOCTOSIHHO BO30OGHOBJIATh UX BEPCUH;

o BCera TIPOBEPSATH NUCKEThI HA HATMYME BHPYCOB (3arlyckad aH-

THBUPYCHBIE TIPOTPAMMBlI CBOETO KOMIIBIOTEPA) IEpPEA CYUThIBA-
HHEM C HUX uHDOPMALUHM, 3a[IMCAHHOH Ha APYTUX KOMIIBIOTEPAX;
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L]

NpH NEPEHOCE HA CBOW KOMObioTep (hailyioB B apXMBHUPOBAH-
HOM BHIE MPOBEPITh UX CPA3y Xe TOCIE pa3apXuBalliy Ha Xe-
CTKOM JUCKE, OrpaHuyuBasi ob/1acth MPOBEPKH TOJBKO BHOBb
3anucaHHbiMU ¢ailiaMu;

TePUOAMYECKH MPOBEPSITh HA HAJMYME BHUPYCOB XECTKHE JIHC-
KM KOMIIbIOTEPA, 3allyCKas aHTWUBHPYCHBIE TIPOTPaMMBI [Uist
TeCTUPOBaHUA (aiaoB, MAMITU U CUCTEMHBIX 001acTel AMCKOB
C 3alUMILIECHHON OT 3alUCH HUCKEThI, NPECABAPUTEIbHO 3arpy3UB
OC c 3auMHIeHHON OT 3allUCH CUCTEMHOM JUCKETHI;

BCETAa 3alUMILATh CBOM AMCKEThl OT 3aludCH Ipu paboTe Ha
JPYTHX KOMIIBIOTEPAX, €CIU HA HUX He OYIEeT NMpOU3BOIMTECS
3anuch UHGOpMALIUY;

00513aTe/IbHO 1e/1aTh Ha AMCKEeTaX apXWBHBIE KOMUM LIEHHOM
IUIS TIOJIb30BaTeNsl MHpOpMALIIY;

HE OCTaBJsITh B KapMaHe IUCKOBOARa A JTMCKETHI IIPH BKJIOYE-
HuM WK nepesarpyske OC, 4TOGBI UCKITIOUMTD 3apakeHue KOM-
MbIOTEPA 3arpy30MHBIMU BUPYCAMH;

UCTIONb30BaTh AHTUBUPYCHBIEC MPOrPAMMBI ISl BXOTHOTO KOH-
TPOASE BCEX MCHONHSAEMBIX (PailioB, MOJTy4aeMBIX M3 KOMITBIO-
TEPHBIX CETEH.

AHTHMBMPYCHbIE NPOrPaMMHBIE KOMMAEKCDI

¥V Kaxmoro TMiia aHTUBUPYCHBIX IIPOrpPaMM €CTh CBOU JOCTOMHCT-
Ba U HEJOCTAaTKU. TOJNBKO KOMIUIEKCHOE UCTIOAB30BAHME HECKOIBKNX
TUAIIOB AHTUBUPYCHBIX MPOTPAMM MOXET NPHUBECTH K IPUEMIEMOMY
pe3yabTaty. IlporpaMMHbIe CPEACTBA 3alllUThI IIPEICTABISIOT COOOM
KOMIUIEKC aJITOPUTMOB 1 IIPOrpaMM, HaleJeHHBIX HA KOHTPOJIb U UC-
KJII04YeHNe NPOHUKHOBEHMS HECAHKIIMOHMPOBAHHOMH MHMOpMaIIUH.

CyuiecTByeT CIIEKTP NMPOrPaMMHBIX KOMILIEKCOB, IpeIHa3HAYEeH~
HBIX Ul NpOMUIIAKTHKH 3apaXeHUsT BUPYCOM, OOHApYXKeHUs B YHUY-
TOXeHus1 BUpYCOB [9]. OHM 00magaioT yHUBEPCATBHOCTBIO, THOKO-
CThIO, aJaNTUBHOCTHIO H IP.

[Iepeuncaum Hanbonee pacnpocTpaHeHHbIE aHTUBHPYCHEIE TIPO-
IPaMMHBIE KOMILIEKChI:

antuBupyc Kacnepckoro (AVP) Personal;
aAaTusnpyc Dr.Web;

aHtuBUpyc Symantec Antivirus;
antnBupyc McAfee;

antuBupyc AntiVir Personal Edition.
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15.3. MocTpoeHue CUCTeMbl AHTMBUPYCHOM 3aLLMTbI
KOPNOPAaTMBHOM CETH

IIpobGnema aHTWBUPYCHOR 3allMTHI — OJHA U3 NMPHOPUTETHBIX
npoGiem Ge30MacCHOCTH KOPIOPATHBHBIX MHGPOPMAIUOHHBIX pecyp-
coB opraiu3alvy. Ee aKTVaIsHOCTE OOBICHSIETCS:

» JJABUHOOGPA3HBIM POCTOM YHC/IA KOMITBIOTEPHBIX BUPYCOB;

¢ HEYAOBJICTBOPUTEIbHBIM COCTOSIHUEM aHTHUBHPYCHOI 3aLUUTHI B

CYILIECTBYIOHINX KOPITOPATUBHBIX KOMITBIOTEpHBIX ceTsX. Cero-
IHSL CETH KOMITaHUI HAXOHSATCH B MOCTOSIHHOM pasButvi. Ogn-
HAKO BMECTE ¢ HUM ITOCTOSTHHO PAacTeT M YUCJIO TOYEK IIPOHMK-
HOBEHUS BUPYCOB B KOPNOPATHBHEIE ceT MIHTEpHET/HHTPAHET.
Kak npapuito, TAKUMM TOYKaMH ABISIOTCS: LUTIO3bI ¥ CEPBEPHI
HMurepHeT, cepBepbl ain-npuIoXeHU, cepBephbl IPYHIOBOI
paboThI K EKTPOHHOH MOYTHI, pabouyue CTAHLIMHU.

Jlnst HeGONBIIMX MPEANPULTHIA, Mcnionb3yloumx 1o 10 y3nos, ne-
niecooOpasHbl PeHICHHUS MO aHTHBUPYCHOU 3aHIUTe, HMEIOIIKE YiI00-
HbIi rpaduieckuii mHTEPQEC M JOMYCKAILME JOKAJIbHOE KOH(pH-
rypupoBaHue 0e3 NpUMCHEHMUsSI LHEHTPAIU30BAHHOIO YIpaBIeHMUS.
Anst KpyrmHeIX OPeANpUATHA NPENIOYTHTEIEHEE CHCTEMbl aHTHBH-
PYCHO# 3aIIUTHI ¢ HECKOJBKMMM KOHCOSIMM ¥ MEHEKEPaMH yNpag-
JIEHMS!, TIOTYHMHEHHBIMH HEKOTOPOMY €AWHOMY 00lIeMy LEeHTpY. Ta-
KH€e pelieHHUs MO3BOJAIOT 06eCeyyTh ONEPaTUBHOE LEHTPATUIOBAH-
HOE yHpaBieHHe JOKAJIbHLIMH aHTHBUPYCHBIMA KJIMEHTAMHM ¥ JAIOT
BO3MOXHOCTb NMPH HEOOXOMMMOCTH WHTETPUPOBATBCS C APYTUMU pe-
1eHnAMHU B 061acTy 6e30MacCHOCTH KOPIOPATUBHBIX CETEN.



Yactb 5
YMPABJIEHME CETEBOM
BE3OMACHOCTbLIO

CucremMa uHbOPMALIMOHHON 6€30MACHOCTH JIOJKHA OTPaaKUTh
MHOMOPMAaILIMOHHEBIE PECYPCHl CeTH OT Hambojiee pacrpoCcTpaHEHHBIX
BHEWUIHMX M BHYTPEHHMWIX aTaK, HanpaBJeHHBIX HAa BBIBOI M3 CTPOsA
CEepBEPOB M YHUUTOXEHHUE JAHHBIX, OT HEXEIATeNIBHOTO MPOHHKHO-
BeHHS B JIOKAIbHbIC BBIYMC/IMTEIbHBIE CETH uepe3 «abipbi» B OC, or
LieJIeHANPABJIEHHOTO BTOPXEHMSI B CUCTEMY IUISL MOJIYYEeHHs KOHpH-
JIeHUMaNbHOM uH(OpMannm.

st yeneurHoro ucnonb3oBanus coBpeMeHHbix T HeoOxonumo
HajexHoe U dPEeKTUBHOE YIPABIEHUE HE TOJIBKO CAMUMU CETAMH,
HO U CPeAcTBaMM CeTeBOM OesomacHocTu. Y eciim paubiiie 3a1aya 3a-
KJIfOYanach B YIPaBJICHWYU OTACIbHBIMH CEPBEpaMu, CETSIMH M Map-
LUIpYTU3ATOpaMK, TO ceilvac Tpebyercsl obecrieunts HHPOpPMAIUOH-
HYI0O 0€301acHOCTh KOPIIOPATUBHBIX Ou3Hec-ipoueccoB. Bce 2T10
MPEeaBbSBISIET XKECTKME TPeOOBAHUS K YIIPABICHHIO CPEACTBAMK CETE-
BO# 0€30MacHOCTH.



fnasa 16
METOAb! YNPABNEHWA CPEACTBAMM
CETEBOM BE3OMACHOCTH

BaxXHeH M KOMTIOHEHTOM CUCTEMEBI VIIPABJIEHUs KOPIIOPAaTHB-
HOM CeThIO SIBJSETCSE CHCTeMa MHPOPMALIMOHHOH §e30MacHOCTH. DT1a
CHCTEMA JOJDKHA;
* HEHTPATM30BAHHO ¥ ONEPATHBHO OCYLIECTBSATH YIIPABJISIOUIAE
BO3EHCTBYS Ha CPENCTBA CeTeBOM OC30NaCHOCTH;

* NIPOBOIUTL PEIYASIPHLINA ayAUT A MOHUTOPUHT, Haloline o0beK-
TUBHYI0 MHOpMalu0 0 cocTosTHUM uHPpOpMauoHHOM Oe30-
MACHOCTH Ui [IPHHATHA OMCPAaTUBHBIX PEHICHUH,

16.1. 3apgaun ynpaBneHna CUCTEMOMH CEeTeBOM
6e3onacHoCcTH

CdopmynupyeM OCHOBHBbIE 3aladd YIIPABIEHMS CHMCTEMOW ceTe-
Boii OezomacHocTn Maciutaba npeanpusatusa. OyHKIMOHAILHO CHC-
TeMa YNpapleHUsi CPeACTBAMM 3aliUTH uHPOpMauuu B pacmapene-
JIeHHOH ceru MaciuraGa OPEANPUSTHS JOLKHA pPEllaTh CACAYIOLUE
3aa9n: ¢

» yOpaBieHue 2106aivkoll nosumuxoid besonacwocmu (I'TIB) B
paMKax ceTH npeanpusitis, (GPOPMUPOBAHUE JOKAAbHBIX NOAU-
muxk 6esonacsocmu (JITIB) oTnenbHBIX YCTPOHCTB U JIOBEACHHS
JITIB 10 BCEX YyCTPOMCTB 3aLIUTH MH(OPMALNH;

« yrpapieHue koHdurypauueii o0beKTOB M CyOBEKTOB IOCTYMNA;
BKJIIOYAET YIPaBICHUE COCTABOM, BEPCUSIMM, KOMITOHEHTaMu
ycrpoiicte M [10 3ammrhl, a Takxke YyIpaBieHUE NITYAMHU
(patch), KOTOphBIE CIIYXAT ST 3aKPBITUA AbIP, OOHAPYXKEHHBIX B
MOCTABIEHHBIX IPOAYKTAX o0ecrneueHUs 6e30IaCHOCTH;
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» TIPEJOCTABJICHUE CEPBUCOB 3alIUTBHl pacripeneieHHbIM ITPH-
KJIaJHBIM CHCTEMAaM, a TaKXEe PEerucTpariuio 3alluIeHHbLIX pH-
JIOKEHUH U uX pecypcoB. T1pwtoXeHusT 3TOM TpyIIbl JOKHE
obecnieurBaTh, rpexiae Bcero, uutepdeic (API) nnst obecneye-
HUS YIPABIICHHS CEPBUCAMM 3alUTHl CO CTOPOHbI MPHKJIALHBIX
CHCTEM;

¢ VIIpaBJIcHUE KPMIITOCPENCTBAMM, B YaCTHOCTH — KJIIOYEBOe

yupaeneHne (kmodeBas uHbpacrpykrypa). Kimouesass nHdpa-

CTPYKTYpa IOKHA (PYHKUMOHHMPOBATh B COCTaBE MH(PPACTPYK-

TYPHBIX (CHCTEMOOOPA3YIOUIMX) CYXKO;

COOBITHITHOE TIPOTOKOJIMPOBAHME; BKIIOYAET HACTPOMKY BbLIXA-

YH JIOTOB HA pa3Hble YCTPOHCTBA, YIIpaBiAcHHE YPOBHEM HeTa-

JTH3alY JIOTOB, YAPARIECHHUE COCTABOM COOBITHIA, 1O KOTOPHIM

BeJeTcsl MPOTOKOIMPOBAHHE;

« ayout GesonacHoctn MC; obecrieurBaer MogydyeHWe W OLIEHKY

O0BEKTUBHBIX HAHHBIX O TEKYIIEM COCTOSTHHUM 3allUIIEHHOCTH

MNC, nHorna noa aynutoM 6€30MacHOCTH TIOHMMAIOT aHAJIM3 JI0-

TOB, TIOUCK HapylIUTEaeH U ABIP B CYLIECTBYIONIEH cucTeMe, Of-

HaKoO 3TH (YHKUIH TOKPBLIBAIOTCA, CKOpee, 3a1adyaMy yrpasjie-

HHS JIOTAMU;

MOHHTOPHUHT 0€30MaCHOCTH CUCTEMBI; 00ecrieurBaeT NoaydeHue

nadopMa B peajbHOM BpPEMeHHM O COCTOSHUM, aKTHBHOCTH

YCTPOWCTB U O COOBLITUSIX C KOHTEKCTOM 0€30MacHOCTH, MPOUC-

XOIAIIMUX B YCTPOMCTBaX, HATIPUMEP O MOTCHLMATLHBIX aTAKAX;

e obecreyeHUe paboTHl CTEHUANBHBIX 3AUIMIUICHHBIX TPIIOXE-
HU, HapUMep HOTApUAIBHOTO HA/A30pa 34 ONEpalUusIMH, 110k~
JlepXKa peraMeHTHBIX MeponpusaTUii (CMeHa KiIouyel, mnapo-
Jleit, yCTPOUCTB 3alllUThI, BbIIIYCK CMapT-KapT U Ap.);

o obecrieueHne paGoThl MPOEKTHO-UHBEHTAPU3ALIMOHHO IpynIbl
MPWIOXEHWUA; 3Ta TPYIIIA MPWIOKEHWI JOJDKHA OCYIIECTBISTh,
— OTIpeACNCHNE TOYEK YCTAHOBKHM CPENCTB 3allUTEl B CETH

TIpeINPHSITHS
— VYET NPHUMEHSEMBIX CPEJICTB 3aIIUTHI,
— KOHTDPOJIb MONYJBHOIO COCTaBa CPEACTB 3allUThHI;
— KOHTPOJIb COCTOSTHUS CPEICTB 3aIUTHL M Ap.

CyinectsyeT npo6aeMa KOMIUIEKCUPOBAHMS Y OPTaHM3aIluy B3an-
MOIEUCTBHS TPAIMHUOHHBIX CHCTEM VIIPABJICHUS CETSIMH H CHCTEM
VIIPABIEHUS CPEICTBAMU 3aLLIMTH WHGMOPMATUH B ceTH. s pelieHus
3TOM MPOOIEMBI IPUMEHSIOTCS 1BA OCHOBHBIX ITOAX0/a.

IlepBoiit TIOAXOM 3aKTIOYACTCS B MHTETPAllMH CPEICTB CETCBOrO
MM CHUCTEMHOTO YIIPABJICHUS C MEXaHM3MaMu YIIPaBIEHWS! CPEACTB
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3AIIUTDBI. CpeﬂCTBa CETECBOIO U CHMCTEMHOIO YIIPABIACHNA OPHEHTHPO- |

BaHbI, B IIEPBYIO Oouepellb, Ha ynpamieHue cetsio wm MC, 1. ¢. mon-

4
i

~§

;

IEPXUBAIOT TPAAULIHOHHBIE IEHCTBUS U YCIAYIH: ynpaBJICHMNE YUCTHBI~

MH 3anUCSIMU NONL30OBATENEl, YIPaBIeHHE PeCypcaMu M COObITUSIMH,

MAapilpyTU3alUIO, TIPOU3BOAUTENBHOCTy W T. 1. Psn xoMmangui —
Cisco Systems, Computer Associates, Hewlett Packard, Tivoli Sys-
tems — mMOUUIM 1O IyTH HHTErpallMd MEXaHW3MOB YNPABICHUS
CPEACTB 3alLMThi B TDATUIIMOHHbIE CHCTEMbI yripaBieHus ceTsamu. On-
HAKO TaKue KOMIUIEKCHBIE CHCTEMBI YITPABJICHMS YACTO OTAMYAIOTCS
BBICOKOM CTOMMOCTHIO U, KPOME TOT0, HEKOTOPBlEe aclieKThl ynpasie-
HMs1 6€30MaCHOCTBIO OCTAIOTCS] 32 MpeleiaMy BHUMAHHMst 3TUX CHCTEM.

Bropoit noaxon 3akinoyaeTcsl B UCIIOIL30BAHUM CPENCTB, Npeh-
Ha3HA4YCHHBIX U PELIeHUs TOABKO 3a/ia4H ynpapieHus 0e30nacHo-
creio. Hanpumep, Open Security Manager (OSM) or Check Point
Software Technologies maeT BO3MOXHOCTh LUEHTPAIM3IOBAHHO YMNpPaB-
JISITh KOPNOPATHBHOM TMONMTUKOW 0e30MacHOCTH M MHCTAUIMPOBAaTh

ee Ha ceTeBbie YCTPOIiCTBa 1o Beel Komnanuu. IIponykr OSM sast-
©TCSl OHMM M3 OCHOBHBIX KoMIoHeHTOB TexHoornd OPSEC (Open.

Platform for Secure Enterprise Connectivity), paspaboTaHHO# KomIia-

Hueit CheckPoint, oH co3maer WHTepdeic Wi YIPABICHUS YCTPO- .

CTBaMM CeTeBO# OGe30MacCHOCTH PAa3TUYHbIX POU3BOAUTENEH (Hanpy-
mep, Cisco, Bay, 3Com). .

16.2. ApxuTeKTYpa YNpaBneHusi CPeACcTBamM CeTeBOH
6e3onacHocTH

Hdns obecneyennsi GesonacHocTy MHGOPMAUUOHHBIX DPECYpCcOB
TIPERNPUATAS CPEACTBA 3allUThi MHPOPMAUHUHY OOBMHO pa3MeliaoT-
Cs1 HETOCPENCTBEHHO B KODPIOPATUBHON ceTM. MO KOHTpoOMupyloT
IOCTYTI K KOPHOPATHBHBIM PECYPCaM, OTpaXas aTaKd 3JI0YMBIIUICH-
HUKOB HM3BHE, a HUHO3b BUPTYalbHbix YacTHHIX ceteil (VPN) obec-
NEYABAIOT KOHOUACHUHUAIBHYIO Tiepeaayy uHGopMauMy 4depe3 oT-
KpBIThIe IO0aibHbie ceTH, B dactHoctd Murepuer. st coamanus
HaJIeXKHOH DIIEIOHUPOBAHHON 3alMKMTHl B HACTOSILEE BpeMs NpuMe-
HSIIOTCS TAKXKE TaKHe CPEACTBa 0€30MacHOCTH, KaK CUcTeMb oOHapy-
xeHmsi sropxeduit IDS (Intrusion Detection Systems), cpencrsa
KOHTpOIA AocTyna No coAepxaHuio WHMOPMALINY, AHTUBUPYCHEIE
CHUCTEMBI W Jp.

BoasmmuceTeo KMC mocTpoeHs Ha OCHOBE NPOrpaMMHBIX U am-
MapaTHbIX CPEACTB, MOCTAB/ISICMbIX Pa3NHYHBIMU TIPOU3BOIUTEIISIMH.
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Kaxgoe u3 »Ttux cpeacTs TpebGyeT TIIATEILHOIO M CHerunduyeckoro
KOH(DUIYPHUPOBAHUS, OTPAXKAIOLIETO B3aUMOCBSI3H MEXIY NOJb30Ba-
TEJISIMM M JJOCTYNHBIMU UM pecypcamMu. YroObl 06eCneYnTh B reTepo-
regHo KMC namexuyo 3amuTy HHQOPMALIMHK, HYKHA PaliMOHAIBHO
OpraHM30BaHHasl cucTeMa ympasieHus OezonacHoctbeio KHUC, koto-
past obecrieunia 6bl 6€30MACHOCTS M NTPABUIIBHYIO HACTPOMKY KaX10-
ro komroHenTa KHUC, NocTosiHHO OTCAEXMBAIA MPOUCXOASILNE H3-
MEHEHHUSI, YCTaHABIMBAJIA «3aIUIATKW» HA HaWeHHbIE B CUCTeME Ope-
i1, KOHTponupoBaga paGoTy nosib3opateneil. O4eBHIHO, YTO YeEM
pasnopoanee IC, TeM ciioxHee o0ecreduTh yrpaslieHue ee Gesomnac-
HOCTBIO.

16.2.1. OcHOBHbI® NOHATHS

OnpIT BeaylInux NpeanpusTUli-IIPON3BOAUTENEH CPEACTB CeTEBON
6e30MaCHOCTH TTOKa3bIBaeT, YTO KOMITAHUS CMOXKET YCIELIHO pealm-
30BaTh CBOIO NOJHUTHKY Oe3oracHoctH B pacnpeneneHaoil KUC, eciu
yhpasiienue Ge30MacHOCThi0 OyAeT LEHTPalTd30BaHHBIM M HE OyaeT
3aBHceTh 0T ucnonb3dyemblx OC 1 mpukiamIHeix cucreMm. Kpome toro,
cucTeMa pervcrpaiiuu cobeituit, npoucxonsimux B KHUC (cobpitus
HCH, uaMeHeHYie IPUBUNETHIA NONIb30BaTENCH U T. 1.), AOTXKHA ObITH
eINHOM, YTOOb AIMHUHHMCTPATOP CMOT COCTABUTb IOJNHYIO KapTUHY
npoucxogsumx B KUC uwiMeHeHWH.

s penteHds psga 3afad ynpasiaeHus 6e30nacHOCThIO TpedyeTes
TPMMEHEHUE eAMHBIX BEPTHKAIBHBIX MHDPACTPYKTYP THUIla Karajiora
X.500. Hampumep, noJMTHKA CETEBOro AocTyna TpedyeT 3HaHUs
uaeHTU(OUKATOPOB TIoNib30oBatTesie. B1a uHGOPMaLHd HYXHA H ApY-
MM MIPUIOKEHUSIM, HATIPUMED B CHCTEME KaIpOBOro y4eTra, B CHCTE-
Me OIHOKpAaTHOro mocryna K npuaoxenusM (Single Sign-On) u 1. 1.
JyOnupoBaHuie OTHUX M TEX XK€ JAHHBIX NPUBOANT K HEOOXOAUMOCTH
CUHXPOHHW3ALMH, YBETHUYCHUIO TPYAOEMKOCTH U BO3MOXHON MyTaHU-
te. [Toaromy, YTOOBI H36GEXATh TAKOIO AYOIUPOBAHUS, YACTO HCIIOb-
3YIOT e0uHbIC GEPMUKANbHBIE UHDPACMDYKMYDbL.

K TakuM BepTHKAIBLHBIM CTPYKTYpaM, MCITOb3YeMbIM Pa3jiHdHbI~
MU TIOAB30BATENBCKMMH IIOACUCTEMAMH, pabOTaOIIMMKU Ha pa3HbIX
yposusix OS1/1SO, orHOCATCS:

o UHpacmpyxmypel ynpagaenus omipoimsimu Karouamu PKI. Cre-

JIyeT OTMETUTh MHTEPECHBI ACTIEKT, MOKA HE MONYYHBIUMN M-
POKOTO PacIpOCTPaHEeHUs, HO BaXKHbIH Mis ynpasneHusi. Cei-
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4yac B OCHOBHOM MCHOJIb3YIOTCS LU(PpOBbIE cepTUDUKATH B BUIE |
TaK HA3bIBAEMBIX «yAOCTOBepeHUN nu4HOCTH» (identity certifi- -
cates), HO yX€ Pa3BUBAIOTCS ¥ KOe-IIe NMPUMEHSIOTCS LHPPO+ |
Bbi€ CEPTU(UKATHL B BHIE TAK HA3bIBAEMbIX «BEPUTENBHBIX Pa- |
MoT» (credential certificates); BblIaBasi U OT3bIBasl TAKHE «BEPH= |
TeJIbHbIE IPAMOTBI», MOXHO 60iee THOKO YIIPABIATDL AOCTYNIOM; |,

o xamanoeu (HAOpUMeEp, WACHTU(DUKATOPOB IIOAb30OBATENCH H
JIpYTUX CBEAEHUI O IONb30BaTeNsIX, HEOOXOAUMBIX B CHCTEMAX
YIPaBIEHHsT IOCTYTIOM); TIPUMEYaTeNbHO, YTO KaTaIOTH YacTo
WCNOJB3YIOTCS HE TONBKO KaK XpaHWIRMIA JAHHBIX — B HHX
TAKXKE YAaCTO PACHOaraloTcsl MOJWTHKM JOCTyna, cepruduka-
Thl, CITMCKH JIOCTYNA U AP.; 4

o cucmems: aymenmugpuxayuu (o6sivHo RADIUS, cepsepn
TACACS, TACACS+);

o cucmemsl COOBIMULIHO20 NPOMOKOAUPOBAHUS, MOHUMODUHeA U ay-
Jouma. CrnefyeT OTMETUTh, YTO 3TH CHCTEMBbI HE BCEIla BepTH-
KaJbHbl, YaCTO CMELMAIM3UPYIOTCS ¥ PabOTalOT aBTOHOMHO B
MHTEPECAX KOHKPETHBIX MOICHCTEM.

KoHnenuus riofajibHOro yrpasieHus 0e30MacHOCThIO, NMO3BO-
Js101UasA OCTPOUTh 3D (PEKTUBHYIO CUCTEMY HEPAPXMYECKOrO yIpaB-
JIeHUsT Be30TIaCHOCThIO NEeTePOreHHONW CeTM KOMMNaHuM, pa3paboTaHa
komnauueir TrustWorks Systems [9]. OpraHuzaiius LeHTpaIU30BaH-
Horo ynpasieHusi 6esonacHocTbio KHMC ocHoBana Ha cremyrommx
MPUHIIANAX:

e ynpapjieHde O0e30MaCHOCTHIO KOPIOPAaTMBHOM CETH HOJDKHO
ocyurecTisaThest Ha yposHe I'TIb — nHaGopa npasun Ge3onac-
HOCTH I MHOXECTBa B3aHMOAEHCTBMI MeXmy OObeKTaMU
KOPHOPATUBHOMU CETH, a TAKXKE MEXAY 00bEKTaMU KOPHOPATHB-
HOM CeTH U BHELIHMMH OOBEKTaMHU;

+ ['TIB posmxHa COOTBETCTBOBATL OU3HEC-TIPOLIECCAM KOMITAHUH,
st sToro cpoiictBa 5e30MacHOCTH OOBEKTOB U TpeOyeMble
cepBUCHI GE30MaCHOCTH JOJKHbI ObITh OMUCAHBI C YYETOM HX
OU3HEC-pOJIEH B CTPYKTYpPE KOMITAaHUM.

o JUIS OTHENBHBIX cpencTB 3aumtel dopmupyiotest JII1b. Tpanc-
Jsiumst JITTD pofbkHa ocyliecTBASITbCS aBTOMATHMUYECKM HA OC-
Hose aHain3a npasui I'TIb n Tonororuy 3aluuiaeMoit CeTH.

VuursiBast, 4TO METONOJOTUsSL LIEHTPAIM3OBAHHOTO YIIPABJICHHUSA
ceTeBOH 6e30TIaCHOCThIO AOCTATOYHO MOJHO OTPAXKAET COBPEMEHHbLIE
TEHIAEHIIMM Pa3BUTHSE TEXHOJIOrHH 0€30MacHOCTH, PACCMOTPUM IOI-
pobHee ITY METOMOJIOTMIO U HEKOTOPBIE ACHEKTH! €€ PeAIU3ALNH.
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16.2.2. Konyenuynsa rno6anbHoro ynpaBneHms
6e30nacHOCTbIO

B ocHOBe HEHTpATM30BaHHOTO yTIpaBieHns O6e3onacHocThio KUC
JEeXUT KOHUENUUS 2106a4bH020 ynpaeaenus 6esonachocmoio GSM
(Global Security Management). Konuenuus GSM mnosBosisieT 110-
CTPOUTH KOMIUTEKCHYIO CHCTEMY YIPABJIEHUS 1 3alIUTHL MH(POpMALIM-
OHHBIX PECYPCOB TIPEANIPUATHS CO CASAYIOLIAMH CBOMCTBAMMU:

e YIPaBAEHHE BCEMM CYIIECTBYIOIIMMM CPEJCTBAMM 3a{ATHI Ha
6a3e MoAMTUKKA OE30TIACHOCTH IIPEATIPUSITHS, O0ECTIeYHBAIOLIIEE
11€JI0OCTHOCTD, HEMPOTHBOPEYNBOCTh U MONIHOTY HAabopa NpaBuI
3aIMTHI UTSE BCEX PECYPCOB MPEANPUATHS (OOBEKTOB MOJUTHKH
0e30MacHOCTH) U COTJIACOBAaHHOE HUCTIONIHEHME NOJMTHKH 0e3-
ONACHOCTH CpEICTBAMU 3allUTHI, IOCTABJISEMBIMH pa3HBIMU
MTPOM3BONTEISIMH;

* ONpencncHUue BceX MH(MOPMALIMOHHBIX PECYPCOB IPEATIPUSTHS
yepe3 eIWHBIA (paclpedesieHHBIA) KaTaior Cpembl HpeaIpH-
SITHS, KOTOPBIM MOXET aKTyadu3HpOBaThCS KaK 3a CYET COOCT-
BEHHBIX CPEICTB ONUCAHUS PECYPCOB, TaK U TIOCPEICTBOM CBSA3H
C IPYrMMH KaTaaoraMu IpearpusTist (B TOM YHCIIE 110 IIPOTOKO-
ay LDAP);

* [IEHTPAIM30BAHHOE, OCHOBAHHOE Ha MOJUTHKE 0€30HACHOCTH
(policy-based) ynpapieHue JOKaJIbHLIMM CPENCTBAMU 3aIUTHI
nHbopMalUM;
crporasi ayreHTUdhHKanus 0OBLEKTOB MOMUTHKH B Cpele Mpel-
npustus ¢ ucnonb3oBaHueM PKCS#11 tokeHoB M mH(ppa-
CTPYKTYPHl OTKpBIThIX Kirouelr PKI, BKio4Yass BO3MOXHOCTB
TIPUMEHEHMS] JOMNOJMHUTENBHBIX JIOKATBHBIX CPEJICTB ayTeHTH-
dukaumu LAS (no seiGopy norpeburens);
¢ PACHIMPECHHbIE BO3MOXHOCTH aAMUHHACTPUPOBAHUS JOCTYNA K
ONpENEeNCHHBIM B KaTajore pecypcaM NPeAnpusaTUST MK YacTIM
BCEro KaTanora (C nojiepKKOil MOHSITUH TPYIIIT 110/1b30BaTEIeH,
JIOMEHOB, ACTIAPTAMEHTOB NPENNPUSATUS), YIIPABACHHE POJISIMH
Kax HabOpOM MpaB JOCTYNA K pecypcaM HpemiipusiThsi, BBEIE-
HUEC B MOJUTHKY 6€30MACHOCTH 3JIEMEHTOB KOCBEHHOTO OTpe-
JEJeHNs 11paB uepe3 aTpuOyTH npaB gocTyna (credentials);
obecrieyeHe MONOTYETHOCTH (PErHCTpalMy BCeX omepainui
B3aUMOJCHCTBHI pacnpeleICHHBIX O0BEKTOB CHCTEMBI B Mac-
nrrabax KOpIOpPaTHBHON CETHM) W ayduTa, MOHMTOPHHIa 0e30-
TIaCHOCTH, TPEBOXHON CHMTHAIN3ALMM;
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e HHTErpaUMs C CHCTeMaMM OOILIEro ynparieHus, HHPPacTpyK-
TypHbIMEM cucteMaMu Oe3onacHoctu (PKI, LAS, IDS).

B paMkax naHHO# KOHUEINIMM ynpasieHue, 0CHOBAHHOE HA NOAU-
muke bezongcrocmu — PBM (Policy based management) — onpene-
JISeTCS KaK peanMsanusi Habopa MpaBui yIpaeneHus, copMyaupo-
BaHHBIX 151 OHM3HEC-OOBEKTOB TPEANPUSITUS, KOTOpAs rapaHTUpyeT
AOTHOTY OXBaTa 6M3HEC-061aCTH O6BEKTAME M HENPOTUBOPEYHBOCTE
MCNONB3YEMBIX TPABIJT YNIPABIECHHUS.

Cucrema ynpasnenuss GSM, opueHTUpOBaHHAS HA yNpaBjieHHE
0e30MacHOCTbIO Npeanpusitus Ha npuHiuunax PBM, ynosaersopser
cleayIoILM TpebOBaHUAM:

e MOJUTHKA 0€30MacHOCTH NPeANMpPUATUS NPEACTABISET CcOO6OM
JIOTUYECKM M CEMAHTHUYECKM CBS3aHHYIO, (POPMHUDPYEMYIO, pe-
JAKTUPYEMYIO Y aHATU3UPYEMYIO KaK €IWHOE LEJIO¢ CTPYKTYPY
JAHHKIX;

o TMOJIUTHKA 0€30MacHOCTH MNPEANPHATHS ONpPENesieTcs B eIu-
HOM KOHTEKCTE JJisI BCEX YPOBHEHM 3alLMThI KaK €AMHOE HEi0e
CETEeBOH HOMUTHKU 0Ge30HaCHOCTM M TMOJMTHKU 0e30TacHOCTH
UHOOPMAOHOHHEIX PECYPCOB IPEATPUITHS;

o 1151 OONer4eHHsT agMUHUCTPUPOBAHMS PECYPCOB U TMOJUTHKH
6e30MaCHOCTH NPEANPHUSATUSI YUCIO NAPAMETPOB TIONUTHKH MU-
HHUMU3HPYETCH.

Hnst Toro ytoObl MUHUMU3UPOBATH YUCJIO T1APAMETPOB TOJUTH-

KH, UCITOJIB3YIOTCS CACAYIOIINE NDUEMBI:

1) rpyniioBeie onpeneneHusi 00beKTOB 0€30NaCHOCTH;

2) KOCBEHHBIE OIpENeICHNS, HATIpUMEp onpeneneunﬂ Ha OCHOBE
BepuTeabHBIX (credential) aTpubyTOB;

3) MaHnaTHOE yipaBleHHe NOCTYNOM (B JOMOJNHEHUE K (PUKCH-
POBAHHOMY AOCTYIIy), KOI/a PEUIeHHe O JOCTYIE ONPEeAessieTcss Ha
OCHOBE COTIOCTARJIEHUs] YPOBHS AOCTYIA, KOTOPBIM 00saxaer CyOb-
€KT, U YPOBHS KOHPUACHIHANTLHOCTH (KPHTHYIHOCTH) pecypea, K KO-
TOPOMY OCYILECTBJSIETCH AOCTYIL.

Cucrema ynpapieHuss GSM obecrieunBaeT pa3HooOpa3HbIE Mexa-
HH3MB! aHAIN3A MTOMMTHKY Ge30TIaCHOCTH 3a CYET CPEACTB MHOTOKPH-
TEPMATLHOH MPOBEPKM COOTBETCTBMA MOAUTHKH Ge3onmacHocTH (op-
MaJbHBIM MOJEJISM KOHLEIUMH 0€301aCHOCTH NPEANPUSATHS,

Huxe npuBomurcs konuenuus onpeneneHuss [TIb (GSP —
Gilobal Security Policy) ceTn npeqnpusitusi ¥ olmMcaHue NOCTPOSHHOH
Ha Oasze I'TIb cucrembl ynpasneHus 6Ge3omacHocTeio (policy based
security management).



T1aea 16. Memods: ynpaeaenus cpedcmeamu cemeeoii 6ezonacnocmu 385

16.2.3. T'no6ansHas m nokansHass nonMTukn 6e30NacHOCTH

TnobanpHas NOMMTHKA 0€30MACHOCTH KOPIIOPATHBHOM CETH Mpes-
craBisieT co0oil KOHEYHOE€ MHOXECTBO INpaBM 0e3011acHOCTH
(security rules) (puc. 16.1), KOTOpbIE OITUCHIBAIOT NTAPAMETPHI B3au-
MOAEHCTBHSL OOBEKTOB KOPHOPATHBHON CETH B KOHTEKCTE WHQOP-
MalMOHHOM 6e30NacHOCTH:

o HEOOXOIWUMBIH IJISI COeMUHEHNS CepBUC 0e30IacHOCTH (ITpaBh-
Jia 00paboTKH, 3alUTH ¥ (pUIbTparuu Tpaduka);
HAIIPaBJACHHE MPEAOCTABICHUS CepBHCa 6€30MacHOCTH;
npasBuia ayTeHTUDHUKALUU OOBEKTOB;
npaBuia o6MeHa KJIIOYaMH;

o IpaBU/a 3aITUCH PE3yIbTATOB COOBITHIT 6€30MaCHOCTH B CHCTEM -
HBIN XypHAT;
o TIPABWJIa CUTHAIU3ALIMH O TPEBOXHbIX COOBITUSIX M JIP.

Mpasuno | __ | Obbext o Obbext Cepsuc YposeHb
mb - A B + 6esonackocu | + ayaurta
Onucarve obbexTa: Hanpaenexue * Tun npunoxeHus « Mpapuna eeneHust
* VPN-arenT 3actasa 3.3 NPEROCTABNEHMA | |° Mpapuna dunkTpauwm | | CUCTEMHO XypHana

. : Tpebyemoro . * MNpaeuna
IP-xoct cepavca Tun kpunTocepeuca p

* Normadic-xocr Ge3onacHocTH CHrHANM3aLMM

. Moacets

. Mpynna

« [pynna posepennoro CA

* Mepumetp BesonacHocT
ThoGow

Puc. 16.1. CTpykrypa mpaBuia TI0GaTBHOM MTOTHTHKY Oe30MacHOCTH

ITpu stom o6bekTamu I'TIB Moryr GviTh Kak OTHENbHBIE paboyne
CTaHLUM U TIOACETH, TAK U IPYINbI OGBEKTOB, KOTOPEIE MOTYT BKITIO-
4yaTh B ce0s LEeaple CTPYKTYpPHBIE NONpa3neaeHUT KOMNAHUU (HapH-
Mep, OTAeN MapKeTWHTa Win GUHAHCOBBINA IEMTAPTAMEHT) WIH AaXe
OTHAE/IbHbIE KOMIMAaHUH (BXOAsiLMe, Hampumep, B Xommuur). floauru-
Ka 6e30nacHOCTH ISl KaXIoro oObeKTa B IPYIIIe aBTOMAaTHUECKU pe-
MIJIMLIUPYETCST BCEM OOBEKTaM I'PYIIIHL.

3anaum 3amMTHl OM3HEC-OOBEKTOB paCIIPele/ieHHO Kopropa-
THUBHOM CUCTEMBI MOXHO C(POPMYJIMPOBATh B TEPMHHAX TIPaBMII, 1O-
CKOJIbKY CETEBOE B3aMMOACIHCTBHE MOXHO MPEICTABUTEH KaK IIPOCTYIO
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nepeaayy nHpopMauuu Mexay cyorextoM Subj u# 06bekrom Obj moc-
TyNa Ha OCHOBE HEKOTOPOIO CETEBOro CepBHCA 3aliMThl SecSrv, Ha-
CTPOEGHHOIO TIpY MoMolIu rapamerpoB P. B pesynbrare rnobanbhas
NoJUTHKA 0e30MacHOCTH TIPEANpPUSITUS ITPEACTaBAAeTCA Kak Habop
NpaBui BUIA

(Subj, Obj, SecSrv (P)).

IMpu 31OoM orcyrcTBHe Npasuna s obvekra Obj o3nauaer 3a-
npet moboro gocryna K gasHomy Obj.

Ing npocrorsl onpencyieHust ueiei 06e30MacHOCTU NPEAITpPUSTUS
8 GSM mpenycMoTpeHO [1Ba THNIA OOBEKTOB, BBICTYIAIOLIUX B Kaye-
crBe Subj u Obj. 3ro — nosk3osarenb (U) u pecypc (R).

Pecypc R MoxeT 6bITh WHOMOpMAITMOHHBEIM (IR) Wiy cereBmIM
(NR).

TTonp3oBaTeib M pecypc MOTYT BBICTYNaTh B Jo0oi u3 dopm ar-
perauyu, MOMAePXUBAEMBIX B CUCTEME: TPYIIBI, ZOMEHbI, POIH, JE-
IMapTaMEHTHI, pa3/ieJibl KaTajiora.

IIpumep: mpaswro (U, IR, S1) npeuacrasisier coGoid npasuwio 3a-
wuthl 31, oGecneynBaeMoe MpU JOCTyIe noan3osaresnst U x uHbpop-
MauunonHomy pecypcy /R. Tlpasuno (IR1, IR2, §2) o3nauaer paspe-
LIEHHE CETEBOI0 B3aMMOACHCTBUS IBYX WH(MOPMAIIMOHHBIX MOMAy/eii
(porpaMM) ¢ HeOOGXOMUMOCTBIO O0eCIIeUeHUsT CBOMCTB 3aLUThI 52,

Toaumuka no ymoauanuro Iist 10CTyNa K JOOOMY 3aUIMIIAEMOMY
00BEKTY KOPNOPAaTHBHOM CHCTEMbI IMpENCTaBAseT COOOH 3anpeTu-
TEJBbHOE TIPABUIIO. 6Ce, UMO He paspeuieHo A6H0 — 3anpeujeHo. Taxkoe
MpaBujIo O0ecHeYrBaeT MOJHOTY 3alIUTH MHGOPMALIMK B CETH TIpek-
HNPUSATHSE ¥ aIIPUOPHOE OTCYTCTBUE «IBIp» B GE€30MACHOCTH.

YroOnl 0becieunTb B3aUMOAEHCTBUE YCTPOUCTB B CETH, VIS HUX
cosfaercs W gocrapisieTcss (B oOLUeM ciiy4ae He 0 KaHajaaM CeTH)
cmapmosas Kongueypayua, Coaepxaias HeoOXOAMMbIE MPaBWIa Ha-
CTPOHKH YCTPOUCTB TOJBKO A MX LEHTPAIM30BAHHOrO YIIpaBJie-
HUS — CTapTOBas TIOJMTHKA Oe30HaCHOCTH YCTPOMUCTBA. _

ITpagwia I'TIB moryr ObITh pacnpoCTpaHEHHI KakK HA CETEBBIE
B3aMMOAEHCTBUS, TaK U Ha GYHKLUM KOHTPOJISE U yHpaBIeHUSs CaMOi
CHCTEMBI.

- ®yakuuonanpHo npasuwia I'TIB pas6utel no rpynnam:

» npasusa VPN. TlpaBuna JaHHOro THpPa peaM3yioTcsl MpU IIO-
MOILM NpOoToKoIoB IPSec; areHTOM HCHONHEHUs TpaBuna siB-
nserca apaiiBep VPN B cTeke KJIUEHTCKOrO YCTPOHCTBA KM

Huno3a 6ezonacnocty (/P1, IP2, VPNRule);
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o npasuaa naxemnot gusompayuu. OHU 06ECTICUMBAIOT MAKETHYIO
¢uapTpanmio Tuna stateful u stateless; MCMoOMHEHNE 3TUX Tipa-
BUJ1 ODECIIEYHBAIOT T€ X€ areHThi, YTo MCROJHAIT VPN-mipa-
puna ([P1, IP2, PacketRule);

o DrOXy-npasuiq, 6KAIOMAA AHMUBUDYCHYIO 3aUUMY «HA aemy». DTH
MpaBKjIa OTBEYAIOT 3a (PUIbTpauuio TpadukKa, nepeJaBacMoro
MO yIpaBJIeHUEM 3aAaHHBIX TIPUKIIAAHBIX IIPOTOKOJIOB; HX HC-
ITOTHUTEAbHBIM Ar€HTOM SIBJISIETCSI Proxy-arcHT, HalpuMep
(User, Protocol, ProxyRule) unu (Application, Protocol, Proxy-
Rule);

o HpaguUAQ AYMEHMUPUUUPOBAHHO20/A8MOPUZ0E8AHH020 JOCMYNA,
exawuas npasusa Single Sign-On. YiupapieHHe OCTYTIOM
Single Sign-On obecneyuBaeT JaHHOMY MoOJb3oBareyo pabo-
Ty Ha €IUHOM TIapOJie WJIM JPYroi ayreHTH(PHKALUMOHHON
uHdopManu co MHOTUMU WH(DOPMALIMOHHLIMU DECypcamiu;
MOHSATHO, UTO CHMBOJMYECKas 3amucCh IpaBUiIa CETEBOIO [I0-
cTyna Jerko pacrnpocrpansercss Ha Single Sign-On (User,
Application, Authentication Scheme). IlpaBuna >TOH Trpymmbl
MOTYT KOMOWHMPOBAHHO MCIIONHSTBCS areHTaMu pPa3MyHOro
ypoBHst, oT VPN-apaiiBepa [0 proxy-areHTOB; KpPOME TOTO,
areHTaMH HCIIOJIHEHUSI TaKMX TIPaBWI MOTYT OBIThb CHUCTEMBI
ayTeHTH(UKAIIMY 3aMTPOC—OTKJIMK M TIPOAYKTBI TPETBUX pa3-
paboOTYMKOB;

o npasuia, omeeuaowue 3a CUSHAAUIAUUIO U coObIMUlinoe npomo-
Koauposanue. TloMTHKa IPOTOKOJUPOBAHMS MOXET OIIEpaTHB-
HO ¥ HEHTPAIN30BAHHO YIIPABISITLCS areHTOM MPOTOKOIUPOBA-
HUS, HCTIOJHUTEISIMH TIPABIJT SIBJISTIOTCSL BCE KOMITOHEHTBI CHC-
TEMBI.

Ha6op npasun I'TIB siBIsieTCST TOrMYECKU LIEJIOCTHBIM M CEMaH~-
THYECKH MMOJIHBIM OIMCAaHUEM TTOJMTHKM 6€301TaCHOCTH B MaciuTabax
ceTM, Ha OCHOBE KOTOPOW MOXET CTPOWUTHCS JIOKaJbHAsl MOJUTHKA
6e301MacHOCTH OTAC/ILHBIX YCTPOMCTB.

JlokanbHasi NoJaMTHKa OezomacuocTn. JI1060My CPEICTBY 3alllUTHI,
peanusylouEeMy Kakoi-mbo cepuc WHGOpMannoHHOK Ge3omacHo-
CTH, HeoOxoIMMa IS BhIToaHeHns ero paborsl JIIIb — TouHOE onm-
caHWe HacTpOeK /1 KOPPEKTHOM peaiu3aliiy [paBuil ayTeHTU(hUKA -
LMK NOJb30BaTENeH, YIIPaBAeHUS TOCTYIIOM, 3alllUTHl TpaduKa U Ip.
IIpy TPAIMIIMOHHOM MOAXOAE aIMHUHUCTPATOPY MPUXOIUTCI OTACTb-
HO HaCTpauBaTh Kax/0e CPeICTBO 3aLIMThI MU PEIUIMIIMPOBATH Ka-
KHe-TO HPOCTEHIIIHe HAaCTPOWKHM Ha GONbIOe YWCIO Y3JIOB C HOCTe-
IYIOIER NX KOPPEeKTUpOBKOil. OUEBHAHO, YTO BTO HEU3OEXKHO OpH-
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BOAWT K OONBIIOMY YHCIYy OLIMOOK agMWHHCTPHPOBAHMSI M, KakK
CJIEICTBHUE, CYLUIECTBEHHOMY CHIXEHHIO YPOBHS 3aLTHILEHHOCTH KOp-
IOPaTUBHOM CETH.

TTocne dopmupoBanus agpmuHuctparopom I'TIb Lewrtp ympas-
JieHusl Ha ocHoBe HHrepnperauuy [TIB aBTOMaTHyecKH BHIYHCISAET
M, eCI¥ 3T0 HeoOXOAUMO, KoppeKTupyer otaeibHeie JITIB mist ka-
KIOrO CPeACTBA 3alUMUTHI M ABTOMATHYECKH 3arpyKaeT HYXHBIe Ha-
CTPOWKH B YIpaBISiolide MOXYJAY COOTBETCTBYIOUIMX CPEACTB 3a-
ILATHL.

B uenom, JITIB cereBoro ycTpoMCTBa BKIIOYAET B ceOsl TOTHBIM
HaboOp mpaeun pa3pellcHHbIX COeIUHEHMH NAaHHOTO YCTPOWCTBA, UC-
MOJTHSAEMBIX IS ofecrieueHUa KakoH-Tu00 HHPOPMALWOHHON yCy-
M ¢ TpeOyeMbIMH CBOMCTBaMH 3alWThl UHGOPMALINH.

Paznnuue Mexny mipaBuiiaMu, peanuayromiumu I'TIB B cetn, u
npaswiamMu, peanusyiotumu JITIB KOHKpeTHOro yeTpoiicTBa, 3aKIio-
yaercs B TOM, 4To B npaBiiax rpyrnsl I'TIB oGbekTh M cyOBEKTHI
JOCTyIIa MOTYT OBITEH pacripejieieHbl PON3BOJIBHLIM 00pa30M B IIpe-
Jlenax cetH, a npasina rpynnsl JIIIB, Bkaoyast cyObeKTh H OOBEKTHI
JITNIB, npeaHasHauyeHbl ¥ JOCTYIIHB TOJBLKO B Hpefesiax NpOCTPaHCT-
Ba OJHOTO M3 CETEBHIX YCTPOHCTB.

16.3. MYHKUMOHMPOBAHME CMCTEMbI YripaBneHms
cpencTBamu 6e3onacHoCTH

CTpYKTYpHBIMH 3JIeMEHTAMM CHCTEMBI YIIpaBIeHUsI CpeiACcTBaMu
Ge3onacHocTH TrustWorks sisisiioTcst areHThl Oe3onacHoctu (Trusted
Agent), Uentp ynpaenexnmss (Trusted GSM Server) u Kosxcons
ynpasnenus (Trusted GSM Console) (puc. 16.2),

Ha3HavyeHMe OCHOBHbIX CPeAcCTB 6e3onacHocTH

Aeenm 6ezonacnocmu (Trusted Agent), yCTaHOBIEHHBIN Ha Mepco-
HAAbHOM KOMHbBIOMEpe KAUeHmMQ, OPUEHTHPOBAH Ha 3aIUMTY WHAHWBU-
JyaJIbHOTO TOJb30BATENIsl, BBICTYMAIOLLEr0, KaK MPaBHIO, KIHEHTOM
B NPUJIOXEHHUAX KAUECHT—CEPBEP.

Aeenm 6Ge3onacHocmu, YCTAHOBNEGHHBIA Ha cepeepe npuiowcenul,
OPHEHTHPOBAH Ha OOGECITEYCHHE 3AIMMTHI CEPBEPHLIX KOMIIOHEHTOB
pacrnpeIeeHHbIX TPHUIOXEHHI.
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Puc. 16.2. O6iuas CTPYKTypHasi cXxeMa CUCTEMBI YNpaBleHUs CPeAcTBaMU
HHPOPMAIMOHHOM 6e30MacHOCTH

Aeenm 6e3onacnocmu, YCTAHOBJIECHHBI HA WLIH3060M KOMRbIOME-
pe, 00ecTieYUBaeT pPa3BsI3Ky CETMEHTOB CETH BHYTPH TPENTIPHATHS
WA MeXAy TIPEHIpUSTHUSIMHU.

Henmp ynpaeaenus (Trusted GSM Server) obecrieunBaeTr onmuca-
HHUE M XpaHECHHE TIOOAIBHON MONWTAKU 0€30MaCHOCTH B Macilrabax
CEeTH, TPAHCIHIIUIO TNOOANBHOH TNOJMTHUKHM B JIOKAIbHBIE TIOJMTHUKH
6€30MacHOCTH YCTPOMCTB 3aIllMThl, 3arpy3Ky YCTPOMCTB 3aIIMTHI
KOHTPOJIb COCTOSIHMI BCEX areHTOB CUCTeMEl. st opraHu3aluy pac-
NpencaeHHON CXeMbl YIIpaBJIeHUs 6€30MacHOCTH NPEATPUITUS B CUC-
teme GSM mpenycMaTpuBaeTCs YCTAaHOBKAa HECKONBKHX (Io 65 535)
cepepoB GSM.

Konconw ynpasaenua (Trusted GSM Console) nmpenHasHaueHa Uit
opraHu3anMy padbo4yero MecTa aiMHHHCTpaTopa (aAMUHUCTPATOPOB)
cucreMsl. [st kaxaoro us ceppepoB GSM MoXeT ObITh YCTAHOBIEHO
HECKOJIbKO KOHCOJIEH, KaXaasi U3 KOTOPBIX HACTPanBaeTCs COTIAaCHO
pONEBLIM MpaBaM KaxIoro U3 aMUHHUCTPaTOpoB cucTeMbl GSM,
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Jloxaabrotii Azenm Gesonacnocmu ( Trusted Agent) nipencrasnsier co-
60it nporpamMMy, pa3MellaeMylo Ha OKOHEYHOM YCTPOUCTBe (KITHEHTE,
cepBepe, LITI03€) ¥ BHITOMHSIOUIYIO CHEAYIOIHE QYHKUMHU 3aLLMThL

» ayreHTU(DUKAHIO OGBEKTOB MOJUTHKM Oe30MacHOCTH, BKJIIO-

yasi AHTErpalnio PasIMYHbBIX CEPBUCOB ayTeHTUhOUKAINH;
* ONPEACIEHUE T0JIb30BATENA B CUCTEME M COOBITHI, CBA3aHHBIX
C JaHHBIM TOJIb30BATEJIEM;

e obeclICUeHHE LIEHTPAIU30BaHHOIO YIPABIEHNS CpelcTBaMu 0€3-
OIIACHOCTH U KOHTPOJIST TOCTYIIA;

o yNIpaB/eHHe pecypcaMy B MHTEpECAX NPUAOKEHUN, TONIEPXKKY
YNPAaBAEHUS! JOCTYNOM K PeCypcaM IMPHUKIAIHOTO YPOBHS;

e 3aIIUTY U ayTeHTHGHUKanuo Tpaduka;

o (uibTpaLuio Tpaduka;

o COOBITUHHOE MPOTOKONUPOBAHUE, MOHHUTOPHHI, TPEBOXHYIO

CHTHAJIA3ALIHIO.

Hononuurenshbie ¢pyHkimu Trusted Agent:

» noctaBka kpumrocepsuca (multiple concurrent pluggable mo-

dules);

« ynpasliicHue nepuMerpamu Single Sign-On (kak noazanava ay-

TeHTHDHUKALMH NONb30BaTENEH);

* CEPBUC B MHTEPECAX 3ALUMIUEHHLIX IPUACKEHUI (KPULITOCPBUC,

cepsic jgocryna K PKI, noctyn x ynparieHuio 6e30MacHOCTBIO);

» cxarue Tpadpuka (IPcomp, pluggable module);

¢ YIPaBJICHUE Pe3ePBUPOBAHMEM CETEBEIX pecypcoB (QoS);

o (byHKUMY JOKAIBHOTO areHTa CeTeBOM aHTUBMPYCHOM 3aLIUTHL.

LleHTpaibHBIM 371EMEHTOM JOKAILHOIO areHTa SIBJsiETCs hpoyec-
cop aoxanvhol noaumuxu Gesonackocmu (LSP processor), untepnpe-
TUPYIOLIMA JIOKAJIbHYI0 NOJAUTUKY 0e30MacHOCTH M pacnpenensiio-
LU BBI3OBbI MEXAY OCTAIbHBIMU KOMIIOHEHTAMH.

3awmura pecypcos

Aymenmuguxayus u aemopusayus docmyna. B paMkax peuieHus
peau3yIoTCsl Pa3IM4yHbIe MO (PYHKUHOHATBHOCTH CXeMBbl ayTCHTH(U-
KalliH, KaKAas U3 KOTOPhIX BKIIOYAET THUMN ayTeHTU(DMKALUH U CIIO-
co6 (MexaHu3M) ureHTHdUKa U OOBEKTOB.

Jlns BoiOOpa THIA ayTEHTU(UKALIMA MTPELyCMOTPEHBI CIEAYIOLIHE
BO3MOXHOCTH: ayTeHTHhUKALMA MOJIL30BATENS IPH AOCTYIIE K cpele
GSM wim sokansHolt OC, ayTeHTH(pMKALUS TIONB30BATENS TIPH J10C-
Tyrie B CeTb (CErMEHT CeTH), B3aMMHAasl ceTeBasi ayTeHTUDHKALUA
06beKTOB (MpWioxeHue—npuwioxenue). s Beibopa crnocoba umeH-
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TUDMKATUHA TIPEAYCMOTPEHBI CJIEAYIOINE BapUAHTHI, NPEATIoNnara-
Lide MX Ji000e COBMECTHOE MCIOJIh30BaHHE: TOKEH (CMapT-Kapra),
Mapob, «BHEHIHASY ayTeHTU(DUKALIUS.

Koumpoav docmyna npu cemesnvix e3aumodeiicmeusx. Ilpn nHUIMA-
JIM3a0Ud 3alIMUICHHOTO CETEBOTO COEeNWHEHUsT OoT JokaigbHOo OC
WK NpY TOJTYYEHUH 3arpoca Ha YCTAHOBJIEHHME BHEIHHEro COeAnHE-
HM JIOKaJIbHbIE areHTH O0e3onacHocTH Trusted Agent Ha KOHIIAaX CO-
enuHeHust (/WK Ha MPOMEXYTOYHOM 1DII03e) obpauaorcs K JITIb
yCcTpoicTBa M HPOBEPSIOT, Pa3pelleHO JIM YCTAHOBJIEHWE DTOr0 CO-
equHeHus. B ciyyae, eCi Takoe COeIMHEHUE paspelleHo — obecre-
yuBaeTcst TpeGyeMblil CepBUC 3allIUTHl JAHHOTO COCAUHEHUS, €CIH
3ampeleHo — CETEBOE COCAUHECHUE HE IPEIOCTABISCTCS.

Koumpoav docmyna na yposhe npuxaaduvix obsexmos. Ins Hesa-
NIMLIEHHBIX pacrnpeleicHHBX npuioxeHuid B GSM obGecnieynBaeTcs
CepBHC pa3rpaHUYEHMs] TIPaB AOCTYTIA HA YPOBHE BHYTPEHHUX OOBEK-
TOB JaHHOTO MpWwioxXeHUst. KOHTPoab AOCTYMa Ha YpOBHE OOBEKTOB
MPUKIATHOTO YPOBHsSI OOECTICUMBAETCS 32 CUET TIPUMEHEHMS Mexa-
HU3Ma proxy. Proxy paspabaTbiBaeTcsl UIST KaXOOTO MPHKIATHOTO
riporokona. [IpenycTaHOBICHHBIM SBJISETCA MEPOTOKON http.

J1st HOCTPOEHMST pacTIpeieNIeHHON CXeMBbl YIIPaBICHUS W CHHUXE-
Hus 3arpy3kd cet B GSM ncnoibs3yercs apXxuTekTypa pacripenesieH-
HbIX npokcu-areHToB (Proxy Module B coctaBe Trusted Agent), Kax-
JBII U3 KOTOPBIX:

¢ UMeeT abCTpaKTHLIM YHUBepCATbHEIN UHTEpdeiic, obecneynBaro-

LK MOIYJIBHOE TIORKTIOUEHNE PA3/IMYHBIX Proxy-(GuibTpoB;

e ¥MMeeT MHTepdeiic K CUCTEME YIIPABICHMS, HO UCHOJIB3YET Bpe-
MEHHBIM K3II A yIpaBlIeHMS TapaMeTpaMu (QuibTpaLiuu,
a buibTpauus yupasasercs o000IEHHBIMYA TPABATIAMU TUIIA:
— ayTeHTH(PULMPOBATh CYOBLEKT X B NPHIOKEHUU-00BEKTE Y
— paspemTs TOCTYNn cyonekry X K o0bekTy Y ¢ mapamerpa-

MH P;

— 3anpeTHTh JOCTYN CyOBeKTy X K 00neKTy Z,

— CEMAHTHKa MPABUI YIPABACHUS Proxy-GHIsTpOM U ONHCA-
HUS CYOBEKTOB U OOHLEKTOB JOCTYNA 3aBUCAT OT KOHKPETHOTO
TIPHUKIATHOTO MPOTOKOJ1A, OAHAKO LIEHTP YIIPABACHMSI UMEET
BO3MOXHOCTb PETHCTPUPOBATH ProxXy-GUiIbTPel U 00ecTieyn-
BaTh VIIPaBJIeHUS MMU B KOHTEKCTe obineit riobanbHo# no-
JUTHKA O€30MacHOCTH.

Proxy Agent MoXeT ObIThb YCTaHOBJIEH Ha IIUTIO3e 0€30MacHOCTH,
HETOCPEACTBEHHO HA CEpPBEPE, UCIIONHSAIONIEM KOHTPOIUPYEMBIC MPU-
JIOXXKeHMS, ¥ Ha KJIMEHTCKOM MECTe CHUCTEMBL.
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YnpaBnerHMe CpeaCcTBaMM 3aliuTbi

Baxueitnimm snemeHToM petedust TrustWorks siBisiercsl LeHTpa-
JNM30BaHHAasl, OCHOBaHHAs Ha nonxuTuke (policy based) cuctema ynpas-
JIEHWsI CPEICTBAMM CETEBOM M MHDOPMALIMOHHO 6e301acHOCTH Mac-
wtaba npeaapusiTis. ta cucTeMa obecneunBaeT CIeAyIonne Kauecr-
BEHHBIE TOTPEOMTENBCKHUE XaPAKTEPHCTUKH:

» BBICOKMI1 YPOBEHb 3aLUMIIEHHOCTH CUCTEMbI yNpaBiaeHus (Iy-

TEM BBIACICHUA 3aLIMIICHHOIO NEPUMETpa YIIpaBieHUs BHYTPH
CeTU MPEANPHUSITHSA);

o PACIUMPAEMOCTL CHCTEMBE YOpaBieHUsT nHpOpMaLUMOHHOH Ge3-
OITaCHOCThIO;

e BRICOKMH YpOBEHb HANEXHOCTH CUCTEMbI yNpapieHus U KO-
YEBBIX €€ KOMIIOHEHTOB;

e MHTEIPAaLMIO C KOPIIOPaTUBHBIMK CHUCTEMaMu OOLIETO CETEBOrO
1 MHOOPMAIIMOHHOTO YNPABICHUS;

s [POCTYIO, MHTYHTHBHO BOCIIPUHUMAEMYIO, SPTOHOMUYHYIO Y MH-
tpacTpykTypHyIO cpeny onmmcaHus, GOpMUpOBaHMSA, MOHUTOPUH-
ra ¥ AMarHOCTHKM TTOJMTHKY Ge30macHOCTH Maciitaba npeanpu-
stus (enterprise level policy based management).

VnpasneHnue ocyitectsasercs creuuanbHeiv [10 agMuHHCTpA-
topa — Koucoavio ynpassenus (Trusted GSM Console). Koauyectso
H GYHKIMH KAXAOTO M3 3K3EMIUISIPOB YCTAHOBJEHHOIO B CUCTEME
MO Trusted GSM Console 3a1a10Tcs IMaBHBIM aIMHHUCTPATOPOM
CUCTEMBI B 3aBHCUMOCTM OT OPraHM3alMOHHOM CTPYKTYpHl IIpen-
npusatus. s HasHavyeHus: QyHKI@HA Kaxaoro U3 pabouyux MecT
Trusted GSM Console ucnob3yercsi poieBoii MEXaHU3M pa3rpaHH-
YeHusl MpaB MO AOCTYNY K GYHKUMAM yHpamieHusi (MEHEIXKMEHTA)
CUCTEMBEI.

Dyuxyuu ynpasaenus GSM. B 3aBHCMMOCTH OT BHIa ynpabisie-
MBIX OOBEKTOB Habop ynpasiasiownx ¢byHkuuid 8 GSM MOXHO yc-
JIOBHO pa3OUThL HA TPM KAaTETOPUH.

1. YnpasneHue HHPOPMAIIMOHHBIM KaTanoroM. OyHKUMU yIIpaB-
JieHuss MHOOPMALMOHHKIM KATalOrOM OIIPese/aioT MHOOPMALMOH-
Hylo coctasisioiyio GSM:

o HOPMHPOBAHHAE DA3NECIOB KATAIOTA,;

¢ OIIMCAHME YCJIYT KATAJIOra,

e Ha3HAaYeHUE W KOHTPOJIb CETEBBIX PECYpPCOB, TPeOyeMbIX mist
BBIITOJHEHUS YCIIYTH;

e PErUCTPALMIO ONMCAHHS YCIYTH;

e KOHTDPOJIL COCTOSIHUSL YCJIYT WAHM Pa3AeoB KaTajora yciuyr;
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¢ MOHHTOPUHI' MCTIOJIHCHHUST YCIIYT;

¢ [TOOTOTOBKY M TEPECHUIKY OTYETOB (IIPOTOKOJIOB) IO COCTOS-
HUIO KaTajora.

2. Yrpapienue TOJdb30BaTesIMM M fpaBaMu  gocryma.  Jlist
VIIPaBiCHUS IpaBaMy HOCTYNA I0Jb30BaTeNeil CHCTEMBI K yCayraM
(nHbopMalMOHHEIM WIM CeTeBBIM pecypcam) GSM obecrieuuBaer
caeayoiuue QYyHKImu: ,

¢ (popMUpOBaHKE TPYIIT MOAL3OBATENIEH 110 POJIAM H/WITH IIPUBH-
JIETUSM JOCTYIA K YCIyraM CHCTEMb;

o (DOPMHUPOBaHNE WEPAPXMYECKHUX arperaluii ToJb3oBaTeaei Mo
AMMUHUCTPATUBHBIM, TEPPUTOPHANLHEIM WM HHBIM KPUTEPH-~
M (IOMEHBL Y/VIH JIeTIapTaMEHTBhi);

o (hopMUPOBaHME POJIEiT ZOCTYIIA NOJIL30BATENEH K ycayraMm (MH-
¢$OpMalTMOHHBIM WJIM CETEBBIM pecypcaM);

« Ha3HauY€HHe YPOBHEH CEKPETHOCTH VISl YCAYT M IOJIb30BaTeNei
CHCTEMB! (OOAEPXKKA MAHAATHOIO MEXaHM3Ma pa3TpaHUYCHUS
npas); ,

e HasHaucHWe (PMKCHMPOBAHHLIX IMpaB JOCTYHa TPYINNaM, POJISIM,
arperauysiM MOJIb3OBATENCH WA OTHEJbHBEIM T10JIb30BATE/ISIM
cUucTeMBl K MH(GOPMALIMOHHBIM WIH CETEBBIM pecypcaM CHC-
TEMbI;

e TOJIFOTOBKY M- MEPECHUIKY OTYETOB (MPOTOKOAOB) IO AOCTYITY
TIOJIb30BAaTesIeN K YCIyraM CUCTEMBI,

e [IOJITOTOBKY U TIEPECHIIKY OTYETOB (IIPOTOKOJIOB) 110 padore an-
MHUHHUCTPATOPOB CUCTEMBI

3. Ynpaenenue tipaBunamu ITIB. Tlpasuma I'Tlb craesT B coor-
BETCTBHE KOHKPETHEIE CBOICTBA 3aIIUTHI (KaK JUISI CETEBBIX COCIMHE-
HU, TaK W IJIsi JOCTyNa Mojab3oBarejieil K HHPOPMAIMOHHBIM YCIIy-
raMm) IpeayCTaHOBJEHHBIM YPOBHSM 0€30MacHOCTU cucTeMbl. KOH-
TpOAb 3a cobmopeHueM mpaBwi ITlb BRIMOMHSAET CreIMATbHBLI
MONyJIb B COCTaBe cepBepa cucTeMbl — Security Policy Processor,
obecrieyuBalOIMA;

e OMpeAcIcHUE KaXI0ro u3 yposHeH 6e301acHOCT HabopoM ma-
pPaMETPOB 3aIIUTHl COENMHEHWM, CXEMBI ayTeHTH()UKALUH H
pa3rpaHU4eHHs TIPaB;

o HAa3HAYEHWE YPOBHEN 6e30MacHOCTH KOHKPETHBIM YCIyraM HIH
pasmenaMm KaTayjora yciyT;

e Ha3zHAUEHHWe YpPOBHeil GE30MACHOCTH ITONB3OBATENSIM WIHM JIO-
OBIM arperanyisiM TOJb30BaTeNei CUCTeMBI (IPYTIIAM, POJISIM,
JIOMEHAaM, JenapTaMeHTaM);

e KOHTPOJb 3a 1enocTHocThIo I'TID (monmoToil npasmit);
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» BoIUMCIEHHE TNOMMTHMK Oe3omacHoctd JIIIB joKanmbHBIX yeT-
pPOMCTB 3alIMTHE — areHToB 6e30MaCHOCTH — W KOHTPOAb MX
HCITOJIHEH NS,

¢ KOHTPOJIb 33 HcnionHeureM TTID no pasinyHbLIM KpUTEPHSIM,

« IIOATOTOBKY Y TEPECHUIKY OTHYETOB (IIPOTOKONOB) TO COCTOSI-~
HUIO CHCTEMbI M BCeX MONBITOK Hapymienust TTID,

Kaxmpiii 13 aIMAHUCTPATOPOB CHCTEMBI ayTeHTH(MHIIHPYETCH H pa-
Horaer ¢ cucremoit yepe3 Trusted GSM Console coracHo mpeaycra-
HOBJIEHHBIM Ui HEro NpaBaM (Ha KaTasior pecypcoB WiK €70 4acTb, Ha
onpeaeJeHHBH poisMu Habop yHKUMIT yIIpaBeHWsI, Ha TPYITIBL MU
IOpyrue Habops! rionb3opatencii). Bee peiictBusa moGoro u3 amMuHUCT-
PaToOpOB MPOTOKOMMUPYIOTCS U MOTYT IOTNAPHO KOHTPOJIUPOBATHCS.

16.4. Ayaut u MOHMTOPMHF 6e30MacHOCTH

JIig opraHM3ainii, KOMIObIOTEPHBIE CETH KOTOPHIX HACYMTHIBAIOT
HE OIMH JECATOK KOMIBIOTEPOB, QDYHKUMOHUPYIOUIMX MOJ yIpaB/e-
HueM pasnuyHbix OC, Ha mepBoe MECTO BBICTYIIaeT 3a/ava ynpasje-
HUSI MHOXECTBOM DPAa3HOOOPA3HBIX 3alMTHBIX MEXaHMW3MOB B TaKWX
reTepOreHHBIX KOPMOPATUBHBIX CeTAX. CHOXHOCTb ceTeBOil UH(bpa-
CTYKTYPbI, MHOTOOGPa3ue JaHHBIX ¥ MPUIOXEHHH MPUBOLST K TOMY,
YTO TIPM peaU3alUM CHCTEMBI WHQPOPMAUHOHHON 6e3011acHOCTH 32
npenejTaMu BHAMAHUS aIMUHHCTpaTopa 6Ge30macHOCTM MOTYT OcC-
Tarbcs MHOrMe yrposbl. [1oroMy HEOOXOIMMO OCYHIECTBIIEHHE PEry-
JSIPHOTO ayaMTa ¥ MOCTOSHHOrO MOHMTOpHHra Gesonacnoctu UC.

Ayant 6e30nacHOCTH MHEPOPMALMOHHON CHCTEMbI

HousTue ayaura 6e3onacnocTH. AyIHUT NpeAcTapiaser coboil Hesa-
BUCHMYIO O3KCHEPTH3Y OTHENbHBIX obOnacteil (PYHKIMOHMPOBAHHS
npeanpusgTus. OQHOR U3 COCTABISIIOILINX ayANT3 NPEANPUSTUS SIBIS-
ercs ayauT OezomacHocTH ero UC.

B macrosiiee Bpemsi aKTyalbHOCTh ayaurta OesonacHoctu UC
Pe3Ko BO3POCId. DTO CBA3AHO C YBETMUEHHEM 3aBUCUMOCTH OPTaHM-
sauui or uHpopmaumu u UC. Bospocna ysazsumocts HUC 3a cuer
NOBBIILIEHUA ClIoXHOCTH 2aemenToB VIC, nosBneHus HOBBIX TEXHO-
JIOTUH TIepeNayn M XpaHeHusl JaHHBIX, yBeJudexus oowema I10. Pac-
wHpuacs cnektp yrpo3 mis MC u3-3a aKTMBHOIO WCITONB30OBAHUS
NPEANPUSTHAMHA OTKDPHITHIX I10GalbHBIX CeTeil A1 nepenadd cood-
LIEHHH ¥ TpaH3aKuui. 1. .
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Aynnt 6esomacHocty MC naer BO3MOXHOCTD PYKOBOIUTEISIM U
COTPYAHHKAM OPTraHM3aluii MOJYYNUTE OTBETH Ha BOMPOCH;

e KaK ONTHMAJILHO MCHOJNB30BaTh cymecTyiollyio MUC npu pas-

BUTHM OM3HECA;

s KaK PeIalTCs BOMPOCH 6€30TIAaCHOCTH U KOHTPOJISL JOCTYIIA;

¢ KaK YCTAHOBUTb €IMHYIO CUCTEMY YIIPaBACHMSI B MOHHUTOPHWHIA
HUC;

e KOIZIa ¥ KaK HEOOXOIMMO. MPOBECTH MOAECPHU3ALHAI0 000pyI0-
panug y 110;

¢ KAK MUHUMU3HPOBATh PUCKU MpPHU pPasMELICHUU KOHMUIEHUHU-
anbHoil uHbopMmauun B IC opraHusamnmu, a TakKxke HaMETHTb
NyTH pellleHUs OOHAPYXXEHHBIX MpobJIeM.

Ha st u gpyrve moaoOHBIE BOIPOCH! HEMb3st MTHOBEHHO JaTh
OMHO3HAYHBL OTBeT. JOCTOBEpHYI0 U OGOCHOBAHHYIO WH(MOPMALIMIO
MOXHO TIONYYHTH, TOJBbKO PACCMATPHBAasi BCE B3aHMOCBSI3H MEXIY
npobinemamy. [lpoBenexnue aymumra TO3BOJNSIET OLEHUTb TEKYIIYIO
6e3onacHocTb C, OLIEHNTh PUCKH, TIPOrHO3WPOBATH M YITPABISATE UX
BJIMSIHAEM HAa OM3HEC-ITPOLIECCH OpraHM3aluM, KOPPEKTHO M oboc-
HOBAaHHO TIOAOHTH K Bompocy obecneueHnss 6e30nacHOCTH WHGpopMa-
LIMOHHBIX PECYPCOB OPTaHM3aLMH,

Henu nposeaexus aynura 6esonacHoctu UC:

« OLIEHKA TeKyUlero yposHd 3ainuuieHHocTd VIC,;

« JIOKANU3aus y3KMX MECT B CHcTeMe 3amuTthl MC;

* AHAJU3 PHUCKOB, CBA3AHHEIX C BO3MOXHOCTBIO OCYIIECTBICHUS

yrpo3 6€30NacHOCTH B OTHOIIEHH! pecypcoB HUC;

e BhIpabOTKAa PEKOMEHJAlIMII 1T0 BHEIPEHWIO HOBBIX M ITOBBIIIIE-
HM10 3P PEeKTUBHOCTH CYIIECTBYIOLUIMX MEXaHU3MOB 0e30MacHO-
ctu AC;

e ouedka coorBerctBHg HMC CyliecTBYIOIIMM CcTaHAapTaM B 00-
JacTh HHGOPMAIIMOHHOM 6e30NacHOCTH.

B uucio momonHmTeabHbIX 3amay ayaura MC moryr Takxe BXO-
JAWTh BEIPaGOTKA PEKOMEHIANUN [0 COBEPLUEHCTBOBAHMIO MOJUTHKHI
Be30macHOCTH OpraHM3allMy M TocTaHoBKa 3anad mwisa UT nepcoHa-
JIa, Kacawmmxces: obecriedeHUs 3aUTh HHpOopMaLuy.

Ilposeaenne ayaura Oe3onacHocTH WHGOPMANMOHHLIX cucTeM. Pa-
Botel o aynuty GesonacHocTH MC coCTosST M3 NOCHeAOBATENBHbBIX
STANOB, KOTOPbie B LEJOM COOTBETCTBYIOT 3TariaM IMPOBEeNeHUs] KOM-
rmiexkcnoro UT ayaura aBTOMaTH3MPOBAHHOM CUCTEMBI:

e HHULMMPOBAHUS TIPOLIEIYDPbI ayANUTA;

o cOopa MHGpOPMaALINKY AyaNUTa;

e aHAIU3a JAHHBIX AyIWTa;
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» BpIpabOTKH peKOMEHIALIMMA;

» TIOATOTOBKM ayIMTOPCKOIO OTYETA.

AyauTopcKmii 0TYeT SIBIISIETCSl OCHOBHBIM pe3yJIbTaTOM ITpOBejie-
HHS ayauTa. OTYET JOJIKEH CONEPXAaTh ONUCAHME LEICH NPOBEACHUS
ayouTa, XapakTepucTtuky obcmeayemont MC, pesynbrarhl aHanmsa
JaHHbIX ayJIHTa, BLIBOABL, CONEPXKALUMEC OLEHKY YPOBHS 3aLIMLIEHHO-
¢t AC nmam cooTBeTCTBUS ee TPeOOBAHKMAM CTaHIAPTOB, U PEKOMEH-
JIALKHY NI0 YCTPAHEHHIO CYILECTBYIOIIMX HENOCTATKOB M COBEPLIEHCT-
BOBAHMIO CHCTEMbI 3alLIMTHI.

MoHMTOPHHT 6E30NACHOCTH CHCTEMbI

DynKiMK MoHUTOpUHTA GezonacHocTd MC BRIMOMHAIOT CPEACT-
Ba aHajM3a 3alIMIUEHHOCTH M CpeAcTBa OOHapyXeHMWs aTtak (CM.
1. 14). Cpeactsa aHanM3a 3alIMLUIEHHOCTH MCCIEAYIOT HaCTPOMKH
aneMeHTOB 3aumThl OC Ha pabounx craHuusx u cepsepax, bJl: Onu
WUCCIIENYIOT TOTOAOIHIO CETH, MILYT HE3alUMILEHHbIe WK HENpasuib-
HbI€ CETeBble COCAMHEHMUS, AaHATIM3UPYIOT HAacTpoitku MD.

B ¢yHKUMY cUCTEMBI yIIpaBieHHst 0€30MaCHOCTHIO BXOIUT BbIpa-
00TKa peKOMEeHIALUI afMUHUCTPATOPY 110 YCTPAHEHUIO OOHApYXEH-
HbIX YSI3BUMOCTEH B CeTsiX, IMPHUIOXEHHUIX WIH HWHBIX KOMIIOHEHTax
HUC opranu3zaiuu,

Hcnons3oBaHne Mojeid afanTHBHOTO YhpapieHMsi OezomacHo-
CTbIO CETH JAeT BO3MOXHOCTbh KOHTPOJMPOBATh IPAKTHYECKU BCE YT-
PO3bI H CBOEBPEMEHHO PEarupoBaTh Ha HUX, TI03BOJIAS HE TOJILKO YCT-
PaHHUTD YSI3BMMOCTH, KOTOPbIE MOTYT PUBECTH K PeATM3aLIMN yrPO3bl,
HO H NIPOaHAIM3UPOBATh YCJIOBUS, NPUBOASIIUE K MX ITOSBJIEHUIO.



MNpunoxenue

TPEBOBAHUA K COBPEMEHHbIM
CUCTEMAM 3ALLMTDI
UHDPOPMALIMM

TpeGoBaHUS K COBPEMEHHBIM CHCTEMAM 3alIUTH MHGOpMAIIMM
OCHOBAaHBI Ha MaTepHaNax OTeYeCTBEHHBIX CTAHAAPTOB 1o WHGpopMa-
LIMOHHOM 6e30MacHOCTY M pyKoBoasiliux mokymeHToB (PJI) no tex-
HUYeCKON 3awure uHPopManuM locyaapcTBEHHOH TeXHUYECKOMH
komuccnu (I'TK) Poccun.

Oo0mme TpeboBanus H PEKOMEHIAKH

Cucrema (noacucremMa) 3aiuThl HHGpOpMaIUy, o6pabaTbiBaeMoOit
B aBTOMAaTH3MPOBAaHHBIX CHCTEMAX pPasIMIHOTO YPOBHS W Ha3Haue-
HUSI, JOJDKHA TPEIyCMaTpyiBaTh KOMILIEKC OPraHHU3allMOHHLIX, IPO-
IPAaMMHEBIX, TEXHUYECKHX M, MPH HEOOXOAUMOCTU, KpunTorpadpuye-
CKHX CPEICTB M Mep 110 3alluTe HHGOPMALUKY [IPH €€ aBTOMATHU3HPO-
BaHHOM 00paboTKe, XpaHeHUH M Mepeiade 1o KAHAIAM CBSI3H.

OCHOBHBIMM HaIlpaBIECHUSMY 3alIUTH WHPOPMALIY SBISIOTCS:

o oOecreyeHUe 3alUThl WHGOPMALIMM OT XUIUEHWS, YTpaThl,
YTeUKH, YHUYTOXEHMS, VCKAXEHUS U MOAIC/IKH B pe3y/ibTare
Hecankyuonuposannoeo docmyna (HCJI) U crieuManbHBIX BO3-
JCUCTBUH,

» obecrieueHWe 3alIUThl UHOOPMALMU OT YTEYKH IO TeXHU4Ye-
CKMM KaHajaM Tipu €€ oOpaloTKe, XpaHEeHMH M Tiepefade Mo
KaHaJilaM CBSI3M.

B kauecTBe OCHOBHBIX M€p 3allUTH WH(OPMALMU PEKOMEHIY-

IOTCH:

e JIOKYMECHTaNbHOE O(GOPMIICHHE NEepevHs CBENCHUM KOHDHUAEeH-~
LHATBHOTO XapakKTepa C YUETOM BEJIOMCTBEHHOM M OTpaciieBOi
crneunuKU ITUX CBEICHHI,
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[

peanMsanust pa3peiluTeNbHOR CUCTEMbI JOMYCKa HCTIONHUTE-
Jied (ronp3oBarteicii, 06cayKuBalolero nepcorana) Kk HHpop-
MAalMH M CBA3aHHBIM C €€ MCIIONb30BaHUEM paboTaM W JOKY-
MEHTaM;

OrpaHmYeHHe OCTyNa NEPCcoHaa ¥ MOCTOPOHHMX ML B 3aLiH-
1@eMble TOMEUICHNS U MOMEIICHUS!, TAE pa3sMEIIeHb! CPeACTBa
vHGPOPMATH3AIMH ¥ KOMMYHHMKALUUH U XPaHSTCA HOCHTENU UH-
dopMauny;

pasrpaHUYeHHe NOCTYNa TOoJb3oBaTeNe M OOCHYXUBAIOILEro
nepcoHasia K WHGOPMALUMOHHBIM pecypcaM, IPOrpaMMHBIM
cpeacreaM o6paboTKH (Niepefayy) W 3aliuThl MHGOPMaLIMH;
perucTpainus AeHcTBAIA NOJB30BaTENeH agmomamuzuposaHHol
cucmemsl (AC) M OOCHYXMBAIOLIETO NEPCOHANA, KOHTPOIbL 33
HCII n peficTBusiMU 1OJIb30BaTesieli, 00CAYXUBAIOLIETO Nepco-
HaJla ¥ TIOCTOPOHHUX JIKLL;

y4YET ¥ HANEXKHOE XpaHeHue OYMAXHBIX U MAIIMHHBIX HOCUTE-
et MHEQOpMAIMK, KIIOYeH (KIIOYEBOM JOKYMEHTAUHUHM) M HX
ofOpalleHue, MCKITIOHaIoLIee UX XULUICHUE, TTIOOMEHY ¥ YHHYTO-
XKeHHe,;

UCTONB30BAHUE Ccneyuanrvhoix 3auumnubix 3naxoe (C33), cosma-
BacMBbIX Ha OCHOBE (PM3UKO-XMMHYECKUX TEXHOJIOTHI IUIST KOH-
TPOS KOCTYNA K OOBEKTaM 3allUTHL U [Uisl 3alUATBI JOKYMEH-
TOB OT TIOAACIKH,

HeoOXOonMMOe Pe3epPBUPORAHUE TEXHUUECKUX CPEICTB M IyOnu-
pOBaHME MACCUBOB U HocHTeNel nHpopMauuy;
KMCIIOB30BaHUE CEPTUMUIIMPOBAHHBIX CEPUIHO BBINYCKAEMBIX
B 3ALMILNEHHOM WCMOJMHEHUM TEXHHYECKMX CpPeACTB 00pabor-
KH, Nepesayu ¥ XpaHeHus: nHGOpMaLInH;

KCHOJIb30BAHNE TEXHUYECKUX CPENICTB, YIOBICTBOPAIOWUX Tpe-
0OBaHHSIM CTAHAPTOB 110 3JIEKTPOMArHUTHOI COBMECTHMOCTH;
KCIONB30BaHUe CepTHOUIMPOBAHHBIX CPEICTB 3aliUTbl HH-
¢opManuy;

pasMeilieHyie OObEeKTOB 3alUMThl HA MAKCHMMAIBHO BO3MOXHOM
PacCTOSIHUM OTHOCHUTENIbHO TPaHUIBI kKoHmpoaupyemot 3onbr (K3);
pa3MelieHse MOHMWXKAIMX TPAaHCHOPMATOPHBIX HOACTAHUUHA
9AEKTPONUTAHMS W KOHTYPOB 3a3eMJIeHUsT OOBEKTOB 3alUUTHL B
npenenax K3;

PasBA3Ka Liened JeKTpOnuTaHUs OOLEKTOB 3alMTHI C JIOMO-
LUbIO 3aLUUTHRX GUWIBTPOB, OIOKUPYIOINX (MOJABISIOLIAX) MH-
¢dopMaTUBHBIR CUTHAT;
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¢ JJICKTPOMArHUTHasA pPa3Bs3Ka MEXTy AUHWAMH CBS3H H ADYIH-

MU LEUSIMA 6CHOMO2AMEAbHBIX MEXHUHECKUX Cpedcme U Cucmem

(BTCC), ppixomsiuimMu 3a npegensl K3, u mHGOpMaiOHHbI-

MM LEMNSIMH, 10 KOTOPBLIM IUPKYAUPYET 3aiuiiaeMast HHPOp-

Manms;

HCTO/Ib30BaHKE 3allMILICHHBIX KAHAIOB CBA3W U KpUITorpagu-

YeCKUX cpedcme 3auumot ungopmayuu (C3N);

» pa3MellieHHe AUCILICEB W IPYrHX CPEACTB OTOOpaxeHUA HH-
opManmy, NCKIIOYAONIEEe HECAHKIIMOHMPOBAHHBIA MTPOCMOTP
nHpOopMaLMn;

o opranusauyis GU3H4UecKoi 3alUUTH TIOMELIEHHI 1 COOCTBEHHO

TEXHUYECKUX CPEICTB C MOMOILBIO CHJI OXpaHbl U TEXHUYECKHX

CPENCTB, MPENOTBPALIAIOLINX TH CYUIECTBEHHO 3aTPYIHSIOILMX

fIPOHUKHOBCHNE B TIOMEIUEHUS TIOCTOPOHHUX JIHL, XMIEHHE

JIOKYMEHTOB U uHGpOPMAIHOHHBIX HOCHTENEH, CaMHX CPeACTB

HHbOPMATH3AIIUY, UCKITIOYAIOIIMX HAXOXICHHE BHYTPH KOH-

TPOJMPYEMOM 30HBI TEXHUUECKHX CPENCTB pa3BelKU WIM IpO-

MEBILLIEHHOTO ILMHOHAaX3; '

Kpunrorpapuyeckoe mpeodbpaszopanue mHboOpMarmu, obpada-

TBIBAEMOU W MEPEAABACMON CPEACTBAMM BBIYMCIUTEIIBHON TEX-

HHUKH Y CBSI3H;

npegorBpaiieHue BHeApeHUs B AC niporpaMMm-BUPYCOB U IPO-

TPAMMHBIX 33aKJIaJ0K.

B nenax mupdepeHIIMPOBAHHOTO MoAXoda K 3aiure mHdopma-
nuu, oOpabartbiBacMoif B AC pa3nM4HOTO YpOBHS W Ha3HAYEHMsl,
npoBomuTea Kiaccudukauus AC. Knaccndpukanmss AC ocylecTBas-
eTcs Ha ocHoBauumu TpeboBaHuil PI I'TK Poccum «ABTOMaTusnpo-
BaHHBIC CHCTEMBI. 3alMTA OT ‘HECAHKLMOHHPOBAHHOIO HOCTyNna K
uHpopmaruu. Kiaccudukalivss aBTOMaTH3UPOBAHHBIX CHCTEM U
TpeboBaHud MO 3aiiuTe MHPopManuu» [21].

KoHkpeTHble TpeGOBaHMS MO 3aiuTe UHGOPMALMM U MEPOTIPUSI-
THSL 110 VX BBIMOJHEHHUIO ONPEACSIOTCS B 3aBHCUMOCTH OT YCTAHOB-
nennporo st AC kiacca 3alIMIeHHOCTU. PeKoMeHyeMble KaccChbl
sanmmiienHoctd AC, C33, cpencts 3aluuThl WHGpOpManKUM No ypos-
HI0 KOHTPOJISi OTCYTICTBUSI HEIEKIAPUPOBAHHEBIX BO3MOXHOCTEH, a
TakxKe MoKasaresau no kiaaccam sawumeHHoctd CBT n M3 or HC/]
K nHdopMaLMK NpHBeACHB B TabsuLe [21].

Jlvua, monyleHHbBIe K aBTOMaTU3MPOBaHHOK 00paboTke KOHpU-
JeHLIMATbHOM HHMOPMALIUK, HECYT OTBETCTBEHHOCTD 3a COOJII/ICHHME
YCTAHOBJIEHHOTO B YYPEXACHUH (Ha IPEMIpUsITUH) nopsijika obeclie-
JeHMsl 3aIUTHl 3T0i MHMOpMAaIINK.
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Knaccnt sampmennocrd ot HCJI x mugopmanmn

Pykosonsmvi Kraccwl sammineHsoCTH
HOKYMEHT 1123145767 8]o1ef1i12]13]14]15]16]17]18
As 1A[1B|1B{1T'| 11|2A|2b{3A|3b
TOMBTH3HPOBAHHLE _ 25 3ox
1 CHCTEMEL 1-a rpynna Ipynna | Ipyrma
[ {=x]x " )
Cpeacrsa 4-1 21 |1
2|  BEnmCTETENRHON . 34 rpyuna rpymma | rp.
TEXHUKH Y
3| MexcereBhie 9KpaHbl *
4 Crexanstsie .
3AUATHRE 3HAKA
5 HenpewiapuposaHHke .
BOIMOKHOCTH

* peKOMeHayeMele Kiacchl sammmenHocTd ot HC/ x xoHbHIeHUHansHON UH-
dopmanmn.

Kouxpernple TpeGOBAHHA K COBPEMEHHBIM CHCTEMAaM 3AIMTH MHGMOPMANMH TIPUBE-
JIeHHl B CJICOYIOLIMX PYKOBOISILUX JoKymeHTax Iocrexkomuccuu Poccum u rocynap-
CTBEHHBIX cTaHnaprax P®:

1. AsTomMaTuzupoBanHbie cucteMsl. 3aumra ot HC/ x undopmauuu. Knaccudu-
xauys AC U TpeGosanyis mo 3ammure unbopmauuy. P I'TK Poceun. M., 1992
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TMoxkasareny sammmennoctd ot HCIL x undopmauuu. PJ F'TK Poccuu. M., 1997.
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